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Inspired by em pirical studies of netw orked system s such as the Interet, socialnetw orks, and bio-
logical netw orks, researchers have in recent years developed a variety of technigques and m odels to
help us understand or predict the behavior of these system s. H ere we review developm ents in this

eld, including such concepts as the sm allworld e ect, degree distributions, clustering, netw ork
correlations, random graph m odels, m odels of netw ork grow th and preferential attachm ent, and

dynam ical processes taking place on netw orks.

A cknow ledgm ents

I._ Introduction
- - -A._Typesofnetwqrks

B . O ther resources
C . Outline of the review

L R T

- II._Netwqrksin the realworld

A . Social networks

1 B . Inform ation netw orks

i T e A S

o el N S QLK RS TlenCE
ppp—: E_._M ixing pattems _ .

S W N

0 0 o U1

el

20
20
22
22
23

. 1
'_'_'_'_'_'_'_'E‘_lz'_{mg_@_(i_g_]gf%nﬁ
....... 17 B paitie qraphs._ |
b o o o o owm wm opm wm omm e e o e - -

e - - - - - -— -
= B EETSii odel !
T L L
B. Them odel of Barabasiand A bert
e e e R e e s oA=L

N o _G_epglgl;iz_atjgn_s_of_;{l_e B arabasi{A bert m odel

ce=====2zlbe SR modsh

cmeeeaaZulbeSBmodel

C_._Search on networks

T T E Xhaustive nety ork search
S -2+ Gudded networl segrch

""" D .~ P hase transitions gn nébw orks
“ORS QML REL oK

[ A e e e e

E . O ther processes on' netw orks
1

R eferences !

A cknow kdgm ents

Forusefulfeedback on early versions ofthisarticle, the author would particularly like to thank Lada A dam ic, M ichelle G irvan,
Petter Holm e, Randy LeVeque, Sidney R edner, R icard Sole, Steve Strogatz, A lexeiV azquez, and an anonym ous referee. For
other helpfiil conversations and com m ents about netw orks thanks go to Lada A dam ic, Laszlo B arabasi, Stefan Bomholdt,
Duncan Callaway, Peter D odds, Jennifer D unne, R ick D urrett, Stephanie Forrest, M ichelle G irvan, Jon K leinberg, Jam es
M oody, C risM oore, M artina M orris, Juyong P ark, R ichard R othenberg, Larry Ruzzo, M atthew Salganik, Len Sander, Steve
Strogatz, A lessandro Vespignani, ChrisW arren, D uncan W atts, and Barry W ellm an. For providing data used in calculations
and gures, thanks go to Lada A dam ic, Laszlo B arabasi, Jerry D avis, Jennifer D unne, R am on Ferrer 1C ancho, P aulG insparg,
Jerry G rosam an, O leg K hovayko, H aw oong Jeong, D avid Lipm an, Neo M artinez, Steplhen M uth, R ichard R othenberg, R icard
Sole, G rigordy Starchenko, Duncan W atts, Geo rey W est, and Janet W iener. F igure ba was kindly provided by N eo M artinez

and R ichard W illiam s and Fig.b by Jam esM oody. T his work was supported in part-by the U S N ational Science Foundation

under grants DM S{0109086 and DM S{0234188 and by the Jam es S.M cD onnell Foundation and the Santa Fe Institute.

24
24
25

26

27
28

28

29

30
30
32
34
35
37

37
38
40
40
42
43
43
44
45
46
47

47

48


http://arxiv.org/abs/cond-mat/0303516v1

I. NTRODUCTION

A network is a set of ftem s, which we w ill call vertices
or som etin es nodes, wih connections between them,
called edges F 1ig. -'_]:) . System s taking the form of net—
works (@lso called \graphs" in m uch ofthe m athem atical
literature) abound in thew orld. E xam ples include the In—
temet, the W orld W ide W b, socialnetw orks of acquain—
tance or other connections between individuals, organi-
zational netw orks and netw orks of business relations be-
tween com panies, neural netw orks, m etabolic netw orks,
food webs, distribution networks such as blood vessels
or postal delivery routes, netw orks of citations betw een
papers, and m any others jg.:_j) . Thispaper review s re—
cent (@nd som e not—so—recent) work on the structure and
function of netw orked system s such as these.

The study of networks, in the form of m athem atical
graph theory, is one of the fiindam ental pillars of dis—
crete m athem atics. Euler’s celebrated 1735 solution of
the K onigsberg bridge problem is often cited asthe st
true proofin the theory ofnetw orks, and during the twen—
tieth century graph theory has developed into a substan—
tialbody of know ledge.

N etw orks have also been studied extensively in the so—
cialsciences. T ypicalnetw ork studies in sociology involve
the circulation of questionnaires, asking respondents to
detail their interactions w ith others. O ne can then use
the responses to reconstruct a network in which vertices
represent individuals and edges the interactions betw een
them . Typical social network studies address issues of
centrality which lndividuals are best connected to others
or have m ost In uence) and connectivity Whether and
how individuals are connected to one another through
the network).

R ecent yearshow everhave w tnessed a substantialnew
m ovem ent In network research, w ith the focus shifting
away from the analysis of single sn all graphs and the
properties of individual vertices or edges w ihin such
graphs to consideration of large-scale statistical proper—
tiesofgraphs. Thisnew approach hasbeen driven largely
by the availability of com puters and com m unication net—
works that allow us to gather and analyze data on a
scale far larger than previously possble. W here stud-
desused to ook at networks ofm aybe tens or In extrem e
cases hundreds of vertices, it iIsnot uncom m on now to see
netw orks w ith m illions or even billions of vertices. T his
change of scale forces upon us a corresponding change In

FIG.1 A smallexam ple network w ith eight vertices and ten
edges.
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our analytic approach . M any ofthe questionsthat m ight
previously have been asked in studies of am all netw orks
are sin ply not usefiil in m uch larger networks. A social
netw ork analyst m ight have asked, \W hich vertex in this
netw ork would prove m ost crucial to the netw ork’s con—
nectivity if it were rem oved?" But such a question has
little m eaning i m ost netw orks of a m illion vertices| no
single vertex in such a network w illhavem uch e ectatall
w hen rem oved. O n the otherhand, one could reasonably
ask a question lke, \W hat percentage of vertices need to
be rem oved to substantially a ect netw ork connectivity
In som e given way?" and this type of statistical question
has realm eaning even in a very large network.

However, there is another reason why our approach
to the study of netw orks has changed In recent years, a
reason whose In portance should not be underestin ated,
although i often is. For networks of tens or hundreds
of vertices, it is a relatively straightforward m atter to
draw a picture ofthe netw ork w ith actualpointsand lines
Fig. ;_2:) and to answer speci ¢ questions about netw ork
structure by exam ining thispicture. Thishasbeen one of
the prin ary m ethods of network analysts since the eld
began. The hum an eye is an analytic tool of rem arkable
pow er, and eyeballing pictures of netw orks is an excellent
way to gain an understanding of their structure. W ith
a network of a m illion or a billion vertices how ever, this
approach is useless. One sinply cannot draw a mean—
Ingfilpicture ofa m illion vertices, even w ith m odem 3D
com puter rendering tools, and therefore direct analysis
by eye is hopeless. T he recent developm ent of statistical
m ethods for quantifying large netw orks is to a large ex—
tent an attem ptto nd som ething to play the part played
by the eye In the network analysis of the twentieth cen—
tury. Statisticalm ethods answ er the question, \H ow can
T tellwhat this network looks lke, when I can’t actually
Jook at 2"

T he body of theory that is the prin ary focus of this
review ain sto do three things. First, it aim sto nd sta—
tisticalproperties, such aspath lengths and degree distri-
butions, that characterize the structure and behavior of
networked system s, and to suggest appropriate ways to
m easure these properties. Second, i ain sto createm od—
els of netw orks that can help us to understand the m ean—
Ing ofthese propertjes| how they cam e to be asthey are,
and how they interact w ith one another. Third, it ain s
to predict what the behavior of networked system s w ill
be on the basis ofm easured structuralproperties and the
local rules goveming individual vertices. How for exam —
plew illnetwork structurea ecttra con the Intemet, or
the perform ance ofa W eb search engine, or the dynam ics
of socialor biological system s? A swe w ill see, the scien—
ti ¢ community has, by draw ng on ideas from a broad
variety ofdisciplines, m ade an excellent start on the rst
two of these ain s, the characterization and m odeling of
network structure. Studies of the e ects of structure on
system behavior on the other hand are still In their in—
fancy. It rem ains to be seen what the crucial theoretical
developm ents w illbe in this area.
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FIG .2 Three exam ples of the kinds ofrn_ei_jﬂ orks that are the topic of this review . @) A ©od web of predatorprey interactions
between species in a freshwater lake _222:] P icture courtesy ofI:I_eQ M artinez and Richard W illiam s. (o) The network of
collaborations between scientists at a private research institution {L72]. (c) A network of sexual contacts between individuals

in the study by P otterat et al. t_?ilg]

A . Types of netw orks

A set of vertices pined by edges is only the sin plest
type of netw ork; there arem any ways in which networks
m ay be m ore com plex than this (E‘J'g.i&’) . For instance,
there m ay be m ore than one di erent type of vertex in a
network, or m ore than one di erent type of edge. And
vertices or edges m ay have a variety of properties, nu—
m erical or otherw ise, associated w ih them . Taking the
exam ple of a social network of people, the vertices m ay
representm en orwom en, people ofdi erent nationalities,
locations, ages, incom es, or m any other things. Edges
m ay represent friendship, but they could also represent
anin osity, or professional acquaintance, or geographical
proxin ity. They can carry weights, representing, say,
how welltwo people know each other. They can also be
directed, pointing in only one direction. G raphs com —
posed of directed edges are them selves called directed

graphs or som etin es digraphs, for short. A graph rep—
resenting telephone calls or em ail m essages between In—
dividuals would be directed, since each m essage goes in
only one direction. D irected graphs can be either cyclic,
m eaning they contain closed loops of edges, or acyclic
m eaning they do not. Som e netw orks, such as food webs,
are approxin ately but not perfectly acyclic.

One can also have hyperedges| edges that pin more
than tw o vertices together. G raphs containing such edges
are called hypergraphs. H yperedges could be used to In—
dicate fam ily ties in a socialnetw ork ibrexamp]e| n in—
dividuals connected to each other by virtue of belonging
to the sam e Inm ediate fam ily could be represented by
an n-edge pining them . G raphs m ay also be naturally
partitioned In various ways. W e will see a number of
exam ples In this review ofbipartite graphs: graphs that
contain vertices of tw o distinct types, w th edges running
only between unlike types. Socalled a lation networks



FIG .3 Exam ples of various types of networks: (@) an undi-
rected network w ith only a single type of vertex and a single
type of edge; (b) a network wih a number of discrete ver-
tex and edge types; () a network with varying vertex and
edge weights; (d) a directed network in which each edge has
a direction.

In which people are pined togetherby com m on m em ber—
ship of groups take this form , the two types of vertices
representing the people and the groups. G raphsm ay also
evolve over tin e, w ith vertices or edges appearing or dis—
appearing, or valies de ned on those vertices and edges
changing. A nd there are m any other levels of sophistica—
tion one can add. T he study of netw orks isby no m eans
a com plete science yet, and m any ofthe possbilities have
yet to be explored in depth, but we w ill see exam ples of
at least som e of the variations described here In the work
reviewed In this paper.

The prgon of the study of networks is unfortunately
confused by di ering usages am ong Investigators from
di erent elds. To avoid (or at least reduce) confusion,
we give n Table :_i a short glossary of tem s as they are
used in this paper.

B . O ther resources

A num ber of other review s of this area have appeared
recently, which the readerm ay wish to consult. A bert
and Barabasi [_I;%] and D orogovtsev and M endes [_Ig-(_i]
have given extensive pedagogical review s focusing on the
physics literature. B oth devote the lJargerpart oftheirat—
tentjon to the m odels of grow ing graphs that we describe
in Sec. V ]I Shorter review s takJng otherview pointshave
been given by Newm an [§09] and H ayes [__L8§ '195] who
both concentrate on the so-called \am allworld" m odels

(see Sec.-'y-_t), and by Strogatz Egi], who Inclides an in—
teresting discussion ofthe behavior ofdynam icalsystem s
on netw orks.

A number of books also m ake worthwhile reading.
D orogovtsev and M endes [Z_Lgé] have expanded their
abovem entioned review into a book, which again fo-
cuses on m odels of grow ing graphs. T he edited volum es
by Bomholdt and Schuster [_7-g] and by P astorSatorras
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and Rubi Eé@] both contain contributed essays on var—
jous topics by leading researchers. D etailed treatm ents
ofm any ofthe topics covered in the present work can be
found there. The book by Newm an et al. B20] is a colk
Jection of previously published papers, and also contains
som e review m aterialby the editors.

T hree popular books on the sub fct of networksm erit
a mention. A bertdaszlo Barabasi’s Linked t_B-]_}] gives
a personal account of recent developm ents in the study
of netw orks, focusing particularly on B arabasi’swork on
scalefree networks. Duncan W atts’s Six D egrees [414]
gives a sociologist’s view , partly historical, of discoveries
old and new . M ark Buchanan’s N exus L7§] gives an en-—
tertaining portrait of the eld from the point of view of
a science pumalist.

Farthera eld, there are a variety ofbookson the study
ofnetw orks in paﬁ:cu]ar elds. W ithin graph theory the
books by Harary [._L88 ] and by Bollbbas {62 ] are w dely
cited and am ong social hetw ork theorists the books by
W assermm an and Faust [{109 Jand by Scott @63] T hebook
by Ahup et al [7] is a usefiil source for infom ation on
netw ork algorithm s.

C . Outline of the review

T he outline ofthis paper is as follow s. In Sec._i{w ede-
scribbe em pirical studies of the structure of netw orks, in—
cluding socialnetw orks, Infom ation netw orks, technolog—
ical netw orks and biological netw orks. In Sec. -]It we de—
scribbe som e of the com m on properties that are observed
In m any of these networks, how they are m easured, and
w hy they arebelieved to be In portant_ﬁzrthe functioning
of netw orked system s. SectJons-N. toV f[ form the heart
of the review . T hey describe work on the m athem atical
m odeling of netw orks, lncliding random graph m odels
and their generalizations, exponential random graphs,
p models and M arkov graphs, the an allworld m odel
and is variations, and m odels of grow ing graphs includ-
Ing preferential attachm ent m odels and theirm any vari-
ations. In Sec. V]It we discuss the progress, such as it
is, that has been m ade on the study of processes taking
place on netw orks, ncluding epidem ic processes, netw ork
failire, m odels displaying phase transitions, and dynam —
ical system s lke J:andom Boolean networks and cellular
autom ata. In Sec. ﬂX. we give our conclusions and point
to directions for future research.

IOI. NETW ORKS N THE REAL W ORLD

In this section we look at what is known about the
structure of networks of di erent types. Recent work
on the m athem atics of netw orks has been driven largely
by observations of the properties of actual netw orks and
attem pts to m odel them , so network data are the ob—
vious starting point or a review such as this. It also
m akes sense to exam Ine sin ultaneously data from dif-



II Networks in the realworld

Vertex (L vertices): The findam ental unit of a network, also called a site
(physics), a node (com puter science), or an actor (sociology).

Edge: The line connecting two vertices. A lso called a bond (physics),
(com puter science), or a tie (sociclogy).

D irected/undirected: An edge is directed if it runs in only one direction (such
as a oneway road between two points), and undirected if i runs in both directions.
D irected edges, w hich are som etin es called arcs, can be thought ofas sporting arrow s
indicating their orientation. A graph is directed if all of its edges are directed. An
undirected graph can be represented by a directed one having tw o edges betw een each
pair of connected vertices, one in each direction.

a link

D egree: T he num ber of edges connected to a vertex. N ote that the degree isnot
necessarily equalto the num ber of vertices ad pcent to a vertex, since there m ay be
m ore than one edge between any two vertices. In a few recent articles, the degree
is referred to as the \connectivity" of a vertex, but we avoid this usage because the
word connectivity already has another m eaning In graph theory. A directed graph
has both an in-degree and an out-degree for each vertex, which are the numbers of
in-com ng and out-going edges respectively.

Com ponent: The com ponent to which a vertex belongs is that set of vertices
that can be reached from it by paths running along edges of the graph. In a directed
graph a vertex has both an In-com ponent and an out-com ponent, which are the sets
of vertices from which the vertex can be reached and which can be reached from it.

G ecdesic path: A geodesic path is the shortest path through the network from
one vertex to another. N ote that there m ay be and often ism ore than one geodesic
path between two vertices.

D iam eter: T he diam eter of a network is the length (in num ber of edges) of the
Jongest geodesic path between any two vertices. A few authors have also used this
term to m ean the average geodesic distance in a graph, although strictly the two

quantities are quite distinct.

TABLE I A short glossary of tem s.

ferent kinds of networks. One of the principal thrusts
of recent work In this area, inspired particularly by a
groundbreaking 1998 paperby W atts and Strogatz §16],
has been the com parative study of networks from dif-
ferent branches of science, w ith em phasis on properties
that are comm on tom any ofthem and them athem atical
developm ents that m irror those properties. W e here di-
vide our sum m ary into four loose categories of netw orks:
socialnetw orks, Inform ation netw orks, technologicalnet—
works and biological netw orks.

A . Sociklnetworks

A socialnetwork is a set of people or groups of peo—
pl with some pattem of contacts or interactions be-
tween them -@-@, :l4£)_§] The pattems of friendships be-
tween individuals 296 '348] business relationships be—
tween com panJes R69, 286] and interm arriages betw een
fam ilies [327i] are a]lexam p]es ofnetw orksthat have been

studied 1 the past! O fthe academ ic disciplines the so-

1 0 ccasionally social nebygrks of anim als have been investigated
also, such as dolphins D(}], not to m ention networks of ctional

cial sciences have the longest history of the substantial
quantitative study of realw orld netw orks [_1-_6-2:, ééé] Oof
particular note am ong the early w orks on the sub fct are:
Jacob M oreno’s work in the 1920s and 30s on friend-
ship pattems within sn all groups [_29@]; the so-called
\southem women study" of Davis et al [._1(_33:], w hich
focused on the social circles of women In an unnam ed
city in the American south In 1936; the study by EI-
ton M ayo and colleagues of social networks of factory
workers n the late 1930s in Chicago_[B57); the m athe-
m aticalm odels of Anatol Rapoport [346], who was one
of the rst theorists, pethaps the rst, to stress the in —
portance of the degree distrbution In networks of all
kinds, not jast socialnetw orks; and the studies of friend—
ship ne‘aﬂ orks of school children by Rapoport and oth-
In m ore recent years, studies of business

com m unities E§7_ '168 269] and of pattems of sexual

Pl G gt Bl

contacts I45 218,243,2686,1303,342] have attracted par-
ticular attention.

Another in portant set of experin ents are the fam ous

characters, such as the protagonists of Tolstoy’s Anna K aren—
ina I24l{ ]JorM arvelC om ics superheroes EO



\am all-w orld" experin ents ofM ilgram ééé,@?@] No ac—
tual netw orks were reconstructed in these experin ents,
but nonetheless they tell us about network structure.
T he experin ents probed the distribution ofpath lengths
In an acquaintance netw ork by asking participantsto pass
a letter’ to one oftheir rst-nam e acquaintances in an at—
tem pt to get it to an assigned target individual. M ost of
the letters in the experin ent were lost, but about a quar-
ter reached the target and passed on average through the
hands of only about six peopl in doing so. T his exper-
In ent was the origin of the popular concept of the \six
degrees of separation,”" although that phrase did not ap—
pear in M ilgram 's w riting, being coined som e decades
later by Guare [183]. A brief but useful early review of
M ilgram ’'swork and work stemm Ing from it wasgiven by
Gar ed [:LéQ:]

Traditional social network studies often su er from
problem s of Inaccuracy, sub ectivity, and small sample
size. W ih the exosption of a few ingenious indirect
studies such asM ilgram ’s, data collection is usually car-
ried out by querying participants directly using question—
naires or Interview s. Such m ethods are labor-intensive
and therefore Ilin it the size of the network that can be
observed. Survey data are, m oreover, in uenced by sub—
ctive biases on the part of respondents; how one re—
soondent de nes a friend for exam ple could be quite dif-
ferent from how another does. A though much e ort is
put into elin inating possible sources of nconsistency, i
is generally acoepted that there are large and essentially
uncontrolled errors in m ost of these sl:udJes A review of
the issues has been given by M arsden @7;[.

Because of these problem s many researchers have
tumed to other m ethods for probing social networks.
O ne source of copious and relatively reliable data is col-
laboration networks. These are typically a liation net—
works in which participants collaborate in groups of one
kind or another, and links between pairs of individuals
are established by com m on group m em bership. A classic,
though rather frivolous, exam ple of such a netw ork isthe
collaboration network of In actors, which is thoroughly
docum ented in the online Intermet M ovie D atabase® n
this network actors collaborate In In s and two actors
are considered connected if they have appeared n a In
together. Statisticalproperties ofthis netw ork have been
analyzed by a num ber of authors 5_4,:_59', ESZZ}, @ié] O ther
exam ples of netw orks of this type are netw orks of com —
pany directors, in which two directors are Iinked if they
belong to the sam e board of directors E_O4 '105 269],
netw orks of coauthorship am ong academ ics, In which in—
dividuals are linked if they have coauthored one orm ore
papers B4, 3, 568,107,183, 373, 593,311, 313, 513} and
coappearance networks In which individuals are linked
by mention in the sam e context, particularly on W eb

2 Actually a older containing several docum ents.
3 http://www.imdb.com/
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pages Ej, éé?:] or in new spaper articles [9-9'] (see Fjg.:_ib) .

A nother source of reliable data about personal connec—
tions between people is com m unication records of cer—
tain kinds. For exam ple, one could construct a netw ork
In which each (directed) edge between two people rep—
resented a letter or package sent by m ail from one to
the other. No study of such a network has been pub-—
lished as far as we are aware, but som e sin ilar things
have. Aklb et al H, 4] have analyzed a network of
telephone calls m ade over the AT & T long-distance net—
work on a single day. T he vertices of this netw ork repre—
sent telephone num bers and the directed edges calls from
one num ber to ancther. Even or just a sihgle day this
graph is enom ous, having about 50 m illion vertices, one
of the largest graphs yet studied after the graph of the
World W ide W eb. Ebelet al. [:LEG:] have reconstructed
the pattem of em ail com m unications between ve thou—
sand students at K il University from logs m aintained
by em ail servers. In this network the vertices repre—
sent em ail addresses and directed edges represent a m es—
sage passing from one address to another. Em ail net-
works have also been studied by Newman et al [3211]
and by Guin era et al -Ll-§f_9], and sin ilar netw orks have
been oonstructed for an \instant m essaging" system by
Sm ih @71 Iy and bran Intemet oommumi:y W eb site by
Holme et al Q96] D odds et al [Ll() ] have carried out
an em ail version ofM ilgram ’s sm altw orld experin ent in
which participants were asked to forward an em ailm es—
sage to one oftheir friends in an e ort to get them essage
ultin ately to som e chosen target ndividual. Response
rates for the experim ent were quite low, but a few hun-
dred com pleted chains ofm essagesw ere recorded, enough
to allow various statistical analyses.

B . Infom ation netw orks

O ur second netw ork category is what we will call in—
form ation networks (also som etin es called \know ledge
networks"). The classic exam ple of an Inform ation net-
work is the network of citations between academ ic pa—
pers @5@] M ost lramed articles cite previous work by
others on related topics. T hese citations form a netw ork
In which the vertices are articles and a directed edge from
article A to article B indicatesthat A ciesB .The struc-
ture of the citation netw ork then re ects the structure of
the Inform ation stored at its vertices, hence the term \in—
form ation network," although certainly there are social
aspects to the ciation pattems of papers too El20

C ftation networks are acyclic (see Sec. -I.A') because
papers can only cite other papers that have already been
w ritten, not those that have yet to be written. Thus all
edges in the network point backwards in tin e, m aking
closed loops Inpossible, or at least extrem ely rare (see
Fig.u).

A s an ob ct of scienti ¢ study, citation netw orks have
a great advantage in the copious and accurate data avail-
able forthem . Q uantitative study ofpublication pattems
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World-Wide Web

citation network

FIG .4 Thetwo best studied inform ation networks. Left: the
citation netw ork of academ ic papers in which the vertices are
papers and the directed edges are citations of one paper by
another. Since papers can only cite those that cam e before
them (lower down in the gure) the graph is acyc]jc| it has
no closed loops. Right: the W orld W ide W eb, a network of
text pages accessible over the Intemet, In which the vertices
are pages and the directed edges are hyperlinks. There are
no constraints on the W eb that forbid cycles and hence it is
in generalcyclic.

stretches back at least as far as A lfred Lotka’s ground-
breaking 1926 discovery of the so—called Law of Scien—
ti ¢ P roductivity, which states that the distribution of
the num bers of papers w ritten by individual scientists
follow s a power law . That is, the number of scientists
who have w ritten k papers allso ask for som e con—
stant (In fact, this result extends to the arts and
hum aniies as well) The rst serious work on citation
pattems was conducted In the 1960s as large citation
databases becam e available through the work of Eugene
G ar eld and other pioneers n the eld ofbiliom etrics.
The network fom ed by ciations was discussed in an
early paper by P rice 1;-%{1-3_'-], In which am ong other things,
the author points out for the st tim e that both the in—
and out-degree distrbutions of the netw ork ©llow power
law s, a farreaching discovery which we discuss further
n Sec. ']-:Iir.-C- M any other studies of citation netw orks
have been peﬁbm ed since then, using the ever better
resources available In citation databases ¢) fparthu]ar
note are the studies by Seglen [B64] and R edner B511
Another very important example of an inform ation
network is the W orld W ide W eb, which is a network of
W eb pages containing inform ation, linked togetherby hy—
perlinks from one page to another [2@)@] TheW &b should
notbe confiised w ith the Intemet, w hich isa physicalnet-
work of com puters linked together by optical bre and

4An interesting developm ent in the study of citation pat-
tems has been the arrival of autom atic citation \craw lers"
that construct citation networks from online papers. Exam -
ples include C iteseer (http://citeseer.nj.nec.com/), SPIRES
(http://www.slac.stanford.edu/spires/hep/) and C itebase
(http://citebase.eprints.org/).

other data connections® Unlke a citation network, the
W orld W ide W eb is cyclic; there is no natural ordering
of sites and no constraints that prevent the appearance
of closed Joops F ig. :4) The W eb has been very heavily
studied since its rst appearance : in the early 1990s, w ith
the studiesby A bertetal fl4 .34], K leinberget al. @41'],
and Broder et al. {74 1being particularly in uential. The
W eb also appears to have power-Jdaw in—and out-degree
dJstr_Ibquns (Sec. ']:II.C-), as we_]J; as_a ya_rge_ty of other

O ne In portant pomt to nothe about the W eb is that
our data about it com e from \craw Is" of the network, In
which W €b pages are found by ollow ing hyperlinks from
other pages [_71_;] O ur picture of the network structure
of the W orld W ide W eb is therefore necessarily biased.
A page will only be Hund if another page points to it,°
and In a craw lthat coversonly a part oftheW eb (@sall
craw Is do at present) pages are m ore lkely to be found
the m ore other pages point to them ?53] This sug—
gests for instance that our m easurem ents of the fraction
ofpages w ith Jow in-degree m ight be an underestin ate.’
T his behavior contrasts w ith that of a citation network.
A paper can appear In the citation indices even if it has
never been cited (and In fact a plurality of papers in the
Indices are never cited).

A few other exam ples of inform ation networks have
been studied to a lsser extent. Ja e and Trajen—
berg é(_ﬁ:], for instance, have studied the network of ci-
tations between U S patents, which is sim ilar In som e re—
spects to citations between academ ic papers. A number
of authors have looked at peerto-peer networks ﬁ_;, :_6,
?(-_)5], which are virtual networks of com puters that al-
low sharing of Iles between com puter users over local-
or widearea networks. The network of relations be-
tween word c]asses In a thesaurus has been studied by
thors 1_234 '3(-)5 '-32-34-1] T hisnetw ork can be looked upon as
an inform ation netw ork| users of a thesaurus \surf" the
network from one word to another looking for the par-
ticular word that perfectly captures the idea they have
In m ind. However, i can also be looked at as a concep—
tual netw ork representing the structure of the language,
orpossbly even the m ental constructs used to represent
the lJanguage. A num berofother san anticw ord netw orks

P reference netw orks provide an exam p]e ofa bJpartjte

5 W hile the W eb isprim arily an inform ation netw ork, jtilljke cita-
tion netw orks, has social aspects to its structure also B3].

T his is not alw ays strictly true. Som e W eb search engines allow
the subm ission ofpages by m em bers of the public for inclusion in
databases, and such pages need not be the target of links from
any other pages. However, such pages also form a very small
fraction ofallW eb pages, and certainly the biases discussed here
rem ain very m uch present. .

T he degree distrbution for the W eb shown in Flg:ﬁ falls o
slightly at low values ofthe in-degree, which m ay perhaps re ect
this bias.
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Infom ation network. A preference network is a network
w ith two kinds of vertices representing individuals and
the ob Ects of their preference, such as books or Im s,
w ith an edge connecting each individual to the books or

In sthey lke. (P referencenetw orkscan also beweighted
to indicate strength of likes or dislikes.) A widely stud-
ied exam ple of a preference network is the EachM ovie
database of In preferences.® Networksofthiskind m
the basis for colbhborative  Yering algorithm s and recom —
m ender system s, which are technigques for predicting new
likes or dislikes based on com parison of individuals’ pref-
erencesw ith those ofothers [Z_LZG:,:§§2:,:_3§7:]. C ollaborative

Yering has found considerable com m ercial success for
product recom m endation and targeted advertising, par—-
ticularly w ith online retailers. P reference networks can
also be thought of as social netw orks, linking not only
people to ob Ects, but also people to other people w ith
sim ilar preferences. T his approach hasbeen adopted oc-
casionally in the literature R27].

C . Technolgical netw orks

O ur third class of netw orks is technological netw orks,
m an-m ade netw orks designed typically for distrbution
of som e com m odity or resource, such as electricity or In—
form ation. The electric power grid is a good exam ple.
This is a network of high-voltage threephase tranam is-
sion lines that spans a country or a portion of a coun—
try (@s opposed to the local low ~volage a c.pow er deliv—
ery linesthat span individualneighborhoods). Statistical
studies of power grids have been m ade by, for exam p]e
O ther distribution netw orks that have been stud:ed Jn—
clude the ne‘aﬂ ork of aJr]Jne routes {20 and netw orks
of roads L221], railways @62 '366] and pedestrian traf-
c B7-] R iver netw orks could be regarded as a naturally
occurnng form ofdJsu:bqun network (@ctually a collec—

lar netw orks discussed In Sec I_'H_I_) T he telephone net-
work and delivery networks such as those used by the
post-o ce or parceldelivery com panies also fall into this

general category and are presum ably studied within the
relevant corporations, ifnot yet by academ ic researchers.
W e distinguish here betw een the physicaltelephone net—
work of wires and cables and the network of who calls
whom , discussed in Sec.'IIA,.) E lctronic circuits [159]
fall som ew here betw een distribution and com m unication
netw orks.

Another very widely studied technological netw ork is
the Intemet, ie., the network of physical connections
between com puters. Since there is a large and ever-
changing num ber of com puters on the Intemet, the struc—
ture of the network is usually exam ined at a coarse—

8 http://research.compaq.com/SRC/eachmovie/

T he structure and function of com plex netw orks

grained level, either the level of routers, specialpurpose
com puters on the network that control the m ovem ent
of data, or \autonom ous system s," which are groups of
com puters w ithin which networking is handled locally,
but between which data ows over the public Intemet.
T he com puters at a single com pany or university would
probably form a single autonom ous system | autonom ous
system s often correspond roughly w ith dom ain nam es.

In fact, the netw ork ofphysical connections on the In—
temet is not easy to discover since the infrastructure is
m aintained by m any separate organizations. T ypically
therefore, researchers reconstruct the netw ork by reason—
Ing from large sam ples of point-to-point data routes. So—
called \traceroute" program s can report the sequence of
netw ork nodes that a data packet passes through when
traveling between two points and if we assum e an edge
In the netw ork between any two consecutive nodes along
such a path then a su ciently lJarge sam ple of paths w ill
give us a fairly com plete picture of the entire network.
T here m ay however be som e edges that never get sam —
pled, so the reconstruction is typically a good, but not
perfect, representation of the true physical structure of
the Intemet. Studies of Intemet structure have been car—
ried out by, am ong others, Faloutsos et al. [__L48 Broida
and Cla y [75] and Chen et al §6].

D . Biblgical netw orks

A number of biological system s can be usefully rep—
resented as networks. Perhaps the classic exam ple of
a biological network is the network of m etabolic path-
ways, which is a representation ofm etabolic substrates
and products wih directed edges pining them if a
known m etabolic reaction exists that acts on a given
substrate and produces a given product. M ost of us
w ill probably have seen at som e point the giant m aps of
m etabolic pathw ays that m any m olecular biologists pin
to their walls® Studies of the statistical properties of
m etabolic netw orksh have been perform ed by, ﬁ)rexam rlk,
Jeong et al. @14 _?40 Fell and W agner [Z_L53, '4QE_J], and
Stelling et al. B83]. A separate network is the network
ofm echanistic physical interactions betw een proteins (@s
opposed to chem icalreactionsam ongm etabolites), which
is usually referred to as a protein interaction network.
Interaction netw orks have been studied by a num ber of
authors @06 '212 '274 '376 '395]

Another In portant c]ass of biological network is the
genetic regulatory network. The expression of a gene,
ie., the production by transcription and translation of
the protein or which the gene codes, can be controlled
by the presence of other proteins, both activators and

° The standard chart of the m etabolic netw ork is som ewhat m is—
leading. For reasons of clarity and aesthetics, m any m etabolites
appear in m ore than one place on the chart, so that som e pairs
of vertices are actually the sam e vertex.
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Inhibitors, so that the genom e itself form s a sw itching
network with vertices representing the proteins and di-
rected edges representing dependence of protein produc—
tion on the proteins at other vertices. The statistical
structure of requlatory netwol.'k_s_ has been studied re-
cently by various authors {152,184, 368]. G enetic regula—
tory networkswere in fact one ofthe rst networked dy—
nam ical system s for which large-scalem odeling attem pts
werem ade. The early v_vgrk on random Boolean nets by
Kau man R24, 225; 226] is a classic in this eld, and
anticipated recent developm ents by several decades.

A notherm uch studied exam ple of a biological netw ork
is the food web, In which the vertices represent spoecies
In an ecosystem and a directed edge from species A to
species B indicates that A preys on B [_91;, §§9:]| see
Fig. :_Za. (Som etim es the relationship is drawn the other
way around, because ecologists tend to think in term s of
energy or carbon ow s through food webs; a predator-
prey Interaction is thus drawn asan arrow pointing from
prey to predator, indicating energy ow from prey to
predator when the prey is eaten.) Construction of com —
pkte od webs is a laborious business, but a num ber
of quite extensive data sets have become available in
recent years R1, 177, 204, 272]. Statistical studies of
the topologies of food webs have been carried out by
Sole and M ontoya E9O 373], Cam acho et al BZ and
Dunne et al E32 133, '423] am ong others. A particu—
larly thorough study ofwebs ofplants and herbivoreshas
been conducted by Jordano et al P19], which includes
statistics for no less than 53 di erent netw orks.

Neural networks are another class of biological net—
works of considerable In portance. M easuring the topolk
ogy of realneuralnetw orks is extrem ely di cul, but has
been done successfully In a f&w cases. The best known
exam ple is the reconstruction of the 282-neuron neural
netw ork ofthenem atodeC .E lrgansby W hiteetal Elél-_l]
T he netw ork structure ofthe brain at larger scales than
been Investigated by Spoms et al éié‘: '55:3(_)]

B Iood vessels and the equivalent vascular netw orks in
plants form the foundation for one ofthe m ost successfiil
theoreticalm odels of the e ects of netw ork structure on
the behaviorofa ne_‘a_/v _or_k_egl system , the theory ofbiolog-
of any quantjtat:ye st:ud:es of their statistical structure.

Finally we mention two exam ples of networks from
the physical sciences, the network of free energy m in—
In a and saddle points In glasses f_l;%(:i] and the netw ork of
conformm ations of polym ers and the transitions between
them @-51_]], both of which appear to have som e interest—
Ing structural properties.

IOI. PROPERTIES OF NETW ORKS

P erhaps the sim plest useﬁ;lm odel of a network JS the

scribe in Sec.:_I-\Z-_i_:. In this m odel, undirected edges are
placed at random between a xed num bern ofverticesto

create a network in which each ofthe %n 1) possblke
edges is independently present w ith som e probability p,
and the num ber of edges connected to each vertex| the
degree of the vertex | is distributed according to a bino-
m ial distrdoution, or a P oisson distribution in the lim it
of large n. The random graph has been well studied by
m athem aticians [_6§ ,_2}]_; '223] and m any resuls, both ap—
proxin ate and exact, have been proved rigorously. M ost
of the interesting features of realworld networks that
have attracted the attention of researchers in the last few

years however concem the ways in which networks are
not lke random graphs. Realnetworks are non-random

In som e revealing w ays that suggest both possiblem echa—
nisn sthat could be guiding netw ork form ation, and pos—
sble ways In which we could exploit network structure
to achieve certain ain s. In this section we describe som e
features that appear to be com m on to netw orks ofm any
di erent types.

A . The smaltword e ect

In Sec. :_]ié: w e described the fam ous experim ents car-
ried out by Stanky M ilgram in the 1960s, In which let-
ters passed from person to person were able to reach a
designated target ndividual In only a sm all num ber of
steps| around six In the published cases. This resukt is
one of the rst direct dem onstrations of the an alkworld
e ect, the fact that m ost pairs of vertices in m ost net—
works seam to be connected by a short path through the
network.

T he existence ofthe an alkw orld e ect had been specu-
lated upon before M ilgram ’s work, notably n a rem ark—
able 1929 short story by the Hungarian w riter Frigyes
K arinthy @22 ]y and m ore rigorously In the m athem atical
w ork ofP ooland K ochen @fll w hich, although published
after M ilgram ’s studies, was In circulation In preprint
form for a decade before M ilgram took up the problem .
N ow adays, the sm alkworld e ect has been studied and
veri ed directly in a Jarge num ber of di erent netw orks.

Consider an undirected network, and lt us de ne '
to be the m ean geodesic (ie., shortest) distance between
vertex pairs in a network:

1 X

- — dy; 1
Ina+1) =
ij

where di; is the geodesic distance from vertex i to ver-
tex j. Notice that we have included the distance from
each vertex to itself (which is zero) In this average. T his
is m athem atically convenient for a num ber of reasons,
but not allauthorsdo i. In any case, its Inclusion sin ply
muliplies ‘by @ 1)=n + 1) and hence gives a correc—
tion oforder n !, which is offen negligbl for practical
purposes.

T he quantity *can bem easured fora netw ork ofn ver-
ticesand m edges in tine O m n) usihg sin ple breadth—



netw ork type n m z N c® c@® r Ref(s).
In actors undirected 449913 25516482 11343 348 23 020 0:78 0208 20, 416

com pany directors undirected 7673 55392 14:44 4:60 { 0:59 0:88 0276 105, 323
m ath coauthorship undirected 253339 496 489 3:92 757 { 0:15 0:34 0:120 107, 182
physics coauthorship undirected 52909 245300 927 6:19 { 0:45 0:56 0:363 311, 313

% biology coauthorship undirected 1520251 11803064 1553 4:92 { 0:088 0:60 0:127 311, 313

3 telephone call graph undirected 47000000 80 000 000 316 2:1 8,9
em ailm essages directed 59912 86300 144 4:95 1:5=20 0:16 136
em ail address books directed 16881 57029 3:38 522 { 0:17 0:13 0:092 321
student relationships undirected 573 477 1:66 1601 { 0:005 0:001 0:029 45
sexual contacts undirected 2810 32 265, 266

a W W W nd.edu directed 269504 1497135 555 1127 2:1/24 011 029 0:067 14, 34

'@ WWW Altavista directed 203549046 2130000000 1046 16:18 2:1/2: 74

g citation network directed 783339 6716198 8:57 3:0/{ 351

‘g R oget’s T hesaurus directed 1022 5103 4:99 4:87 { 0:13 0:15 0:157 244

- word co-occurrence undirected 460 902 17000 000 7013 27 0:44 119, 157
Intemet undirected 10697 31992 598 331 25 0:035 0:39 0:189 86, 148

E power grid undirected 4941 6594 267 18:99 { 0:10 0:080 0:003 416

o | train routes undirected 587 19603 66:79 216 { 0:69 0:033 366

Aé softw are packages directed 1439 1723 120 242 16=14 0070 0:082 0016 318

E softw are classes directed 1377 2213 161 151 { 0:033 0:012 0:119 395
electronic circuits undirected 24097 53248 4334 1105 30 0:010 0:030 0:154 155
peer-to-peer netw ork undirected 880 1296 147 428 2:1 0012 0011 0:366 6, 354

o m etabolic netw ork undirected 765 3686 9:64 256 22 0:090 0:67 0240 214

a protein interactions undirected 2115 2240 2:12 6:80 24 0072 0071 0:156 212

E m arine od web directed 135 598 443 205 { 0:16 023 0263 204

'ﬁ freshw ater food web directed 92 997 10:84 1:90 { 020 0:087 0:326 272
neural netw ork directed 307 2359 7:68 397 { 0:18 028 0226 416, 421

0T

TABLE IT Basic statistics for a num ber of published networks. T he properties m easured are: type of graph, directed or undirected; total num ber of vertices n; total
num ber of edgesm ; m ean degree z; m ean vertex {vertex distance ‘; exponent ofdegree distribution if the distribbution follow s a power law (or \{" ifnot; in/out-degree
exponents are given for directed graphs); clustering coe cient C @ from Eqg. (3); clustering coe cient C @ from Eqg. (6); and degree correlation coe cient r, Sec. IIIF .
T he last colum n gives the citation (s) for the network in the bibliography. B lank entries indicate unavailabl data.
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rst search ij], also called a _\bumjng algorithm " in the
physics literature. In Table I, we show values of * taken
from the literature for a variety ofdi erent networks. A s
the table show s, the values are In all cases quite am a]l|
much an aller than the num bern ofvertices, for instance.
The de nition é'_].') of " is problem atic in netw orks that
have m ore than one com ponent. In such cases, there
exist vertex pairs that have no connecting path. Con-—
ventionally one assigns in nite geodesic distance to such
pairs, but then the value of " also becom es in nite. To
avoid thisproblem oneusually de nes ‘on such networks
to be the m ean geodesic distance between all pairs that
have a connecting path. Pairs that 21l in two di erent
com ponents are exclided from the average. The gures
In Tabk -I,F were all calculated In thisway. An a]i:ema—
tive and perhapsm ore satisfactory approach isto de ne
to be the \ham onicm ean" geodesic distance between all
pairs, ie., the reciprocalofthe average of the reciprocals:

MRS T @)
%n(n+l), S
i3

In nite values ofd;y then contrdbute nothing to the sum .
T his approach hasbeen adopted only occasionally in net-
work calculations @@@], but perhaps should be used m ore
often.

The an allworld e ect has obvious In plications for the
dynam ics of processes taking place on networks. For
exam ple, if one considers the spread of nform ation, or
Indeed anything else, across a netw ork, the an allkworld
e ect In plies that that spread w illbe fast on m ost real-
world networks. If i takes only six steps for a rum or
to soread from any person to any other, for instance,
then the rum or w ill spread m uch faster than if it takes
a hundred steps, or a m illion. This a ects the num ber
of \hops" a packet m ust m ake to get from one com puter
to another on the Intemet, the num ber of legs ofa pur-
ney for an air or train traveler, the tin e it takes for a
disease to soread throughout a population, and so forth.
The anallworld e ect also underlies som e welkknown
parlr gam es, particularly the ca]cu]atJon of E rdds num —
bers ELO7] and Bacon num bers!

O n the otherhand, the an alkworld e ect isalsom ath—
em atically obvious. If the number of vertices within a
distance r ofa typical central vertex grow s exponentially
w ith r| and this is true ofm any netw orks, including the
random graph (Sec. '-1\7 TAI | then the value of ‘ will in—
crease as logn. In reoent years the term \an allworld
e ect" has thus taken on a m ore precise m eaning: net—
works are said to show the an alkworld e ect ifthe value
of " scales logarithm ically or slow erw ith netw ork size for

xed m ean degree. Logarithm ic sca]jng can be proved
Pr a variety of network models [61, §3, 88, 127, \164]

and has also been observed in various realworld net-

10 http://www.cs.virginia.edu/oracle/
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FIG .5 Tustration of the de nition of the clustering coe -
cient C, Eq. d This network has one triangle and eight
connected trjples, and therefore has a clustering coe cient of
3 1=8 = % The individual vertices have local clustering
coe cients, Eq. (5_;, ofl,1, ¢, 0 and 0, for a m ean value,

Eqg. (r_é),ofC = %

works [13 312, 313]. Som e netw orks have m ean vertex {
vertex distances that increase slowerthan logn . Bollobas
and R iordan {64 have shown that networks w ith power—
law degree distrbutions (Sec. 'JZII.CI) have values of * that
Increase no fasterthan logn loglogn (seealsoRef. 264),
and Cohen and Havlin [95 have given argum ents that
suggest that the actualvariation m ay be slow ereven than

this.

B . Transiivity or clustering

A clear deviation from the behavior of the random
graph can be seen In the property ofnetw ork transitivity,
som etin es also called clustering, although the lJatter term
also has another m eaning in the study of networks (see
Sec.@_if_.-G_‘-) and so can be confusing. In m any netw orks
it is found that if vertex A is connected to vertex B and
vertex B to vertex C, then there is a heightened proba-
bility that vertex A will also be connected to vertex C .
In the language of social networks, the friend of your
friend is likely also to be your friend. In term s ofnetw ork
topology, transitivity m eans the presence ofa heightened
num ber of triangles in the network | sets ofthree vertices
each ofwhich is connected to each of the others. It can
be quanti ed by de ning a clustering coe cient C thus:

3 number of triangles In the netw ork.
num ber of connected triples of vertices’

where a \connected triple" m eans a single vertex w ith
edges running to an unordered pair ofothers (see F ig. "g') .

In e ect, C measures the fraction of triples that have
their third edge lled in to com plete the triangl. The
factor ofthree in the num erator accounts forthe fact that
each triangle contributes to three triples and ensures that
C lies in the range 0 C 1. In sinplke tems, C is
the m ean probability that two vertices that are netw ork
neighbors of the sam e other vertex will them selves be
neighbors. Tt can also be w ritten In the form

6 num ber of triangles in the netw ork

C = ; 4
num ber of paths of length two @

w here a path of length tw o refers to a directed path start—
Ing from a speci ed vertex. Thisde nition show sthat C
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is also the m ean probability that the friend ofyour friend
is also your friend.

The de nition of C given here has been widely used
In the sociology literature, where it is referred to as the
\fraction of transitive triples."*! In the m athem atical
and physical literature it seem s to have been st dis—
cussed by Barrat and W eigt [_5(_5]

An alemative de nition of the clustering coe cient,
also w:de]y used, has been given by W atts and Stro—
gatz [416 who proposed de ning a localvalue

c. - num ber of triangles connected to vertex i )
* num ber of triples centered on vertex i

Forverticesw ith degree 0 or1, for w hich both num erator
and denom inator are zero, we put C; = 0. Then the
clustering coe cient forthe w hole netw ork is the average
1 X
C = — Ci: (6)
noy

This de niion e ectively reverses the order of the oper—
ations of taking the ratio of triangles to triples and of
averaging over vextjoes| one here calculates the m ean of
the ratio, rather than the ratio of the m eans. It tends
to weight the contrbutions of low -degree vertices m ore
heavily, because such vertices have a an all denom inator
nEqg. ¢ 0) and henoecan give quite di erent results from
Eqg. G In Tab]e-I[we gJye both m easures for a num ber
of netw orks (denoted c® and € ® in the table). Nor-
m ally our rst de nition (8:) is easier to calculate analyt—
ically, but (ué is easily calculated on a com puter and has
found w ide use in num erical studies and data analysis. Tt
is in portant when reading (or w riting) literature in this
area to be clear about which de nition of the clustering
coe cient is n use. The di erence between the two is
illistrated in Fig. .

The local clustering C; above has been used quite
widely In is own right In the sociological ]Jterature,
where it is referred to as the \network densiy" @63]
Its dependence on the degree k; of the central ver-
tex i has been studied by D orogovtsev et al [ll::i] and
Szabo et al [(89]; both groups found that C; falls
o wih k; approxin ately as Xk, for certain models
of scale-free networks (Sec. -]:II.C .L) Sjm ilar behavior

works @49 350, '397]

In general, regardless of which de nition of the clus-
tering coe cient is used, the values tend to be consid—
erably higher than for a random graph wih a sin ilar
num ber of vertices and edges. Indeed, it is suspected
that form any types of netw orks the probability that the
friend of your friend is also your friend should tend to
a non—zero lim it as the network becom es large, so that

11 For exam ple, the standard netw ork analysis program U C Inet in—
cludes a function to calculate this quantity for any netw ork.
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C=0()asn ! 1 ! On the random graph, by con—
trast, C = O (0 ') ©r large n (either de nition of C)
and hence the realworld and random graph values can
be expected to di er by a factor of order n. This point
is discussed further in Sec.V Ar.

T he clustering coe cient m easures the density of tri-
angles In a network. An obvious generalization is to ask
about the density of longer loops also: loops of length
ﬁ)ur and above. A num ber ofauthors have ggo_kecl a:mt_sgc_:h
although there is so far no clean theory, s:m JJar © a cu-
m ulant expansion, that separates the independent contri-
butions of the various orders from one another. Ifm ore
than one edge is pem itted between a pair of vertices,
then there is also a lower order clustering coe cient that
describes the density of loops of length two. This coe —
cient is particularly in portant in directed graphs where
the tw 0o edges in question can point in opposite directions.
T he probability that two vertices In a directed netw ork
point to each other is called the reciprocity and is often
m easured In directed social networks @55 @55-3] It has
been exam ined occas:tona]Jy Jl’l other contexts too, such as
theW orld W ide W eb @, 137] and em ail netw orks @21'

C . D egree distrbutions

R ecall that the degree of a vertex In a network is the
num ber of edges Incident on (ie., connected to) that ver-
tex. W e de ne py to be the fraction of vertices in the
netw ork that have degree k. E quivalently, px is the prob—
ability that a vertex chosen uniform ly at random has
degree k. A plbt of px for any given network can be
form ed by m aking a histogram of the degrees of vertices.
Thishistogram isthe degree distribbution forthe netw ork.
In a random _graph of the type studied by Erd¢s and
Renyi [._Lgl],:_lflg, 143], each edge is present or absent w ith
equal probability, and hence the degree distrbution is,
asm entioned earlier, binom ial, or P oisson in the lim it of
large graph size. Realworld networks are m ostly found
to be very unlike the random graph In their degree dis-
trbbutions. Far from having a Poisson distribution, the
degrees of the vertices in m ost netw orks are highly right—
skew ed, m eaning that their distrlbution has a long right
tail of values that are far above them ean.

M easuring this tail is som ew hat tricky. A though in
theory one Just has to construct a histogram of the de—
grees, In practice one rarely has enough m easurem ents to
get good statistics in the tail, and direct histogram s are
thus usua]Jy rathernoisy (see the histogram s in R efs. -74
'148 and '343 for exam ple). T here are two accepted ways
to get around this problem . O ne is to constructed a his-

12 An exception is scale-free networkswith C;  k
above. For such networks Eq.
although Eq. (h) is still nite.

S il , as described
) tends to zero asn ! 1,
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togram in which thebin sizes increase exponentially w ith
degree. For exam ple the rst few bins m ight cover de—
gree ranges 1, 2{3, 4{7, 8{15, and so on. T he num ber of
sam ples n each bin is then divided by the width of the
bin to nom alize the m easurem ent. T hism ethod of con—
structing a histogram is often used when the histogram
is to be plotted w ith a logarithm ic degree scale, so that
the w idths ofthe binsw illappear even. B ecause the bins
get w ider as we get out into the tail, the problem s w ith
statistics are reduced, although they are still present to
som e extent as Iong asp, fallso fasterthan k ', which
it m ust if the distrdbution is to be integrable.

An altemativew ay ofpresenting degree data istom ake
a plot of the cum ulative distribution finction

b3
Py = Pxo; (7

ko= k

w hich is the probability that the degree is greater than
orequalto k. Such a plot has the advantage that allthe
origihaldata are represented. W hen we m ake a conven—
tionalhistogram by binning, any di erences betw een the
values of data points that &1l in the sam e bin are lost.
T he cum ulative distribution fiinction doesnot su er from
this problem . The cum ulative distrbution also reduces
the noise In the tail. O n the downside, the plot doesn’t
give a direct visualization of the degree distribution it—
self, and ad-pcent points on the plot are not statistically
independent, m aking correct tsto the data tricky.

In Fig.'qd we show cum ulative distrbutions of degree
for a num ber of the networks described in Sec. ﬁ As
the gure shows, the distributions are lndeed all right—
skewed. M any of them follow power law s In their tails:
Px k  for som e constant exponent . Note that such
power-aw distrbutions show up as power laws in the
cum ulative distributions also, but w ith exponent 1
rather than

®
Py k° kO D, ®)
ko=k

Som e of the other distrbutions have exponential tails:
k=

Px e . These also give exponentials n the cum ula—
tive distrbution, but w ith the sam e exponent:
*® *® o ~
Py = P e k= e* )
k0=k k0=k

Thism akespowerdaw and exponentialdistrbutions par-
ticularly easy to soot experin entally, by plotting the cor-
responding cum ulative distributionson logarithm ic scales
(forpower law s) or sem iHogarithm ic scales (for exponen—
tials).

For other types of netw orks degree distrbutions can
bem ore com plicated. For bipartite graphs, for instance
(Sec. -IA') there are tw o degree distributions, one foreach
type of vertex. For directed graphs each vertex has both
an in-degree and an out-degree, and the degree distribu-
tion therefore becom es a function psx of two variables,
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representing the fraction of vertices that sim ultaneously
have in-degree j and out-degree k. In em pirical studies
of directed graphs like the W eb, researchers have usually
given only the individual distrdbutions of in— and out—
degree [14,134,174), ie., the distrbutions derived by sum —
m Ing pjx over one or other of its indices. T his however
discardsm uch ofthe inform ation present in the pint dis-
trbbution. It hasbeen found that in—and out-degrees are
quite strongly correlated in som e netw orks EZ@], w hich
suggests that there ism ore to be gleaned from the pint
distrdbution than is nom ally appreciated.

1. Scak—free networks

Networks with power-aw degree distrbutions have
been the_focus of a_great deal of attention In the lit-
erature {13,120, 8871. They are som etin es referred to
as scak—free ne’cﬂorks BZ], although it is only their de-
gree distributions that are scale—free;*® one can and usu—
ally does have scales present in other netw ork properties.
T he earliest published exam ple of a scale-free network is
probably P rice’s network of citations between scienti ¢
papers @43] see Sec. -I[B.) Hequoted avaluieof = 235
to 3 for the exponent ofhis network. In a later paper he
quoted a m ore accurate gureof = 3:04 t_3-4_-4£:] He also
found a powerdaw distrbution for the out-degree of the
network (aumber of bibliography entries in each paper),
although later work has called this into question @96:].
M ore recently, pow er-aw degree distributions have been
observed In a host of other_ netw ggks, including no-—
tably other CJtatJon networks B31,364], theW orld W e
Web [14,34,74), the Intemet [B6, 148, 4011, m etabolic
netw orks @lZ 214 telephone ca]lgraphs [Sf -9 and the
network of hum an sexual contacts @18 '266] The de-
gree distrbutions of som e ofthese netw orks are shown in
F]g |6

O ther comm on functional form s for the degree distri-
bution are exponentials, such as those seen in the power
grid @d and railw ay netw orks [366‘ and pow er law sw ith
exponential cuto s, such as those seen in the netw ork of
m ovie actors fZ() and som e collaboration netw orks @13]
N ote also that while a particular form m ay be seen in the
degree distrbution for the network as a whole, speci c
subnetw orks w ithin the network can have other fom s.
The W orld W ide W €b, for Instance, show s a pow er-law
degree distrbution overall but unin odal distributions
within dom ains B3§].

13 The term \scalefree" refers to any functional form £ (x) that re—
m ainsunchanged to w ithin a m ultiplicative factor under a rescal-
ing ofthe independent variable x. In e ect thism eans pow er-law
fom s, since these are the only solutions to f (ax) = bf (x), and
hence \power-law " and \scale-free" are, for our purposes, syn—
onym ous.
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FIG .6 Cumulative degree distrbutions for six di erent netw orks. T he horizontal axis for each panel is vertex degree k (or n—
degree for the citation and W €b netw orks, which are directed) and the vertical axis is the cum ulative probability distribution of
degrees, ie., the fraction ofvert:ces that have degree greater than orequalto k. The networks shown are: (@) the collaboration
network ofm athen aticians ﬁlS% ) citations between 1981 and 1997 to all papers cata]oged by the Institute for Scienti c
Infom ation B51' (c) a 300m JJJJon vertex subset of the W orld W ide W eb, circa 1999 I74| ) the Intemet at the level of
autonom ous system s, April 1999 @6], (e) the power 91:1d of the westem U nited States 5416], (f) the interaction network of
proteins in the m etabolism of the yeast S. C erevisiae [212] O fthese networks, three ofthan , (©, @) and (f), appear to have
powerlaw degree distrbutions, as indicated by their approxin ately straight-line form s on the doubly logarithm ic scales, and
one () has a power-aw tailbut deviatesm arkedly from power-law behavior for sm all degree. Network (e) has an exponential
degree distribbution (note the log-linear scales used in thispanel) and network (a) appears to have a truncated pow er-law degree
distribbution of som e type, or possbly two separate power-law regin es w ith di erent exponents.

2. M axinum degree graph isk is
X n
The maxinum degree ky ax of a vertex in a network k m Py
w ill In general depend on the size of the network. For m=1 N .
som e calculations on networks the valie of this m axi- = foxt1 F) ™ B (10)

In work on scale—free networks, A iello et al [8-] :a-ss-u;n-ed gndkt}llle P value of the highest degree is kn ax =
k k.

that the m axinum degree was approxin ately the value
. . g PP &4 \ Forboth an alland large values ofk, hy tends to zero,
above w hich there is less than one vertex ofthat degree In , )
. . . and the sum overk isdom inated by the tem s close to the
the graph on average, ie., the point wherenpy = 1. This . . ) .
maximum . Thus, in m ost cases, a good approxim ation

, or nstance, that n= frth 2\ . .
m eans, T NSANCS, that Ky ax e bower=aw to the expected value of the m axinum degree is given

d distributio: k . Thi tion h
Caegre?ye i ]u djr? pj:(esu]i:s nm aji as;‘lsn;fﬂlenre Swﬂie; by the m odalvalue. D i erentiating and observing that
g g " Y dPy=dk = px, we nd that the maxinum ofh, occurs

vertices In the network w ih signi cantly higher degree

than this, as discussed by Adam ic et al [g]. when
dpx
G ven a particular degree distrioution (and assum ing * R E+1 PO '+p@ P '=0;

all degrees to be sam pled independently from i, which

m ay not be true ornetw orks in the realw orld), the prob—

ability of there being exactly m vertices of degree k and or ky ax iS a solution of
no verticesofhigherdegree is ” pf 1 B)" ™ ,where

Py is the cumulative probability distrdbution, Eq. {7). dpx ng; 12)
Hence the probability hy that the highest degree on the dk !

11)
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where we have m ade the (Qirly safe) assum ption that
Px is su ciently small or k & kg, ax that npx 1 and
Py 1.

For exam ple, if px k  in itstail, then we nd that

lel ax nl:( b :

13)
A sshownby Cohenetal [_§§'], a sin ple rule ofthum b that
leads to the sam e result is that the m aximum degree is
roughly the value ofk that solvesnPx = 1. Notehowever
that, as shown by D orogovtsev and Sam ukhin ELgS:i], the

uctuations in the tailof the degree distribbution are very
large for the pow er-law _case.

D orogovtsev et al. [__L26] have also shown that Eq. {_13)
holds for netw orks generated using the \pre@rentjal at—
tachm ent" procedure of Barabasi and A bert BZ] de-
scrbed In Sec. 'V HB:, and a detailed num erical study
of this case has been carried out by M oreira et al. @25}]

D . N etw ork resilience

Related to degree distributions is the property of re—
silience ofnetw orks to the rem ovaloftheir vertices, w hich
has been the sub £ct of a good deal of attention in the
literature. M ost of the netw orks we have been consider—
ing rely for their function on their connectivity, ie., the
existence of paths leading between pairs of vertices. If
vertices are rem oved from a netw ork, the typicallength of
these paths w ill ncrease, and ultin ately vertex pairsw ill
becom e disconnected and com m unication between them
through the network w ill becom e In possible. Networks
vary In their level of resilience to such vertex rem oval.

T here are also a vardety ofdi erent ways in which ver-
tices can be rem oved and di erent networks show vary-—
Ing degrees of resilience to these also. For exam ple, one
could rem ove vertices at random from a network, or one
could target som e speci ¢ class of vertices, such as those
w ith the highest degrees. N etw ork resilience is of partic—
ular in portance in epidem iology, w here \rem oval" ofver—
tices in a contact netw ork m ight correspond for exam ple
to vacchation of individuals against a disease. Because
vaccihation not only prevents the vaccinated individuals
from catching the disease butm ay also destroy pathsbe-
tween other individuals by which the disease m ight have
spread, it can have a w ider reaching e ect than onem ight
at rst think, and carefiil consideration ofthe e cacy of
di erent vaccination strategies could lead to substantial
advantages for public health.

R ecent Interest in netw ork resilience has been sparked
by the work of A bert et al [15], who studied the ef-
fect of vertex deletion in two exam ple netw orks, a 6000—
vertex netw ork representing the topology of the Intemet
at the level of autonom ous system s (see Sec. -]I.C-) and
a 326 000page subset of the W orld W ide W eb. Both of
the Intemet and the W eb have been observed to have de—
gree dJStIIibut:lOl’lS that are approXJm ately power-aw In

m easured average vertex{vertex dJstanoes as a function
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FIG.7 Mean vertex{vertex distance on a graph represen—
tation of the Intemet at the autonom ous system Ilevel, as
vertices are rem oved one by one. If vertices are rem oved in
random order (squares), distance increases only very slightly,
but ifthey are rem oved in order oftheir degrees, starting w ith
the highest degree vertices (circles), then distance increases
sharply. A frer A bert et al. [L5].

of num ber of vertices rem oved, both for random rem oval
and for progressive rem ovalofthe verticesw ih the high-
est degrees!® In Fig.i] we show their results fr the
Intemet. They found for both networks that distance
wasaln ostentirely una ected by random vertex rem oval,
ie., the netw orks studied were highly resilient to thistype
of rem oval. This is intuitively reasonable, since m ost
of the vertices in these networks have low degree and
therefore lie on f&w paths between others; thus their re—
moval rarely a ects com m unications substantially. On

the other hand, when rem oval is targeted at the high-
est degree vertices, it is found to have devastating e ect.
M ean vertex{vertex distance Increases very sharply w ith
the fraction ofvertices rem oved, and typically only a few

percent of vertices need be rem oved before essentially all
com m unication through the network is destroyed. A -
bert et al. expressed their results in tem s of Ailire or
sabotage of netw ork nodes. T he Intemet (@and the W eb)

they suggest, is highly resilient against the random fail-
ure of vertices in the network, but highly vulnerabl to
delberate attack on is highest-degree vertices.

Sin ilar results to those ofA_]beJ:t et al. were found In—
dependently by Broderetal {_74_;] foramuch larger subset
of the W eb graph. Interestingly, however, B roder et al.

14 In rem oving the vertices w ith the highest degrees, A bert et al.
recalculated degrees follow ing the rem oval of each vertex. M ost
other authors w ho have studied this issue have adopted a slightly
di erent strategy of rem oving vertices in order of their initial
degree in the netw ork before any rem oval.
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gave an entirely opposite interpretation of their resuls.
They found that in order to destroy connectivity in the
W eb one has to rem ove all vertices w ith degree greater
than wve, which seem s like a drastic attack on the net—
work, given that som e vertices have degrees in the thou-
sands. They thus concluded that the network was very
resilient against targeted attack. In fact however there
isnot such a con ict between these resultsasat st ap—
pears. Because of the highly skewed degree distribbution
of the W &b, the fraction of vertices w ith degree greater
than ve isonly a an all fraction of all vertices.

Follow ing these studies, m any authorshave looked into
the question of resilience for other networks. In gen-—
eral the picture seem s to be consistent w ith that seen
In the Intemet and W eb. M ost networks are robust
against random vertex rem ovalbut considerably less ro—
bust to targeted rem oval of the highest-degree vertices.
Jeong et al _&_2 | have looked at m etabolic netw orks,
Dunneetal [._L32,'l33] at ood webs, Newm an et al. [32]1
at em ailnetw orks, and a vanety ofauthors at resilience of
m odel networks {15, 81, 93, 94,2001, which we discuss in
m ore detail in Jater sections ofthe review . A particularly
thorough study of the resilience of both realworld and
m odelnetw orkshasbeen conducted by Holm eetal @(:)(i],
w ho looked not only at vertex rem ovalbut also at ram oval
of edges, and considered som e additional strategies for
se]ectjng ven:oes based on so—called \betweenness" (see

Secs. .ms- and 'mi

E. M xihg pattems

D elving a little deeper into the statistics of network
structure, one can ask about which vertices pair up w ith
which others. In most kinds of networks there are at
least a few di erent types of vertices, and the proba-
bilities of connection between vertices often depends on
types. For exampl, in a ood web representing which
species eat which in an ecosystem (Sec. :']I:.D::) one sees
vertices representing plants, herbivores, and camivores.
M any edges link the plants and herbivores, and m any
m ore the herbivores and camivores. But there are few
edges linking herbivores to other herbivores, or cami-
vores to plants. For the Intemet, M asbv et al [_225']
have proposed that the structure of the network re ects
the existence of three broad categories of nodes: high—
level connectivity providers who run the Intemet back-
bone and trunk lines, consum ers who are end users of
Intemet service, and ISP swho pin the two. Again there
are m any links between end users and ISP s, and m any
between ISP s and backbone operators, but few between
ISP s and other ISP s, or betw een backbone operators and
end users.

In socialnetw orksthis kind of selective linking is called
assortative m ixing or hom ophily and has been w idely
studied, as it has also in epidem iology. (The tem \as—
sortative m atching” is also seen in the ecology literature,
particularly in reference to m ate choice am ong anin als.)

T he structure and function of com plex netw orks

wom en
black hispanic white other

black 506 32 69 26

g hispanic 23 308 114 38
g white 26 46 599 68
other 10 14 47 32

TABLE IIT Couples in the study of Catania et al ES:] tabu-
lated by race of etther partner. A fter M orris EQZ]

A classicexam ple ofassortativem ixing in socialnetw orks
ism ixing by race. Table -JIt for exam ple reproduces re—
sults from a study of 1958 couples in the ciy of San
Francisco, Califomia. Among other things, the study
recorded the race (selfidenti ed) of study participants in
each couple. A s the table show s, participants appear to
draw theirpartnerspreferentially from those oftheir own
race, and this isbelieved to be a com m on phenom enon in
m any socialnetw orks: we tend to associate preferentially
w ith people who are sim ilar to ourselves in som e way.

A ssortative m ixing can be quanti ed by an \assorta—
tivity coe cient," which can be de ned in a couple ofdif-
ferent ways. Let E i3 be the num ber ofedges In a netw ork
that connect verticesoftypesiand j,wih i;j= 1:::N
and ket E be the m atrix w ith elem ents E ;3, as depicted
n Tab]e:ﬁ;t. W e de ne a nom alized m xing m atrix by

E
e= ——j 14)
kE k

where kx k m eans the sum ofallthe elem ents ofthem a—
trix x. The elem ents ej; m easure the fraction of edges
that 2ll between vertices of types 1 and j. O ne can also
ask about the conditionalprobability P (jii) thatm y net—
w ork neighbor isoftype j;,gjyen that Tam oftype i, which
isgiven by P (Ji) = ey5= eiy . T hese quantities satisfy
the nom alization conditions
X X
ey = 1; P (33 = 1: (15)
ij j

Gupta etal ELé@] have suggested that assortativem ix—
Ing be quanti ed by the coe cient

(P 1

Q= N 1 : 16)
T his quantity has the desirable properties that it is 1 for
a perfectly assortative netw ork (every edge falls between
vertices of the sam e type), and 0 for random Iy m ixed
netw orks, and it hasbeen quite w idely used In the litera—
ture. But i su ers from two shortcom Jngs @18] 1) for
an asym m etricm atrix ke the one in Tab]e-]It Q hastwo
di erent values, depending on whether we put the m en
or the wom en along the horizontalaxis, and i is unclear
which ofthese two values is the \correct" one forthe net-
work; (2) the m easure weights each vertex type equally,
regardless of how m any vertices there are of each type,
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which can give rise to m islkeading gures for Q in cases
w here com m uniy size is heterogeneous, as it often is.
An alemative assortativity coe cient that rem edies

these problem s is de ned by [B18]

Tre k& k a7
r= ——:
1 ke&€k

This quantity is also 0 in a random Iy m ixed network
and 1 In a perfectly assortative one. But is value is
not altered by transposition ofthe m atrix and it weights
vertices equally rather than comm unities, so that small
com m uniies m ake an appropriately an all contrbution
to r. For the data of Tabk i we nd r= 0#621.

A nother type of assortative m ixing ism ixing by scalar
characteristics such as age or incom e. Agai it isusually
found that people prefer to associate w ith others of sin i~
lar age and incom e to them selves, although of course age
and incom e, lke race, m ay be proxies for other d]::mng
forces, such as cu]i:uraldl erences. G ar nkelet al. |:l70
and Newm an §l8_ for exam ple, have analyzed data for
unm arried and m arried couples respectively to show that
there is strong correlation between the ages of partners.
M ixing by scalar characteristics can be quanti ed by cal-
culating a correlation coe cient for the characteristic in
question.

In theory assortative m ixing according to vector char—
acteristics should also be possble. For example, geo—
graphic location probably a ects lndividuals’ propensity
to becom e acquainted. Location could be viewed as a
tw o~vector, w ith the probability of connection between
pairs of individuals being assortative on the values of
these vectors.

F. D egree correlations

A special case of assortative m ixing according to a
scalar vertex property is m ixing according to vertex de—
gree, also comm only referred to sin ply as degree corre—
lation. Do the high-degree vertices in a network asso—
ciate preferentially w ith other high-degree vertices? O r
do they prefer to attach to low -degree ones? Both situ—
ations are seen in som e networks, as it tums out. The
case of assortative m ixing by degree is of particular in—
terest because, since degree is itself a property of the
graph topology, degree correlations can give rise to som e
Interesting netw ork structure e ects.

Several di erent ways of quantifying degree correla—
tions have been proposed. M aslov et al. éﬁ '275] have
sin ply plotted the two-din ensionalhistogram ofthe de-
grees of vertices at either ends of an edge. They have
shown results for protein interaction networks and the
Internet. A more com pact representation of the situa-
tion is that proposed by P astor-Satorraset al. §§il, 401,
who in studies of the Intemet calculated the m ean de—
gree of the netw ork neighbors ofa vertex as a function of
the degree k of that vertex. T his gives a oneparam eter
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curve which increases wih k if the network is assorta—
tively m ixed. For the Intemet in fact it is found to de-
Crease WJth k a situation we caJldJsassortatJthy New-—
a single number by calculating the Pearson correlation
coe cient of the degrees at either ends of an edge. This
gives a single num ber that should be positive for assor-
tatively m ixed networks and negative for disassortative
ones. In Tab]e:f:{we show results fora num berofdi erent
networks. An interesting observation is that essentially
all social networks m easured appear to be assortative,
but other types of netw orks (inform ation netw orks, tech—
nologicalnetw orks, biologicalnetw orks) appear to be dis—
assortative. It is not clear what the explanation for this
result is, or even if there is any one single explanation.
(P robably there is not.)

G . Comm uniy structure

It is widely assum ed -[_355, E4§)§:3] that m ost social net-
works show \communiy structure," ie., groups of ver—
tices that have a high density of edgesw ithin them , w ith
a lower density of edges between groups. It is a m atter
of comm on experience that people do divide into groups
along lines of Interest, occupation, age, and so forth, and
the phenom enon of assortativity discussed in Sec. :EEI:I:E]
certainly suggests that thism ight be the case. (It ispos—
sble for a network to have assortative m ixing but no
com m uniy structure. T his can occur, orexam ple, when
there is assortative m ixing by age or other scalar quanti-
ties. N etworks w ith this type of structure are som etim es
said to be \strati ed.")

n Fig.§ we show a visualization ofthe friendship net-
work of children in a US school taken from a study by
Moody R9i]!° The gure was created using a \spring
em bedding" algorithm , in which linear sorings are placed
betw een vertices and the system is relaxed using a rst—
order energy m inin ization. W e have no special reason
to suppose that this very sin ple algorithm would reveal
anything particularly usefiill about the netw ork, but the
netw ork appears to have strong enough com m uniy struc—
ture that iIn fact the com m unities appear clearly in the

gure. M oreover, when M oody colors the vertices ac—
cording to the race of the individuals they represent, as
shown In the gure, it becom es inm ediately clear that
one of the principal divisions In the network is by indi-
viduals’ race, and this is presum ably what is driving the
form ation of com m unities in this case. (T he otherprinci-
paldivision visble in the gure isbetween m iddle school
and high school, which are age divisions in the Am erican
education system .)

15 This im age does not appear in the paper cited, but it and a
num ber of other Im ages from the sam e study can be found on
the W b at http://www.sociology.ohio-state.edu/jwm/.
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@ {nhor

FIG .8 Friendship network of children in a US school. Friendships are detemm ined by asking the participants, and hence are
directed, since A m ay say that B is their fidend but not vice versa. Vertices are color coded according to race, asm arked, and
the split from IJeft to right in the gure is clearly prim arily along lines of race. T he split from top to bottom isbetween m iddle
school and high school, ie., between younger and older children. P icture courtesy of Jam es M oody.

Tt would be of som e interest, and indeed practical in —
portance, were we to nd that othgr types of netw orks,
such as those those listed n Table :_T_.F, show sin ilar group
structure also. One m ight well in agihe Por exam ple
that citation networks would divide into groups repre—
senting particular areas of research interest, and a good
deal of energy has been invested in studies of this phe—
nom enon -EQZ:E, @38:] Sin ilarly com m unities in the W orld
W ideW ebm ight re ect the sub ctm atter ofpages, com —
m unities in m etabolic, neural, or softw are netw orksm ight
re ect fiinctionalunits, com m unities in ©od websm ight
re ect subsystem sw ithin ecosystem s, and so on.

The traditional method for extracting comm unity
structure from a network is cluster analysis [_ifl-z:], som e~
tines also called hierarchical clisteringl!® In this
m ethod, one assigns a \connection strength" to vertex
pairs n the network of interest. In general each of the
snm 1) possble pairs in a network of n vertices is
assigned such a strength, not just those that are con—
nected by an edge, although there are versions of the

16 Not to be confiised w ith the_entirely di erent use of the word
clustering introduced in Sec. EIIB:.

m ethod where not all pairs are assigned a strength; in
that case one can assum e the ram aining pairs to have a
connection strength of zero. Then, starting wih n ver—
tices w ith no edges between any of them , one adds edges
In order of decreasing vertex { vertex connection strength.
O ne can pause at any point in this process and exam ne
the com ponent structure form ed by the edges added so
far; these com ponents are taken to be the com m unities
(or \clusters") at that stage in the process. W hen all
edges have been added, all vertices are connected to all
others, and there is only one com m uniy. T he entire pro-
cess can be represented by a tree or dendrogram ofunion
operations betw een vertex sets in which the com m unities
at any level correspond to a horizontal cut through the
tree| seeFig.d.l’

C lustering is possble according tom any di erent de —
nitionsofthe connection strength. R easonable choices in—
clude various w eighted vertex {vertex distance m easures,
the sizes of m nin um cut-sets (ie. maxinum ow) [:z:],

17 For som e reason such trees are conventionally depicted w ith their
\root" at the top and their \leaves" at the bottom , which is not
the natural order of things for m ost trees.
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FIG .9 An exam plk ofa dendrogram show ing the hierarchical
clustering of ten vertices. A horizontal cut through the den—
drogram , such as that denoted by the dotted line, splits the
vertices into a set of com m unities, ve in this case.

and weighted path counts between vertices. Recently a
num ber of authors have had success w ith m ethods based
on \edge betw eenness," which is the count ofhow m any
geodesic paths betw een _verp_oes run along each edge in
the network [171,7185,197,422]. Results appear to show
that, for social and biological netw orks at least, comm u—
niy structure is a comm on netw ork property, although
som e food webs are found not to break up into com m u-—
nities In any sin ple way. (Food websmay be di erent
from other networks in that they appear to be dense:
m ean vertex degree increases roughly linearly with net—
work size, rather than rem aining constant as it does in
m ost netw orks EL?Z:, Qié] The same may be true of
m etabolic networks also P.Holn e, personal comm uni-
cation].)

Network clustering should not be confused with the
technique of data clustering, which is a way of detect-
ing groupings of data-points In high-dim ensional data
spaces é(_38_] The two problem s do have some com —
mon features however, and algorithm s for one can be
adapted for the other, and vice versa. For exam ple, high—
din ensional data can be converted into a network by
placing edges between closely spaced data points, and
then netw ork clustering algorithm s can be applied to the
resul. O n balance, however, one nom ally nds that al-
gorithm s specially devised fordata clistering w ork better
than such borrow ed m ethods, and the sam e is true in re—
verse.

In the social networks literature, network clustering
has been discussed to a great extent in the context of
so-called block m odels, [73,419]which are essentially jast
divisions of netw orks Into com m unities or blocks accord—
ing to one criterion or another. Sociologists have concen—
trated particularly on structural equivalence. Two ver—
tices In a network are said to be structurally equivalent
if they have all of the sam e neighbors. E xact structural
equivalence is rare, but approxin ate equivalence can be
used asthebasis fora hierarchicalclusteringm ethod such
as that described above.

Another slightly di erent question about com m unity
structure, but related to :cl'_le one discussed here, hasbeen
studied by F lake et al. [I58]: if one is given an example
vertex drawn from a know n netw ork, can one identify the
com m uniy to which itbelongs? A lgorithm icm ethods for
answ ering this question w ould clearly be of som e practical
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value for searching netw orks such astheW orld W ideW eb
and citation networks. F lake et al. give w hat appears to
be a very successfiil algorithm , at least in the context of
theW eb, based on amaxinum ow m ethod.

H . N etwork navigation

Stan]e_y M ilgram ’s fam ous sm allworld experin ent
(Sec. -HA), In which letters were passed from person to
person in an attem pt to get them to a desired target
Individual, showed that there exist short paths through
social netw orks between apparently distant individuals.
H ow ever, there is another conclusion that can be drawn
from this experin ent which M ilgram apparently failed to
notice; it waspointed out in 2000 by K leinberg 238,239].
M ilgram ’s results dem onstrate that there exist short
paths In the network, but they also dem onstrate that
ordinary peopl are good at nding them . T his is, upon
re ection, perhaps an even m ore surprising result than
the existence of the paths In the st place. T he partic—
Jpants in M ilgram ’s study had no special know ledge of
the netw ork connecting them to the target person. M ost
people know only who their friends are and perhapsa few
of their friends’ friends. N onetheless it proved possble
to get a m essage to a distant target In only a an allnum —
ber of steps. T his ndicates that there is som ething quite
specialabout the structure ofthe network. O n a random
graph for instance, asK kinberg pointed out, short paths
betw een vertices exist but no one would be ablk to nd
them given only the kind of inform ation that people have
In realistic sttuations. If i werepossible to construct arti-
cialnetw orksthat were easy to navigate In the sam eway
that social netw orks appear to be, it has been suggested
they could be used to build e cient database structures
or better peer-to-peer com puter netw orks E, :_d, “13] (see

I. O ther netw ork propertis

In addition to the heavily studied network properties
of the preceding sections, a num ber of others have re—
ceived som e attention. In som e netw orks the size of the
largest com ponent is an in portant quantity. For exam —
ple, In a com m unication netw ork like the Intemet the size
of the largest com ponent represents the largest fraction
of the network wihin which communication is possble
and henoe isam easure ofthe e ectJyeness ofthe netw ork
largest com ponent is oﬂ:en equat;ec_i ;v-ﬂq the graph theo—
retical concept ofthe \giant com ponent" (see Sec. 'N Al)
although technically the two are only the same iIn the
Iim i of large graph size. T he size of the second-largest
com ponent in a network is also m easured som etin es. In
netw orks well above the density at which a giant com po—
nent rst om s, the largest com ponent is expected to be

much larger than the second largest (Sec. IV ;A_l)
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Goh et al. EL?@] have m ade a statistical study of the
distribution ofthe \betw eenness centrality" of vertices in
netw orks. T he betw eenness centrality of a vertex i is the
num ber of geodesic paths betw een other vertices that run
through i [-_léﬁ, 555, @(:)é] G oh et al. show that between—
ness appears to follow a power law for m any networks
and propose a classi cation of networks into two kinds
based on the exponent of this power law . Betweenness

oentta]jty can a]so be viewed as a measure of network

work. Latora and M archiori P60, 261] have considered
the ham onicm ean distance betw een a vertex and alloth—
ers, which they callthe \e ciency" of the vertex. This,

like betweenness centrality, can be viewed as a m easure
ofnetw ork resilience, indicating how much e ect on path
length the rem oval of a vertex w ill have. A num ber of
authors have looked at the eigenvalue soectra and eigen-
vectors of the graph Lap]ac:an (gr_ e_qL_u_ya]ently the ad p—
about di usion or vibration m odes of the netw ork, and
about vertex centrality [66, -67'] (see also the discussion

M ib et al. 84, 368] have presented a novel analysis
that picks out recurrent m otst| an all subgraphs| from
com plete networks. They apply theirm ethod to genetic
regulatory netw orks, food webs, neuralnetw orks and the
W orld W ide W b, nding di erent m otifs In each case.
T hey have alsom ade suggestionsabout the possible func—
tion of these m otifs w ithin the networks. In regulatory
netw orks, for instance, they identify comm on subgraphs
w ith particular sw itching functions in the system , such
as gates and other feed—-forw ard logical operations.

V. RANDOM GRAPHS

The rem ainder of this review is devoted to our pri-
m ary topic of study, the m athem atics ofm odel netw orks
of various kinds. Recent work has focused on m odels
of four general types, which we treat in four follow ing
sections. In this section we look at random graph m od—
els, starting w ith the classic Poisson random_ graph of
R apoport @4_6_, 378] and Erxdds and Renyi E_4l 242],
and concentrating particularly on the gen_e_rah_zed ran—
dom graphs st:ud:ed by M olloy and Reed Q8i 288] and
others. In Sec. -V' we look at the som ew hat neglected but
potentially very usefuil M arkov graphs and their m ore
general fom s, exponential random graphs and p m od-
els. In Section -'y-_twe_lczqk at the \an altworld m odel" of
W atts and Strogatz [416] and its generalizations. Then
n Section 5-7:]; we look at m odels of grow ing netw orks,
particularly the m odels of P rice [344] and B arabasi and
A bert @-Z_i], and generalizations. F inally, In Section 'S/_-]J:{
we ook at a num ber ofm odels of processes occurring on
networks, such as search and navigation processes, and
netw ork tranam ission and epidem iology.

The rst serious attem pt at constructing a m odel for
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dom net" ofR apoport and collaborators [346,378], which
was independently rediscovered a decade later by E rd¢s
and Renyi [141], who studied it exhaustively and rig—
orously, and who gave it the nam e \random graph" by
which it ism ost offen known today. W here necessary, we
w ill here refer to i as the \Poisson random graph," to
avoid confusion w ith other random graph m odels. It is
also som etim es called the \Bemoulligraph." Aswe will
see in this section, the random graph, while illim inating,
is nadequate to describe som e In portant properties of
realw orld netw orks, and so has been extended in a va—
riety ofways. In particular, the random graph’s P oisson
degree distrbution is quite unlke the highly skewed dis-
trbutions of Section TIIL! and F ig. :_é . Extensions of the
m odelto allow for other degree distributions lead to the
class of m odels known as \generalized random graphs,"
\random graphsw ith arbitrary degree distribbutions" and
the \con guration m odel."

W e here ook rst at the Poisson random graph, and
then at is generalizations. O ur treatm ent ofthe P oisson
case is brief. A much m ore thorough treatm ent can be
found in thebooksby B ollobas j§-§‘] and Janson etal. Lii]_;]
and the review by K aronski R23].

A . Poisson random graphs

Solom ono  and Rapoport [_[-_37:8-:] and independently
Erds and Renyi [141] proposed the follow ing extrem ely
sim ple m odel of a network. Take som e num ber n of ver—
tices and connect each pair (or not) with probability p
orl p)t® Thisde nesthem odelthatE rddpsand Renyi
called G, ;5. In fact, technically, G, is the ensam ble of
allsuch graphs in which a graph havingm edges appears
with probability g" (I pf' ™,whereM = In@ 1)
is the m axinum possble num ber of edges. E rddps and
Renyi also de ned another, related m odel, which they
called G , which is the ensemble of all graphs hav—
Ing n vertices and exactly m edges, each possible graph
appearing with equal probability!® Here we will dis-
cuss G, ;p, but m ost of the results carry overto G, In
a straightforward fashion.

M any properties ofthe random graph are exactly solv—
ablk in the lm it of large graph size, as was shown by

18 Slight variations on the model are possible depending one
w hether one allow s selfedges or not (ie., edges that connect a
vertex to itself), but this distinction m akes a negligible di erence
to the average behavior of the m odel in the lim it of large n.

19 Those fam iliar w ith statistical m echanics w ill notice a sim ilar—
ity between these two m odels and the so-called canonical and
grand canonicalensem bles. In fact, the analogy is exact, and one
can de ne equivalents of the H elm holz and G bbs free energies,
w hich are generating functions for m om ents of graph properties
over the distribution of graphs and which are related by a La—
grange transform w ith respect to the \ eld" p and the \order
param eter" m .
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Erdgs and Renyiin a series of papers in the 1960s [1411
142,143]. Typically the lin it of large n is taken holding
themean degreez= pn 1) constant, in which case the
m odelclearly has a P oisson degree distribution, since the
presence or absence of edges is independent, and hence
the probability of a vertex having degree k is

k 4

pk(l p)'x k s

Px = o 18)
w ith the last approxin ate equality becom ing exact in the
Im it of large n and xed k. This is the reason for the
nam e \P oisson random graph."

The expected structure of the random graph varies
w ih the value of p. The edges Ppin vertices together
to form com ponents, ie. M axin al) subsets of vertices
that are connected by paths through the network. Both
Solom ono and Rapoport and also Erxdds and Renyi
dem onstrated what is for our purposes the m ost In por—
tant property ofthe random graph, that it possesseswhat
wewould now calla phase transition, from a low -densiy,
low p state in which there are few edges and all com po—
nents are am all, having an exponential size distribution
and nite mean size, to a high-density, high-p state in
which an extensive (ie. O ()) fraction of all vertices are
pined together n a single giant com ponent, the rem ain—
der of the vertices occupying sm aller com ponents w ith
again an exponential size distrbution and nie mean
size.

W e can calculate the expected size ofthe giant com po—
nent from the follow ing sin ple heuristic argum ent. Let
u be the fraction of vertices on the graph that do not
belong to the giant com ponent, which is also the proba-
bility that a vertex chosen uniform Iy at random from the
graph is not in the giant com ponent. The probability
of a vertex not belonging to the giant com ponent is also
equalto the probability that none ofthe vertex’s netw ork
nejghbors belong to the giant com ponent, which is just
u* if the vertex has degree k. A veraging this expressmn
over the probability distribution ofk, Eq. (18), we then

nd the follow ing selfconsistency relation for u in the
Iim it of large graph size:

>é k z )é (Zu)k

o =@ P9

k=0 k=0

The fraction S of the graph occupied by the giant com —
ponentisS =1 u and hence

S=1 e?: 20)

By an argum ent only slightly m ore com plex, which we
give in the follow ing section, we can show that the m ean
size hsi of the com ponent to which a random ly chosen
vertex belongs (for non-giant com ponents) is
) 1
hsi= ——: (21)
1 z+ zS

The om of these two quantities is shown in FJg:_]-.é
E quation (_2g) is transcendental and has no closed—-fom
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FIG .10 Them ean com ponent size (solid line), excluding the
giant com ponent if there is one, and the giant com ponent
size (dotted line), for the Poisson random graph, Egs. {20)
and @1).

solution, but it is easy to see that for z < 1 itsonly non—
negative solution is S = 0, whilk or z > 1 there is also
a non-—zero solution, which is the size of the giant com —
ponent. The phase transition occurs at z = 1. This is
also the point at which hsi diverges, a behavior that w i1l
be recognized by those fam iliar w ith the theory ofphase
transitions: S plays the role of the order param eter in
this transition and hsi the role of the orderparam eter
uctuations. The corresponding critical exponents, de—
ned by S (z 1) andhsi F 17 ,takethevalues
= land = 1l.Precisely atthe transition, z = 1, there
isa \doubl jum p" | the m ean size of the largest com po—
nent in the graph goesas 0 M?>~°) or z = 1, rather than
O (n) as i does above the transition. The com ponents
at the transition have a pow er-law size distribution w ith
exponent = % (or % if one asks about the com ponent
to which a random Iy chosen vertex belongs). W e look at
these results In m ore detail iIn the next section for the
m ore general \con guration m odel."

The random graph reproduces well one of the prin—
cipal features of realworld networks discussed In Sec-
tion '__,name]y the smallworld e ect. The m ean num -
ber of neighbors a distance " away from a vertex In a
random graph is z¢, and hence the valie of d needed to
encom pass the entire network isz / n. Thus a typical
distance through the network is ' = logn=Ilogz, which
satis es_the de nition of the an allworld e ect given in
Sec. ']I[.A- R igorous results to this e ect can be fund
in, for instance, Refs. .61- and .63 However In alm ost all
other respects, the properties of the random graph do not
m atch those of networks In the realworld. It has a low
clustering coe cient: the probability of connection oftw o
vertices is p regardless of w hether they have a comm on
neighbor, and hence C = p, which tendsto zero asn i
the lim it of large system size [416]. Them odelalsc hasa
P oisson degree distribbution, quite unlike the distributions
nF Jg-_d . khasentirely random m ixing pattems, no cor—
relation betw een degrees of ad poent vertices, no com m u—
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nity structure, and navigation is in possible on a random
graph using bocal algorithm s 38, 239, 314, 318, 401.
In short it m akes a good straw m an but is rarely taken
seriously in the m odeling of real system s.

N onetheless, m uch ofourbasic intuition about the way
netw orks behave com es from the study of the random
graph. In particular, the presence of the phase transi-
tion and the existence of a giant com ponent are ideas
that underlie m uch of the work described in this review .
O ne often taks about the giant com ponent ofa netw ork,
m eaning in fact the largest com ponent; one looks at the
sizes of sn aller com ponents, often nding them to be
much sm aller than the lJargest com ponent; one sees a gi-
ant com ponent transition in m any of the m ore sophisti-
cated m odels that we w Il ook at in the com ing sections.
A 1l of these are ideas that started w ith the P oisson ran-—
dom graph.

B . Genemlized random graphs

R andom graphscan be extended in a variety ofwaysto
m ake them m ore realistic. The property of real graphs
that is sim plest to Incormporate is the property of non—
Poisson degree distributions, which leads us to the so—
called \con guration model" Here we exam ine this
model in detail; in Sec.-'_BZ_B_._ﬂ{:_l\[ B 5 we describe fur-
ther generalizations of the random graph to add other
features.

1. The con gumtion m odel

Consider the m odel de ned in the follow ing way. W e
specify a degree distrdbution py, such that py is the frac—
tion of vertices in the network having degree k. We
choose a degree sequence, which is a set of n values of
the degrees k; of vertices i= 1 :::n, from this distrbu-
tion. W e can think of this as giving each vertex i in our
graph k; \stubs" or \gpokes" sticking out of it, which are
the ends of edgestobe. Then we choose pairs of stubs
at random from the network and connect them together.
Tt is straightforward to dem onstrate P87] that this pro—
cess generates every possible topology of a graph w ith
the given degree sequence w ith equal probability 2’ The
con  guration m odel is de ned as the ensam ble of graphs
so produced, w ith each having equalweight 2!

20 B ach possible graph can be generated © ; kildi erent ways, since
the stubs around each vertex are indistinguishable. T his factor
is a constant for a given degree sequence and hence each graph
appears w ith equal probability.

An a_ll;‘en:.@m'e m odel has recently been proposed by Chung and
Lu @i}, §9.] In their m odel, each vertex i is assigned a de-
sired degree k; chosen from the distribution of interest, and then
m = % ; ki edges are placed between vertex pairs (;j) wih
probability proportional to kiky. Thism odel has the disadvan—
tage that the nal degree sequence is not in general precisely
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Since the 1970s the con gurat:on m odelhas been st:ud—

'288 823, 425]. An exact oonthJon is known n tenn s
ofpk ﬁ)r the m odel to possess a giant com ponent @87],
the expected size of that com ponent is know n 1_288 ], and
the average size ofnon-giant com ponents both above and
below the transition is known @23], along w ith a variety
of other properties, such as m ean num bers of vertices a
given distance away from a central vertex and typical
vertex {vertex distances @é] Here we give a brief deriva—
tion ofthem ain results us_'@Ilg the generating function for-

There are two in portant points to graqa about the
con guration m odel. First, px is, In the lim it of large
graph size, the distrdbution of degrees of vertices in our
graph, but the degree of the vertex we reach by follow ing
a random ly chosen edge on the graph is not given by px .
Since there are k edges that arrive at a vertex ofdegree k,
we are k tin es as lkely to arrive at that vertex as we
are at som e other vertex that has degree 1. Thus the
degree distribbution ofthe vertex at the end ofa random Iy
chosen edge is proportionalto kpx . In m ost case, we are
Interested In how m any edges there are kaving such a
vertex other than the one we arrived along, ie. in the
so—called excess degree, which is one less than the total
degree of the vertex. In the con guration m odel, the
excess degree has a distrbution g given by

g = (kP+ Do+ 1 _ k + 1)Pk+1; 22)
x KPx z
where z = x Kpx is, as before, the m ean degree in the
network.

T he second in portant point about the m odel is that
the chance of nding a loop in a an all com ponent of the
graph goesasn !. Thenumber ofvertices in a non-giant
com ponent isO (n '), and hence the probability ofthere
being m ore than one path between any pair of vertices
isalso 0 m ') Hrsuittably weltbehaved degree distriou—
tions2? This property is crucial to the solution of the
con guration m odel, but is d_e_r_u'_tely not true of m ost
realworld networks (see Sec.'TIIB'). It is an open ques—
tion how m uch the predictions ofthem odelwould change
ifwe were able to Incorporate the true loop structure of
realnetworks into it.

W e now proceed by de ning two generating functions

equal to the desired degree sequence, but it has som e signi cant
calculational advantages that m ake the derivation of rigorous re—
sults easier. It is also a logical generalization of the P oisson
random graph, in a way that the con guration m odel is not.
Sim ilar approaches have also been taken by a number of other
authors 78, 12§, L74). .-
U sing argum ents sim ilar to those leading to Eq. (l}l:), we can
show that the density of loops in sm all com ponents w ill tend to
zero as graph size becom es large provided that z is nite and
hk? i grow s slower than n'=2. See also fotnote |25
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r the distrdoutions px and g 23

% %
pex;  Gi®) = gxt: @3)
k=0 k=0

Go &)=

N ote that, using Eq. C_Z-%'), we also nd that G x) =

9 (x)=z, which is occasionally convenient. Then the
generating finction H; x) for the total num ber of ver-
tices reachabl by follow ing an edge satis es the self-
consistency condition

Hi®&)=xG;H1&)): @4)

T his equation says that when we follow an edge, we nd
at least one vertex at the other end (the factor of x on
the right-hand side), plus som e other clusters of vertices
(each represented by H ;) which are reachable by ollow —
ing other edges attached to that one vertex. T he num -
ber of these other clusters is distrbuted according to o,
hence the appearance of G 1- A detailed derivation of
Eqg. C24) isgiven .n Ref. '323

The total number of vertices reachabl from a ran—
dom Iy chosen vertex, ie., the size of the com ponent to
w hich such a vertex belongs, isgenerated by H ¢ (x) where

Ho&)=xGoH1&)): @5)

The solution of Egs. C_Z-é_j‘) and 6_2-5) gives us the entire
distrdbution of com ponent sizes. M ean com ponent size
below the phase transition in the region where there is
no giant com ponent is given by

GJ@) 72

hsi= H2(1)= 1+ —2 =1+ ; 26
i=Ho@) T — 26)

where z; = z = tki = GJ (1) is the average num ber of
neighbors of a vertex and z; = hk?i  hki= G§ 1)GJ (1)
is the average num ber of second neighbors. W e see that
this divergeswhen z; = z,, or equivalently when

cY@a) = 1: @7)

This point m arks the phase transition at which a gi-
ant com ponent rst appears. Substituting Eq. (,'23 nto
Eq. CZ7|), we can also write the condition r the phase
transition as
X
kk 2)g= 0: (28)
k

Indeed, since this sum increases m onotonically as edges
are added to the graph, i follow s that the giant com po-
nent exists if and only if this sum is positive. A m ore
rigorous derivation of this result has been given by M ok
oy and Reed R87].

23 Traditionally, the independent variable in a generating finction
is denoted z, but here we use x to avoid confusion w ith them ean
degree z.
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ADbove the transition there is a giant com ponent w hich
occupies a fraction S of the graph. Ifwe de ne u to be
the probability that a random Iy chosen edge lads to a
vertex that is not a part of this giant com ponent, then,
by an . argum ent precisely analogous to the one preceding
Eq. {20), this probability m ust satisfy the selfconsistency
condition u= Gi (u) and S is given by the solution of

S=1 Go); =G1): 29)
An equivalnt result is derived in Ref.288. Nom ally
the equation for u cannot be solved in closed form , but
once the generating finctions are known a solution can
be found to any desired levelofaccuracy by num erical i—
eration. And once the value of S isknown, them ean size
of am all com ponents above the transition can be found
by subtracting o the giant com ponent and applying the
argum ents that led to Eq. {_2-§‘) again, giving

zu2

hsi= 1+ : 30
. L sz Q] G0

The result is a behavior qualitatively sim ilar to that of
the P oisson random graph, w ith a continuousphase tran—
sition at a pointde ned by Eq. (2-@:), characterized by the
appearance of a giant com ponent and the divergence of
the m ean size of non-giant com ponents. T he ratio z,=z;
of the m ean number of vertices two steps away to the
num ber one step away plays the role of the Independent
param eter goveming the transition, asthem ean degree z
does In the P oisson case, and one can again de ne critical
exponents for the transition, which take the sam e values
as brthePoisson case, = =1, =2.

W e can also nd an expression for the clustering co—
e cient, Eq. (35 of the con gurat:on model. A sinple
calculation show s that [136,!319]

i @1)

which isthevalueC = z=n fortheP oisson random graph
tin es an extra factor that depends on z and on the ratio
hk?i=hki’?. Thus C willnomally go to zero asn ! for
large graphs, but for highly skewed degree distrlbutions,
like som e of those in Fig. :_6, the factor of hk?i=tki® can
be quite large, so that C is not necessarily negligble for
the graph sizes seen in em pirical studies of netw orks (see
below ).

2. Exam pk: power-bw degree distrbution

A s an exam ple of the application of these results, con—
sider them uch studied case ofa netw ork w ith a pow er-law
degree distrbution:

by = 0 fork= 0
k = () fork 1,
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for given constant Here () is the Rimann -
function, which finctions as a nomn alizing constant.
Substituting into Eq. {23) we nd that

Li &) Li | )
G = ; G = —; 33
0 %) 0O 1 x) < 1y (33)
w here L;l () is the nth polylogarithm of x. Then

Eq. {27 tells us that the phase transition occurs at the

point
( 2)=2 ( 1); (34)

which givesa criticalvaluie for of .= 34788 ::: Below
this value a giant com ponent exists; above it there is no

giant com ponent For < (,thevalueofthevariablu
ofEq. Q9
Li (u
u= 1@, (35)
u ( 1)
which gvesu= Obelow = 2 and hence S = 1. Thus

the giant com ponent occupies the entire graph below this
point, orm ore strictly, a random ly chosen vertex belongs
to the giant com ponent w ith probability 1 In the lim it
of large graph size (out see the ollow ing discussion of
the clustering coe cient and fotnote 2_5_; . In the range
2< < . we have a non—zero giant com ponent whose
size is given by Eqg. C_2-§). A1l of these results were 1rst
shown by A ielb et al. ]

W e can also calculate the c]ustenng coe cient for the
powerdaw caseusing Eq. (31). For < 3wehavehk?i
km ax ,wherekrn ax Isthem axim um degree In the netw ork.
Using Eq. {3) ©rky ax, Eq. B1) then gives

C 3 ! (36)
n ; = :
1
This gives interesting behavior for the typical values
2 3 of the exponent seen In m ost networks

(see Table :_f:p. I > ;, then C tends to zero as the
graph becom es large, although it does so slow er than the
C n ! of the Poisson random graph provided < 3.
At = ;, C becom es constant (or logarithm ic) In the
graph size, and or < % it actually Increases w ith in—
creasing system size?* T hus r scale-free netw orks w ith
an aller exponents , we would not be surprised to see
quite substantialvalues of the clustering coe cient, even

if the pattem of connections were com pletely random 2°

24 For su ciently large networks this in plies that the clistering
coe cient will be greater than 1. Physically this m eans that
there w illbe m ore than one edge on average betw een tw o vertices
that share a com m on neighbor.

25 Thism eans in fact that the generating function form alism breaks
down for < ; , Invalidating som e ofthe preceding resuls forthe
power-law graph, since a fundam entalassum ption ofthem ethod
is that there are no short loops in the network. A iello et al. b
get around thisproblem by assum ing that the degree distrdbution
iscut o atkmax N (see Sec.|IIIC .4), which givesC ! 0
asn! 1 frall > 2. Thishowever is som ew hat arti cial; in
realpower-law netw orks there is nom ally no such cuto .

T he structure and function of com plex netw orks

T his m echanisn can, for lnstance, account ‘_rb_r_m uch of
the clustering seen In the W orld W ide W eb B191].

3. D irected graphs

Substantially m ore sophisticated extensions of random
graph m odels are possbl than the simpl rst exam —
pl given above. In this and the next few sections we
list som e of the m any possibilities, starting w ith directed
graphs.

E ach vertex in a directed graph hasboth an In-degree j
and an out-degree k, and the degree distrbution there—
fore becom es, In general, a doublk dJStIIibut:lOl’l Pjk over
both degrees, as discussed in Sec. ']I[.C' T he generat-
Ing function for such a distrdbution is a function of two
variables

X
@37)

G&;y)=  pxy:

jk

Each vertex A also belongs to an in-com ponent and an
out-com ponent, w hich are, respectively, the set ofvertices
from which A can be reached, and the set that can be
reached from A, by follow ing directed edges only in their
forward direction. There is also the strongly connected
com ponent, which is the set of vertices which can both
reach and be reached from A .In a random directed graph
w ih a given degree distrlbution, the giant in, out, and
strongly connected com ponents can allbe shown @éé] to
form at a single transition that takes place when

X

@k 3 k)p = O: 38)

jk

D e ning generating functions for in—and out-degree sep—
arately and their excess-degree counterparts,

l@G

Fo®) = G&;1); F; )= ;i (39a)
z @y y=1
1Q@G

Goy) = G@L;y); Gi1ly)=—— ;7 (39%)
z @x

x=1

the sizes of the giant outs In— and strongly connected

com ponents are given by [123,323]

Sout = 1 Fp @); (40a)
Sin =1 Go(v); (40b)
Sar=1 G@u;1) G @;v)+ G@;v); (40c)
w here
u= F;@Q); v= G (V): 41)

4. B artite graphs

A nother class ofgeneralizations of random graph m od—
els is to netw orksw ith m ore than one type ofvertex. O ne
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of the sin plest and m ost in portant exam ples of such a
network is the bipartite graph, which has two types of
vertices and edges running onJ'y_ betw een vertices of un—
Ike types. A sdiscussed In Sec.IA!, m any socialnetw orks
arebipartite, form ing w hat the sociologistscalla lation
networks, ie., netw orks of individuals pined by comm on
membershp of groups. In such networks the individ-
uals and the groups are represented by the two vertex
typesw ith edgesbetween them representing group m em —

and ]m actors L!_ll@] are all exam ples of a liation net—
works. Som e other netw orks, such asthe railw ay netw ork
studied by Sen et al. @66], are also bipartite, and bipar-
tite graphs have been used as the basis for m odels of

sexual contact netw orks [144, 315].

B partite graphs have two degree distrbutions, one
each for the two types of vertices. Since the total num -
ber of edges attached to each type of vertex is the sam e,
the means and of the two distrbutions are related
to the numbers M and N of the types of vertices by

=M = =N . One can de ne generating functions as
before for the two types of vertices, generating both the
degree distrbution and the excess degree distrdbution,
and denoted £y ), f1 &), 9o ®), and g; k). Then for
exam ple we can show that there is a phase transition at
which a giant com ponent appears when £ (1)gd (1) = 1.
E xpressions for the expected size of giant and non-giant
com ponents can easily be derived @23:]

In m any cases, graphs that are fundam entally bipar-
tite are actually studied by procting them down onto
one set of vertices or the other| so called \onem ode"
progctions. For exam ple, In the study of boards of di-
rectors of com panies, it has becom e standard to look at
board \interlocks." Two boards are said to be inter-
locked if they share one orm ore comm on m em bers, and
the graph ofboard interlocks is the one-m ode pro Ection
ofthe fullboard graph onto the vertices representing just
the boards. M any resuls for these one-m ode pro fctions
can also be extracted from the generating function for-
malisn . To give one exam ple, the profcted networks
do not have a vanishing clistering coe cient C in the
Iim i of large system size, but instead can be shown to
obey B23]

2
1= (2 1)(2 1) ; 42)
32+ 3)

where , and , arethe nth m om ents ofthe degree dis—
tribbutions of the tw o vertex types.

M ore com plicated types of network structure can be
Introduced by increasing the num ber of di erent types
of vertices beyond two, and by relaxing the pattems of
connection between vertex types. For exam ple, one can
de ne a model wih the type of m ixing m atrix shown
n Tab]e']:li, and solve exactly form any of the standard

properties 318, 374].
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5. D egree conelktions

T he type of degree correlations discussed in Sec. -]I[.F'
can also be introduced into a random_graph m odel @y{]
E xtending the formm alism of Sec.TIIE!, we can de ne the
probability distribution ey to be the probability that a
random ly chosen edge on a graph connects vertices of
excess degrees j and k. On an undirected graph, this
quantity is sym m etric and satis es

X X
€5 = 1; S = Gk : (43)

jk j

Then the equivalent of Eq. C_Z-Q‘) is

P
® k ejkut
S=1 p Pxuy 17 uy = B——; 44)
k=1 k Sk

w hich must be solved selfconsistently for the entire set
fuxg of quantities, one for each possble valie of the
excess degree. The phase transition at which a giant
com ponent appears takes place when det( m ) = O,
where m is the matrix wih elements m jx = kejy=qg;.
M atrix conditions of this form appear to be the typical
generalization of the criterion for the appearance of a
giant com ponent to graphs w ith non-trivialm ixing pat—
tems 58 '318 l400]

Two other random graph m odels for degree correla—
tions are also worth m entioning. O ne is the exponential
random graph, which we study in m ore detail In the fol-
Jow ing section. This is a generalm odel, which has been
applied to the parthuJar problem of degree correlations
by Berg and Lassig {48].

A m ore specialized m odelthat ain s to explain the de-
gree anticorrelations seen in the Intemet has been put
forward by M aslov et al. @ii] T hey suggest that these
anticorrelations are a sin ple result of the fact that the
Intemet graph has at m ost one edge between any ver-
tex pair. Thus they are led to consider the ensemble of
all networks w ith a given degree sequence and no dou—
bl edges. (The con guration m odel, by contrast, allow s
double edges, and typical graphs usually have at least a
few such edges, which would disqualify them from mem —
bership In the ensamble of M aslov et al) The ensamble
wih no dupJJcate edges, i tums out, is hard to treat
analytically t47 407], so M aslov et al. instead investigate
it num erically, sam pling the ensem ble at random using a
M onte C arlo algorithm . T heir results appear to indicate
that anticorrelations of the type seen In the Intemet do
indeed arise asa nitesize e ect within thismodel. An
altemative explanation ofthe sam e observationshasbeen
put forward by Capocci et al. i§§:], who use a modi ed
version ofthem odel of Barabasiand A Ioert discussed In
Sec. VILB, to show that correlations can arise through
netw ork grow th processes.)
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V.EXPONENTIAL RANDOM GRAPHS AND M ARKOV
GRAPHS

T he generalized random graph m odels of the previous
sectionse ectively addressone ofthe principalshortcom —
ings of early netw ork m odels such as the P oisson random
graph, their unrealistic degree distrbution. H owever,
they have a serious shortcom ing in that they fail to cap—
ture the comm on phenom enon of transitivity described
[IB. The only solvable random graph m odels
that currently ncorporate transitivity are the bipartie
and com m unity-structured m odelsofSec. :_I-\{-;é_-fl and cer—
tain dualgraph m odels @45 ], and these cover rather spe—
cial cases. For general networks we currently have no
idea how to incorporate transitivity into random graph
m odels; the crucialproperty of independence betw een the
neighborsofa vertex is destroyed by the presence of short
loops in a network, Invalidating all the techniques used
to derive solutions. Som e approxin ate m ethods m ay be
useful in Iim ited ways B17] or perhaps som e sort of per—
turbative analysisw illprove possble, but no progresshas
yet been m ade In this direction.

The main hope for progress in understanding the
e ects of transitivity, which are certainly substantial,
seam s to lie in form ulating a com pletely di erent m odel
or m odels, based around som e altemative ensemble of
graph structures. In this and the follow Ing section we
describe two candidate m. ode]s the M a]:kov graphs of
Holland and Leinhardt [._L94] and Strauss [_160 '385] and
the sn allworld m odel of W atts and Strogatz [fll@]

Strauss B83] considers exponential random graphs, a]so

(in a slightly generalized form ) calledp m odels P4, 410],
which are a class ofgraph ensem blesof xed vertex num —
bern de ned by analogy w ith the B oltzm ann ensem ble of
statisticalm echanics?® Let f ;g be a set of m easurable
properties ofa single graph, such as the num ber ofedges,
the num ber of vertices of given degree, or the num ber of
triangles of edges in the graph. T hese quantities play a
role sin ilar to energy in statistical m echanics. And lt
f igbe a set of Inversetem perature or eld param eters,
whose values we are free to choose. W e then de ne the
exponential random graph m odelto be the set ofallpos—
sible graphs (undirected in the sin plest case) ofn vertices
In which each graph G appearsw ith probability

1 X
P(G)ZEQXP i1 (45)
w here the partition finction Z is

X X
7 = exp 118 (46)

26 Tndeed, in a developm ent typical of this highly interdisciplinary
eld, exponential random graphs have recently bee'n_ rediscov—
ered, apparently quite independently, by physicists 542},:27].

T he structure and function of com plex netw orks

For a su ciently large set of tem perature param eters
f ig,thisde nition can encom passany probability distri-
bution over graphs that we desire, although its practical
application requires that the size of the set be lim ited to
a reasonably an all num ber.

The calculation of the ensemble average of a graph
observable ; isthen found by taking a suitable derivative

ofthe (reduced) free energy f = logZ :
X 1 X
hii= iG)P (G):E 1 €Xp ii
G G i
Qf
— . 47)
@ i

T hus, the free energy is a generating function for the ex—
pectation values of the cbservables, in a m anner fam iliar
from statistical eld theory. If a particular cbservable
of Interest does not appear in the exponent of Cflg;) (the
\graph H am iltonian"), then one can sin ply introduce i,
w ith a corresponding tem perature ; which is set to zero.

W hilke these prelin inary developm ents appear elegant
In principle, little real progress has been made. One
would lke to nd the appropriate G aussian eld the-
ory for which £ can be expressed in closed fom , and
then perturb around it to derive a diagram m atic expan—
sion for the e ects of higherorder graph operators. In
fact, one can show that the Feynm an diagram s for the
expansion are the networks them selves. Unfortunately,
carrying through the entire eld-theoretic program has
not proved easy T he general approach one should take
is clear @8 , but the m echanics appear intractable
form ost cases ofmterest. Som e progress can bem ade by
restricting ourselvesto M arkov graphs, w hich are the sub-
set of graphs in which the presence or absence ofan edge
betw een tw o vertices in the graph is correlated only w ith
those edges that share one of the sam e two vertices|
edge pairs that are dispint (have no vertices in com m on)
are uncorrelated. O verall however, the question of how
to carry out calculations in exponential random graph
ensem bles is an open one.

In the absence ofanalytic progresson them odel, there—
fore, researchers have tumed to M onte C arlo sin ulation,
a technigque to w hich the exponentialrandom graph lends
itself adm irably. O nce the values of the param eters £ ;g
are speci ed, the fom (:Z_I-E_;) of P (G) m akes generation
of graphs correctly sam pled from the ensamble straight—
forward using a M etropolis{H astings type M arkov chain
method. One de nes an ergodic m ove-set In the space
of graphs w ith given n, and then repeatedly generates
m oves from this set, acosgpting them w ith probabiliy

1 ifP GY>P @)
p= 0 ) (48)
PG"=P G) otherw ise,

and rejfctihg them with probability 1  p, where G° is
the graph after perform ance of the m ove. Because of
the particular om , Eq. (49), assumed fr P G), this
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acceptance probability isparticularly sin ple to calculate:

G° X
)=exp i[9 3]

5 G) 49)

T his expression is independent of the value of the parti-
tion function and its evaluation involves calculating only
the di erences S ; of the energy-lke graph proper—
ties ;, which for local m ovesets and local properties
can often be accom plished in tin e independent of graph
size. Suitable m ove-sets are: (@) addition and rem ovalof
edges between random ly chosen vertex pairs for the case
of variable edge num bers; (o) m ovem ent of edges ran-—
dom Iy from oneplace to another forthe case of xed edge
num bers but variable degree sequence; (c) edge swaps
ofthe orm f(v1;w1); (v2;w2)g ! £(V1;v2); W1;w2)g or
the case of xed degree sequence, where (v1;w;) denotes
an edge from vertex v; to vertex w;. M onte Carlo al-
gorithm s of this type are straightforward to im plem ent
and appear to converge quickly allow Ing us to study quite
large graphs.

T here is however, one unfortunate pathology of the
exponential random graph that plagues num ericalwork,
and particularly a ects M arkov graphs as they are used
to m odel transitivity. If, or exam ple, we Include a tem
In the graph Ham iltonian that is linear in the number
of trangles in the graph, w th an accom panying positive
tem perature favoring these trianglks, then them odelhas
a tendency to \condense," form ing regions of the graph
that are essentially com plete c]jques| subsets of vertices
w ihin which every possble edge exists. It is easy to
see why the m odel show s this behavior: cliques have the
largest num ber of triangles for the num ber of edges they
contain, and are therefore highly energetically favored,
w hile costing the system am inim um in entropy by virtue
of leaving the largest possible num ber of other edges free
to contrbute to the (presum ably extensive) entropy of
the rest ofthe graph. N etw orks in the realw orld how ever
do not seem to have this sort of \clum py" ttansﬂ:mi:y|
regions of cliquishness contrbuting heavily to the clis-
tering coe cient, separated by other regions w ith few
triangles. It is not clear how this problem is to be cir-
cum vented, although for higher tem peratures (lower val-
ues of the param eters £ ig) it is less problem atic, since
higher tem peratures favor entropy over energy.

Another area In which som e progresshasbeen m ade is
In techniques for extracting appropriate values for the
tem perature param eters In the m odel from realworld
netw ork data. P rocedures fordoing thishave been partic—
ularly In portant for socialnetw ork applications. P aram —
eters so extracted can be fad back into the M onte C arlo
graph generation m ethods described above to generate
m odelgraphs w hich have sim ilar statistical properties to
their realw orld counterparts and which can be used for
hypothesis testing or as a substrate for further netw ork
sim ulations. R eview s of param eter extraction techniques
can be found i Refs. 24 and 874.
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VI.THE SMALLW ORLD MODEL

A less sophisticated but m ore tractable m odel of a
network with high transitivity is the sm alkworld m odel
proposed by W atts and_Strogatz Bii, 413, 4161?7 As
touched upon in Sec.TILE!, networks m ay have a geo—
graphicalcom ponent to them the vertices of the netw ork
have positions In space and In m any cases it is reasonable
to assum e that geographical proxin ity willplay a role in
deciding which vertices are connected to which others.
T he an allworld m odel starts from this idea by positing
a netw ork buil on a low -din ensional regular lattice and
then adding or m oving edges to create a low density of
\shortcuts" that pin rem ote parts of the lattice to one

another.

Sm alkw orld m odels can be built on lattices of any di-
m ension or topology, but the best studied case by far is
one-din ensionalone. Ifwe take a one-dim ensional lattice
of L vertices w ith periodic boundary conditions, ie., a
ring, and jpin each vertex to its neighbors k or fewer lat—
tice spacihgsaway, we get a system lkeF jg.:_l-l.'a, wih Lk
edges. The am allworld m odel is then created by taking
a an all fraction ofthe edges in this graph and \rew iring"
them . The rew iring procedure nvolves going through
each edge In tum and, w ith probability p, m oving one
end of that edge to a new location chosen uniform 7 at
random from the lattice, except that no double edges or
selfedges are ever created. T his process is illustrated in
Fig.llb.

The rewiring process allows the snallworld m odel
to interpolate between a regular lattice and som ething
which is sin ilar, though not identical (see below ), to a
random graph. W hen p = 0, we have a reqular lattice.
Tt is not hard to show that the clustering coe cient of
thisregular lattice sC = @Bk 3)=@k 2),which tends
to % for large k. The regular lattice, however, does not
show the an allworld e ect. M ean geodesic distancesbe—
tween vertices tend to L=4k for arge L. W hen p = 1,
every edge is rew ired to a new random location and the
graph is alm ost a random graph, w ith typical geodesic
distances on the order of logL = ]ogk but very low clus-
tering C 7 2k=L (see Sec. .IVA-) A s W atts and Stro—
gatz show ed by num erical sin ulation, how ever, there ex—
ists a sizable region in between these two extrem es for
which the m odel has both low path lengths and high
transitivity| see Fig.14.

T he origihalm odelproposed by W atts and Strogatz is
som ew hat baroque. The fact that only one end of each
chosen edge is rew ired, not both, that no vertex is ever
connected to itself, and that an edge is never added be-
tween vertex pairs where there is already one, m akes it
quite di cult to enum erate or average over the ensam ble

27 An equivalent m odelw as proposed by Ballet al 28] som e years
earlier, as a m odel of the spread of disease bebﬂeen households,
but appears not to have been w idely adopted.



28

»
N ‘
kv‘... ® '

S8
<>

L

T he structure and function of com plex netw orks

FIG .11l (@) A onedin ensional lattice w ith coppgc'tj_ogs between all vertex pairs separated by k or fewer lattice spacing, w ith
k= 3 in thiscase. (b) The am alkworld m odel ¥12,414] is created by choosing at random a fraction p of the edges in the graph
and m oving one end ofeach to a new location, also chosen uniform ly at random . (c) A slight variation on them odel 289, 324]
in which shortcuts are added random ly betw een vertices, but no edges are rem oved from the underlying one-din ensional lattice.

of graphs. For the purposes of m athem atical treatm ent,
them odelcan be sin pli ed considerably by rew iringboth
ends of each chosen edge, and by allow ing both double
and selfedges. Thisresults in a system that genuinely in—
terpolatesbetween a regular lattice and a random graph.
A nother variant of the m odel that has becom e popular
was proposed J'ndepelzcle_ntly by M onasson ég@] and by
Newm an and W atts [324]. In this vardant, no edges are
rew ired. Instead \shortcuts" pining random ly chosen
vertex pairs are added to the low -din ensional Jattice|

e Fi. :_f]_}c T he param eter p goverming the densiy of
these shortcuts is de ned so as to m ake it as sin ilar as
possble to the param eter p In the st version of the
model: p is de ned as the probability per edge on the
underlying lattice, of there being a shortcut anyw here in
the graph. Thus the m ean total num ber of shortcuts is
Lkp and the mean degree is 2Lk (1 + p). This version

T I T T

r — mean vertex-vertex distance 1
--—- clustering coefficient ™

or C/C,

max

7

A R

0.001 0.01 0.1 1
rewiring probability p

FIG .12 The clustering coe cient C and m ean vertex {vertex

distance ' in the smallworld model of W atts and Stro-
gatz Iﬁll_@] as a function of the rew iring probability p. For
convenience, both C and ‘are divided by theirm axin um val-
ues, which they assume when p = 0. Between the extrem es
p= 0 and p= 1, there is a region in which clustering is high
and m ean vertex{vertex distance is sin ultaneously low .

of the m odel has the desirabl property that no vertices
ever becom e disconnected from the rest of the network,
and hence the m ean vertex {vertex distance is always for-
m ally nite. Both this version and the originalhave been
studied at som e length in the m athem aticaland physical
Iterature [309].

A . Clustering coe cint

T he clustering coe cient forboth versionsofthe sn all-
world m odel can be calculated re]au_'ye]y easily. For the
originalversion, Barrat and W eigt {le‘] showed that

3k 1)
=_" "1 ;
C= o 5 py (50)

while for the version without rew iring, Newm an [_§Z_L-§]
showed that

3k 1) .
1)+ 4kp+ 2)

Y 1)

B . D egree distrution

T he degree distrdbution of the sm alkw orld m odeldoes
not m atch m ost realw orld netw orks very well, although
this is not surprising, sihce this was not a goal of the
m odelin the rstplace. Forthe version w ithout rew iring,
each vertex has degree at least 2k, for the edges of the
underlying regular lattice, plus a binom ially distrdbuted
num ber of shortcuts. Hence the probability p; ofhaving
degree j is

L okp I 2% okp b 3t 2K
P = =P 1 =P (52)

J 2k L L
or k 2k, and g = 0 for j < 2k. For the rew ired

version of the m odel, the distrdbution has a lower cuto
at k ratherthan 2k, and is ratherm ore com plicated. T he
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1l expression is [_(_i]

minxj kik) Sk n
k n (pk)j pk

Py = @ pfp" "———m——e

n G k n)! ©3)

n=0

rj k,andp = 0frij< k.

C . Average path kngth

By far the m ost attention hasbeen focused on the av-
erage geodesic path length ofthe an alkworldm odel. W e
denote thisquantity ‘. W e do not have any exact solution
for the value of " yet, but a num ber of partial exact re—
sults are known, ncluding scaling form s, aswellas som e
approxin ate solutions for its behavior as a function of
the m odel’s param eters.

In the limit p ! 0, the model is a \large wor]d"|
the typical path length tends to ‘' = L=4k, as dis-
cussed above. Sm allw orld behavior, by contrast, is typ—
ically charactenzed by logarithm ic scaling logL (see
Sec. 'J]IA'), which we see for large p, where the m odel
becom es like a random graph. In between these two lin —
its there is presum ably som e sort of crossover from large—
to am allworld behavior. Barthelemy and Am aral [_42']
con ctured that " satis es a scaling relation of the form

‘= gl=); (54)
where is a correlation length that depends on p, and
g (x) an unknown but universal scaling fuinction that de—
pends only on system dim ension and lattice geom etry,
but not on L, or p. The variation of de nes the
crossover from large-to an allw orld behavior; the known
behavior of * for am all and large L, can be reproduced

by having divergeasp ! 0 and
X for x 1
g x) (55)
logx forx 1:
Barthelemy and Am aral conectured that diverges as

p for smallp, where is a constant exponent.
These congctures have all tumed out to be correct.
Barthelemy and Amaral also confctured on the basis
of num enca} J:es_u]ts that = %, w hich tumed out not to
be correct {39' A1, 824).

E quation C54) has been shown to be correctby a renor-
m alization group treatm ent ofthem odel [_324] From this
treatm ent one can derive a scaling form for ‘of

L
‘= Zf Lkp);

X (56)

which isequivalent to {54), except ora factorofk, if =

1=kp and g (x) = xf (x). Thuswe inm ediately conclude
that the exponent  de ned by Barthelemy and Am aral
is1, aswasalso argued by Barrat t_3€_i'] using a m xture of
scaling ideas and num erical sim ulation.
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T he scaling form (E@l) show s that we can go from the
large-world regin e to the am alkworld one either by in—
creasing p orby increasing the system size L . Indeed, the
crucialscaling variable Lkp that appears asthe argum ent
ofthe scaling function is sim ply equalto the m ean num -
ber of shortcuts in the m odel, and hence " as a fraction
of system size depends only on how m any shortcuts there
are, for given k.

M aking any further progress has proved di cult. W e
would lke to be able to calculate the scaling func—
tion f (x), but this tums out not to be easy. The cal-
culation is possble, though com plicated, for a variant
m odel In which there are no short cuts but random sites
are connected to a single central \hub" vertex ElS But
for the nom al an alkworld m odel no exact solution is
known, although some add:i:onal exact scaling fom s
have been found Il9 253] A ccurate num erical m ea—
surem ents have been carmed out ﬁ)r system sizes up to
good results can be denyed us:ng- éer-:és-expans:lons @25_]
A mean- eld treatm ent of the m odel has been given by
Newm an et al. B22], which show s that f (x) is approxi-
m ately

r
L 57)
X

tanh

2 x%+ 2x

and Barbour and Reinert [_Z:I@'] have further shown that
this result is the leading order term in an expansion for
that can be used to derive m ore accurate results for £ (x).

The prim ary use of the an alkworld m odel has been
as a substrate for the investigation of various processes
takmg p]aoe on graphs, sud1 as percolation @94, .325
'326 '360] coloring @88 406] ooup]ed oscﬂJators l_3j,
'201 416], Iterated gam es EL, '135 '231 '416] di usion
processes [_L50, :173 '216, :258 r259 '289 '329], epidem ic
processes @8 235 '255 293 '427 '428], and spin m od-
els [4d I191I QOZ '256, :33f I429 Som e of this work is

discussed further in Section 'y_]y:

A few ofvariationsofthe an alkworld m odelhave been
proposed Severalauthors have studied them odelJn di-

results are qualitatively sin JJar to the one—d:m ens:tonal
case and Pollow the expected scaling laws. Vardous au-—
thors have also studied m odels in w hich shortcuts prefer-
enUa]Jy ;an vertices that are c]ose ‘togetheron the under—

W arren et al. [fl(_)@ ] have studied m odels in which there
are only shortcuts and no underlying lattice, but the sig—
nature of the lattice still rem ains, guiding shortcuts to
fallw ith higher probabﬂjty betw een m ore closely spaced

vertices (see Sec.V TIIA)
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VI.MODELS OF NETW ORK GROW TH

A 11 of the m odels discussed so far take observed prop—
erties of realworld networks, such as degree sequences
or transitivity, and attem pt to create networks that in—
corporate those properties. T he m odels do not however
help us to understand how netw orks com e to have those
properties in the rst place. In this section we exam —
ine a class of m odels whose prin ary goal is to explain
netw ork properties. In these m odels, the netw orks typi
cally grow by the gradual addition of vertices and edges
In som em anner Intended to re ect grow th processes that
m ight be taking place on the realnetw orks, and it isthese
grow th processes that lead to the characteristic structural
fatures of the netw ork . ® For exam 1 ple, & num ber of au-
thors 4, 103,198,217, 220,242,139, 399,411, 412] have
studied m odels of netw ork transitivity that m ake use of
\triadic closure" processes. In these m odels, edges are
added to the netw ork preferentially betw een pairs of ver—
tices that have another third vertex as a com m on neigh—
bor. In other words, edges are added so as to com plete
triangles, thereby increasing the denom inator in Eq. ;3)
and so Increasing the am ount of transitivity in the net-
work. (T here is som e em pirical evidence from collabora-—
tion netw orks in support of thism echanian @iQ].)

But the best studied class of network growth m odels
by far, and the classon which we concentrate prin arily in
this section, isthe classofm odelsain ed at explaining the
origin ofthe highly skew ed degree distributions discussed
In Sec. ﬁ:l-Ib Indeed these m odels are som e of the best
stud:ed in the whole of the netw orks literature, having
been the sub Ect of an extraordinary number of papers
In the last few years. In this section we describe rst
the archetypalm odel of P rice [344- which was based in
tum on previous work by Sin on @70 T hen we describe
the highly iIn uentialm odelofB arabasiand A bert IBZ],
which hasbeen the driving force behind m uch of the re—
cent work in this area. W e also describe a number of
variations and generalizations of these m odels due to a
variety of authors.

A . Price’sm odel

As discussed in Sec. @;CE, the physicist-tumed-
histordan-ofscience D erek de Solla P rice described in
1965 probably the rst exam ple of what would now be
called a scale—free netw ork; he studied the network of ci-
tations between scienti ¢ papers and ound that both in—
and out-degrees (num ber oftim es a paper hasbeen cited
and num ber ofotherpapersa paper cites) have pow er-law

28 An alternative and intriguing idea, w hich has so far not been in—
vestigated in m uch depth, is that features such as power-law de—
gree distrdbutions may : arise through netw ork optim ization. See,
for instance, R efs. |29 156;,,16§ ,39?;, ,417 ,4121

T he structure and function of com plex netw orks

distrbutions 43]. A pparently intrigued by the appear-
ance of these pow er law s, P rice published another paper
som e years later @44] iIn which heo ered what isnow the

accepted explanation for power-law degree distributions.

Likem any afterhim , hiswork built on ideas developed in

the 1950s by Herbert Sinon [69, 370], who showed that
power law s arise when \the rich get richer," when the
am ount you get goes up w ih the am ount you already
have. In sociology this is referred to as the M atthew ef-

fact @82 1 after the biblical edict, \For to every one that
hath shallbegiven ::: " (M atthew 2529) 2° P rice called
it cum ulative advantage. Today it is usually known un—
derthe nam e preferential attachm ent, coined by B arabasi
and A Toert B31.

T he In portant contribution ofP rice’swork was to take
the ideasofSin on and apply them to the grow th ofa net-
work. Sin on was thinking of wealh distrdutions in his
early work, and although he later gave other applications
of his ideas, none of them were to networked system s.
P rice appears to havebeen the rst to discuss cum ulative
advantage speci cally in the context of netw orks, and in
particular in the context of the netw ork of citations be-
tw een papers and its in-degree distribution. H is idea was
that the rate at which a paper gets new ciations should
be proportional to the num ber that it already has. This
is easy to justify in a qualitative way. T he probability
that one com es across a particular paper whilst reading
the literature w ill presum ably Increase w ith the num ber
of other papers that cite i, and hence the probability
that you cite it yourself n a paper that you write will
Increase sin ilarly. The sam e argum ent can be applied
to other networks also, such as the W eb. It is not clear
that the dependence of citation probability on previous
citations need be strictly linear, but certainly this is the
sim plest assum ption one could m ake and it is the one
that P rice, ollow ing Sin on, adopts. W e now describe in
detail P rice’s m odel and his exact solution of it, which
uses what we would now call a m asterequation or rate—
equation m ethod.

Consider a directed graph ofn vertices, such as a ci-
tation network. Let px be the ﬁ:adE',ion of vertices in the
network with Indegree k, so that , px = 1. New ver-
tices are continually added to the network, though not
necessarily at a constant rate. Each added vertex has a
certain out—degree| the num ber of papers that it c:ires|
and this out-degree is xed pem anently at the creation
of the vertex. T he out-degree m ay vary from one vertex
to another, but them ean out-degree, which isdenotedm ,

29 1 fact, this is really only a halfof the M atthew e ect, since the
sam e verse continues, \ ::: but from hin that hath not, that also
w hich he seem eth to have shallbe taken away." In the processes
studied by Sim on and P rice nothing is taken away from anyone.
The full M atthew e ect, with both the giving and the taking
aw ay, corresponds m ore closely to the Polya um process than to
P rice’s cum ulative advantage. P rice points out this distinction
in his paper @4_4]
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isa constant overtin e 3° (Certain conditions on the dis—
tr_l'bu:cj_on ofm aboutthem ean m ust hold; see for instance
Ref. g§é§ JpThe valuem is also the m ean In-degree ofthe
network: , kpx = m . Since the out-degree can vary be—
tween vertices, m can take non-integer values, ncluding
valies lessthan 1.

In the simplest form of cum ulative advantage process
the probability of attachm ent of one of our new edges to
an old vertex| ie., the probability that a new Iy appear—
ing paper cies a previous paper| is sin ply proportional
to the in-degree k ofthe old vertex. Thishowever inm e~
diately gives us a problem , since each vertex starts w ith
iIn-degree zero, and hence would forever have zero proba-—
bility ofgaining new edges. To circum vent this problem ,
P rice suggests that the probability of attachm ent to a
vertex should be proportionalto k + kp, where kg is a
constant. A lthough he discusses the case of generalky,
allhism athem atical developm ents are forky = 1, which
he jasti es for the citation network by saying that one
can consider the initial publication of a paper to be is

rst citation (of itself by itself). T hus the probability of
a new ciation is proportionaltok + 1.

T he probability that a new edge attaches to any ofthe

vertices w ith degree k is thus

_ &+ l)pk: 58)
m+ 1

_ k+ Dpy
o K+ 1)

The m ean num ber of new citations per vertex added is
sin ply m , and hence them ean num berofnew citationsto
vertices w ith current n-degreek is k+ l)pxm=@m + 1).
The num ber npx of vertices w ith in-degree k decreases
by this am ount, since the vertices that get new citations
becom e vertices of degree k + 1. However, the num ber
of vertices of iIn-degree k increasesbecause of n ux from
the vertices previously ofdegree k1 that have also just
acquired a new citation, except for vertices ofdegree zero,
which have an In ux of exactly 1. If we denote by px;n
the value of px when the graph has n vertices, then the
net change in npx per vertex added is

m
n+ l)pk;n+l Nk, = kpx 1;n k + 1)R;n 7
m+ 1

(59)

fork 1,or

m
n + 1)p0;n+ 1 NR;n = 1 B ; (60)

30 F Isew here in this review we have used the letter z to denote m ean
degree. W hile it would m ake sense in m any ways to use the sam e
notation here, we have opted instead to change notation and
use m because this is the notation used in m ost of the recent
papers on grow ing networks. The reader should bear in m ind
therefore that m is not, as previously, the total num ber of edges
in the graph.
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for k = 0. Looking for stationary solutions pxm+1 =
Pkn = Px,wethen nd

. = kpk 1 k+ g m=m@m + 1) ork 1,
1 pm=@m + 1) fork = 0.
(61)
Rearranging, we ndpo = Mm + 1)=(2m + 1) and px =
Pk 1k=k+ 2+ 1=m ) or
_ kk 1):::1
BT 2% 1) B+ =)
= 1+ 1=m)Bk+ 1;2+ 1=m); (62)

where B (a;b) = @) )= @+ b) is Legendre’s beta-
fiinction, which goes asym ptotically as a P fr large a
and xed b, and hence

pe  k @rimmi, (63)

In other words, in the lim it of Jarge n, the degree distri-
bution has a powerdaw tailw ith exponent = 2+ 1=m.
Thisw ill typically give exponents in the Intervalbetw een
2 and 3, which is in agreem ent w ith the values seen in
realworld networks| see Table ﬁ Bear n m ind that
the m ean degree m need not take an integer value, and
can be lessthan 1.) P rice gives a com parison between his
m odel and citation network data from the Science C ita-
tion Thdex, m aking a plausible case that the param eterm
has about the right value to give the observed pow er-law
citation distribution.

N ote that P rice’s assum ption that the o set param eter
ko = 1 can be justi ed a posteriori because the value of
the exponent doesnot depend on ky . (T hiscontrastsw ith
the behavior of the m odel_o_f_B_aJ:aba31 and A bert BZ],
which is discussed in Sec. y_JT_L.(_J. .) The argum ent above
is easily generalized to the case kg & 1, and we nd that

m+ 1 Bk+ kg;2+ 1=m)
Px = ; (64)
m& + 1)+ 1 Bko;2+ 1=m)

and hence = 2+ 1=m agai for large k and  xed ko .

See Sec. VIIC! and Refs. 123 and 245 for further dis-
cussion ofthe e ects of o set param eters. T horough re—
view s ofm asterequation m ethods for grow n graph m od—
els have been given by D orogovtsev and M endes [120
and K rapivsky and Redner @fl@

The analytic solution above was the extent of the
progress P rice was ablk to m ake In understanding his
m odelnetw ork . Unlike present-day authors, for instance,
he did not have com putational resources available to sin -
ulate the m odel, and so could give no num erical results.
In recent years, a great dealm ore progresshasbeen m ade
In understanding cum ulative advantage processes and the
grow th of netw orks. M ost of this work has been carried
out using a slightly di erent m odel, how ever, the m odel
of Barabasiand A bert, which we now describe.
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B. The m odelofBarabasiand A bert

The m echanism of cum ulative advantage proposed by
P rice [3?4_:] is now widely accepted as the probable ex—
planation for the power-law degree distribution observed
not only in citation networks but in a wide variety of
other netw orks also, ncluding the W orld W ide W &b, col-
laboration netw orks, and possbly the Intemet and other
technological netw orks also. The work of P rice him self,
how ever, is Jargely unknown in the scienti ¢ com m unity,
and cum ulative advantage did not achieve currency as
a m odel of network growth until is rediscovery som e
decades later by Barabasi and A bert {_3-2:], who gave i
the new nam e of preferential attachm ent. In a highly
In uential paper pub]jshed| like P rice’s rst paper on
citation netw orks| in the pumalScience, they proposed
a network grow th m odel of the W eb that is very sim ilar
to P rice’s, but w ith one im portant di erence.

Them odel ofBarabasiand A bert @g‘, :_33] isthe same
as P rice’s in having vertices that are added to the net-
work with degree m , which is never changed thereafter,
the other end of each edge being attached to (\citing")
another vertex w ith probability proportional to the de—
gree ofthat vertex. The di erence between the twom od—
els isthat in the m odelofB arabasiand A bert edges are
undirected, so there isno distinction betw een in—and out—
degree. T his has pros and cons. O n the one hand, both
citation networks and the W eb are in reality directed
graphs, so any undirected graph m odel ism issing a cru—
cial feature of these networks. On the other hand, by
ignoring the directed nature of the netw ork, the m odelof
Barabasiand A bert getsaround P rice’sproblem ofhow a
papergetsits rstcitation oraW eb site getsits st link.
E ach vertex in the graph appears w ith niialdegreem ,
and hence autom atically has a non—zero probability of re—
ceivingnew links. (Notethat forthem odelto be solvable
using the m asterequation approach as dem onstrated be-
low , the num ber of edges added w ith each vertex must
be exactly m | it cannot vary around the m ean value as
In the m odel of P rice. Hence i must also be an integer
and m ust always have a valuem 1.

Another way of looking at the m odel of B arabasi and
A Dbert is to say the network is directed, w ith edges go—
Ing from the vertex jist added to the vertex that it is
citing or linking to, but that the probability of attach-
m ent of a new edge is proportionalto the sum ofthe In-
and out-degrees of the vertex. T his however is perhaps
a less satisfactory viewpoint, since it is di cult to con-
Jure up a m echanisn , either for citation netw orks or the
W eb, which would give rise to such an attachm ent pro—
cess. O verall, perhaps the best way to look at the m odel
ofBarabasiand A bert is asa m odelthat sacri ces som e
of the realism of P rice’sm odel in favor of sim plicity. As
we will see, the m ain result of this sacri ce is that the
m odel produces only a single value = 3 for the ex—
ponent goveming the degree distribution, although this
has been rem edied In later generalizations of the m odel,

which we discuss In Sec.y IIC|.
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The m odel of B arabasi and A bert can be solved ex—
actly in the lim it of Jarge graph size®! using the m aster—
equation m ethod and such a solution has been given by
K rapivsky et al. R49] and independently by D orogovt—
v et al. @23_] (B arabasiand A bert them selres gave an
approxin ate solution based on the assum ption that all
vertices of the sam e age have the sam e degree {_3-2_5, ',_3-1_’;]
The m ethod of K rapivsky et al. and D orogovtsev et al.
does not m ake this assum ption.)

T he probability that a new edge attaches to a vertex
ofdegree k| the equivalent of Eq. C_S-g') | is

pX¥Pe  _ Kb,

: (65)
x KPx 2m

The sum in the denom inator is equalto the m ean degree
of the network, which is 2m , shoe there arem edges for
each vertex added, and each edge, being now undirected,
contributes two ends to the degrees of netw ork vertices.
Now the m ean num ber of vertices of degree k that gain
an edge when a single new vertex with m edges is added
ism  kp=2m = Ikpy, ndependent ofm . The num -
ber npx of vertices w ith degree k thus decreases by this
sam e am ount, since the vertices that get new edges be-
com e vertices of degree k + 1. The number of vertices
ofdegree k also Increases because of in ux from vertices
previously of degree k 1 that have also just acquired
a new edge, except for vertices of degree m , which have
an In ux ofexactly 1. If we denote by px;, the value of
px when the graph hasn vertices, then the net change in
npx per vertex added is

o+ l)pk;l’H 1 N/ = % k 1)R 1;n %kpk;n; (66)
fork> m, or
o+ l)pm n+1 N, ;m = 1 %mpm;n; (67)

fork = m , and there are no verticeswith k< m .

Looking for stationary solutionspx;n+ 1 = Pxn = Px as
before, the equationsequivalent to Eq. C_6]_J) forthem odel
are

_ % ) g 1 %kpk
1 Smpn

fork> m,
fork=m.

(68)

Rearranging orpy once again, we ndp, = 2=Mm + 2)

andp = px 1k 1)=k+ 2),or [123,1249]
k Lk 2)::m

kKt 2)kt D:eefm + 30"

. m@m+1)
T k+ 2)k+ Dk
(69)

pk=

In the lim it of large k this gives a power law degree
distrbution py ~ k 3, with only the single xed expo—
nent = 3.A m ore rigorousderivation ofthis resul has
been given by Bollobas et al. [_6-5]

31 The behavior of the m odelat nite system sizes hasbeen inves—
tigated by K rapivsky and R edner R44].
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In addition to the basic solution of the m odel for is
degree distribution, m any other results are now known
about the m odelofB arabasiand A Ibert. K rapivsky and
Redner R43] have conducted a thorough analytic study
ofthem odel, show Ing am ong other things that them odel
has two in portant types of correlations. F irst, there is a
correlation betw een the age of vertices and their degrees,
w ith older vertices having higher m ean degree. For the
casem = 1, for instance, they nd that the probabil-
ity distrbution of the degree of a vertex i wih age a,
m easured as the num ber of vertices added after vertex i,
is

r

a
Px @) = 1 -1 1
n

r

k
a
- (70)

Thus for speci ed age a the distrdbution is exponen-—
tial, with a characteristic degree scale that diverges as
(L a=n) 2 asa ! n;the earliest vertices added have
substantially higher expected degree than those added
later, and the overall power-daw degree distrbution of
the whole graph is a result prin arily of the n uence of
these earliest vertices.

T his correlation betw een degree and age hasbeen used
by Adam ic and Hubem an EI] to argue against them odel
asamodeloftheW orld W ideW eb| they show usihg ac—
tualW eb data that there isno such correlation in the real
W eb. This does not m ean that preferential attachm ent
is not the explanation for power-law degree distributions
In the W &b, only that the dynam ics of the W eb must be
m ore com plicated than this sin ple m odelto account also
forthe observed age distribution 1_3-5] A n extension ofthe
m odelthat m ay explain why age and degree are not cor-
related has been given by B ianconiand B arabasi f_5-2_;,:_5§i]
and is discussed In Sec.y IIC|.

Second, K rapivsky and Redner @4:15:] show that there
are correlations between the degrees of ad poent vertices
In them odel, ofthe type discussed In SecEI:E[:FE . Looking
again at the special case m = 1, they show that the
of edges that connect vertex faéu-ré with (excess) degrees
jand k, is

_ 47
T KF DR+ )Gt kT 2) G+ k+ 3) G+ k+ 4)
127 -
K+ 1@+ k+1)EF+k+2)G+k+3)F+ k+ 4)°

(71)

N ote that this quantity is asymm etric. This is because
K rapivsky and R edner regard the network as being di-
rected, with edges lading from the vertex jist added
to the pre-existing vertex to which they attach. In the
expression above, however, j and k are total degrees of
vertices, not jI:.— and out-degree.

Although {71) shows that the vertices of the m odel
have non-trivial correlations, the correlation coe cient of
the degrees of ad pcent vertices in the netw ork is asym p—
totically zero asn ! 1 [314]. This is because the corre-
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Jation coe cientm easures correlations relative to a linear
m odel, and no such correlations are present in this case.

O ne of the m ain advantages that we have today over
early workers such as P rice is the w idespread availabil-
ity of powerfill com puter resources. Q uite a num ber of
num erical studies have been perform ed of the m odel of
Barabasiand A bert, which would have been entirely in -
possble thirty years earlier. Tt is worth m entioning here
how sim ulations of these types of m odels are conducted.
W e consider the B arabasi{A bertm odel. T he exact sam e
ideas can be applied to P rice’sm odel also.

A naive sin ulation ofthe preferential attachm ent pro—
cess is quite ne cient. In order to attach to a vertex in
proportion to is degree we nom ally need to exam ne the
degrees of all vertices in tum, a process that takes O ()
tin e for each step ofthe algorithm . T hus the generation
of a graph of size n would take O (n?) steps overall. A
much better procedure, which works In O (1) tim e per
step and O () tin e overall, is the ollow ing. W e m ain—
tain a list, In an Integer array for nstance, that inclides
k; entries of value i for each vertex i. Thus, for exam —
pl, a network of four vertices labeled 1, 2, 3, and 4 w ith
degrees 2, 1, 1, and 3, respectively could be represented
by the array (1;1;2;3;4;4;4). Then In order to choose
a target vertex for a new edge w ith the correct preferen—
tialattachm ent, one sin ply chooses a num ber at random
from this list. O f course, the list must be updated as
new vertices and edges are added, but this is sin ple. No—
tice that there is no requirem ent that the item s in the
list be In any particular order. Iffwe add a new vertex 5
to our network above, for exam ple, with degree 1 and
one edge that connects it to vertex 2, the list can be up-
dated by adding new iem s to the end, so that i reads
(1;1;1;2;3;4;4;4;5;2). And so forth. M odels such as
P rice’s, In which there is an o set k¢ in the probability
of selecting a vertex (so that the totalprobability goes as
k + kp), can be treated w ith the samemethod| the o —
set m erely m eans that w ith som e probability one chooses
a vertex w ith preferential attachm ent and otherw ise one
chooses it uniform Iy from the set of all vertices.

An alemative m ethod for sinulating the m odel of
Barabasi and A bert has been described by K rapivsky
and Redner [_2-fl-§] T heirm ethod uses the netw ork struc—
ture itself n place of the list of vertices above and works
as follow s. The m odel is regarded as a directed netw ork
In which there are exactly m edges running out of each
vertex, pointing to others. We st pick a vertex at
random from the graph and then wih som e probabil-
ity we either keep that vertex or we \redirect" to one
of its neighbors, m eaning that we pick at random one of
the vertices it points to. Since each vertex has exactly
m outgoing edges, the latter operation is equivalent to
choosing an edge at random from the graph and follow ing
i, and hence alights on a target vertex w ith probability
proportional to the in-degree j of that target (because
there are Jj ways to arrive at a vertex of in-degree j | See
Sec.!IV B 1). Thus the total probability of selecting any

given vertex is proportionalto j+ c, where c is some
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constant. H ow ever, since the out-degree of all vertices is
sin ply m , the totaldegree isk = j+ m and the selection

probability is therefore also proportionalto k+ ¢ m .

By choosing the probability of redirection appropriately,
we can arrange for the constant c to be equaltom , and
hence for the probability of selecting a vertex to be sin —
ply proportionalto k. Since i does not require an extra
array forthe vertex list, thism ethod ofsim ulation ism ore
m em ory e cient than the previousm ethod, although it
is slightly m ore com plicated to in plem ent.

In their original paper on their m odel, Barabasi and
A bert BZ] gave sin ulations show Ing the power-daw dis—
tribution of degrees. A number of authors have sub-
sequently published m ore extensive simulation results.
O f particular note is the work by D orogovtsev_and

M endes [114,116] and by K rapivsky and R edner 246

A crucial elem ent of both the m odels of P rice and of
B arabasiand A Dbert is the assum ption of linear preferen—
tial attachm ent. Tt is worth asking w hether there is any
em pirical evidence In support of this assum ption. W e
discuss In the next section som e work on m odels that
relax the linearity assum ption. Two studies indicate
that i m ay be a reasonable approxin ation to the truth.
Jeong et al. @lB ] Jooked at the tim e evolution of citation
netw orks, the Intemet, and actor and scientist collabo—
ration netw orks, and m easured the num ber ofnew edges
a vertex acquires in a single year as a function of the
num ber of previously existing edges. They found that
the one quantity was roughly proportional to the other,
and hence concluded that linear preﬁrent_ja_l]; attachm ent
wasat work in these networks. Newm an [310] perform ed
a sin ilar study for scienti ¢ collaboration netw orks, but
wih ner tim e resolution, m easured by the publication
of individualpapers, and cam e to sim ilar conclusions.

C . Generalizations of the B arabasi{A bert m odel

The m odel of Barabasiand A bert l_gé] has attracted
an exosptional am ount of attention in the literature. In
addition to analytic and num erical studies of the m odel
itself, m any authors have suggested extensions or m odi-

cations ofthem odelthat alter itsbehavior orm ake it a
m ore realistic representation of processes taking place in
realworld networks. W e discuss a few of these here. A
m ore extensive review of developm ents in this area has
been given by A bert and B arabasi tl}l] (see particularly
Tabl IIT in that paper).

D orogovtsev et al f123] and K mpivsky and Red-
ner @45 ] have exam ined the m odel in which the prob—
ability of attachm ent to a vertex of degree k is propor-
tionalto k + kg, where the o set kg is a constant. Note
that ko isallowed to be negative| it can fallanywhere in
therange m < k < 1 and the probability of attach—
m ent will be positive. T he equations for the stationary
state of the degree distribution of this m odel, analogous
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toEq. Céé_i), are

o = k g 1 kg m=@m + kg) fork>m,
1 @mm?=Cm + ko) prk=m,
(72)
which givespn, = @m + ko)=m 2 + 2m + k) and
_ k 1) ::m
P Kt 2+ komm) srifn + 3+ ko=m) "
B k;3+ ko=m
- 2t o), (73)
B ;2+ ko=m)
whereB @;b) = (@) ©)= (@+ b) isagain the Legendre

beta-finction. This gives a power law for large k once
more, with exponent = 3+ kg=m . It is proposed that
negative values of kg could be the explanation for the
valies < 3 seen I realworld networks.>? A longer
discussion of the e ects of o set param eters is given in
Ref.245.

K rapivsky et al. 43, 249] also consider another in —
portant generalization of the m odel, to the case where
the probability of attachm ent to a vertex is not linear
In the degree k of the vertex, but goes instead as som e
generalpower ofdegree k . Again thism odel is solvable
using m ethods sin ilar to those above, and the authors

nd three generalclasses ofbehavior. For = 1 exactly,
w e recover the nom al linear preferential attachm ent and
power-law degree sequences. For < 1, the degree distri-
bution isa power law m ultiplied by a stretched exponen—
tial, whose exponent is a com plicated function of . (In
fact, n m ost cases there is no known analytic solution
for the equations goveming the exponent; they m ust be
solved num erically.) For > 1 there isa \condensation"
phenom enon, in which a single vertex gets a nie frac—
tion of all the connections in the network, and for > 2
there is a non-zero probability that this \gelnode" w ill
be connected to every other vertex on the graph. The
rem ainder of the vertices have an exponentially decaying
degree distrdbution.

A nother variation on the basic grow Ing netw ork them e
is to m ake the m ean degree change over time. There is
evidence to suggest that in theW orld W ideW eb the aver—
age degree ofa vertex is Increasing w ith tin g, ie., the pa-
ram eterm appearing in the m odels is Jncreasmg D oro—

ofthe B arabasi{A bert m odelthat incorporates this pro—
cess. They assum e that the number m of new edges
added per new vertex increases w ith network size n as
n® for som e constant a, and that the probability of at—
taching to a given vertex goesask+ B n® forconstant B .
They show that the resulting degree distrlbution follow s

32 Price’sresult = 2+ 1=m @4_4] corresponds to kg = m 1)
so that the \attractiveness" of a new vertex is 1. The m odel of
B arabasiand A Dbert corresponds to kg = 0, so that = 3.
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apower law with exponent = 2+ B 1+ a)=(1 Ba).
N ote that when a = 0, thism odel reduces to the m odel
studied previously by D orogovtsev etal. [__Lgé], but the ex—
pression for given here isnot valid in this lin i.) Thus
this process o ers another possible m echanisn by which
the exponent of the degree distrdbution can be tuned to
m atch that observed in realw orld netw orks.

In P rice’sm odelofcitation netw orks, no new out-going
edges are added to a vertex after its rst appearance, and
edges once added to the graph rem ain where they are
forever. Thism akes sense for citation netw orks. But the
m odelofB arabasiand A ert is ntended to be am odelof
theW orld W ideW eb, in which new linksare often added
to preexisting W eb sites, and old links are frequently
m oved or rem oved. A num ber of authors have proposed
m odels that incorporate processes like these. In par-
ticular, D orogovtsev and M endes [llé] have proposed a
m odel that adds to the standard B arabasi{A bert m odel
an extram echanisn whereby edges appear and disappear
betw een pre-existing verticesw ith stochastically constant
but possbly di erent rates. They nd that over a wide
range of values of the rates the power-Jdaw degree distri-
bution ism aintained, although again the exponent varies
from the valie 3 seen In the orighalm odel. K rapivsky
and R edner @1:17:] have also proposed a m odelthat allow s
edges to be added after vertices are created, which we
discuss in the next section. A bert and Barabasi {{4] and
Tadic @?il, :_39é] have studied m odels in which edges can
m ove around the network after they are added. These
m odels can show both power-daw and exponential degree
distrbutions depending on the m odel param eters.

A sdiscussed In Sec.t?j:_[-.l_?::, Adam ic and Hubem an i_ll]
have shown that the realW orld W ide W b does not have
the correlations between age and degree of vertices that
are found in the m odel of Barabasiand A bert. Adam ic
and H ubem an suggest that this is because the degree of
vertices is also a function of their intrinsic worth; som e
W eb sites are usefil to m ore people than others and so
gain linksat a higherrate. B ianconiand B arabasi [_‘521,:_5;;]
haveproposed an extension ofthe B arabasi{A bertm odel
that m In ics this process. In their m odel each new ly ap—
pearing vertex i is given a \ tness" ; that represents
is attractiveness and hence its propensity to accrue new
links. F imesses are chosen from som e distrdbution ()
and links attach to verticesw ith probability proportional
now not just to the degree k; ofvertex ibut to the prod—
uct ik:i_ .

D epending on the form of the distrbution ( ) this
model shows two regin es of behavior [_S-Afi, éé:l]] It
the distrbution has nite support, then the network
show s a power-daw degree distribution, as in the origi-
nalB arabasi{A bert m odel. H ow ever, if the distribution
has In nite support, then the one vertex w ith the high—
est tnessaccruesa nite fraction of allthe edges in the
netw ork | a sort of \w innertakesall" phenom enon, w hich
Bianconiand Barabasi liken to m onopoly dom inance of
am arket.

A num ber of variationson the tnessthem e have been

35

studied by E rgun and Rodgers Elzlé], who looked at a
directed version of the Bianconi{Barabasi m odel and
at m odels where instead of m ultiplying the attachm ent
probability, the tness ; contributes additively to the
probability of attaching a new edge to vertex i. Treat-
Ing the m odels analytically, they found In each case that
for suittable param eter values the powerdaw degree dis—
tribution is preserved, although again the exponent m ay
be a ected by the distrbution of tnesses, and in som e
cases there are also logarithm ic corrections to the degree
distrbbution. A m odelw ith vertex tnessbutno preferen—
tialattachm ent hasbeen studied by Caldarelliet al 78],
and also givespow er-law degree distributionsunder som e
circum stances.

D . O ther grow th m odels

The m odel of Barabasiand A bert Eg] is elegant and
sin ple, but lacks a num ber of features that are present
In the realW orld W ide W eb:

The m odel is a m odel of an undirected network,
w here the realW eb is directed.

A sm entioned previously one can regard the m odel
as a model of a directed network, but in that
case attachm ent is in proportion to the sum of in-—
and out-degrees of a vertex, which is um:ea]jstjc|
presum ably attachm ent should be in proportion to
In-degree only, as in the m odel of P rice.

If we regard the m odel as producihg a directed
network, then i generates acyclic graphs (see
Sec. [A)), which are a poor representation of the
W eb.

A 1l vertices in the m odel belong to a sihgle con—
nected com ponent (@ weakly connected com ponent
if the graph is regarded as dj:cected| the graph has
no strongly connected com ponents because it is
acyclic). In the realW eb there are m any separate
com ponents (and strongly connected com ponents).

T he out-degree distrbution of the W eb llows a
power law , whereas out-degree is a constant in the
m odel>®

33 W hat’s m ore, although it is rarely pointed out, it is clearly the
case that a di erent m echanism m ust be responsible for the out-
degree distribution from the one responsible for the in-degree
distribbution. W e can Jjustify preferentialattachm ent for in-degree
by saying that W eb sites are easier to nd ifthey have m ore links
to them , and hence they get m ore new linksbecause people nd
them . No such argum ent applies for out-degree. It is usually
assum ed that out-degree is sub jct to preferential attachm ent
nonetheless. O ne can certainly argue that sites w ith m any out—
going links are m ore likely to add new ones in the future than
sites w ith few , but it’s far from clear that thism ust be the case.
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M any of these critician s are also true of P rice’s m odel,
but P rice’s m odel is intended to be a m odel of a citation
netw ork and citation netw orks really are directed, acyclic,
and to a good approxim ation all vertices belong to a sin—
gl com ponent, unless they cite and are cited by no one
else at all. Thus P rice’s m odel is, within is own lim —
ited sohere, a reasonable one. For the W orld W ide W €b
a num ber of authors have suggested new grow th m odels
that address one orm ore of the concems above. Herewe
describbe a num ber of these m odels, starting w ith som e
very sin ple ones and working up to the m ore com plex.

Consider st the issue of the com ponent structure of
the network. In the models of Price and of Barabasi
and A bert each vertex pins to at least one other when
it rst appears. It Pllow s trivially then that, so long
as no edges are ever ram oved, all vertices belong to a
sihgle Weakly-connected) com ponent. This is not true
In the realW eb. How can we get around it? To address
this question Callaway et al BO] proposed the follow ing
extrem ely sin ple m odel of a grow ing netw ork. Vertices
are added to the network one by one as before, and a
m ean num berm ofundirected edges are added w ith each
vertex. A sw ith P rice’sm odel, the value ofm isonly an
average| the actualnum ber of edges added per step can
vary| and som is not restricted to integer values, and
Indeed we will see that the interesting behavior of the
m odel takesplace at valuesm < 1.

T he in portant di erence between thism odel and the
previous m odels is that edges are not, In general, at—
tached to the vertex that has just been added. Instead,
both ends of each edge are attached to vertices chosen
unifom ly at random from thewhole graph, w ithout pref-
erential attachm ent. Vertices therefore nom ally have
degree zero when they are rst added to the graph. Be-
cause of the lack of preferential attachm ent this m odel
does not show power-law degree djsu:butjons| in fact
the degree distrbution can be show to be exponentjal|
but it does have an interesting com ponent structure. A
related m odel has been studied, albeit to som ew hat dif-
ferent purpose, by A dous and P ittel @Z:] T heir m odel
is equivalent to the m odel of Callaway et al. In the case
m = 1. A lso Bauer and collaborators [44 '10(5] have n—
vestigated a directed-graph version of the m odel.

Initially, one m ight im agine that the m odel of C alla—
way et al. generated an ordinary Poisson random graph
ofthe E rdos{R enyitype. Further re ection reveals how —
everthat this isnot the case; older vertices in the netw ork
w ill tend to be connected to one another, so the netw ork
has a cliquish core of old-tin ers surrounded by a sea of
younger vertices. N onetheless, lke the P oisson random
graph, the m odel does have m any separate com ponents,
w ith a phase transition at a nite valuie ofm atwhich a
giant com ponent appears that occupies a xed fraction
ofthe volum e ofthenetwork asn ! 1 . To dem onstrate
this, Callaway et al used a m asterequation approach
sim ilar to that used for degree distrbutions in the pre—
ceding sections. One de nes ps to be the probability
that a random ly chosen vertex belongs to a com ponent

T he structure and function of com plex netw orks

ofs vertices, and w rites di erence equationsthat give the
change In ps when a single vertex and m edges are added
to the graph. Looking for stationary solutions, one then
nds In the lin i of large graph size that
P s 1
ms 4=1PiPs j

1 2mp

fors> 1
fors= 1.

2m s

Ps = (74)

Being nonlinear in ps, these equations are harder to
solve than those for the degree distrbutions in previ-
ous sections, and indeed no exact solution has been
found. Nonetheless, we can see that a giant com po-—
nentmust om by de ning a generating finction for the
com pon%nt size dJStIIibut:lOl’l sim ilar to that of Eq. (25)

H )= S,_Ops . Then C74 ) in plies that
dH 1 1 H &®)=x
_= — — (75)
dx 2mn 1 H )

If there is no giant com ponent, then H (1) = 1 and the

average com ponent size ishsi= H °@). Taking the lim it
x ! 1 Eq. {/9), we nd that bsi is a solution of the
quadratic equation 2m hsi® hsi+ 1= 0, or

1 P 1 8m
hsi= —— (76)
4m

(T he other solution to the quadratic gives a non-physical
value.) This solution exists only up tom = % how ever,
and hence above this point there m ust be a giant com po-
nent. Thisdoesn’t telluswhere in the interval0 m

the giant com ponent appears, but a proof that the tran—
sition in fact falls precisely atm = % was later given by
D urrett EL34

The model of Callaway et al has been general-
ized to Include preferential attachm ent by D orogovt—
v et al. Eéé] In their version of the m odel both ends
ofeach edge are attached in proportion to the degrees of
vertices plus a constant o set to ensure that vertices of
degree zero have a chance of receiving an edge. Again
they nd many com ponents and a phase transition at
nonzerom , and In addition the powerdaw degree distri-
bution isnow restored.

Taking the processa step further, K rapivsky and Red-
ner R47] studied a fall directed-graph m odel in which
both vertices and directed edges are added at stochasti-
cally constant rates and the outgoing end of each edge
is attached to vertices In proportion to their out-degree
and the In-going end in proportion to n-degree, plus ap—
propriate constant o sets. This appears to be quite a
reasonablem odel for the grow th ofthe W eb. It produces
a directed graph, i allow s edges to be added after the
creation of a vertex, i allow s for separate com ponents
in the graph, and, as K rapivsky and Redner showed, it
gives power law s In both the in— and out-degree distri-
butions, just as cbserved in the realW eb. By varying
the o set param eters for the in— and out-degree attach-
m ent m echanian s, one can even tune the exponents of
the tw o distribbutions to agree w ith those observed in the



VII M odels ofnetwork growth

wild. K rapivsky and Redner’sm odel is a developm ent
of an earlierm odel that they proposed R50] that had all
the sam e features, but gave rise to only a single weakly
connected com ponent because each added vertex cam e
w ith one edge that attached i to the rest of the netw ork
from the outset. In their later paper, they abandoned
this feature. A sin ilar m odel has also been studied by
R odgers and D arby-D owm an @55] A slight variation
on the m odel of K rapivsky and Redner has been pro—
posed Independently by A iello etal. ﬁg:], w ho give rigorous
proofs of som e of its properties.

E. Vertex copying m odels

T here are som e netw orks that appear to have power—
law degree distrbutions, but for which preferential at-
tachm ent is clearly not an appropriate m odel. G ood ex—
am ples are _b_lqdqem ical interaction networks of various
kinds @55 212, 214, '376 '383 '405] A num ber of stud-
ies have been perfom ed, for Jr_lgrtianoe, of the interaction
netw orks of proteins (see Sec.TID,) in which the vertices
are proteins and the edges represent reactions. These
netw orks do change on very long tim e-scales because of
biological evolution, but there is no reason to suppose
that protein networks grow according to a sinple cu-
mulative advantage or preferential attachm ent process.
N onetheless, i appears that the degree distribution of
these netw orks obeys a power law, at least roughly.

A possible explanation for this observation has been
suggested by K leinberg et al. 41, 254], who proposed
that these netw orks grow , at least in part, by the copying
ofvertices. K lkeinberg et al. were interested in the grow th
oftheW eb, forwhich theirm odelisas follow s. T he graph
grow s by stochastically constant addition of vertices and
addition of directed edges either random ly or by copying
them from another vertex. Speci cally, one chooses an
existing vertex and a num berm ofedgesto add to i, and
one then decides the targets of those edges, by choosing
at random another vertex and copying targets from m
of its edges, random Iy chosen. If the chosen vertex has
Jess than m outgoing edges, then itsm edges are copied
and one m oves on to another vertex and copies its edges,
and so forth untilm edges in totalhave been copied. In
ism ost general form , the m odel of K leinberg et al. also
Incorporates m echanian s for the rem oval of edges and
vertices, which we do not describe here.

Tt is straightforward to see that the copying m echa—
nisn willgive rise to power-aw distrlbutions. Them ean
probability that an edge from a random ly chosen vertex
w il lead to a particular other vertex w ith in-degree k is
proportional to k (see Sec. :_1{[-;15_-.1:), and hence the rate
of increase of a vertex’s degree is proportionalto its cur-
rent degree. A s wih the m odel of P rice, this m echa—
nism will never add new edges to vertices that currently
have degree zero, so K keinberg et al. also include a nite
probability that the target ofa new Iy added edge w illbe
chosen at random , so that vertices w ith degree zero have
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a chance to gain edges. In their original paper, K lein—
berg et al present only num erical evidence that their
model results in a power law degree distrdbution, but in
a later paper a subset of the sam e authors R54] proved
that the degree distrdbution isa power law w ith exponent

= (2 a)=(1 a), where a is the ratio of the num ber
of edges added whose targets are chosen at random to
the num ber w hose targets are copied from other vertices.
For sn all values of a, between 0 and %, ie. form odels
In which m ost target selection is by copying, this pro—
duces exponents 2 3, which is the range observed
in m ost realworld networks| see Table If. Som e further
analytic results for copying m odels have been given by
Chung et al. [oa1.

Tt is not clear whether the copying m echanism really
is at work in the growth of the W orld W ide W &b, but
there has been considerable interest In is application as
a m odel of the evolution of protein interaction netw orks
of one sort or another. The argum ent here is that the
genes that code for proteins can and do, In the course of
their evolutionary developm ent, duplicate. T hat is, upon
reproduction of an organian , two copies ofa gene are er-
roneously m ade where only one existed before. Since the
proteins coded for by each copy are the sam g, their in—
teractions are also the sam g, ie., the new gene copies is
edges In the interaction network from the old. Subse-
quently, the two genes m ay develop di erences because
ofevolutionary drift or selection I404:] M odels of protein
netw orksthatm ake use of copyingm ed_la_rps_n_s have been

A variation on the idea of vertex oopang appears
In the autocatalytic network m odels of Jain and K r—
ishna [_255 @iO] in which a netw ork of interacting chem i
cal species evo]yes by reproduction and m utation, giving
rise ultim ately to selfsustaining autocatalytic loops rem —
Iniscent of the \hypercycles" ofE igen and Schuster [:LZI_C-}],
w hich havebeen proposed asa possble explanation ofthe
origin of life.

VIIO. PROCESSES TAKING PLACE ON NETW ORKS

A s discussed in the introduction, the ultin ate goalof
the study of the structure of netw orks is to understand
and explain the w orkingsofsystem sbuilt upon those net—
works. W e would lke, for instance, to understand how
the topology ofthe W orld W ideW eb a ectsW €b sur ng
and search engines, how the structure of social netw orks
a ects the soread of nform ation, how the structure of
a food web a ects population dynam ics, and so forth.
T hus, the next logicalstep afterdevelopingm odels ofnet—
work structure, such as those described in the previous
sections of this review , is to look at the behavior ofm od—
els ofphysical (or biologicalor social) processes going on
on those netw orks. P rogresson this front hasbeen slower
than progress on understanding netw ork structure, per-
hapsbecause w thout a thorough understanding of struc—
ture an understanding of the e ects of that structure is
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site percolation bond percolation

FIG .13 Sie and bond percolation on a network. In site per—
colation, vertices (\sites" in the physics parlance) are either
occupied (solid circles) or unoccupied (open circles) and stud-
ies focus on the shape and size of the contiguous clusters of
occupied sites, of which there are three In this sm all exam —
ple. In bond percolation, it is the edges (\bonds" in physics)
that are occupied or not (plack or gray lines) and the vertices
that are connected together by occupied edges that form the
clisters of interest.

hard to com e by. H ow ever, there have been som e In por—
tant advancesm ade, particularly in the study ofnetw ork
failire, gpidem ic processes on networks, and constraint
satisfaction problem s. In this section we review what
hasbeen lamed so far.

A . Percoltion theory and netw ork resilience

One ofthe rst exam ples to be studied thoroughly of
a process taking place on a netw ork hasbeen percolation
processes, m ostly sin ple site and bond peroo]atjon|
Fig. .l§| alhough a num ber of variants have been stud-
ied also. A percolation process is one in which vertices or
edges on a graph are random Iy designated either \occu—
pied" or \unoccupied" and one asks about various prop—
erties of the resulting pattems of vertices. O ne of the
m an m otivations for the percolation m odelwhen it was

rsl:proposed in the 1950sw asthem odeling ofthe spread
of disease {73 287'], and it is in this context also that it
was rst studied in the current wave of interest in real
world netw orks B23]. W e oons:derepjdem Jologlcalapph—
cations of percolation theory in Sec. 57_]]__'L_.P_>. Here how -
ever, we depart from the order ofhistoricaldevelopm ents
to discuss rst a sin pler application to the question of
netw ork resilience.

A s discussed In Sec. ']ZI;[DI realworld networks are
found often to be highly resilient to the random deletion
of their vertices. Resilience can be m easured in di er-
ent w ays, but perhaps the sin plest indicator of resilience
In a network is the varation (or lack of variation) In
the fraction of vertices in the largest com ponent of the
netw ork, which we equate w ith the giant com ponent in
ourm odels (see Sec. IV :Al) If one is thinking of a com —
m unication netw ork, ﬁ)r exam ple, In which the existence
of a connecting path between two vertices m eans that
those two can com m unicate w ith one another, then the
vertices in the giant com ponent can com m unicate w ith
an extensive fraction of the entire network, while those
In the sn all com ponents can com m unicate with only a

T he structure and function of com plex netw orks

few others at m ost Follow ing the num erical studies of
Broderet al [74.] and A bert et al. [15 on subsets of the
W &b graph, it was quickly realized {8]1 .93 ]that the prob—
Jem ofresilience to random failure ofvertices In a netw ork
isequivalent to a site percolation process on the network.
Vertices are random Iy occupied (Wworking) or unoccupied
(ailed), and the num ber of vertices rem aining that can
successfully com m unicate is precisely the giant com po—
nent of the corresponding percolation m odel.

A num ber ofanalytic resultshave been derived forper-
colation on networks w ith the structure of the con gu-
rann m odel of Sec. :}\-{_ﬁ_?}., ie, a random graph w ith a
ing sin ple argum ent. Suppose we have a con guration
m odel w ith degree distrdbution px . That is, a random Iy
chosen vertex hasdegree k w ith probability px in the lin it
of large num ber n of vertices. Now suppose that only a
fraction g of the vertices are \occupied," or functional,
that fraction chosen unifom ¥ at random from the en-
tire graph. For a vertex w ith degree k, the num ber k° of
occupied vertices to which it is connected is distributed
binom ially so that the probabJJJty ofhaving a particular
valie ofk’is & @ gf ¥, and hence the totalprob—
ability that a random Iy chosen vertex is connected to k°
other occupied vertices is

b K

o of < a7)

< a
Since vertex failure is random and uncorrelated, the sub—
set ofall verticesthat are occupied form sanotheranother
con guration m odel w ith this degree distribution. Co-—
hen et al then applied the criterion ofM ollboy and Reed,
Eqg. {2§ to detem Ine whether this network has a gJant
com ponent. (O ne could also apply Egs. CZ9) and BO
to determ ine the size of the giant and non-giant com po-
nents, although this is not done in Ref.}93.)

O ne of the m ost interesting conclusions of the work of
Cohen et al. is for the case ofnetw orksw ith pow er-law de—
gree distributions px k for som e constant . W hen

3, they nd that the critical valie ¢ of g where the
transition takes place at which a giant com ponent form s
is zero or negative, Indicating that the network always
has a giant com ponent, or in the language of physics,
the netw ork alw ays percolates. T his echos the num erical
results of A bert et al. [_l-ﬁ], who ound that the connec—
tivity of power-aw networks was highly robust to the
random rem oval of vertices. In general, the m ethod of
Cohen et al Indicates that . 0 for any degree distri-
bution w ith a diverging second m om ent.

An alemative and m ore general approach to the per—
colation problem on the con g‘uratjon m odel has been
put orward by Callaway et al. [81 using a generaliza—
tion of the generating function fom alisn discussed in
Sec. EV B .l In their m ethod, the probability of occu—
pation of a vertex can be any function of the degree k
of that vertex. Thus the constant g of the approach of
Cohen et al is generalized to ¢, the probability that a
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vertex having degree k is occupied. O ne de nes generat—
ing fiinctions

P
® K k 1
Px Gk X
Fo®) = pegx’; Fix)=—2pP—=— ; (78)
k=0 kkpk

and it can then be show n that the probability distribution
ofthe size ofthe com ponent ofoccupied vertices to which
a random ly chosen vertex belongs is generated by H ¢ (X)
where

Ho&) =1
Hik)=1

Fo 1)+ xFo H1 X));
Q)+ xF; H; X)):

(79a)
(79%)

(N ote that F( is not a properly nom alized generating
function in the sense thatFy (1) 6 1.) From this one can
derive an expression for the m ean com ponent size:

FOOF: @)

hsi= Fq @)+ ;
1 o @) 1 P

®0)

which imm ediately tells us that the phase transition at
which a giant com ponent form s takesplace at FlO Q)=
T he size of the giant com ponent is given by

S=Fo@) Fo); u=1 B O+ Fr@: @61)

For instance, in the case studied by Cohen et al. [_53‘]
of uniform occupation probability ¢ = g, this gives a
critical occupation probability of . = 1=G{ (1), where
G1 ®) is the generating fiinction for the degree distrbu-
tion itself, asde ned n Eq. (.‘_2-2:) . Taking the exam pl of

apower-law degreedistrbutionpy = k = ( ),Eq. éj),
we nd
( 1)
G = : 82)
( 2) ( 1)
T his is negative (@nd hence unphysical) or < 3, con—

m ing the nding that the system always percolates In
this regime. Note that ¢ > 1 for su ciently large ,
which is also unphysical. One nds that the system
never percolates or > ., where . isthe solution of

( 2)=2 ( 1), which gives . = 34788 ::: This
corresponds to the point at which the underlying net-
work itself ceases to have a giant com ponent as shown
by Aielb et al. ] and discussed in Sec.V B 1.

Themain advantage ofthe approach ofCallaway et al.
is that it allow s us to rem ove vertices from the network
In an order that depends on their degree. If, for instance,
wesstge = ( kax),where () isthe Heaviside step
function, then we rem ove allverticesw ith degrees greater
than kp, ax - T his corresponds precisely to the experin ent
of Broder et al [jl_i] who looked at the behavior of the
W orld W ideW eb graph asverticesw ere rem oved in order
of decreasing degree. (Sin ilar but not identical calcula-
tionswere also perform ed by A bert et al. @5].) Th agree—
ment wih the num erical calculations (see Sec. @j:)]),
Callaway et al. nd that networks with powerdaw de-
gree distrbutions are highly susceptible to this type of

0.03

0.02

critical fraction

0.01

exponent o

FIG .14 The fraction of vertices that m ust be rem oved from
a netw ork to destroy the giant com ponent, if the netw ork has
the form of a con guration m odel w ith a powerJaw degree
distribution of exponent , and vertices are rem oved in de-
creasing order of their degrees.

targeted attack; one need only rem ove a an all percent—
age of vertices to destroy the giant com ponent entirely.
Sin ilar results were also und ndependently by Co—
hen et al. {94], us:|ng a closely sin ilar m ethod, and in
a later paper @@%] som e of the sam e authors extended
their calculations to directed netw orks also, which show
a considerably richer com ponent structure, as described
n Sec.iV B 3

A san exam ple, oonsjdeerg.:_ié_l‘,whjch show s the frac—
tion ofthe highest degree vertices that m ust be rem oved
from a network wih a power-law degree distribution to
destroy the giant com ponent, as a function of the expo-—
nent ofthe power law [._LU:, 519:]. Asthe gure shows,
them axinum fraction is less than three percent, and for
m ostvaluesof the fraction issigni cantly lessthan this.
This appears to Inply that networks lke the Intemet
and the W eb that have power-law degree distrdbutions
are highly susoeptible to such attacks (15,174, 194]1.

These resuls are for the con guration m odel. O ther
m odels o er som e fiirther nsights. The ndig by Co—
hen et al. [93] that the threshold value q. at which per-
colation sets n for the con guration m odel is zero for
degree distributionsw ith a divergent second m om ent has
attracted particular interest. Vazquez and M oreno El@@],
for exam ple, have shown that the threshold m ay be zero
even for nite second m om ent if the degrees of adp-—
cent verthes _in the netw ork are positively correlated
(see Secs. -DIF and _m[ ;B_.§ Conversely, if the sec—
ond m om ent does diverge there m ay still be a non-zero
threshold if there are negative degree correlations. W ar—
ren et al @@é] have shown that there can also be a non—
zero threshold for a network incorporating geographical
e ects, in which each vertex occupies a position in a low —
din ensional space (typically two-din ensional) and prob—
ability of connection is higher for vertex pairs that are
close together In that space. A sin ilar spatialm odelhas
been studied by Rozenfeld et al. B59], and both m odels
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are closely related to continuum percolation éf8_]

An issue related to resilience to vertex deletion, is the
issue of cascading failures. In som e networks, such as
electrical pow er netw orks, that carry load or distribute
a resource, the operation of the network is such that the
failire of one vertex or edge results in the redistrbution
of the load on that vertex or edge to other nearby ver—
tices or edges. If vertices or edges failwhen the load on
them exceeds som e m axin um capaciy, then this m ech—
anism can result in a cascading failire or avalanche in
w hich the redistribution of load pushes a vertex or edge
over is threshold and causes i to fail, lrading to fiir-
ther redistrbution. Such a cascading failire in the west—
em United States in August 1996 resulted in the spread
of what was initially a an all power outage in E1Paso,
Texas through six states as far as O regon and C alifor-
nia, lraving severalm illion electricity custom ers w ithout
power. W atts @ié] has given a sin ple m odel of this pro—
cess that can bem apped onto a type ofpercolation m odel
and hence can be solved using generating finction m eth—
ods sin ilar to those for sin ple vertex rem oval processes
above.

In W atts’s m odel, a vertex i fails if a given fraction
; of s neighbors have failed, w here the quantities £ ;g
are id variables drawn from a distrbution £( ). The
m odel is seeded by the initial ailire of som e non-—zero
density  ofvertices, chosen uniform ly at random . It is
assum ed that o 1, so that the iniial seed consists,
to leading order, of single isolated vertices. W atts con—
siders networks w ith the topology of the con guration
m odel (Sec.:_B-{-_B-_E), for which, because of the vanishing
density of short loops m aking the networks tree-like at
an all length-scales, each vertex w ill have at m ost only
a single failed neighboring vertex in the initial stages of
the cascade, and hence will fail itself if and only if its
threshold for failure satis es < 1=k, where k is its de—
gree. W atts calls vertices satisfying this criterion vul-
nerab% The probability of a vertex being vulnerable is
Gk = f( ) d , and the cascade will spread only if
such vertJoes connect to form a percolating (ie., exten-—
sive) cluster on the network. Thus the problem m aps
directly onto the generahzed percolation process studied
by Callaway et al. (8]1] above, allow ngusto nd a condi-
tion for the spread ofthe initial seed to give a large—scale
cascade. T he percolation m odel applies only to the vul-
nerable vertices how ever, so to calculate the nal sizes of
cascades W atts perform s num erical sin ulations.

M odels of cascadmg ﬁﬂure have also been stud:ed by
and by M otter and Lal @05 In the model of-flcgl-n-e
and K In , for Instance, load on a vertex is quanti ed by
the betw eenness centrality of the vertex (see Sec. -]]Ii
and vertices fail when the betweenness exceeds a given
threshold. Holm e and K In give sin ulation resuls forthe
avalanche size distrdbbution in theirm odel.

T he structure and function of com plex netw orks
B . Epidem iblgical processes

One of the original, and still prin ary, reasons for
studying netw orks is to understand the m echanism s by
which diseases and other things (inform ation, com puter
viruses, rum ors) spread over them . For instance, the
m ain Zreason ﬁ)r the study of netw c_n:_k_s _o_f_sexual oon—

isto he]p us understand and perhaps oont_tolthe spread
of sexually transm itted dissases. Sim ilarly one studies
netw orks of em ail contact @§€§, :_321‘-] to leam how com —
puter viruses spread 34

1. The SR model

T he sin plest m odel of the spread of a disease over a
network is the SIR m odel of epidem ic disease @3 -ZG
193]° Thismodel, rst ormulated, though never pub-
lished, by LowellReed and W ade Ham pton Frost in the
1920s, divides the population into three classes: suscep—
tbl (S), m eaning they don’t have the disease of interest
but can catch it if exposed to som eone who does, infec—
tive’® (I) m eaning they have the disease and can pass
i on, and recovered R), m eaning they have recovered
from the disease and have perm anent Inm uniy, so that
they can never get it again or pass it on. (Som e authors
consider the R to stand for \rem oved," a general tem
that encom passes also the possibility that peoplem ay die
of the disease and rem ove them selves from the infective
poolin that fashion. O thers consider the R to m ean \re—
fractory," which is the comm on term am ong those who
study the closely related area of reaction di usion pro-
cesses [386,424].)

In traditionalm athem aticalepidem iology t_Z-g:,:_éﬁ, @Qé],
one then assum es that any susceptible ndividual has a
uniform probability per unit tim e of catching the dis—
ease from any infective one and that infective lndividuals
recover and becom e in m une at som e stochastically con—
stant rate . The fractions s, i and r of lndividuals in
the states S, Tand R are then govermed by the di erential
equations

ds ) di , , dr .
— = is; — = is L == i
dt dt dt

34 com puter viruses are an interesting case in that the networks
over w hich they spread are nom ally_directed, unlike the contact

netw orks for m ost hum an diseases SEZ

O ne distinguishes betw een an epidem 1c dJsease such as in uenza,

w hich sweeps through the population rapidly and infects a signif-

icant fraction of individuals in a short outbreak, and an endem ic

disease such asm easles, which persists w ithin the population at

35

the form er. The SIS m odeldlscussed in Sec. \/_II_IJ_?:_.z isam odel
of the latter.

In everyday parlance them ore com m on word is \infectious," but
infective is the standard temm am ong epidem iologists.

36
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M odels of this type are called fully m ixed, and although
they have taught us m uch about the basic dynam ics of
diseases, they are obviously unrealistic in their assum p—
tions. In reality diseases can only spread between those
Individuals w ho have actualphysical contact of one sort
or another, and the structure of the contact network is
In portant to the pattem of developm ent of the disease.

The SIR model can be generalized in a straightfor-
ward m anner to an epidem ic taking place on a network,
although the resulting dynam ical system is substantially
m ore com plicated than its fiilly m ixed counterpart. T he
In portant observation that allow s us to m ake progress,

rst m ade by G rasdberger E?_Li9:], is that the m odel can
be m apped exactly onto bond percolation on the sam e
network. Indeed, as pointed out by Sander et al. B60Q],
signi cantly m ore generalm odels can also be m apped to
percolation, in which tranam ission probability between
pairs of individuals and the tin es for which individuals
rem ain Infective both vary, but are chosen In iid fashion
from som e appropriate distrbutions. Let us suppose that
the distribution of infection rates , de ned as the prob-
ability perunit tin e that an infective ndividualw illpass
the disease onto a particular susceptible netw ork neigh—
bor, is drawn from a distrdution P;( ). And suppose
that the recovery rate  isdrawn from another distribu-
tion P, ( ). Then the resulting m odelcan be shown 1_3_15']
to be equivalent to uniform bond percolation on the sam e
netw ork w ith edge occupation probability
1
T=1 P;(
0

T he extraction of predictions about epidem ics from
the percolation m odel is sim ple: the distribution of per-
colation clisters (ie. com ponents connected by occu-
pied edges) corresoonds to the distribution of the sizes
of disease outbreaks that start wih a random ly chosen
Initial carrier, the percolation transition corresponds to
the \epidem ic threshold" of epidem iology, above which
an epidem ic outbreak is possbl (ie., one that infects a
non-zero fraction of the population in the lm it of large
system size), and the size of the giant com ponent above
this transition corresponds to the size of the epidem ic.
W hat the m apping cannot tell us, but standard epidem i
ologicalm odels can, is the tin e progression of a disease
outbreak. The m apping gives us results only for the ulk
tin ate outcom e of the disease in the 1m it of long tim es,
in which all individuals are In either the S or R states,
and no new cases of the disease are occurring. N onethe—
Jess, there is much to be lramed by studying even the
non-tin evarying properties of the m odel.

T he solution ofbond percolation for the con guration
model was given by Callaway et al @-]_]], who showed
that, runiform edge occupation probability T, the dis—
tribution of the sizes of clusters (ie., disesase outbreaks
In epidem iological language) is generated by the function
H o x) where

Hox) = xGgH1&));
Hix)=1 T+ TxG H; X))

P ()e d d : (84)

(85a)
(85b)
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where Gy x) and G1 x) are de ned in Egs. (2-3_: This
gives an epidem ic transition that takes place at T. =

1=G 9 (1), a m ean outbreak size hsi given by

TGJ @)

— 86
1 TG Q) ©0)

and an epidem ic outbreak that a ectsa fraction S ofthe
netw ork, w here

S=1 Go @); u=1 T+ TG ): 87)

Sin ilar solutions can be found for a w ide variety of other
m odel netw orks, including netw orks w ith correlations of
various kinds betw een the rates of infection or the infec-
tivity tin es B13], netw orksw ith correlationsbetw een the
degreesofvertices [§01 ] and netw orksw ith m ore com plex
structure, such as di erent types of vertices Ql- 515]

O ne of the m ost In portant conclusions of this work
is for the case of networks w ith powerdaw degree dis—
UJbquns, br thch as In the case of site pemo]at:on
[Se) ]ong as the exponent of the power law is less than 3.
Since m ost pow er-law netw orks satisfy this condition, we
expect dissases always to propagate in these networks,
regardless of tranam ission probability between individu-
als, a point that was J:sl: m ade, in the context ofm odels
Vesp:gnanléﬁi, '§§6], although, as pointed out by LIloyd
and M ay 67,277], precursors of the sam e resu]i: can be
seen in earlier work of M ay and A nderson @ZQ] M ay
and A nderson studied traditional (fully m ixed) di eren-
tialequation m odels ofepidem ics, w ithout netw ork struc—
ture, but they divided the population into activity classes
w ith di erent valuesofthe infection rate . They showed
that the variation of the num ber of nfective individuals
over tim e depends on the variance of this rate over the
classes, and In particular that the disease alwaysm ulti-
plies exponentially ifthe variance djyerges| precisely the
situation in a network w ith a power-aw degree distrlbu—
tion and exponent less than 3.

The conclusion that diseases always soread on scale—
free netw orks has been revised som ewhat in the light of
later discoveries. In particular, there m ay be a non-zero
pemo]at:on thresho]d br oertam types of oon:e]atjonsbe—

din ensional) space 555, :21(28:_], or if the network has high
transitivity 139] (see Sec.TILBI).

An Interesting com bination of the ideas of epidem o}
ogy w ith those of netw ork resilience explored in the pre-
ceding section arises when one considers vaccination of
a population against the spread of a disease. Vaccina—
tion can be regarded as the rem oval from a network of
som e particular set of vertices, and this In tum can be
m odeled as a site percolation process. T hus one is ked to
consideration of pint site/bond percolation on netw orks,
which has also been solved, in the sin plest unifom ly
random case, by Callaway et al @1:] If the site per—
colation is correlated w ith vertex degree (@s in Eqg. {jg)
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and follow ing), or exam plk rem oving the vertices w ith
highest degree, then one has a m odel for targeted vacci-
nation strategies also. A good discussion has been given
by PastorSatorras and Vespignani @35] A s wih the
m odels of Sec. '&_/_]:lI_A:_ one ndsthat networkstend tobe
particularly vulnerable to rem ovaloftheir highest degree
vertices, so this kind of targeted vaccination is expected
to be particularly e ective. (This of course is not new s
to the public health com m unity, who have long followed
a policy of focusing their m ost aggressive disease pre—
vention e orts on the \core com m unities" of high-degree
vertices in a network.)

Unfrtunately, it isnot alwayseasy to nd the highest
degree vertices in a social network. T he num ber of sex—
ualcontactsa person hashad can nom ally only be found
by asking them , and perhaps not even then. An inter-
esting m ethod that circum vents this problem has been
suggested by Cohen et al. i_92:] T hey observe that since
the probability of reaching a particular vertex by follow —
ing a random ly chosen edge in a graph is proportionalto
the vertex’s degree (Sec.!IV B'), one ism ore lkely to nd
high-degree vertices by follow ing edges than by choosing
vertices at random . T hey propose thus that a population
can be Inmunized by choosing a random person from
that population and vaccihating a friend of that person,
and then repeating the process. T hey show both by an—
alytic calculations and by com puter sin ulation that this
strategy is substantially m ore e ective than random vac-
cihation. In a sense, In fact, this strategy is already in
use. T he \contact tracing" m ethods R51] used to control
sexually trangm ited diseases, and the \ring vaccination"
m ethod [181,308]used to controlam allpox and foot-and-
m outh disease are both exam ples of roughly this type of
acquaintance vaccination.

2. The SIS m odel

Not all diseases confer mmuniy on their survivors.
D iseases that, for instance, are not self-lim iting but can
be cured by m edicine, can usually be caught again iInm e~
diately by an unlicky patient. Tuberculosis and gonor-
rhea are two m uch-studied exam ples. C om puter viruses
also All into this category; they can be \cured" by anti-
virus software, but w ithout a pem anent virus-checking
program the com puter hasnoway to fend o subsequent
attacks by the sam e virus.

W ith diseasesofthis kind carriersthat are cured m ove
from the infective poolnot to a recovered pool, but back
Into the susceptible one. A m odelw ith this type of dy—
nam ics is called an SIS m odel, for obvious reasons. In
the sin plest, fully m ixed, sihglepopulation case, is dy—
nam ics are described by the di erential equations

ds st i di . . @8)
= _ is . T s .
at R l’
where and
rates.

are, as before, the nfection and recovery

T he structure and function of com plex netw orks

The SIS m odel is a m odel of endem ic disease. Since
carriers can be infected m any tin es, i is possble, and
doeshappen In som e param eter regin es, that the disease
w illpersist inde nitely, circulating around the population
and never dying out. T he equivalent ofthe SIR epidem ic
transition is the phase boundary between the param eter
regin es In which the disease persists and those In which
it does not.

The SIS model cannot be soled exactly on a net-
work as the SIR m odel can, but a detailed m ean—- eld
treatm ent hasbeen given by P astor-Satorrasand Vesoig—
nani B32s '333] for SIS epidem ics on the con guration
m odel. Their approach isbased on the di erential equa-
tions, Eq. (88), but they allow the rate of infection
to vary between m em bers of the population, rather than
holding it constant. (Thjs is sim ilar to the approach of

Jnvone the dNJS:IOI’l of the population into a binned set
ofactivity classes, asthe M ay{A nderson approach does.)
T he calculation proceeds as follow s.

The quantiy i appearing in @Q‘) represents the av—
erage rate at which susoeptble individuals becom e in-—
fected by their neighbors. For a vertex of degree k,
P astorSatorras and Vespignani m ake the replacem ent

i! k (), where isthe rate of infection via con—
tact wih a sihglk nfective individual and ( ) is the
probability that the neighbor at the other end ofan edge
will n fact be nfective. Note that is a function of
since presum ably the probability of being infective w ill
Increase as the probability of passing on the disease in—
creases. T he rem aining occurrences ofthe variables s and
i PastorSatorras and Vespignani replace by sy and i,
which are degree-dependent generalizations representing
the fraction ofvertices ofdegree k that are susceptible or
infective. T hen, noticing that i and sx obey i + s = 1,
we can rew rite Q_BQ') as the single di erential equation

dix

= 1 i k ; 89
at ()« L) % ®9)

w herewe have, w ithout loss ofgenerality, set the recovery
rate equalto 1. There is an approxin ation inherent
in this form ulation, since we have assumed that ()

is the sam e for all vertices, when in general it too will
be dependent on vertex degree. This is In the nature
of a m ean—- eld approxim ation, and can be expected to
give a reasonable guide to the qualitative behavior of the
system , although certain properties (particularly close to
thephase transition) m ay be quantitatively m ispredicted.

Looking for stationary solutions, we nd

':u. (90)
T 1k ()

To calculate the value of ( ), one averages the proba-
bility i ofbeing infected over all vertices. Since ()
is de ned as the probability that the vertex at the end
of an edge is infective, i should be averaged over the
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dJsl:t:bqun kpx=z of thePdegrees of such vertices (see
Sec. -NB ]:) where z = « Kpx is, as usual, the m ean

kpy I : (1)

E lin inating i from Egs. §9) and (91) we then obtain
an In plicit expression for ( ):

- — =1 92)

Forparticular choices ofpx this equation can be solved
for () either exactly or approxim ately. For instance,
for a powerdaw degree distrdoution of the fom C32.

P astorSatorrasand Vespignanisolve it by m aking an in—
tegral approxin ation, and hence show that there is no
non—zero epidem ic threshold for the SIS model in the
pow er-law case| the disease will alw ays persist, regard—
Jess of the value of the infection rate param eter EEE]
They have also generalized the solution to a number of
other cases, including _o:cher degree distrbutions @32],

nite-sized netw orks [834], and m odels that include vac—
cination of som e fraction of individuals B33, 836]. In
the latter case, they tackle both random vaccination and
vaccihation targeted at the vertices w ith highest degree
using a m ethod sim ilar to that of Cohen et al (93] in
which they calculate the e ective degree distribution of
the network after the rem oval of a given set of vertices
and then apply their m ean— eld m ethod to the resulting
network. As we would expect from the results of Co—
hen et al,, propagation ofthe disease tums out to be rela—
tively robust against random vaccination, at least in net-
works w ith right-skew ed degree distributions, but highly
susceptible to vaccination of the highest-degree individ—
uals. The mean- eld method has also been applied to
netw orks w Jth degree correlations of the type discussed
n Sec. ']:IIF' by Boguna et al 58 O fparticular note is
their ndJng that for the case of pow er-law degree distri-
butions neither assortative nor disassortative m ixing by
degree can produce a non-zero egpidem ic threshold in the
SIS m odel, at least w ithin the m ean— eld approxim ation.
T his contrasts w ith the case for the SIR m odel, where
i was fund that disassortative m ixing can produce a
non-zero threshold [fl(_)(i].

Them ean— e]dmethodcana]sobeapphedtotheSIR

tion can only tell us about the long—tin e behavior of an
outbreak | itsexpected nalsizeand so forth. Them ean—
eld m ethod, although approximn ate, can tell us about
the tin e evolution of an outbreak, so the two m ethods
are com plem entary. The m ean— eld m ethod for the SIR
m odelcan also be used to treat approxjm ately thee ects
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C . Search on networks

A nother exam ple of a process taking place on a net—
work that has in portant practicalapplications isnetw ork
search . Suppose som e resource of interest is stored at the
vertices of a netw ork, such as inform ation on W eb pages,
orcom puter leson a distributed database or le-sharing
network. O ne would lke to detem ine rapidly where on
the network a particular iem of interest can be found
(or determm ine that it is not on the network at all). O ne
way of doing this, which isused by W eb search engines,
is sin ply to catalog exhaustively (or \craw1") the en-
tire netw ork, creating a distilled localm ap of the data
found. Such a strategy is favored in cases where there
is a heavy com m unication cost to searching the network
in realtim e, so that it m akes sense to create a local In—
dex. W hile perform ing a network craw 1is, in principle,
straightforw ard (a]i:hough In practice it m ay be techni-
cally very challenging [72.]) there are nonetheless som e
Interesting theoretical questions arising.

1. Exhaustive network search

O ne of the trium phs of recent work on networks has
been the developm ent of e ective algorithm s for m ining
netw ork craw ldata for inform ation of interest, particu—
larly in the context of the W orld W ide W eb. The in -
portant trick here tums out to be to use the inform ation
contained in the edges of the network as well as in the
vertices. Since the edges, or hyperlinks, In the W orld
W ide W eb are created by people in order to highlight
connections betw een the contents of pairs of pages, their
structure contains inform ation about page content and
relevance which can help us to im prove search perfor-
m ance. The good search engines therefore m ake a local
catalog not only of the contents of web pages, but also
of which ones link to which others. Then when a query
is m ade of the database, usually in the form of a tex—
tual string of interest, the typical strategy would be to
select a subset of pages from the database by searching
for that string, and then to rank the results using the
edge anrm ann The classic algorithm , due to Brin
and Page {72. 828], is essentially identical in its sin plest
form to the ex;envecto_r_o_en_t_l_:ahty Iong used in soc:alnet—
a weight x; > O thc:h :IS de ned to be proportional to
the sum ﬁf the weights of all vertices that point to i:

X; = A x5 orsome > 0, or in m atrix form

J
AX= X; (93)

where A is the (@asymm etric) adpoency m atrix of the
graph, whose elem entsare A ;5, and x is the vector w hose
elem ents are the x;. This of course m eans that the
weightswe want are an eigenvector of the ad-poency m a—
trix w ith eigenvalue and, provided the network is con—
nected (there are no separate com ponents), the P erron {
Frobenius theorem then tells us that there is only one
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elgenvector w ith all welights non-negative, which is the
unique eigenvector corresoonding to the largest eigen—
valie. This elgenvector can be found trivially by re—
peated m ultiplication of the adpcency m atrix into any
Initial non—zero vector w hich is not itself an eigenvector.

This algorithm , which is inplemented (along wih
m any additional tricks) in the w idely used search engine
G oogk, appears to be highly e ective. In essence the al-
gorithm m akes the assum ption that a page is In portant
if it is pointed to by other in portant pages. A m ore so—
phisticated version ofthe sam e idea hasbeen put forw ard
by K leinberg P36, 237], who notes that, since the W eb
is a directed netw ork, one can ask not only about which
verticespoint to a vertex of interest, but also about which
vertices are pointed to by that vertex. This then leads
to two di erent weights x; and y; for each vertex. K lein—
berg refers to a vertex that ispointed to by highly ranked
vertices as an authon'ty| it is lkely to contain relevant
Inform ation. Such a vertex gets a weight x; that is lJarge.
A vertex that points to highly ranked vertices is referred
to as a hub; while i m ay not contain directly relevant
Inform ation, it can tell you where to nd such inform a—
tion. It gets a weight y; that is large. Certalnly it is
possible for a vertex to have both weights large; there is
no reason why the sam e page cannot be both a hub and
an authority.) T he appropriate generalization ofEq. €93)
for the tw o weights is then

Ay= x; ATx= y; (94)
where AT is the transpose of A . M ost often we are in-
terested in the authority weights which, elin inating vy,
obey AATx =  x, so that the prin ary di erence be—
tween the m ethod ofB rin and P age [_72_i] and the m ethod
of K leinberg is the replacem ent of the ad-prcency m atrix
w ith the symm etric product AA T . M ore general om s
than @4_}‘) are also possble. O ne could for exam ple allow
the authority weight ofa vertex to depend on the author-
iy weights of the vertices that point to it (and not just
their hub weights, as in Eq. C94 . This leads to am odel
that interpolates am oothly between the Brin{Page and
K leinbergm ethods. A s far aswe are aw are how ever, this
hasnotbeen tried. N eitther hasK leinberg’sm ethod been
In plem ented yet In a comm ercial web search engine, to
the best of our know ledge.

T hem ethods described here can also be used for search
on other directed inform ation networks. K lkennberg’s
m ethod is be particularly suitable for ranking publica-
tions In citation netw orks, for exam ple. T he C iteseer lit—
erature search engine in plem ents a form of article rank—
ing of this type.

2. Gulded network search

An altemative approach to searching a network is to
perform a guided search. Guided search strategiesm ay
be appropriate for certain kinds of W eb search, particu—
larly searches for specialized content that could bem issed

T he structure and function of com plex netw orks

by generic search engines (Whose coverage tends to be
quite poor), and also for searching on other types of net-
works such as distributed databases. Exhaustive search
of the type discussed In the preceding section craw Is a
netw ork once to create an index ofthe data found, which
is then stored and searched locally. G uided searches per—
form am all specialpurpose craw Is for every search query,
craw ling only a an all fraction of the netw ork, but doing
so In an intelligent fashion that delberately seeks out the
netw ork verticesm ost lkely to contain relevant inform a—
tion.

O nepracticalexam ple ofa guided search isthe special-
ized W &b craw ler or \soider" ofM enczeretal @g@, 2&31}]
This is a program that perform sa W eb craw l1to nd re—
sults for a particular query. T he m ethod used is a type
of genetic algorithm @85 or enrichm ent m ethod Il80
that in its sin plest form has a num ber of \agents" that
start craw ling the W eb at random , looking for pages that
contain, for exam ple, particular words or sets of words
given by the user. A gents are ranked according to their
success at  nding m atches to the words of interest and
those that are least successfiill are killed o . Those that
are m ost successfiil are duplicated so that the density
of agents w ill be high In regions of the W eb graph that
contain m any pages that look prom ising. A fter some
speci ed am ount of tim e has passed, the search ishalted
and a list of the m ost prom ising pages found so far is
presented to the user. The m ethod relies for its success
on the assum ption that pages that contain inform ation
on a particular topic tend to be clustered together n lo-
cal regions of the graph. O ther than this however, the
algorithm m akes little use of statistical properties of the
structure of the graph.

Adam ic et al. E, :_é] have given a com pletely di erent
algorithm that directly exploits network structure and
is designed for use on peer-to-peer netw orks. T heir algo-
rithm m akesuse ofthe skew ed degree distrdbution ofm ost
networks to nd the desired results quickly. Tt works as
follow s.

Sin ple breadth- rst search can be thought of as a
query that starts from a sihgle source vertex on a net-
work. The query goes out to all neighbors of the source
vertex and says, \Have you got the infom ation I am
Jooking or?" Each neighbor either replies \Yes, I have
it," in which case the search is over, or \N o, I don’t, but
I have forwarded your request to all of my neighbors."
E ach of their neighbors, when they receive the request,
either recognizes it as one they have seen before, in which
case they discard i, or they repeat the process as above.
A query of this kind takes aggregate e ort O (n) in the
netw ork size. A dam ic et al. propose to m odify this algo—
rithm as follow s. The Iniial source vertex again queries
each of its neighbors for the desired inform ation. But
now the reply is either \Yes, I have i" or \No, I don't,
and Thave k neighbors," where k is the degree ofthe ver—
tex in question. Upon receiving replies of the latter type
from each of is neighbors, the source vertex ndswhich
of is neighbors has the highest value of k and passes
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the responsbility for the query lke a runner’s baton to
that neighbor, who then repeats the entire process w ith
their neighbors. (Ifthe highest-degree vertex has already
handled the query in the past, then the second highest
is chosen, and so forth; com plete recursive back-tracking
is used to m ake sure the algorithm never gets stuck in a
dead end.)

The upshot of this strategy is that the baton gets
passed rapidly up a chain of Increasing vertex degree
until i reaches the highest degree vertices in the net—
work. On networks w ith highly skewed degree distribu-
tions, particularly scale-free (ie. power-law) networks,
the neighbors of the high-degree vertices account for a
signi cant fraction of all the vertices in the network. On
average therefore, we need only go a few steps along
the chain before we nd a vertex wih a neighbor that
has the inform ation we are looking for. The m axin um
degree on a scalefree network scales w ith network size
as n=C 1 (see Sec. -'_ﬂ_I-_.C-_-._Z), and hence the number
of steps required to search O (n) vertices is of order
n=n'=t 1 = nC 2=C D yhih lies between 0 ('7?)
and O (logn) for 2 3, which is the range gener-
ally cbserved in power-law netw orks (see Tab]e-II This
is a signi cant in provem ent over the O (n) of the sin —
ple breadth- rst search, especially for the an aller values
of

This result di ers from that given by Adam icet al. E
-é who adopted the m ore conservative assum ption that
them axinum degree goesasn'™ E_S], w hich gives signi —
cantly poorer search tin esbetween O (0*~3) and 0 (17?).
T hey point out however that if each vertex to which the
baton passes is allowed to query not only its inm ediate
netw ork neighborsbut also its second neighbors, then the
perform ance in provesm arkedly to O (n?® 2= ).

T he algorithm ofA dam ic et al hasbeen tested num er—
ically on graphs w ith the structure of the con guration
m odel E (Sec. _mi :B_y ) and the B arabasi{A bert prefer-
entialattachm ent m odel [, 232] (Sec.V IIB}), and show s
behavior n reasonable agreem ent w ith the expected scal-

ing fom s.

T he readerm ight be forgiven for feeling that these al-
gorithm s are cheating a little, since the running tim e of
the algorithm is m easured by the number of hands the
baton passes through. If one m easures it in tem s of the
num ber of queries that m ust be responded to by netw ork
vertices, then the algorithm is stillO (), just as the sin —
pl breadth— rst search is. Adam ic et al. suggest that
each vertex therefore keep a local directory or index of
the nform ation (such asdata Iles) stored at neighboring
vertices, so that queries conceming those vertices can be
resolved locally. For distributed databases and I shar-
Ing networks, where bandw idth, in tem s of com m uni-
cation overhead between vertices, is the costly resource,
this strategy really does in prove scaling w ith netw ork
size, reducing overhead per query to O (logn) in the best
case.
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3. Network navigation

The work of Adam ic et al. E -6] discussed in the pre—
ceding section considers how one can design a network
search algorithm to exploit statistical features ofnetw ork
structure to in prove perform ance. A com p]em entary
question has been considered by K leinberg @38 239]
Can one design network structures to m ake a particu—
lar search algorithm perform well? K keinberg’s work is
m otivated by the cbservation, discussed in Sec. @:HE,
that peoplk are abl to navigate social networks e —
ciently w ith only local inform ation about netw ork struc—
ture. Furthem ore, this ability does not appear to de-
pend on any particularly sophisticated behavior on the
part of the people. W hen perform ing the letterpassing
task ofM ilgram [253,{3:9:5], for nstance, in which partic—
pants are asked to com m unicate a letter orm essage to a
designated target person by passing it through their ac-
quaintance network (Sec.'II4;), the search for the target
is perform ed, roughly speaking, using a sin ple \greedy
algorithm ." T hat is, at each step along the way the letter
is passed to the person that the current holder believes
to be closest to the target. (This in fact is precisely how
participants were instructed to act in M ilgram ’s experi-
m ents.) The fact that the letter often reaches the target
In only a short tim e then indicates that the network i—
self m ust have som e special properties, sihce the search
algorithm clearly doesn’t.

K keinberg suggested a sinple m odel that illistrates
this behavior. Hism odel is a variant of the am alltworld
m odel of W atts and Strogatz @ié, @ié] (Sec. :'\/:I) in
which shortcuts are added between pairs of sites on a
regular lJattice (@ square lattice in K lkeinberg’s studies).
R ather than adding these shortcuts uniform 7 at random
as W atts and Strogatz proposed, K leinberg adds them
In a biased fashion, w ith shortcutsm ore likely to allbe-
tw een lattice sites that are close together in the E uclidean
space de ned by the lattice. T he probability of a short—
cut 2lling between two sitesgoesasr , where r is the
distance between the sitesand  isa constant. K keinberg
provesa lowerbound on them ean tin e t (ie., num ber of
steps) taken by the greedy algorithm to nd a random ly
chosen target on such a network. His bound ist a
w here ¢ is Independent ofn and

_ for 0 <2 95)
( 2)=( 1) or > 2.

T hus the best perform ance of the algorithm iswhen is
close to 2, and precisely at = 2 the greedy algorithm
should be capable of nding the target In O (logn) steps.
K leinberg also gave com puter sim ulation resultscon m —
Ing this result. M ore generally, for netw orks built on an
underlying lattice in d dim ensions, the optin al perfor-
m ance ofthe greedy algorithm occursat = d R38,239].
(See also Ref. El-gi:i for som e rigorous results on the per-
form ance of greedy algorithm s on W atts{Strogatz type
netw orks.)
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FIG .15 The hlerard’ucal \social dJstance" tree proposed by
W atts et al. [415] and by K keinberg QQO] Individuals are
grouped together by occupation, location, interest, etc., and
then those groups are grouped together into bigger groups
and so forth. The social distance between two individuals
ism easured by how far one must go up the tree to nd the
lowest \com m on ancestor" of the pair.

K leinberg’s work show s that m any netw orks do not al-
low fast search using a sin ple algorithm such as a greedy
algorithm , but that i is possble to design netw orks that
do allow such fast search. T he particularm odelhe stud-
ies how ever is quite specialized, and certainly not a good
representation ofthe realsocialnetw orksthat ingpired his
nvestigations. An altemative m odel that show s sin ilar
behavior to K leinberg’s, but which m ay shed m ore light
on the true structure of social netw orks, has been pro—
posed by W atts et al. §15] and independently by K lein—
berg [_240] The \index" experin ents of K il orth and
Bemard I_Sd '230] indicate that people in fact navigate
socialnetw orks by looking for com m on features betw een
their acquaintances and the target, such as geograph-
ical location or occupation. This suggests a m odel In
which individuals are grouped (@t least in the partici-
pants m inds) into categories according, for instance, to
their Pbs. These categories m ay then them selves be
grouped in to supercategories, and so forth, creating a
treelike hierarchy of organization that de nes a \social
distance" betw een any tw o people: the socialdistance be—
tween two Individuals ism easured by the height of lowest
level in tree at which the tw o are connected | seeFJg:ig;

The tree however is not the network, i ismerely a
m entalconstruct that a ects the way the netw ork grow s.
Tt is assum ed that the probability of their being an edge
betw een tw o vertices is greater the shorter the socialdis-
tance betw een those vertices, and both W atts et al. 415]
and K leinberg R40]assum ed that this probability 2llso
exponentially w ith socialdistance. T he greedy algorithm
for com m unicating a m essage to a target person then
speci es that the m essage should at each step be passed
to that netw ork neighbor of the current holder who has
the shortest social distance to the target. W atts et al.
showed by com puter sim ulation that such an algorithm
perform s well over a broad range of param eters of the
m odel, and K lkeinberg showed that for appropriate pa-
ram eter choices the search can be complted In time

T he structure and function of com plex netw orks

again O (logn).

W hilke thism odel is prin arily a m odel of search on so—
cial networks (or possbly the W eb @é_l-@]), W atts et al
also suggested that it could be used as a m odel for de—
signed netw orks. If one could arrange for item s in a dis—
tributed database to be grouped hierarchically according
to som e identi able characteristics, then a greedy algo—
rithm that is aware of those characteristics should be
able to nd a desired elem ent In the database quickly,
possbly In tine only logarithm ic in the size of the
database. This idea has been studied in m ore detail by
Tam nitchiet al [2@5] and A renas et al 1_2-§‘]

O ne disadvantage of the hierarchical organizational
m odelisthat in reality the categories into w hich netw ork
vertices fallalm ost certainly overlap, w hereas in the hier—
archicalm odelthey are dispint. K leinberg has proposed
a generalization of the m odel that allow s for overlapping
categories and show s search behavior qualitatively sin i-

lar to the hierarchicalm odel R40].

D . Phase transitions on netw orks

A nother group of papers has dealt w ith the behavior
on netw orks of traditional statistical m echanicalm odels
that show phase transitions. For exam ple, several au—
thors have studied spin m odels such as the Is:ng m odel
on netw orksofvariouskinds. Barratand W eigt [40] stud—
ied the Ising m odelon netw orksw ith the topology ofthe
sm allworld m odel [fllé] (see Sec.a/_i) using replica m eth—
ods. T hey found, unsurprisingly, that nthelmitn ! 1
them odelhasa nitetem perature transition orallval-
ues of the shortcut density p > 0. Further resuls br

been studjed on J:andom graphs 112, 264] and on net-
works w ith the topology of the B arabasi{A bert grow ing
netw ork m odel t_l-g, :_51:] (Sec :37_3‘;1_3-:) .

The motivation behind studies of spin m odels on
networks is usually either that they can be regarded
as sinple models of ophion fom ation in social net-
works [426] or that they provide general insight Into
the e ects of netw ork topology on phase transition pro—
cesses. T here are how ever other m ore direct approaches
to both of these issues. O pinion form ation can be stud-
ied more dJrectJy us:ng act:ual opinion fom ation m od—
els [84 '108 '163 '381 '390 l403]] And G oltsev et al [178-
have exam Jned phase transition behavior on networks
using the general fram ework known as Landau theory.
They nd that the critical behavior ofm odels on a net—
work depends In generalon the degree distrbution, and
is In particular strongly a ected by pow er-law degree dis—
tributions.

O ne class of netw orked system s show ing a phase tran—
sition that is of real interest is the class ofNP -hard com —
putationalproblem s such as satis ability and colorability
that show solvability transitions. T he sin plest exam ple
of such a system is the colorability problem , which is re—
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lated to problem s in operations research such as schedul-
Ing problem s and also to the Potts m odel of statistical
m echanics. In this problem a number of tem s (vertices)
are divided into a num ber of groups (colors). Som e pairs
of vertices cannot be in the sam e group. Such a con—
straint is represented by placing an edge between those
vertices, so that the set of all constraints form s a graph.
A solution to the problem of satisfying all constraints si-
m ultaneously (if a solution exists) is then equivalent to

nding a coloring of the graph such that no two adp—
cent vertices have the sam e color. P roblem s of this type
are found to show a phase transition between a region of
low graph density (low ratio ofedgesto vertices) n which
m ost graphs are colorable, to one ofhigh density in which
most are not. A considerable am ount of work has been
carried out on this and sin ilar problem s in the com puter
science community [L31]. H owever, thiswork hasprin ar-
ily been restricted to P oisson random graphs; it is largely
an open question how the resuls will change when we
ook at m ore realistic network topologies. W alsh [_419-6]
has looked at colorability in the W atts{Strogatz sm all-
world m odel (Sec. :y-_i), and found that these networks
are easily colorable forboth an alland large values of the
shortcut density param eter p, but harder to color in in—
term ediate regin es. Vazquez and W eigt EQZE] exam ined
the related problam of vertex covers and found that on
generalized random graphs solutions are harder to nd
for networks w Ji:h strong degree correlations of the type
discussed in Sec. ﬂZII.E‘

E. Other processes on netw orks

P relim inary investigations, prin arily num erical in na-—
ture, have been carried out of the behavior of various
other processes on networks. A num ber of authors have
looked at di usion processes. Random walks, for exam —
ple, have been exam Jned by Jespersen et al 1216], Pan-—
dit and Am ritkar @29 ] and Lahtinen et al @58 é59]
Solutions of the di usion equation can be expressed as
linear com binations of eigenvectors of the graph Lapla—
cian, which has led a num berofauthorsto Jnvest:gate the
Laplacian and is eigenvalue spectrum 1_15(3 '173 289]
D iscrete dynam ical processes have also attracted som e
attention. One of the earliest exam ples of a statisti-
calm odel of a networked system falls in this category,
the random Boolkan net of Kau man [:Ll., 16 97., :98
'159 224 225 226 '373], which is a model of a ge-
netic regulatory network (see Sec. :}ZEI_)) Cellular au—-
tom ata on networks have been investigated by W atts
and Strogatz K12, 416], and voter m odels and m odels
of opinion form atJon can also be regarded as cellular au-—
tom ata [84 256 '403] Terated gam es on netw orks have
been investigated by several authors {].,.135 éél- ﬁié],
and som e Interesting di erences are seen bet/veen be-
havior on networks and on regular lattices. O ther top—
ics of investigation have inclided weakly coupled oscilk-
lators 1_3-:/., é(:)i_l, @ié], neural netw orks [_2-:5-?, @E:BZ}], and
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selforganized critical m odels [_106 252, 300]. A useful
discussion of the behavior of dynam ical system s on net—
works has been given by Strogatz B87].

IX. SUMMARY AND DIRECTIONS FOR FUTURE
RESEARCH

In this article we have reviewed som e recent work on
the structure and function of networked system s. W ork
In this area has been m otivated to a high degree by em —
pirical studies of realw orld netw orks such as the Inter—
net, theW orld W ide W eb, socialnetw orks, collaboration
networks, citation networks, and a variety of biological
netw orks W e have reviewed these em pirical studies in
Secs. -II and ']:Ii focusing on a num ber of statistical prop—
erties of netw orks that have received particular attention,
Incliding path lengths, degree distrdbutions, clistering,
and resilience. Q uantitative m easurem ents for a vari-
ety of networks are summ arized in Table JIf. The m ost
In portant observation to com e out of studies such as
these is that networks are generally very far from ran-—
dom . They have highly distinctive statistical signatures,
som e of which, such as high clustering coe cients and
highly skewed degree distributions, are comm on to net—
works of a w ide variety of types.

Inspired by these observations m any researchers have
proposed m odels of netw orks that typically seek to ex—
plain either how networks com e to have the observed
structure, or what the expected e ects of that struc-
ture w illbe. T he largest portion of this review hasbeen
taken up w ith discussion of these m odels, covering ran—
dom graph m odels and their generalizations (Sec. -IV.)
M arkov graphs (Sec. 'V') the am allworldm odel (Sec. -Vf[
and m odels of netw ork grow th partjcu]ar]y the preferen—
tial attachm ent m odels (Sec. 'V I[)

In the last part of this review (Sec. :37_53_5{) we have dis-
cussed work on the behavior of processes that take place
on networks. The notable successes in this area so far
have been studies ofthe spread of infection over netw orks
such as socialnetw orks or com puter netw orks, and stud-—
ies of the e ect of the failure of network nodes on per-
form ance of com m unications networks. Som e progress
has also be m ade on phase transitions on netw orks and
on dynam ical system s on netw orks, particularly discrete
dynam ical system s.

In Jooking forward to future developm ents In this area
it is clear that there ismuch to be done. The study of
com plex networks is still in its infancy. Several general
areas stand out as prom ising for future research. First,
while we are beginning to understand som e of the pat-
tems and statistical reqularities in the structure of real-
world networks, our techniques for analyzing networks
are at present no m ore than a grab-bag ofm iscellaneous
and largely unrelated tools. W e do not yet, aswe do In
som e other elds, have a system atic program for charac—
terizing network structure. W e count triangles on net—
works or m easure degree sequences, but we have no idea
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ifthese are the only in portant quantities tom easure @+
m ost certainly they are not) or even ifthey are them ost
In portant. W e have as yet no theoretical fram ew ork to
tell us if we are even looking in the right place. Per—
haps there are otherm easures, so far un-thought-of, that
are m ore In portant than those we have at present. A

true understanding of which properties of netw orks are
the In portant ones to focus on will aln ost certainly re—
quire us to state st what questions we are interested
In answering about a particular network. And know Ing
how to tie the answers to these questions to structural
properties of the netw ork is therefore also an in portant
goal.

Second, there ismuch to be done in developing m ore
sophisticated m odels of networks, both to help us un-
derstand netw ork topology and to act as a substrate for
the study of processes taking place on networks. W hilke
som e netw ork properties, such as degree distributions,

T he structure and function of com plex netw orks

have been thoroughly m odeled and their causes and ef-
fects well understood, others such as correlations, tran—
sitivity, and community structure have not. It seem s
certain that these properties will a ect the behavior of
netw orked system s substantially, so our current lack of
suitable techniques to handl them leaves a large gap In
our understanding.

W hich lads us to our third and perhaps m ost in —
portant direction for future study, the behavior of pro—
cesses taking place on networks. The work described in
Sec.y_L[I representsonly a few  rst attem pts at answer-
Ing questions about such processes, and yet this, In a
sense, is our ultin ate goal n this eld: to understand
the behavior and fiinction of the networked system swe
see around us. If we can gain such understanding, it
w il give us new insight Into a vast array of com plex and
previously poorly understood phenom ena.
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