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Bug propagation and debugging in asym m etric softw are structures
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W e address the issue of how software com ponents are a ected by the failure of one of them,
and the inverse problem of locating the faulty com ponent. Because of the finctional form of the
ncom ing link distrdbution of software dependence network, software is fragile w ith respect to the
failire ofa random singl com ponent. Locating a faulty com ponent is easy if the failure only a ects
its nearest neighbors, whik it is hard if it propagates further.

PACS numbers: 8723Ge, 8920Hh, 89.75HCc

Large scale research on am allworld netw orks began a
few years ago after the ntroduction by W atts and Stro—
gatz oftheir fam ousm odel ]. D uring the last few years,
m any reallife netw orks tumed out to be of am alkworld
nature wih a scalefree link distrdbution E]. The dig—
ital world seem s particularly rich in this type of net-
work at all scales: w ires In com puters E], softw are func—
tion calls E], source— le dependenciesli], software m od-
ules ﬂ, E, E, m, El'], Intemet physical netw ork E], and
links between web pages ﬂ]. A re notably m issing the
netw orks between softw are packages, which willbe m ea—
sured in the st part ofthis paper.

W hereas previous work looked for reasonable explana—
tions of why softw are netw orks are scale-free E, El'], we
address here bug propagation and debugging in scale-free
netw orks, a m a pr issue that has been neglected so far.
W e shall argue that softw are scale-free netw orks provide
a natural explanation of software fragility.

Scale-free networks In software were recently investi-
gated In a gam e and in the Java AP I (application pro—
gramm Ing Interface) ﬂ]. The nodes were respectively
the m odules of the gam e (sound, graphics, etc) and the
ob Ects of the standard Java AP I. In both cases, scale-
free netw orks were discovered. A s noted In subsequent
work E,E,m], Ref. ﬂ] did not take into account the di-
rected nature of these networks, which are asymm etric.
A llthesework focuson m icroscopic softw are com ponents,
such as functions and ob Ects. Here we study the depen—
dence betw een program packages in a Linux distrdbution,
an in portant structure which has not been investigated
yet, com pleting the hierarchy of scale-free netw orks found
In thedigitalworld. W e then discuss the fragility of soft—
ware wih respect to the failure of a single com ponent
and the di culty of debugging. A s large networks are
required for this study, we shall also use function call
netw orks of open-source pro gcts.

Let us rst study sofiware com ponents: a com puter
uses a collection of softw are com ponents that are linked
through a network of dependence. For instance a pro—
gram that displays som e text needs fonts that can be
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FIG.1l: Cumulative distrbbution of incom ing links (circles)
and outgoing links (squares) between packages in a com puter
running RedH at 8.0. Em pty and full sym bols are obtained
with rpm —q —-whatrequires and rpm —-q —-requires re—
spectively. T he continuous line hasa 1 slope.

provided by another com ponent. In Linux distributions,
pieces of software are often provided as packages. As
the nam e indicates, a package is a collection of soft—
ware com ponents. The rpm comm and can be used to
extract the network of package dependences. M ore pre—
cisely, rom —q —-whatrequires myprogram lists all the
packages that needs myprogram, m aking it easy to build
the package adpcency m atrix. One of us w rote a pro—
gram called rpmgraph that produces a diagram of this
netw ork ]. W e studied an installation of RedH at 8.0
that contained 1460 packages. The cum ulative density
P @=PC(C qg) of the number of incom ing Iinks g
per package, is plotted in Fig.[l; we nom alizeP (q) so
that P (1) = 1, which am ounts to leave out of P (q)
the nodes that are not needed by any other node. The
distrbbution P (q) has not enough pointsto be tted ac—
curately w ith a power-law . T he cum ulative distrbution
of outgoing links, P () fork > 0, isalso plotted n Fig.
[. The asymm etry between the outgoing and incom ing
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FIG .2: Number of outgoing links versus num ber of incom ing
Iinks for the packages of RedH at 8.0

link distrdbutions appears clearly.

T he rpm com m and can give partialaccessto am ore de—
tailed network: using the option —-requires instead of
——whatrequires lists which com ponents inside packages
are needed by a given package. In other words, a pack—
age ism ade up ofa num ber of sub-packages, each ofthem
needing sub-packages ofotherpackages. A sthe rom com —
m and can only be applied to a package, the sub-package
dependency netw ork cannot be extracted, and we are left
w ith the distrbution of the number of incom ing links,
and a coarse grained distribution of outgoing links. This
provides however a m uch m ore convincing evidence for
the powerJdaw nature of the incom ing link distrdbution:
a t over the whole dataset givesP (@ / g ! with

r20.

F ig.[d show s that the num bers of incom ing and outgo—
Ing links of a given softw are package are generally corre—
lated, a property also seen in links between functions in
source code [E]. SIn ply put, this show s that som e pack—
ages such as lbrariesprovide a fiinctionality to other pro-
gram s. A swe shall see below , this is one of the causes of
softw are fragility.

In order to study bug propagation, we need better,
m ore precise data. Therefore we w illm ake use of func—
tion callnetworks: In the latter, functions are the nodes,
and function calls are the links: in the follow ing exam ple
written In C,

int f(int x) {
return 2*g(x);

}

f callsg, hence links to g. Large open-source program s
are ideal candidates for investigation. Refs [f,111] consid—
ered the largest connected com ponent. W e are interested
here in whole netw orks, aswe focus on bug dynam ics and
debugging. W e studied Linux kemel 2.4.18, M ozilla Tnh—
temet brow ser 1 .3a, m ySQ L database 4.0 2, and Apache

10
\$\‘
| ]
<A
-1 \‘\l.\.i‘
10 3 E|
1**
\‘\‘\‘\
_. K
107 | I\‘\\ E
. uA .
g "4
o = ’\\
10—3 L l. Ag \\\ |
A e ™
" o
L] [ ]
o
10 L
10-5 L L L

FIG . 3: Cumulative distrbbution of incom ing links in Linux
(circles), M ozilla (squares), A pache (diam onds) and mySQL
(triangles) . T he dashed lne is 1=q.
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FIG . 4: Cumulative distrbution of outgoing links in Linux
(circles), M ozilla (squares), Apache (diam onds) and mySQL
(triangles) .

web server 2.0.32. Extracting the function call netw ork
from a source code written in C was done using sin ple
scripts. W e excluded C *keyw ords from the graph. Fig.[d
reports that P (Q) is also a power-law . It is noticeable
that these data seem to su erfrom niesizee ectssin-—
ilar to those seen for the package dependences, the m ore
data points, the closer to 2 the exponent. W e em phasize
here that = 2 isthe value thatm arksthe borderw here

the average num ber oftin esa piece of sofftware isused di-
verges w hen the size ofthe network goesto In nity. This
ispossible in softw are because being reused does not cost
anything to a piece of software. T herefore, the average
num ber of program s that use a given piece of software is
free to diverge w ith the size ofthe network. T he regular-
ity of the ncom Ing link distrbution exponent suggests
som e sort of universality: the source code and program

netw orks, that is, the m icro— and m esoscopic levels re—



spectively, have roughly the sam e incom ing link expo-—
nent. T he Jatter is also very close to exponentsm easured
In m acroscopic netw orks of links betw een web pages and
web sites, that is, of the phenom enology resulting from
the actualuse of com puters and program s. At all kevels,
being linked is free for the nodes.

0 n the other hand, F ig show s the outgoing distribbu-
tion, which m ay have power-aw parts, but it is in possi-
ble to assert it from ourdata, because we have lessthan a
decade of straight line. P reviouswork tted these distri-
bution wih apowerdaw P (k) / k *?! in the part that
correspond to k10 here and found exponents ' 24.
TIfthis is the case, there are strong cuto s, m uch stronger
than for the Incom ing link distrdbution. On the other
hand, it seem sas reasonable to tthepart10< k < 100
wih a power law, In which case a much larger expo—
nent (m ore than 4) is und. However, we only conclude
from this graph that the asymm etry between ncom ing
and outgoing link distrdbution is considerable, which is
enough for our purpose.

There are Indeed special reasons for this asymm etry
being m ore pronounced in software than in other struc—
tures. As pointed out by Ref. [{H], the asymm etry i—
self is due to software reuse: som e pieces of softw are are
designed to provide functionalities that other program s
can use. In addition, writing a program , hence linking
to previously w ritten piece of sofftware, is costly. A s the
num ber of dependences of a program is related to is
com plexity, the average num ber of outgoing links cannot
diverge. Rem arkably, the asym m etry of distribbutions is
Jess pronounced for instance in links between web pages.
W e argue that linking to a web page can be aln ost free,
In contrast to the am ount of work needed to w rite soft—
ware pieces, which needs a logical structure, hence the
large asym m etry found here.

This lads us to bug propagation. Software is well
known to be fragile. Aswe shall argue In the follow Ing,
this is due in part to its structure. A ssum e that all the
nodes but one, drawn at random , are perfectly working.
W hat is the consequence of this in perfection? Software
failires actually propagate on the dependence graph: if
a node (function or softw are package) is faulyy, the nodes
calling it are likely to work lessthan optim ally; by exten—
sion the nodes calling a node that calls the faulty node
w illprobably bea ected, etc. Thisalso raise the question
ofhow hard is it to locate the faulty node?

Interestingly, the failure can also propagate from am i
croscopic software structure to a m acroscopic one. For
Instance, a fiinction trying to access a m em ory address
outside the allocated m em ory space can crash the whole
program to which it belongs. If it does, the problem now
lies at the level of software packages. If the operating
system has no m em ory protection, this causes a system
crash. Then, if other com puters depend on the system
that went down, they willalso be a ected.

In this paper, we shall focus on a sin pler problem by
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FIG .5: Basin size distribution of ailure propagation on fiunc—
tion callgraphs. C ontinuous lines are orbug In uence basins
and dashed lines are for debugging basins.

m aking sin plifying assum ptionson the In uence ofa sin—
gk bug. A smany bugs are not nearly as dangerous as
illegalm em ory access, but (@annoying) in perfections, or
fauls, their in uence is not as dram atic. T herefore, we
assum e that the n  uence ofa faulty node is only deter-
m ined by the dependence netw ork to which it belongs. A
node iseitherworking (containsnobug), fuly (contains
abug), ora ected by a bugl21]

F irst we consider the sin ple optin istic case w here only
the nearest neighbors are a ected by a faulty node. T he
asymm etry of the structure in plies that the bug propa—
gates to a typically lJarge num ber ofnodes. O n the other
hand, once an incorrect behavior is detected, locating
the faulty node is easy. T herefore, in the m ost optin istic
case, software is fragilke, but xing it is relatively easy
once an anom aly is detected.

This view is however too sin plistic: as shown by the
illegalm em ory exam ple, bugs do propagate further than
their next neighbors. Let us be pessin istic, and assum e
that they propagate as far aspossible: ifa node is auly,
all the nodes that point to it directly or indirectly are
equally a ected. In contrast to virus propagation, bug
In uence is Instantaneous. W e are now lft wih the
study of the properties of in uence basins. O f partic-
ular interest is the in uence basin size distrdbution P (o)
which can be com puted by ierating the graph m atrix
G [13]. The dependence ofion j isdenoted by G 3,5 = 1,

G i;3 = 0 otherwise). Element (G");;5 contains the num -

ber of paths of length n between iand j, hence, n order

to com pute thﬁ basin size distribution, one needs to com —
putetheB = ,_ G* whereN isthe number ofnodes.

If i belongs to the in uence basin of j, B;;; > 0. The
size of filure pE‘r,opagatjon basin ofnode j is then sim ply
given by by = ;sign B 3;3) . Figure[d shows an inverse
Zipfplot ofm easured basin sizes: such a plot consists In
ranking the basins according to their sizes and plotting
the rank r versus b [L3]. This is equivalent to integrat-
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FIG . 6: Basinh size distrdbution of failure propagation on pack—
age dependence graph. The continuous line is for bug in u-
ence basins and dashed line is for debugging basins

ing: fP @ / b ,r/ b *!1.2J] The exponents of
the powerJdaw s seem to be etther 2 M ozilkh) or 5=2
(Linux); the exponent of Apache isunclear. A 2 expo—
nent was also obtained for the basins of Intemet physical
network [18].

One can also de ne a debugging basin: suppose that
a piece of software i isa ected by the failire of another
program , but is not buggy iself; wl'tgt is the m axin um
num ber of pieces of soffware w; = jBi;j that are to
be ingpected In order to locate the faulty node? G iven
the asymm etry of incom ing and outgoing link distribu-
tion, one would naively expect that P (o) and P w) dif-
fer notably. This is clearly not the case: the debugging
basin distrbutions seem to follow closely their associ-
atedbugin uencebasinsdistributions, and share roughly
the sam e exponents (see Fig[H), although P (w) isnot as
anooth asP (), making tdi cultto ti.

T his sin ilarity is also seen in the package dependence
network ( gl@) where P (o) and P w) have powerlaw
parts both wih same exponent 3=2; note that our
dataset istoo an allto allow beingde nitive. In addition,
the bug In uence basis distrdbution as a early cut-o

Tt is tem pting to relate the sin ilarity between the ex—
ponents of the tw o basin distrdbutions to branching pro—
cesses, w hich describe random tree grow th. Starting from
a root node (generation 0), at tin e t each node i of gen—
eration t 1 branches nto a random number r; (t) of
new nodes. The average number of new nodes hri in
the subtree is called the branching ratio. O f particu-
lar interest to us is the follow Ing property: ifhri = 1,
the subtree (ie. basin) size probability distribution of
a random Iy drawn node P () b 37?. Ifhri > 1 and
hr’i< 1,P @ b ? [L4); if the branching variance
hr?iisin nite, any exponent can be obtained|17]. These
results do not apply directly to software structures, as
the latter are not perfect trees. But w hat branching pro—
cesses suggest is that the exponent ofbasin distributions

is controlled by the branching ratio and variance. The
branching ratio is nothing else than the average num ber
of outgoing links hki or incom ing links hgi in the context
of softw are structures, and both are equal. If the outgo—
ing link distribbution is a power-aw and has an exponent
an all than 3, both branching variances are In nie. At

rst, this provides an intuiive although incom plete ex—
planation of why the basin distrdbution exponents are
the sam e. A Ythough the analogy is not perfect, i m ay
be that there is also som e sort of universality w ith re—
spect to basih distrbutions in these netw orks, since the
exponent found seem tobemultiplesofl=2. Thisisan in—
teresting open challenge. T he question is w hether larger
exponents, hence m ore robust and easierto-debug soft—
ware, can be obtained at all. If the answer is negative,
the fragility software and the di culty of debugging are
doom ed not to be bounded In the worst case.

A still sin ple but m ore realisticm odelofbug propaga—
tion consists in assum ing that a node linking to a fauly
ora ected node is itselfa ected w ith probability p. The
rationale is the ollow ing: assum e that node i calls node
j. In the context of software packages, p takes into ac—
count the fact that j, the faulty/a ected node contains
sub-packages (see above) which are typically not all de—
fective/a ected. Sim ilarly, the sub-packages of i do not
all Iink to a fauly sub-package of j. For instance, if
there are n sub-packages in both iand j, and ifthere are
f fauly sub-packages in j, and if every sub-package of
i has 1 links that point each to a random ly chosen sub-—

package of j, using elem entary com binatorics, one nds
forn £> 1],
n #n
n f n

) !
p=1 r} -1 te} ) 1 D 1

1 n £ Dh!
where " © =7 is the probability that all the 1 links

point to a working fiinction. A ssum ing that p is constant
for all the links in the network, one is left with a bond
percolation problem for directed graphs. It isknown that
if the exponent of the link distrlbution is sm aller than 3
0], wih probability 1 a nite fraction of the network
belongs to a percolation clister, which m eans that the
In uence of singk bug is lkely to be as argeas ifp= 1
for any valie of p. Therefore, the picture drawn in the
previous paragraph and gd8 and[@ still applies. O n the
other hand, the shorttailed nature of the outgoing link
distrdbbution im plies that the basin of debugging depends
on the value of p: there is a critical value p. of p such
that for p. < p, debuggihg is easy, whilk debugging is
hard ifp > pc.

F inally, another cause for softw are fragility com es from
the peculiar role played by lbraries. As shown in o,
softw are packages that arem eant to be reused are accord-
ingly m ore often linked to. W hen a program is installed
or upgraded, it often happens that i needs an updated
version of som e lbbrary. The dilemm a, known as \DLL



hell" In W indow s operating system s, is the follow ing: if
one does not install the new version of the lbrary, the

new program is lkely not to work properly. If one up-—

dates the lbrary, all the program s that link to its old

version are susceptible to be broken. This provides a

naturalm echanisn for progressive worsening of operat—
Ing system instability. There are two solutions: either

one in plam ents a way ofusing severalversion of lbraries

at the sam e tin e, or one system atically upgrades all the

program s using the lbrary in question. A ssum ing that

new versions ofprogram s are availbble, the rst possbil-
ity applies m ostly to com m ercial program s, because the

cost associated w ith upgrading expensive softw are m ay

be very high; the second solution is the way for instance

L nux distrbutionsw ork, but leads som etin esto upgrad—
ng a very lJarge num ber ofprogram s, which is frow ned up

by the users. At any rate, one should not underestin ate

the im portance of this problem : not only the distribu-
tion of Incom Ing links im plies that the average num ber
of a ected program s diverges w ith the system size, but
even worse, as shown by dJ, lbraries are characterized

by an even larger num ber of ncom ing links.

In conclusion, we argued that the fragility of software
can be In part attributed to its very structure, which
unfortunately seem sto arise naturally from optin ization
considerations.
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