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Sum m ary. W e review three studiesof nform ation ow in socialnetw orksthat help
reveal their underlying social structure, how inform ation spreads am ong them and
why an allworld experin ents work.

1 Introduction

The problem of nform ation ow s in social organizations is relevant to issues
of productivity, Innovation and the sorting out of usefiil ideas from the gen-—
eral chatter of a comm uniy. How inform ation spreads detem ines the speed

w ith which individuals can act and plan their fuiture activities. M oreover, in—
form ation ow s take place w ithin social netw orks whose nature is som etin es
di cul to establish. T his is because the network itself is som etin es di erent
from what one would infer from the form al structure of the group or organi-
zation.

T he advent of em ail as the predom inant m eans of com m unication in the
Inform ation society now o ers a unique opportuniy to ocbserve the ow of
Inform ation along both form aland infom alchannels. N ot surprisingly, em ail
hasbeen established as an indicator of collaboration and know ledge exchange
b1, 52, 22, 46, 15]. Em ail is also a good m ediim for resesarch because it
provides plentifiildata on personalcom m unication In an electronic form . T his
volum e of data enables the discovery of shared interests and relationships
w here none were previously known [41].

In this chapterwe w ill review three studies that utilized netw orks exposed
by em ail comm unication. In all three studies, the networks analyzed were
derived from em ail m essages sent through the Hew lett Packard Labs en ail
server over the period of severalm onths in 2002 and 2003.The rst study, by
Tyleret al. [46], develops an autom ated m ethod applying a betw eenness cen—
trality algorithm to rapidly identify com m unities, both form aland inform al,
w ithin the network.T his approach also enablesthe identi cation of leadership


http://arxiv.org/abs/cond-mat/0308321v2

2 Bemardo A . Hubem an and Lada A .Adam ic

roles w ithin the com m unities. T he autom ated analysis was com plem ented by
a qualitative evaluation of the results in the eld.

The second study, by W u et al. b4] analyzes em ail pattems to m odel
Inform ation ow In socialgroups, taking into account the observation that an
item relevant to one person ism ore likely to be of interest to individuals in
the sam e social circle than those outside of it. T his is due to the fact that the
sin ilarity of node attributes in social netw orks decreases as a function ofthe
graph distance.An epidem icm odelon a scale—free netw ork w ith this property
has a nie threshold, In plying that the soread of Infom ation is lim ited.
T hese predictions were tested by m easuring the spread of m essages In an
organization and also by num erical experin ents that take into consideration
the organizational distance am ong individuals.

Since social structure a ects the ow of inform ation, know ledge of the
com m unities that exist w ithin a network can also be used for navigating the
netw orks when searching for individuals or resources. T he study by A dam ic
and Adarll], does just this, by sin ulating M ilgram ’s sm allw orld experin ent
on the HP Labseam ailnetwork.The an allworld experin ent hasbeen carried
out a num ber of tin es over the past several decades, each tin e dem onstrat-
ing that Individuals passing m essages to their friends and acquaintances can
form a short chain between two people separated by geography, profession,
and race.W hile the existence of these chains has been established, how peo—
pl are ablk to navigate w ithout know ing the com plete social netw orks has
rem ained an open question. Recently, m odels have been proposed to explain
the phenom enon, and the work of Adam ic and Adar isa rst study to test
the validity ofthese m odels on a socialnetw ork.

2 Em ail as Spectroscopy

C om m unities of practice are the inform alnetw orks of collaboration that natu—

rally grow and coalesce w ithin and outside organizations.A ny institution that

provides opportunities for com m unication am ong its m em bers is eventually

threaded by com m unities of people who have sim ilar goals and a shared un-

derstanding of their activities [38]. T hese com m unities have been the sub fct

ofmuch research as a way to uncover the reality ofhow people nd inform a-
tion and execute their tasks. (for exam ple, see [6, 8, 48], or for a survey see

4z2).

These Inform al netw orks coexist w ith the form al structure of the orga—
nization and serve m any purposes, such as resolving the con icting goals of
the institution to which they belong, solving problem s n m ore e cient ways
24], and furthering the interests of their m em bers. D espite their lack ofo -
cial recognition, nform alnetw orks can provide e ective ways of lraming, and
w ith the proper Incentives actually enhance the productivity of the form al
organization [10, 9, 29].
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R ecently, there hasbeen an increased am ount ofwork on identifying com —
munities from online interactions (@ brief overview ofthiswork can be found
In B1]). Some of this work nds that online relationships do indeed re ect
actual social relationships, thus adding e ectively to the \social capial" of
a comm unity. D ucheneaut and Bellotti [13] conducted in-depth eld studies
of em ailbehavior, and found that m embership in em ail com m uniies is quie

uid and depends on organizational context.M ailing lists and personalweb
pages also serve as proxies for social relationships 2], and the com m unities
denti ed from these online proxies resem ble the actual social com m unities of
the represented individuals. B ecause of the dem onstrated value of com m uni-
ties of practice, a fast, accurate m ethod of identifying them is desirable.

C lassicalpractice is to gatherdata from interview s, surveys, or other eld—
work and to construct links and com m unitiesby m anual ingpection (see [5, 23]
oran Intemet-centric approach In R0]).T hesem ethods are accurate but tim e~
consum Ing and labor-intensive, prohbitively so in the context ofa very large
organization.A laniet al. 4] recently introduced a sem autom ated utility that
uses a sin pk algorithm to identify nearest neighbors to one ndividualw ithin
a university departm ent.

The method of Tyler et al. 46] uses aem ail data to construct a network
of correspondences, and then discovers the com m unities by partitioning this
network. It was applied to a set of over one m illion em ailm essages collected
over a period of roughly twom onthsat HP Labs in Palo A 1o, an organization
of approxin ately 400 people. T he only pieces of nform ation used from each
an ail are the nam es of the sender and receiver (ie. the \to:" and \from "

elds), enabling the processing of a large num ber of em ails whilk m inin izing
privacy concems.

The m ethod was able to identify sm all com m unities w ithin the organiza—
tion, and the leaders for those com m unities, n a m atter ofhours, running on
a standard Linux desktop PC . T his experin ent was followed by a qualitative
evaluation ofthe experim entalresults in the \ eld",which consisted of sixteen
faceto-face nterview s w ith Individuals in HP Labs. T he interview s validated
the results obtained by the autom ated process, and provided interesting per—
spectives on the comm unities identi ed.W e descrbe the results in m ore detail
below .

2.1 Identifying C om m unities

Tt is straightforw ard to construct a graph based on em ail data, in which ver-
tices represent people and edges are added betw een people who exchanged at
least a threshold num ber of em ail m essages. N ext, one can identify comm u—
nities: subsets of related vertices, w ith m any edges connecting vertices of the
sam e subset, but few edges Iying between subsets R21].
The m ethod of W ikinson and Hubem an [B3], related to the algorithm

0f G irvan and Newm an 1], partitions a graph into discrete com m unities of
nodes and is based on the idea of betweenness centrality, or betweenness,
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Fig.1l.An exam ple graph w ith edge AB having high betweenness.

rst proposed by Freem an [18]. T he betweenness of an edge isde ned as the
num ber of shortest paths that traverse it. T his property distinguishes inter—
com m unity edges, which link m any vertices In di erent com m unities and have
high betweenness, from intra-com m unity edges, w hose betw eenness is low .

To illustrate the community discovery process, consider the an all graph
shown in Figure 1. T his graph consists of two welkde ned com m unities: the
four vertices denoted by squares, including vertex A, and the nine denoted
by circles, including vertex B . Edge AB has the highest betw eenness, because
all paths between any circle and square m ust pass through i. If one were to
rem ove i, the squares and circles would be split into two separate comm uni-
ties. The algorithm ofW ikinson et al repeatedly identi es inter-comm unity
edges of large betweenness such as AB and rem oves them , until the graph is
resolved Into m any separate com m unities.

Fig. 2. The sn allest possible graph of two viable com m unities.

Because the rem ovalof an edge strongly a ects the betweenness ofm any
others, the values were repeatedly updated w ith the fast algorithm of B ran-
des [/, 36, 21]. The procedure stops rem oving edges when it cannot further
m eaningfully subdivide com m unities. Figure 2 show s the sm allest possible
com ponent that can be subdivided into two viable subcom m unities. It has 6
nodes, consisting oftw o triangles linked by one edge.A com ponent w ith fewer
than 6 nodes cannot be subdivided fiirther.

C om ponents of size 6, for exam ple the group of size nine in Figure
1, can also constitute single cohesive com m unities. Figure 3 show s how the
algorithm determ ines when to stop subdividing a comm unity. The edge XY
has the highest betweenness, but rem oving it would separate a single node,
which does not constitute a viable community. In general, the single edge
connecting a laf vertex (such as X in Figure 3) to the rest of a graph of N
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verticeshasabetweennessofN 1 ,because it containsthe shortest path from
X toallN 1 other vertices. T he stopping criterion for com ponents of size

6 is therefore that the highest betw eenness of any edge in the com ponent be
equalto or less than N 1.

Fig. 3. An exam plk graph of one com m unity that does not contain distinct sub-
com m unities.

2.2 M ultiple Com m unity Structures

A sm entioned above, the ram ovalof any one edge a ects the betweenness of
all the other edges, particularly in large, realworld graphs such as the em ail
graph.E arly in the process, there arem any inter-com m unity edgesw hich have
high betweenness and the choice ofwhich to rem ove, whik arbirary, dictates
which edgesw illbe rem oved later.For exam ple, a node belonging to two com —
munities can be placed In one or the other by the algorithm , depending on
the order in which edges are rem oved. O ne can take advantage of this arbi-
trariness to repeatedly partition the graph into many di erent \structures"
or sets of com m unities. T hese sets are then com pared and aggregated into a
nal list of com m unities.

W ikinson and Hubem an [(3] ntroduced random ness into the algorithm
by calculating the shortest paths from a random subset as opposed to allthe
nodes. T he algorithm cycles random ly through at leastm centers wherem is
som e cuto ) until the betw eenness of at least one edge exceeds the threshold
betweenness of a \leaf" vertex. The edge whose betweenness is highest at
that point is rem oved, and the procedure is repeated until the graph has
been separated Into comm unities. The modi ed algorithm m ay occasionally
ram ove an intra-com m unity edge, but such errors are unin portant when a
large num ber of structures is aggregated.

Applying this modi ed process n times yields n communiy structures
Inposed on the graph. One can then com pare the di erent structures and
dentify com m unities. For exam ple, after in posing 50 structures on a graph,
onem ight nd:a community ofpecplkeA,B,C,and D in 25 ofthe 50 struc-
tures; a comm unity of peopke A, B, C, D, and E in another 20; and one of
pecpkA,B,C,D,E and F in the rem aining 5. This resul is reported in the
follow ingway:A (50) B (50) C (50) D (50) E (25) F (5) which signi esthatA, B,



6 Bemardo A .Hubem an and Lada A .Adam ic

C,and D form awellde ned community, E is related to this com m unity, but
also to som e other(s), and F is only slightly, possbly erroneously, related to
it.For details of the aggregation procedure, please see B3].

T he entire process of determ Ining com m unity structure w ithin the graph
is displayed below .

For i terations, repeat £
1. Break the graph Into connected com ponents.
2. For each com ponent, check to see if com ponent is a com m unity.
{ Ifso, ramove i from the graph and output i.
{ If not, rem ove edges of highest betweenness, using the modi ed
B randes algorithm for large com ponents, and the nom alalgorithm
for an allones. C ontinue rem oving edges until the com m uniy solits
In two.
3. Repeat step 2 until all vertices have been rem oved from the graph in
comm unities. g
A ggregate the i structures into a nal list of com m uniies.

2.3 Resuls

T he algorithm was applied to em aildata from the HP Labsm ail server from

the period November 25, 2002 to February 18, 2003, wih 185,773 em ails
exchanged between the 485 HP Labs em ployees. For sin plicty, em ails that
had an extemal origin or destination were om itted.M essages sent to a list
ofm ore than 10 recipients were likew ise rem oved, as these em ails were often
lab-w ide announcem ents (rather than personal com m unication), which were
not usefiil in identifying com m unities of practice.

A graph was constructed from this data by placing edges between any two
Individuals that had exchanged at least 30 em ails In total, and at least 5 in
both directions. T he threshold elin lnated infrequent or one-way com m unica—
tion, and elim inated som e Individuals from the graph who either sent very
few em ails or used other em ail system s. T he resulting graph consisted of 367
nodes, connected by 1110 edges.

T here was one giant connected com ponent of 343 nodes and six am aller
com ponents ranging In size from 2 to 8. Them odi ed Brandes algorithm de-—
tected 60 additional distinct com m unities w ithin the giant com ponent. T he
Jlargest com m unity consisted of 57 individuals, and there were severalcom m u—
niies of size 2. The mean comm uniy size was 8.4, w ith standard deviation
53.A com parison ofthese com m unities w ith inform ation from the HP corpo—
rate directory revealed that 49 ofthe 66 com m unities consisted of ndiriduals
entirely within one lab or organizational unit. The rem aining 17 contained
Individuals from two orm ore organizationsw ithin the com pany.
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2 .4 Identifying Leadership R oles

In addition to identifying form aland inform alw ork com m unities, it isalso pos—
sble to draw inferences about the kadership of an organization from is com —
m unication data.O nem ethod is to visualize the above graph ofthe HP Labs
am ail netw ork w ith a standard force-directed soring algorithm [L9], shown In
Figure 4. T his spring layout of the em ail netw ork does not use any inform a-
tion about the actualorganization structure, and yet high levelm anagers (the
reddest nodes are at the top ofthe hierarchy) are placed close to the center of
the graph.The trend isquanti ed in Table 1, which lists the average hierarchy
depth (levels from the lab director) as a function ofthe position in the layout
from the center.

N ote that there is a group of 6 nodes in the upper right portion of the
graph that are quie rem oved from the center, but are relatively high in the
organizational hierarchy. T his is the university relations group that reports
directly to the head ofHP Labs, but hasno othergroups reporting to it.H ence
the layout algorithm correctly placesthem on the periphery ofthe graph, sihoe
their finction, that of m anaging HP ’s relationship w ith universities, while
In portant, is not at the core of day-to-day activities of the labs.
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F ig. 4. The giant connected com ponent ofthe HP Labsem ailnetwork.T he redness
of a vertex indicates an individuals closeness to the top of the lab hierarchy (red-
close to top, blue-far from top, black-no data available).
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distance from center|num ber of vertices|average depth in hierarchy

< 041 14 26
0lto02 32 3.0
02t 03 56 32
03to04 66 40
04to05 56 4.0
05to 0.6 45 42
0.6 to 0.7 42 40
0.7t0 038 12 39
08to 0.9 13 38

Table 1. Average hierarchy depth by distance from center in layout

E valuating com m unication netw orks w ith this technigue could provide in—
form ation about leadership in com m unities about which little isknown. Spar-
row proposed this approach for analyzing crin inalnetw orks B3], noting that
\E uclidean Centrality is probably the closest to the reality" of the current
crim nalnetw ork analysis techniques.M ore recently, K rebs applied centrality
m easures and graphing techniques R8] to the terrorist netw orks uncovered in
the 9/11 afterm ath. He found that the average shortest path was unusually
long for such a an all netw ork, and concluded that the operation had traded
e ciency Pr secrecy — ndividuals In one part of the network did not know
those in other parts of the network. If one cell had been com prom ised, the
rest of the network would rem ain relatively una ected. Several socialnetw ork
centrality m easures pointed to M oham ed A tta’s keadership role in the attacks
ofSept.11l.Therolewasalso con med by O sam abin Laden in a video tape
ollow ing the attacks.

2.5 Field Evaluation

The HP Labs social network, being m uch less covert, could readily be com -
pared to the structure of the form al organization . N evertheless, the informm al
communities identi ed by the algorithm could not be veri ed in this way.
Tyler et al. decided to validate the results of their algorithm by conducting a
brief, nform al eld study. Sixteen individuals chosen from seven of the sixty
com m uniies identi ed were Interviewed nform ally. T he com m unities chosen
represented various com m unity sizes and levels of departm entalhom ogeneity.
They ranged in size from four to twelre people, and three out of the seven
w ere heterogeneous (inclided m em bers of at least two di erent departm ental
unis w ithin the com pany).

A N sixteen sub ctsgavepositive a m ation that the comm unity re ected
reality. M ore speci cally, eleven described the group as re ecting their de—
partm ent, four described it as a speci ¢ profct group, and one said it was
a discussion group on a particular topic. N ine of the sixteen (5625% ) said
nobody wasm issing from the group, six people (37.5% ) said one person was
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m issing, and one person (625% ) said two people were m issing. C onversely,
ten of the sixteen (62.5% ) said that everybody in the group deserved to be
there, whereas the ram aining six (37.5% ) said that one person In the group
wasm isclassi ed.

The Interviews con m ed that m ost of the comm unities identi ed were
based on organization structure. However, the comm unities also tended to
Include people who were de facto departm ent m em bers, but who did not
technically appear In the departm ent’s organization chart, such as intems or
people whose directory inform ation had changed during the two m onths of
the study. F inally, the algorithm seem ed to succeed in dividing departm ental
groups whose work is distinct, but um ped together groups whose progcts
overlap.

H eterogeneous, crossdepartm ent com m unities are of particular interest
because they cannot be deduced from the fom al organization. T he inter—
view s revealed that m ost of them represented groups fom ed around speci ¢
progcts, and In one case, a discussion forum . For exam ple, one com m unity
contained three people from di erent labs coordinating on one pro gct:a tech—
nology transfer progct m anager, a researcher who was the original designer
of a plece 0of PC hardware, and an engineer redesigning the hardware for a
soeci c printer.

2.6 D iscussion

T he power of this m ethod for identifying com m unities and leadership is in
Isautom ation. k doesan e ective Pb of uncovering com m unities of practice
w ith nothing m ore than em ail log (\to:" and \from :") data. s sin plicity
m eans that i can be applied to organizations of thousands and produce re—
sults e ciently. However, it is in portant for com puting centrality m easures
to be able to de ne membership in an organization as well as disam biguate
dentities. In a setting like a corporate lab, the organization is clearly de ned
and identities can be clari ed from o cialdirectories. In an inform alnetw ork,
how ever, these tasks aremuch more di cul.

Communities denti ed In this autom ated way lack the richness in contex—
tualdescription provided by ethnographic approaches. T hey do not revealthe
nature or character of the identi ed comm unities, the relative In portance of
one com m unity to another, or the subtle Interpersonal dynam ics w thin the
com m unities. T hese kinds of details can only be uncovered w ith m uch m ore
data—-or lJabor-intensive techniques. H ow ever, in casesw here an organization is
very large, w idely dispersed, or lncom pletely de ned (nfom al), thism ethod
provides an suitable altemative or com plin ent to the m ore traditional, labor—
Intensive approaches.
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3 Informm ation Flow in Social G roups

In the previous section we saw that Individuals tend to organize both fom ally
and nform ally into groupsbased on their com m on activities and interests. In
this section we exam ine how this structure In the interaction network a ects
the way inform ation spreads. T his is not unlike the tranan ission of an infec—
tious agent am ong individuals, w here the pattem of contacts determ ines how
far a disease spreads. T hus one would expect that epidem ic m odels on graphs
are relevant to the study of nform ation ow In organizations. In particular,
recent work on epidem ic propagation on scale free networks found that the
threshold for an epidem ic is zero, Im plying that a nie fraction of the graph
becom es infected for arbitrarily low tranam ission probabilities [L1, 39, 34].
T he presence of additional netw ork structure was found to further in uence
the soread of disease on scale-free graphs [16, 47, 33].

T here are, however, di erences between inform ation ow s and the spread
of viruses. W hile viruses tend to be indiscrim inate, Infecting any susceptible
Individual, Inform ation is selective and passed by its host only to individuals
the host thinkswould be interested in it. T he inform ation any individualis in—
terested In depends strongly on their characteristics. Furthem ore, individuals
w ith sim ilar characteristics tend to associate w ith one another, a phenom enon
known ashom ophily [30, 44, 17].C onversly, individualsm any steps rem oved
In a socialnetw ork on average tend not to have asm uch in comm on, as shown
In a study R]ofa network of Stanford student hom epages and illistrated in
Figure 5.

W u etal. B4]introduced an egpidem icm odelw ith decay in the tranan ission
probability of a particular piece of inform ation as a function of the distance
betw een the originating source and the current potentialtarget. T hisepidem ic
m odelon a scalefree network hasa nite threshold, In plying that the spread
of inform ation is lim ited. T he predictionswere further tested by observing the
prevalence of m essages In an organization and also by num erical experin ents
that take into consideration the organizationaldistance am ong individuals.

C onsider the problem of Infom ation tranam ission In a pow er-law netw ork
whose degree distrdbution is given by

pk=Ck e * ; @)

where > 1, there is an exponentialcuto at and C is detem Ined by the
nom alization condiion.A realworld graph w ill at the very least have cuto
at them axinum degree k = N , where N is the number of nodes, and m any
networks show a cuto atvaluesmuch am allerthan N .For the analysis ofthe
soread of nform ation ow on networks, W u et al. used generating functions,
whose application to graphs w ith arbitrary degree distributions is discussed
In B5].For a power-aw network the generating function is given by
pa . k=
Go)=  pex*= Like ), @)

; =
1 Li e )
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Fig. 5. Average sim ilarity of Stanford student hom epages as a function of the
num ber of hyperlinks separating them .

where Li, x) isthe nth polylogarithm ofx.

Follow Ing the analysis n [37] for the SIR (susceptidble, nfected, ram oved)
m odel, one can estin ate the probability pr(nl) that the st person in the com —
muniy who has received a piece of inform ation w ill tranam it it tom of their

neighbors. U sing the binom ialdistribution, we nd

= Px ™@a T "; 3)

k=m

w here the superscript \ (1)" refers to  rst neighbors, those who received the
Inform ation directly from the initial source. T he tranam issiblity T is the av—
erage total probability that an Infective individualw ill tranam i an item to a
susceptible neighbor and isderived in [37] asa function ofr;j, the rate of con—
tactsbetween two nodes, and ;, the tin e a node rem ains infective. If ry; and
; are iid random ly distribbuted according to the distrbbutionsP (r) and P ( ),
then the iem w ill propagate as if all transm ission probabilities are equalto a
constant T .
Z
T=Hyi=1 drd P ()P ( )e * 4)
0

T he generating function for pr(nl) is given by
xR K

Px T @ T)F "x" ©)
m

m=0k=m

Gol+ &k 1T)= Go&;T): ©)
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Suppose the tranam issbility decays as a power of the distance from the
iniial source. T he probability that an m th neighbor w ill transm i the nfor-
m ation to a person w ith whom he has contact is given by

T = m+1) T; 7

where > 0 isthe decay constant.T @) = T at the originating node m = 0)
and decaysto zeroasm ! 1 .Powerdaw decay is the weakest form of decay
and the resultsobtained from it w illalso be valid for stronger functional fom s
such as an exponential decay.

T he generating fiinction for the tranam ission probability to 2nd neighbors
can be written as

X
P& = p’B @WF=6"G" &) ®)

w here

(1)

G, ®K)=G:1&j2 T)=G.(1+ &k 1)2 T) )

and P . o
G &)= _&— Go &)

= 2o 1
x L kpe GOQ) a0

is the generating fiinction of the degree distrbution of a vertex reached by
follow ing a random Iy chosen edge, not counting the edge iself 35]. Sin ilarly,

ifwede neG™’ (x) to be the the generating fiinction r the num ber ofm th
neighborsa ected, then we have

(m )

GV =" " k) rm 1; 11)

w here

(m )

G, ®)=G6G:1xim+1) T)=G:(1+ x 1)fm+1) T): 12)

O r, m ore explicitly,

1) 2)

" V) =cPeeH( féw): 13)

T he average num ber z, 1 of (m + 1)th neighbors is

0 0 0 0

Zme1= G M =6"" WG M) =6"" Wz : (14)

T he condition that the size of the outbreak rem ains nite isthat at some

distancem + 1, fewer Individuals w illbe infected than at distancem , ie. the
spread of the infection is halting. T his can be expressed as

0
mrl_ogm )<y 15)

or
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m+1) Teia) < 1: 16)

NotethatG (1) (1) doesnotdivergewhen < 3 duetothepresesnceofacuto at
.For any decaying T, the left hand side of the inequality above goes to zero

whenm ! 1 , sothe condiion is eventually satis ed for largem . T herefore
the average total size
®
hsi= Zan @7)

m=1

isalways nite if the tranam issbility decays w ith distance.

0.9| - - - k=100, =0 i /
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Fig.6. T. asa function of .The three di erent curves, from bottom to top are:1)
no decay in transm ission probability, no exponentialcuto in the degree distrdbution
(=1; =0).2) =100; =0,3) = 100; = 1.

W u et al. com pared theirm odelw ith previous results [39] on disease spread
on scale-free netw orks, by considering a netw ork m ade up of 10° vertices.An
epidem icwasde nedtobean outbreak a ectingm orethan 1% or 19 vertices.
Thus for xed ; and , T. isthe critical tranam issbility above which hsi
would be m ade to exceed 10%.

The num erical result of T, as a function of is shown in Figure 6.W hen
= 0 (there isno decay in tranam ission probability), = 1 (thereisno cuto
in the degree distrbution), and < 3, T . is zero and epidem ics encom passing
m ore than 10? vertices occur or arbitrarily small T, as was found in [39].
Keeping atzero and addinga cuto at = 100 produces a non-zero critical
tranam issbility T., aswas ound In B7]. For = 2, a typicalvalue for real-
world netw orks, T, is still very near zero, m eaning that form ost values of T,
epidem ics do occur. H owever, when we in pose a decay in tranam issbility by
setting to 1, T, rises substantially. For exam pl, T Jimpsto 054 at = 2
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Fig. 7. Number of people receiving UR Ls and attachm ents

and rises rapidly to 1 as Increases further, in plying that the informm ation
m ay not spread over the netw ork.

In order to validate em pirically that the spread of inform ation w ithin a
netw ork of people is Iim ited, and hence distinct from the spread ofa virus, a
sam ple from them ailclients0f40 individuals (30 w ithin HP Labs,and 10 from
other areas of HP, other research labs, and universities) was gathered. Each
volunteer executed a program that identi ed URLs and attachm ents in the
m essages In their m aiboxes, as well as the tin e the m essages w ere received.
T his data was cryptographically hashed to protect the privacy of the users.
By analyzing the m essage content and headers, the data was restricted to
Inclide only m essages which had been forwarded at least one tin e, thereby
elin nating m ost postings to m ailing lists and m ore closely approxin ating
true interpersonal inform ation spreading behavior. The m edian num ber of
m essages in am aibox in the sam plewas 2200, indicating that m any users keep
a substantial portion of their em ail correspondence. A lthough som e m essages
m ay have been lost when users deleted them , i was assum ed that a m a prity
ofm essages containing usefiil inform ation had been retained.

Figure 7 show s a histogram of how m any users had received each of the
3401 attachm ents and 6370 URLs. T he distrbution show s that only a an all
fraction (5% ofattachm entsand 10% ofURLs) reached m ore than 1 recipient.
Very faw (41 URLs and 6 attachm ents) reached m ore than 5 individuals, a
num berwhich, In a sam ple 0f40, starts to resem ble an outbreak . In ©llow -up
discussions w ith the study sub Ects, the content and signi cance ofm ost of
these m essages was identi ed. 14 of the URLs were advertisem ents attached
to the bottom of an em ail by free em ail services such as Yahoo and M SN .
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Fig. 8. O utdegree distribbution for all senders (224,514 in total) sending em ail to
or from the HP Labs em ail server over the course of 3 m onths. T he outdegree of a
node is the num ber of correspondents the node sent em ail to.

These are In a sense viral, because the sender is sending them nhvolintarily.
Tt is this viral strategy that was responsble for the rapid buildup of the
Hotm ail free em ail service userbase. 10 UR Ls pointed to IntemalHP profct
or personalpages, 3 URLswere or extermalcom m ercial or personal sites, and
the rem aining 14 could not be identi ed.

T he next portion ofthe analysis analyzed the e ect ofdecay in the trans-
m ission probability on the em ailgraph at HP Labs.T he graph was constructed
from recorded logs of all incom ing and outgoing m essages over a period of 3
m onths. T he graph has a nearly power-law out degree distribution, shown in
F igure 8, ncluding both intemaland extemalnodes. B ecause allofthe outgo-
ing and incom ing contacts were recorded for intemal nodes, their in and out
degreesw ere higher than for the extemalnodes forw hich we could only record
the em ailthey sent to and received from HP Labs.A graph w ith the intemal
and extemalnodesm ixed (@sin [14]) wasused to speci cally dem onstrate the
e ect ofa decay on the spread of em ailin a power-law graph.

T he soread ofa piece of nform ation was sin ulated by selecting a random
iniial sender to infect and follow ing the em ail log containing 120,000 entries
Involring over 7,000 recipients in the course ofa week.Every tin e an infec—
tive individual (one w illing to tranam it a particular piece of nform ation) was
recorded as sending an em ailto som eone else, they had a constant probability
p of nfecting the recipient. Hence individuals who em ailm ore often have a
higher probability of lnfecting. It is also assum ed that an individual rem ains
Infective for a period of 24 hours.
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F ig. 9. Average outbreak and epidem ic size as a function of the transm ission prob-
ability p. T he total num ber of potential recipients is 7119.

N ext a decay was introduced in the one-tin e tranam ission probability pij
asp qjl 75 where d;y is the distance in the organizationalhierarchy betw een
individuals i and j. T he exponent roughly corresponds to the decay in sin i~
larity between hom epages shown in Figure 5.Here rj5 = pi5;  f3, where fi5 is
the frequency of com m unication between the two individuals, obtained from
the em ail Iogs. T he decay represents the fact that lndividuals closer together
in the organizationalhierarchy sharem ore com m on interests. Individuals have
a distance of one to their In m ediate superiors and subordinates and to those
they share a superiorw ith . T he distance between som eonew thin HP labsand
som eone outside of HP labs was set to the m axin um hierarchicaldistance of
8.

Figure 9 show s the variation in the average outbreak size, and the average
epidem ic size (chosen to be any outbreak a ecting m ore than 30 indiriduals).
W ithout decay, the epidem ic threshold allsbelow p= 0:01.W ih decay, the
threshold is set back to p= 020 and the outbreak epidem ic size is 1m ited to
about 50 indiriduals, even forp= 1.

A s these results show , the decay of sin ilarity am ong m em bers of a social
group has strong In plications for the propagation of inform ation am ong them .
In particular, the num ber of indiriduals that a given em ailm essage reaches
is very am all, in contrast to what one would expect on the basis of a virus
epidem ic m odel on a scale free graph. The In plication ofthis nding is that
m erely discovering hubs in a com m unity netw ork isnot enough to ensure that
Inform ation origihating at a particular node w ill reach a large fraction of the
com m unity.
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4 Sm allW orld Search

In the preceding section we discussed how the tendency of lke individuals
to associate with one another can a ect the ow of lnform ation wihin an
organization. In this section we w ill show how one can take advantage of the
very sam e netw ork structure to navigate social ties and locate individuals.

T he observation that any two people In the world are m ost lkely linked
by a short chain of acquaintances, known as the \sm all world" phenom enon
has been the focus ofm uch resesarch over the last forty years [32, 45, 31, 25].
In the 1960’s and 70’s, articipants in sn all world experin ents successfully
found paths from Nebraska to Boston and from LosAngelesto New York.In
an experim ent n 2001 and 2002, 60,000 individuals were able to repeat the
experin ent using em ailto form chainsw ith just ur links on average across
di erent contents [12]. T he an allworld phenom enon is currently exploited by
com m ercial netw orking services such as LinkedIn, Friendster, and Spokelto
help people netw ork, for both business and social purposes.

T he existence of short paths is not particularly surprising in and of itself.
A Yhough m any socialties are \local" m eaning that they are form ed through
ones work or place of residence, W atts and Strogatz[b0] showed that it takes
only a few \random " linksbetw een peopl ofdi erent professionsor location to
create short paths in a socialnetw ork and m ake the world \am all". In addition,
Pooland K ochen [40] have estin ated that an average person has between 500
and 1,500 acquaintances. Ignoring for the m om ent overlap in one’s circle of
friends, one would have 1;000% or 1;000;000 friends of fiends, and 1;000° or
one billion frendsoffriends-offriends. Thism eans that i would take only 2
Intermm ediaries to reach a num ber of people on the order of the population of
the entire United States.

A Yhough the existence of short paths is not surprising, it is another ques—
tion altogether how people are abl to select am ong hundreds of acquain—
tances the correct person to form the next link in the chain. K illworth and
Bamard 25] perform ed the \reverse" experim ent to m easure how m any ac—
quaintances a typical person would use asa rst step In a an all world ex—
perin ent. P resented w ith 1,267 random targets, the sub cts chose about 210
di erent acquaintanceson average, based overw heln ingly on geographic prox—
In iy and sin ilarity of profession to the targets.

R ecently, m athem aticalm odels have been proposed to explain why people
are able to nd short paths. The m odel of W atts, D odds, and Newm an [49]
assum es that Individuals belong to groups that are em bedded hierarchically
Into larger groups. For exam ple an individualm ight belong to a research lab,
that is part of an academ ic departm ent at a university, that is in a school

1

http://www.linkedin.com/, http://www.friendster.com,
http://www.spokesoftware.com
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Fig. 10. D egree distribution in the HP Labs em ail network. Two indiriduals are
linked if they exchanged at least 6 em ails in either direction. T he inset show s the
sam e distribution, but on a sam ilog scale, to illustrate the exponential tail of the
distrdbution

consisting of several departm ents, that is part of a university, that is one of
the academ ic Institutions In the sam e country, etc. T he probability that two
individuals have a socialtie to one another is proportionalto exp P, where
h is the height of their lowest com m on branching point in the hierarchy.

The decay in linking probability m eans that two people In the sam e re—
search laboratory are m ore likely to know one another than two people who
are In di erent departm ents at a university. T he m odel assum es a num ber of
separate hierarchies corresponding to characteristics such as geographic loca—
tion or profession. In reality, the hierarchiesm ay be intertw ined, for exam ple
professors at a university living w thin a short distance of the university cam —
pus, but for sim plicity, the m odel treats them separately.

In num erical experim ents, arti cial social netw orks were constructed and
a sin ple greedy algorithm was perform ed where the next step in the chain
w as selected to be the neighbor of the current node w ith the an allest distance
along any din ension. At each step In the chain there isa xed probability,
called the attrition rate, that the node w ill not pass the m essage further. T he
num erical results showed that for a range of the param eter and num ber of
attribute din ensions, the netw orksare \searchablk",m eaning that am inim um
fraction of search paths nd their target.

K leinberg 26, 27] posed a related question: In the absence of attrition,
when does the length of the chains scale In the sam e way as the average
shortest path. Unlke the study of W atts. et al, there is no attrition —all
chains run until com pletion, but need to scale as the actual shortest path In
the network does. In the case ofa am all world netw ork, the average shortest
path scales as N ), where N is the number of nodes. K leinberg proved
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that a sin ple greedy strategy based on geography could achieve chain lengths
bounded by (InN )? under the fllow .ng conditions: nodes are situated on an

m -dim ensional lattice w ith connections to their 2 m closest neighbors and
additional connections are placed between any two nodes w ith probabiliy

p r ™ ,where r is the distance between them . Since in the realworld our
locationsare speci ed prin arily by tw o din ensions, longitude and latitude, the
probability is inversely proportional to the square of the distance. A person

should be four tim es as lkely to know som eone living a block away, than

som eone two city blocks away. However, K leinberg also proved that if the

probabilities of acquaintance do not follow this relationship, nodes would not
be ablk to use a sin ple greedy strategy to nd the target In polylogarithm ic
tim e.

Them odels ofboth W atts et al. and K lkeinberg show that the probability
of acquaintance needs to be related to the proxim ity between ndividuals’ at—
tributes in order for sim ple search strategiesusing only local nform ation to be
e ective.Below we describe experin ents em pirically testing the assum ptions
and predictions of the proposed two m odels.

4.1 M ethod

In order to test the above hypothesis, Adam ic and Adar [l] applied search
algorithm s to em ail netw orks derived from the em ail logsat HP Labs already
described in section 2.A socialcontact wasde ned to be som eone w ith whom
an Individual had exchanged at least 6 em ails each way over the period of
approxin ately 3 m onths. The bidirectionality of the em ail correspondence
guaranteed that a conversation had gone on between the two individuals and
hence that they are fam iliar w ith one another.

Im posing this constraint yielded a network of 436 individualswih a me-
dian num ber of 10 acquaintances and a m ean of 13. T he degree distribution,
shown In Figure 10, ishighly skewed w ith an exponentialtail. This is in con—
trast to the raw power-daw em ail degree distrdbution, used In section 3 and
shown In Figure 8, pertaining to both intemal and extemal nodes and pos—
sessing no threshold in em ail volume. A scale free distrbbution In the raw
netw ork arises because there are m any extemalnodes em ailing just one indi-
vidual inside the organization, and there are also som e iIndividuals Inside the
organization sending out announcem ents to m any people and hence having a
very high degree. However, once we In pose a higher cost or m aintaining a
social contact (that is, em ailing that contact at least six tim es and receiving
at least asm any replies), then there are ew Individuals w ith m any contacts.

4.2 Simulating M ilgram ’s experim ent on an em ail netw ork

T he resulting netw ork, consisting of reqular em ail pattemsbetween HP Labs
em ployees, had 3.1 edges separating any two Individuals on average, and a
m edian of3.Sin ulationsw ere perform ed on the netw ork to determ ine w hether
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Fig.1ll.Emailcommunicationsw ithin HP Labs (gray lines) m apped onto the orga-—
nizational hierarchy (black lines). N ote that em ail com m unication tends to \cling"
to the fom al organizational chart.

m em bers of the network would be able to use a sin ple greedy algorithm to
locate a target. In this sin ple algorithm , each ndividual can use know ledge
only oftheir own em ail contacts, but not their contacts’ contacts, to forward
the m essage.

Threedi erent strategieswere tested, at each step passing the m essage to
the contact who is either

best connected
closest to the target in the organizational hierarchy
sitting In closest physical proxin iy to the target

The rst strategy selects the individual who is m ore lkely to know the
target by virtue of the fact that he/she know s so m any people. It has been
shown [B], that thisisan e ective strategy In power-Jaw netw orksw ith expo—
nents close to 2 (the case oftheun Iered HP Labs em ail netw ork), but that
it perform s poorly in graphs w ith a P oisson degree distribution that has an
exponential tail. Since the distrbution of contacts In the ltered HP network
was not power-law , the high degree strategy was not expected to perform
well, and thiswas veri ed through sin ulation. The m edian num ber of steps
required to nd a random ly chosen target from a random starting point was
17, com pared to the three steps In the average shortest path . Even worse, the
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Fig. 12. Exam pl illustrating a search path using inform ation about the target’s
position In the organizational hierarchy to direct a m essage. N um bers in the square
give the h-distance from the target.

average num ber of steps is 40. T his discrepancy between the m ean and the
median isa re ection ofthe skew ness of the distribution: a few well connected
Individuals and their contacts are easy to nd, but som e Individuals who do
not have m any links and are not connected to highly connected individuals
aredi culk to locate using this strategy.

T he second strategy consisted of passing the m essage to the contact clos-
est to the target in the organizational hierarchy. T he strategy relies on the
observation, illistrated in Figures 11 and 13 that individuals closer together
in the organizationalhierarchy arem ore likely to em ailw ith one another. F ig—
ure 12 illustrates such a search, labelling nodes by their hierarchical distance
(h-distance) from the target. T he h-distance is com puted as llow s: a node
hasdistance one to theirm anager and to everyone they share a m anagerw ith.
D istances are then recursively assigned, so that each node has h-distance 2 to
their rst neighbor’s neighbors, and h-distance 3 to their second neighbor’s
neighbors, etc. A sin ple greedy strategy using inform ation about the organi-
zational hierarchy worked extrem ely well. T he m edian num ber of steps was
only 4, close to the m edian shortest path of 3.W ih the exception of one in—
dividual, whose m anager was not located on site, and who was consequently
di culk to locate, the m ean num ber of steps was 4.7, m eaning that not only
are peopl typically easy to nd, but nearly everybody can be found in a
reasonable num ber of steps.

In the orighalexperim ent by M ilgram the com pleted chains were divided
between those that reached the target through his professional contacts and
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Fig. 13. P robability of linking as a function of the separation in the organizational
hierarchy. The exponential param eter = 0:92, In the searchable range according
to them odel of W atts et al.[49]

those that reached hin through his hom etown. O n average those that relied
on geography took 1.5 steps longer to reach the target, a di erence found
to be statistically signi cant. In the words of Travers and M ilgram [45], the
follow Ing seem ed to occur: \Chains which converge on the target principally
by using geographic inform ation reach hishom etown or the surrounding areas
readily, but once there often circulate before entering the target’s circle ofac—
quaintances. T here isno available nfom ation to narrow the eld ofpotential
contacts which an indiidualm ight have w ithin the town."

Perform ing the an all world experin ent on the HP eam ail network using
geography produced a sin ilar result, in that geography could be used to nd
m ost Individuals, but was slower, taking a m edian num ber of 7 steps, and a
mean of 12.F igure 14 show s the em ail corresoondence m apped onto the phys—
ical Jayout of the buildings. Individuals’ locations are given by their building,
the oor of the building, and the nearest building post (for exam ple \H 15")
to their cubicle. T he distance between two cubicles was approxin ated by the
\street" distance betw een their posts (for exam ple \A 3" and \C 10" would be
€ A) 28+ @0 3) 29=2 28+ 7 2%= 225 feet gpart). Adding
the x and y directions separately re ects the interior topology of the buildings
w here one navigates perpendicular hallw ays and cannot traverse diagonally. If
Individualsare ocated on di erent oorsorin di erentbuildings, the distance
betw een buildings and the length of the stairway are factored in.
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Fig.1l4.Em ailcom m unicationsw ithin HP Labsm apped onto approxin ate physical
Jocation based on the nearest post num ber and building given for each em ployee.
Each box represents a di erent oor in a building. T he lines are color coded based

on the physical distance between the correspondents: red for nearby individuals,
blue for far away contacts.

Figure 16 show sa histogram ofchain lengths resulting from searchesusing
each ofthe three strategies. It show s the clear advantage of using the target’s
position In organizationalhierarchy as opposed to his/her cubicle Jocation to
pass a m essage through one’s em ail contact. It also show s that both searches
using Inform ation about the target outperform a search relying sokly on the
connectiviy of one’s contacts.

4 .3 D iscussion

T he above sin ulated experim ents verify the m odels proposed in [49] and 26]
to explain why indiriduals are able to successfiilly com plete chains in the an all
world experim ents using only local inform ation. W hen individuals belong to
groups based on a hierarchy and are m ore lkely to Interact w ith individuals
w ithin the sam e an all group, then one can safely adopt a greedy strategy —
pass the m essage onto the individualm ost like the target, and they w ill be
m ore lkely to know the target or som eone closer to them .
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Fig. 15. P robability of two individuals corresponding by em ail as a function of the
distance between their cubicles. T he inset show s how m any peopl In totalsit at a
given distance from one another.

At the sam e tim e it is in portant to note that the optinum relationship
between the probability of acquaintance and distance in physical or hierar-
chical space between two individuals, as outlined in 26, 27], are not satis ed.
T he general tendency of individuals In close physical proxin iy to corresoond
holds: over 87% percent of the 4000 an ail links are between individuals on
the sam e oor, and overallthere is a tendency of individuals in close physical
proxin ity to correspond. Still, ndividuals m aintain disproportionately m any
far- ung contacts while not getting to know som e of their closeby neighbors.
T he relationship between probability of acquaintance and cubicle distance r
between two individuals, shown in Figure 15, is well- tted by a 1=r curve.
However, K leinberg has shown that the optimum relationship in two din en—
sional space is 1=r? —a stronger decay in probability of acquaintance than the
1=r observed.

In the case of HP Labs, the geom etry m ay not be quite two din ensional,
because it is com plicated by the particular Jayout of the buildings. H ence the
optinum relationship m ay lie between 1=r and 1=r? . In any case, the coserved
1=r probability of linking show s a tendency consistent w ith M ilgram ’s cbser-
vations about the original sm all world experin ent. At HP Labs, because of
space constraints, re-organizations, and personal preferences, em ployees’ cu—
bicles m ay be rem oved from som e of the co-w orkers they interact w ith. This
hinders a search strategy relying sokly on geography, because one m ight get
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Fig. 16. Resuls of search experin ents utilizing either know ledge of the target’s
position in the organizational hierarchy or the physical location of their cubicle.

physically quite close to the target, but stillneed a number of stepsto nd
an ndividualwho interacts w ith them .

T he sam e istrue, but to a lesserextent, ofthe contacts individuals establish
w ith respect to the organizationalhierarchy. In Section 2 em ail spectroscopy
revealed that while collaborations m ostly occurred w ithin the sam e organi-
zationalunit, they also frequently bridged di erent parts of the organization
or broke up a single organizationalunit into noninteracting subgroups. T he
optin um relationship derived In R7] for the probability of linking would be in—
versely proportionalto the size of the sn allest organizationalgroup that both
Individuals belong to. H ow ever, the observed relationship, shown in Figure 17
isslightly o ,withp g 3%, gbeing the group size.

O verall, the results of the em ail study are consistent w ith the m odel of
W attset al. @9]. Thism odeldoes not require the search to nd near optin um
paths, but sin ply determm ines when a network is \searchablk", m eaning that
fraction ofm essages reach the target given a rate ofattrition.T he relationship
found betw een separation in the hierarchy and probability of correspondence,
shown In Figure 13, is well wihin the searchabl regine identi ed in the
m odel.

The study of Adam icand Adarisa rst step, validating thesem odelson a
an all scale. T he em ail study gives a concrete way of cbserving how the am all
world chains can be constructed. U sing a very sin ple greedy strategy, indi-
viduals across an organization could reach each other through a short chain
of cow orkers. It is quite likely that sim ilar relationshipsbetw een acquaintance
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ship derived In R7]isp g L, g being the group size. T he observed relationship is
3=4

p g .

and proxim ity (geographical or professional) hold true In general, and there-
fore that an allw orld experin ents succeed on a grander scale for the very sam e
reasons.

5 Conclusion

In this chapter we reviewed three studies of nform ation ow in social net-
works. The rst developed a m ethod of analyzing em ail com m unication au—
tom atically to expose com m unities of practice and their leaders. T he second
show ed that the tendency of individuals to associate according to com m on in—
terests in  uences the way that Inform ation spreads throughout a socialgroup.
Tt soreads quickly am ong Individualsto whom it is relevant, but unlke a virus,
isunable to nfect a population indiscrim inately. T he third study showed why
an all world experin ents work —how individuals are able to take advantage
of the structure of socialnetworks to nd short chains of acquaintances. A 1L
three studies relied on em ail com m unication to expose the underlying social
structure, which previously m ay havebeen di cul and labor-intensive to ob—
taln. W e expect that these ndings are also valid w ith other m eans of social
com m unication, such as verbal exchanges, telephony and instant m essenger
system s.
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