cond-mat/0311212v1 [cond-mat.stat-mech] 10 Nov 2003

arxXiv

E ciency and reliability of epidem ic data dissem ination in com plex netw orks

Yam ir M oreno,*’? M aziar Nekovee,® and A lessandro Vespignani’
'p epartam ento de F sica Teorica, Universidad de Zaragoza, Zaragoza 50009, Spain.
2Instituto de B iocom putacion y F sica de Sistem as Com pkJps,
Universidad de Zaragoza, Zaragoza 50009, Spain
3Comp]exjj:y Research G roup, Polaris 134, BT Exact, M artlesham , Su ok IP5 3RE, UK
* Lalbomatoire de Physique Theorique (UMR du CNRS 8627),
Batim ent 210 Universite de ParisSud 91405 ORSAY Cedex - France
D ated: April 14, 2024)

W e study the dynam ics of epidem ic spreading processes ain ed at spontaneous dissem nation
of inform ation updates In populations w ith com plex connectivity pattems. The in uence of the
topological structure of the network in these processes is studied by analyzing the behavior of
several global param eters such as reliability, e clency and load. Large scale num erical sin ulations
of update spreading processes show that while networks w ith hom ogeneous connectivity pattems
pem it a higher reliability, scale-free topologies allow for a better e ciency.

PACS numbers: 89.75.%, 89.75Fb, 05.70.Jk, 0540 a

M odem society increasingly relies on large scale com puter and com m unication networks, such as the Intemet.
A mapr challenge In these networks is the developing of reliable algorithm s for the dissem ination of infom ation
from a given source to thousands, or even m illions, of users such as for new s and stock exchange updates, mass ke
transfers and Intemet broadcasts E,.Z] In epidem ic-inspired com m unication this isachieved by exploring a m echanism
analogousto the spreading of Infectious diseases in populations B,A] Indeed, epidem ic data dissem ination in com puter
and com m unication netw orks show interesting parallels w ith both disease propagation in populations and the spread
of rum or In socialnetw orks. T he inform ation spreads lke a benign epidem ic through local interaction betw een nodes
which forward the m essage they receive to a random selection of their peers in the netw ork, until the whole system
becom es \infected" w ith nfomm ation. T he great advantages of epidem ic-style com m unication is that dissem ination
proceeds on a localbasis, w thout any co-ordination from a central organizing body E, -'_4]. T hese protocols are also
highly resilient to sudden failure of com m unication links and nodes.

A relevant result in them athem aticaltheory ofepidem ics is that the spreading of infection in a population is strongly
a ected by the pattems of connectivity in the underlying contact networks. In particular In scale-free topologies,
characterized by degree distrbutions w ith power law behaviorP &) k B, #,}], the statistical relevance of hubs
m akes the netw ork highly perm eable to attacks ig, -'_9, :_Z[(j] and the spreading of infections f_l-]_]] and highlights the need of
specialin m unization strategies. T his result suggests that the topology ofthe underlying com puter and com m unication
netw ork m ight heavily a ect the perform ance of epidem icstyle data dissem ination protocols. Surprisingly, how ever,
the in pact of netw ork topology on such protocols has not been thoroughly explored, although the resuls could have
an in portant technological value. Indeed, these protocols potentially nd a large spectrum of application such as
m obile com m unication netw orks and, m ore recently, resource discovery in the so-called peerto-peer system s built on
top of the Intemet tlZ], and nally in grid com puting I:LE)

In this paperwe de ne a sin ple epiden ic data dissam ination m odel and perform a detailed num erical study of the
dynam ics ofthe inform ation propagation in netw orksw ith diverse topologicalproperties. O urbasicm odelis a slightly
m odi ed version ofthe D aley and K endall © K ) m odel flli :Lﬂ :lé] and it can be considered as the sin plest epidem ic
algorithm for the updating of distributed databases [4 :17 W e study the m ain relevant features of the m odel such
as the reliability of the dissam nation process and the am ount oftra ¢ generated by the dynam ics. Speci cally, we
study two di erent prototypicalnetw orks: a random hom ogeneous netw ork Q& ] and a scalefree network. T he resuls
obtained point out that in the hom ogeneous topology the epidem ic process provides a m ore reliable updating of the
netw ork. T he scale-free topology, on the other hand, allow s the algorithm to perform m ore e ciently in tem s of the
generated tra c. Fially, we com pare the present m odelw ith a determ inistic broadcast process and nd that in a
w ide range of the m odel param eters the epidem ic algorithm ism ore e cient.

Them odelwe shall consider is de ned in the follow ing way. Each ofthe N elem ents of the netw ork can be in three
possble states. W e calla node holding an update and w illing to transm it it a spreader. N odes that are unaw are ofthe
update w illbe called ignorants w hile those that already know it but are not w illing to spread the update anym ore are
called sti ers. W e denote the densiy of ignorants, spreadersand sti ersattinetas (), ) and s(), resoectively
such that orallt, () + () + st) = 1. The soreading process takes place along the links between spreaders
and ignorants. Each tim e step soreaders contact one (or m ore) neighboring node. W hen the spreader contacts an
ignorant, the last one tums Into a new spreader at a rate . On the other hand, the soreader becom es a sti er w ith
rate 1= if a contact with another spreader or a sti er takes place f_l-g'] The param eter can be considered as the
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1 2 3 4 5 6 8 9
Rw 5[0.831({0.962|0.986(0.994|0.996|0.996|0.998|0.999
Rea [0.368|0.684|0.781|0.874(0.932|/0.952|0.977|0.987

TABLE I:Reliability of the egpidem ic process, de ned as the density of nodes that has received the update, in theW S and BA
netw orks for di erent values of the param eter

average num ber of contacts w ith spreader/sti er nodes before the spreader tums itself into a sti er. T his dynam ics
m In ics the attem pt of di using an update or rum or by nodes w hich have been recently updated. At the same tin e,
if a node attem pts too m any tin es to com m unicate the update to nodes which have already received it, it stops
the process tuming iself into a sti er. In other words, the node realizes that the update has lost its novelty and
becom es uninterested in di using it. T he present dynam ics thus introduces a trade-o In m axim izing the num ber of
updated nodes and m inin izing the num ber of contacts attem pted. O bviously, the e ciency of the soreading process
w ill depend on the rate at which indiriduals loose Interest in fiirther spreading of the rum or and the topology of the
underlying netw ork.

At the mean— eld level and usihg the hom ogeneous assum ption for the network connectivity pattem, the tine
evolution of ignorants, spreaders and sti ers is described by the sin ple set of equations
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where s (t) is obtained by the nom alization condition s() = 1 (t) (t) t_l-é_;, :_Z[§'] T he dynam ics asym ptotically
evolves to the state (1 ) = 0 In which the system is frozen. Noticeably, n random hom ogeneous netw orks, the

density s(1 ) of elem ents which are aware of the update is alwaysa nite fraction of the whole population f_l-éj, :_L-E_;]
T he hom ogeneous assum ption is, how ever, not valid anym ore in the case of heterogeneous scale—free netw orks w here
i isknown that spreading processesm ay show very di erent properties f_l]_;] In particular, an explicit dependence on
the nodes’ degree k m ust be Included in the rate equations. W hike a generalanalytical solution cannot be obtained in
this case, num erical studies on scalefree netw orks can be used to evaluate the reliability and e ciency of this process
in m ore com plex topologies|l4, 15].

In the present nvestigation we used two speci c network m odels. F irst we consider the B arabasiA bert BA ) net—
w ork E]. In thism odel, starting from a set ofm ¢ nodes, one preferentially attaches each tin e step a new Iy introduced
node to m older nodes. T he procedure is repeated m any tin es and a network w ith a power law degree distribution
P k) k wih = 3 and average connectivity hki = 2m builds up. This network is a clear exam pl of highly
heterogenous network, in that the degree distribution has unbounded uctuations. A s a reference of hom ogeneous
netw orks we considered the W atts-Strogatz W S) netw ork [_29‘] In the case of com plete random rew iring. In this case,
one starts from a ring with N nodes, each of them connected symm etrically to 2K neighbors. W ith probability p
each link connected to a clockw ise neighbor is rew ired to a random ¥y chosen node; otherw ise it is preserved. A fter
enough ierations a random network with an exponential connectivity decay for large k and hki= 2K is generated.
Henceforth, wewillusem o= m = 3 orthe BA network and p= 1 and K = 3 fortheW S modelgiving hkki= 6 for
both netw orks.

W e have perform ed large scale num erical sin ulations by applying repeatedly the rules stated above on BA and W S
networks. Initially, (0)= %, (0)= &,ands(0)= 0, ie, we start from a single spreaderwho is w illing to spread
the update through the network. At every tin e step, each ofthe N gpreaders contacts all its neighbors In a random
sequence, unless during a contact it tums into a sti er. In this case i Inm ediately stops contacting fiirther nodes.
T his account for the larger tranan ission capabilities ofhigh degree nodes that can reach a larger num ber of neighbors
as goeci ed by the heterogeneous netw ork topology. T he dynam ical rules of the m odel are applied in parallel. The
sizes ofthe netw orks used in the sin ulations carried out range from N = 10° nodestoN = 10° nodesand allnum erical
results have been obtained by averaging at least over 10 di erent netw orks and 10° iterations. T he param eter m ay
be varying as for the case of com m unication networks where it is known that the rate of packet loss is not always
zero. N evertheless, w thout loss ofgenerality, = 1 since i just xesthe tin e scale by rescaling opportunely the rate
1= in theEqg. g O n the other hand, we vary the rate at which spreaders decide not to com m unicate the update any
more from = 1to = 10 and m onitor several quantities of nterest.

In order to characterize the propagation processwe rst focuson the reliability R ofthe rum or propagation de ned
asthe naldensity s(1 ) ofnodesthat have got the update w hen the process dies out. For obvious practicalpurposes,
any algorithm or process that em ulates an e cient soreading of a given m essage or data packet will try to raise as




FIG . 1: Relative density of ignorants 1 Ry as a function of their connectivity k at the end of the spreading process in SF
netw orks for di erent values of the param eter T he size of the network isalwaysN = 10* nodes.

much aspossible thism agnitude. In Tab]e:_iwe report the reliability ofthe spreading process for the BA netw ork and
the random graph generated with the W S algorithm with p = 1 for several values of the param eter . A s noticed
previously [_ié], In theW S network the num ber of sti ers at the end ofthe process is already high even or = 1, and
the BA network appears lss reliable. In general, i results that hom ogeneous netw orks allow s a larger reliability R to
epidem ic updating processes. T his is not straightforward and one m ay think that the existence of hubs in scale-free
netw orks helps propagate the rum or. However, a closer look at the soreading dynam ics tells us that the presence
of hubs introduces con icting e ects in the dynam ics. W hilke hubsm ay in principle reach a larger num ber of nodes,
soreader-spreader and spreader-sti er interactions get favored on the long run. Indeed, it is very unlikely that a hub
In the spreader state contacts all its ignorant neighbors before tuming into a sti er. Once a few hubs are tumed
Into sti ersm any of the neighboring nodes could be isolated and never get the update. In this sense, hom ogeneous
networks allow foram ore capillary di usion ofthe update, since allnodes contrbute equally to the m essage-passing.
T his is opposite to what happens in the usual epidem ic spreading m odel in heterogeneous netw orks m odels. T hese
m odels Jack ofan Infected recovery rate induced by neighbors already infected and fully exploit the advantage ofhub’s
large degree [_1-1:]

T he previous discussion, how ever, refers only to average properties. In SF netw orks the connectivity distrdbution is
high} heterogeneous and it is interesting to have a m ore detailed insight on the reliability of the process for di erent
connectivity classes. It m ay be particularly relevant that a higher R corresponds to the highly connected nodes, the
hubs, which have a dom nant role in the system . Figure Q} show s the behavior of the reliability Ry measured as a
function of the nodes connectivity k. This am ounts to the relative density of nodes w ith connectivity k that have
received the update and it ism easured as Ry = hNS—i i, where Sy and N denote the totalnum ber of sti ers and the
totalnum ber of nodes w ith degree k, respectively. T he hi represents the average overm any realizations. T he resuls
con m that during the soreading dynam ics it is very likely that highly connected nodes are reached by the update.
In fact 1 Ry decreases exponentially with k and very high levels of reliability are cbtained well before the natural
cut-o of the network (ky ax 10°) even for m oderate values of . This is an Interesting feature signaling that
heterogeneous topologies can be considered reliable as far as the "hubs" are concemed. W e should note, how ever,
that since the reliability is not a m odel independent quantity, this result m ight depend upon the speci c details of
the rum or algorithm .

In general, one does not only want to have high reliability levels, but also the lowest cost In temm s of netw ork load
i_d, :_lj] T his is generally achieved by in posing the m inim um possble load to the network. Here, we de ne the load
L in posed to the network as the num ber of contacts established per node, ie., how m any m essages on average each
node sends to its neighbors in order to propagate the update. By using this quantity, an obvious de nition of the
globale c:iency E ofthe whol process is represented by the num ber of individuals w ho have got the update peruni
of load, E = & . Tts physicalm eaning is straightforward: the e ciency is equal to the fraction of \usefilm essages"
(hum ber of SJtes reached by the rum or) over total \load" im posed to the system . In F ig. d, we report the behavior
of the e clency of the spreading process as a function of . In this case, the scale-free topology appears the m ost
e cient for data dissem nation. Indeed, the relative di erence between SF and W S networks In globale ciency is
larger than 10% up to valies of = 5. This can be appreciated also by looking at the nset In Fig. .%. For both
topologies the load on the network grows wih , but the load inposed on SF networks is always an aller than on
W S nets. Finally, it is interesting to com pare the epidem ic algorithm e ciency w ith those of the sin plest broadcast
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FIG.2: E cincy of the rum or spreading process as a function of in networksofsize N = 10 4. Resuls are com pared w ih
the e clency of the basic broadcast algorithm that is represented by the thick line. The inset show s the grow th of the load
generated as a function of the param eter

strategy. This strategy essentially consists of a determ inistic m essagepassing of each elem ent to all its neighbors
except the one from which the rst update hasbeen received. Thisway, a reliability R = 1 is achieved since allnodes
are surely contacted. In this case, the load is sinply given by hki 1. In the case of networks w ith hki= 6 as the
one used In the present study, the e ciency of the broadcast strategy is therefore E = 02. It is interesting to note

that In both the BA and the W S case, the epidem ic algorithm achieve a better e ciency for a w dde range of values of
the param eter . This indicates that epidem ic algorithm s can provide attractive altematives to broadcast solutions
so far as the e ciency is concemed.

Tt is worth stressing that we are considering strategies in which the nodes do not have m em ory; ie. they m ay try
to resend a m essage to a node that hasbeen contacted before. Tt is possble, however, to conceive di erent dynam ics
of the updating spreading strategies in which a tradeo between the m em ory introduced In the process and the
optim ization of reliability and e ciency is opportunely chosen. O ther options rely on a carefil tuning of the local
m essage sending dynam ics. For Instance, we considered the case In which each spreader contacts only one node at
each tin e step, reducing the e ects of the hubs. This sin ple change allow s for higher levels of e ciency, however,
at the price of a much lower reliability. In general, thus i is possible to devise and tailor di erent processes that
optin ize one or m ore features of the update spreading on a given topology. W e defer a m ore detailed study of this
issue to future work.

In summ ary, we have studied the e ect of the com plex topological properties of m any real networks In epidem ic
strategies for the com m unication of updates. T he obtained resuls stin ulate the seeking of heuristics and analytical
m ethods to optin ize egpidem ic algorithm s taking Into account the speci ¢ topology of the underlying network. T hese
studiesm ay have a Jarge in pact in technologicaland com m unication netw orks w here the use of rum or-lke algorithm s
m Ight becom e a practice for data dissem ination, reliable group com m unication or replicated database m aintenance.
Finally, they m ight provide a deeper understanding for social phenom ena such as the spreading of new ideas In a
population or the e ciency ofm arketing cam paigns.
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