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N eural cryptography isbased on a com petition betw een attractive and repulsive stochastic forces.
A feedback m echanian is added to neural cryptography which increases the repulsive forces. U sing
num erical sin ulations and an analytic approach, the probability of a successfiil attack is calculated
for di erent m odel param eters. Scaling law s are derived which show that feedback im proves the
security ofthe system . In addition, a netw ork w ith feedback generates a pseudorandom bit sequence
which can be used to encrypt and decrypt a secret m essage.

PACS numbers: 84.354 i, 87.18.85n, 89.70 + c

I. NTRODUCTION

N euralnetworks leam from exam ples. W hen a system
of Interacting neurons ad justs its couplings to a set ofex—
temally produced exam ples, this network is able to esti-
m ate the rule w hich produced the exam ples. T he proper-
ties of such netw orks have successfully been Jnvest:gated
using m odels and m ethods of statistical physics D:, -2!1]

Recently this research program has been extended to
study the properties of interacting netw orks ij, :_4]. Two
networks which lam the exam ples produced by their
partner are able to synchronize. This m eans that af
ter a training period the two netw orks achieve identical
tin e dependent couplings (synaptic weights). Synchro—
nization by m utual leaming is a phenom enon which has
been applied to cryptography B, @l.

To send a secret m essage over a public channel one
needs a secret key, either for encryption, decryption, or
both. In 1976, Die and Hellm ann have shown how
to generate a secret key over a public channel w ih-
out exchanging any secret m essage before. Thism ethod
is based on the fact that| up to now | no algorithm is
known which nds the discrete logarithm of large num —
bers by feasble com puter power ij.].

R ecently it hasbeen shown how to use synchronization
of neural networks to generate secret keys over public
channels ES]. T his algorithm , called neural cryptography,
is not based on num ber theory but i contains a physi-
calm echanisn : T he com petition between stochastic at—
tractive and repulsive forces. W hen this com petition is
carefully balanced, two partnersA and B are able to syn—
chronize whereas an attacking network E hasonly a very
low probability to nd the comm on state of the comm u—
nicating partners.

T he security of neural cryptography is still being de—
bated and investigated E_S, :_9, :_fg, :_fl:, :_l-gi] In this paper
we Introduce a m echanism which is based on the gener-
ation of inputs by feedback. This feedback m echanism
Increases the repulsive forces between the participating
netw orks, and the am ount of the feedback, the strength
of this force, is controlled by an additional param eter of

FIG.1:

A treeparity machinewih K = 3 and N = 4.

ourm odel.

A m easure of the security of the system is the prob-
ability Pr that an attacking network is successful. W e
calculate Py obtained from the best known attack ] or
di erentm odelparam eters and search for scaling proper-
ties of the synchronization tin e aswellas for the security
m easure. It tums out that feedback in proves the secu-—
rity signi cantly, but i also increases the e ort to nd
the comm on key. W hen thise ort is kept constant, feed—
back only yields a sn all In provem ent of security.

II. REPULSIVE AND ATTRACTIVE
STOCHASTIC FORCES

Them athem aticalm odelused in this paper is called a
treeparity m achine (TPM ), sketched in FJg:!: Tt consists
ofK di erent hidden units, each ofthem being a percep—
tron with an N -din ensionalweight vectorwy . W hen a
hidden unit k receives an N -dim ensional input vector xx
it produces the output bit

k= SgnWyx : 1€)

The K hidden units
the totalnetw ork by

x de nea common output bit of
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In this paper we consider binary input values x5 2
f 1;+ lganddiscreteweightswy;; 2 £ L; L+ 1;:x5L
1;Lg, where the Index j denotes the N com ponents and
k the K hidden units.

Each of the two comm unicating partners A and B
has is own network wih an identical TPM architec—
ture. Each partner selects random initialweight vectors
wp (t= 0)andw} (t= 0).

Both of the netw orks are trained by theirm utual out—
putbits ® and B .At each training step, the two net-
works receive comm on input vectors xy and the corre-
soonding outputbi ofitspartner. W eusethe follow ing
leaming rule.

(1) If the output bits are di erent, * 6 B, nothing
is changed.

@) If = B only the hidden units are trained
which have an output bit identical to the com m on
output, ; = = A7B

(3) To adjist the welghts we consider three di erent
laming rules.

(i) AntiH ebbian leaming

wy =wr % (k) (R P): @)

(i) Hebbian leaming

wy =wit xe (k) (%) @)

(iil) Random walk
we=wietxe () (% F): ©)

If any component wy;; moves out of the interval

N ote that for the last rule, the dynam ics of each com —
ponent is identical to a random walk wih re ecting
boundaries. The only di erence to usual random walks
is that the dynam ics is controlled by the 2K global sig—
nals ﬁ:B which, n tum, are detem ined by the ensem —
ble of random walks. Two corresponding com ponents of
the weights of A and B receive an identical input x;;,
hence they m ove into the sam e direction if the control
signal allow s both of them the move. A s soon as one
of the two corresponding com ponents hits the boundary
their m utualdistance decreases. Thism echanian nally
leads to com plkete synchronization, w2 () = wP () rall
t  Gync-

On average, a common step leads to an attractive
force betw een the corresponding w eight vectors. If, how —
ever, only the weight vector of one of the two partners
is changed the distance between corresponding vectors
Increases, on average. Thism ay be considered as a re—
pulsive force between the corresponding hidden units.

A laming step In at least one of the K hidden unis
occurs if the two output bits are identical, » = 2 . W
this case, there are three possbilities for a given pair of
hidden units:

(1) an attractive m ove for

@) arpulsvemove or £ 6 P;

@) andnomoveatallor ; = 2 6 277,

W ewant to calculate the probabilities for repulsive and
attractive steps [_d,:_lg]. T he distance betw een tw o hidden
units can be de ned by their m utual overlap

A
W
K= & “q‘E : @)

wi ¢ owp ¥

The probability x that a comm on random ly chosen
nput xx kadsto a di erent output bt § 6 | ofthe
hidden unit is given by Q]

1
k = — arccos g (7)

The quantiy y is a m easure of the distance between
the weight vectors of the corresponding hidden units.
Since di erent hidden units are independent, the values

x determ ine also the conditional probability P, for a
repulsive step between two hidden units given identical
output bis of the two TPM s. In the case of identical
distances, x = ,one nds forK = 3

P(y$6 £3°= ")

= 26 )° : @®)
@ p+3a )2

P, =

O n the other side, an attackerE m ay use the sam e al-
gorithm as the two partnersA and B . O bviously, it will
m ove is weights only if the output bits of the two part-
ners are dentical. In this case, a repulsive step between
E and A occurs w ith probability P, = where now is
the distance between the hidden unis ofE and A .

N ote that for both the partners and the attacker one
has the Inportant property that the networks rem ain
identical after synchronization. W hen one has achieved

= 0 at som e tin e step, the distance rem ains zero for-
ever, according to the previous equations for P,.. How—
ever, although the attacker uses the sam e algorithm as
the tw o partners, there isan in portant di erence: E can
only listen but it cannot In uence A orB . T his fact lkeads
to the di erence In the probabilities of repulsive steps;
the attacker has always m ore repulsive steps than the
tw o partners. For an all distances 1, the probability
P, Increases linear w ith the distance for the attackerbut
quadratic for the two partners. This di erence between
laming and listening leads to a tiny advantage of the
partners over an attacker. The subtle com petition be-
tw een repulsive and attractive stepsm akes cryptography
feasble.

O n the other side, there is always a nonzero probabilk-
ity Pg that an attacker will synchronize, too [_l-]_:] For
neural cryptography, P should be as an all as possible.
T herefore it is usefiil to investigate synchronization for



di erent m odels and to calculate their properties as a
function of the m odel param eters.

Here we investigate a m echanism which decreases Py ,
nam ely we Include feedback in the neuralnetworks. The
Input vectors xx are no longer com m on random num bers,
but they are produced by the bits of the correspond-
Ing hidden units. T herefore the hidden units of the two
partners no longer receive an identical input, but two
corresponding input vectors separate with the num ber
of training steps. To allow synchronization, one has to
reset the two inputs to comm on values affer som e tim e
Interval

For nonzero distance > 0, this feedback m echanisn
creates a sort of noise and increases the num ber of re—
pulsive steps. A fter synchronization = 0, feedback will
produce only identical input vectors and the netw orks
m ove w ith zero distance forever [4].

Before we discuss synchronization and several attack—
Ing scenarios, we consider the properties of the bit se—
quence generated by a TPM w ith feedback.

ITII. BIT GENERATOR

W e consider a single TPM network with K hidden
units, as in the preceding section. W e start with K ran—
dom Input vectors xyx . But now, for each hidden unit k
and for each tim e step t, the Input vector is shifted and
the output bit ¢ (t) is added to its st com ponent I:_L-G_:]
Sin ultaneously, the weight vector w  is trained accord-
Ing to the antiH ebbian rule, Eq. (:3') . Consequently, the

bit sequence (t) generated by the TPM is given by the
equation
0 1
¥ byl
©=smC w0 k€ IP ©)

k=1 =1

Sin flar bit generatorswere introduced in R ef. [_1-j] and
the statistical properties of their generated sequences
were investigated [_l-g] Here we study the correspond-—
ing properties for our TPM w ith discrete weights.

The TPM network has 28V possble nput and QL +
1)¥ ¥ weight vectors. T herefore our determ inistic nite
state m achine can only generate a periodic bit sequence
whose length 1is lin ited by @L + 2)¥ N |

Our numerical sinulations show that the average
length hli of the period indeed increases exponentially
fast with the size KN of the network, but it is much
an aller than the upper bound. ForK = 3 and L > N
we ndhli/ (:69)% , independent of the number L of
weight values.

T he network takes som e tin e before it generates the
periodic part ofthe sequence. W e nd that this transient
tin e also scales exponentially w ith the system size K N .
This m eans that, for su ciently large values of N , say
N 100, any sin ulation of the bit sequence ram ains In
the transient part and w ill never enter the cyclk.
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FIG.2: Probability Psync as a function of the fraction ay
of initially known weights, calculated from 1000 sin ulations
wih K = 3and N = 100.
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FIG .3: The average overlap between student and generator
as a function of the number of steps forK = 3, L = 5, and
N = 100.

The bi sequence generated by a TPM wih K > 2
cannot be distinguished from a random bit sequence. For
K = L = 3 we have num erically calculated its entropy
and fund the value In 2 asexpected from a truly random
bi sequence. In addition, we have perform ed several
tests on random ness as described by K nuth t_l-g]. W edid
not nd any correlations between consecutive bits; the
bit sequence passed all tests on random ness w ithin strict
con dence levels.

A Tthough the bit sequence passed m any know n testson
random num bersweknow that it isgenerated by a neural
netw ork. D oes this know ledge help to estin ate correla—
tions of the sequence and to predict ? In fact, for a
sequence generated by a perosptron (TPM wih K = 1),
another perceptron trained on the sequence could achieve
an overlap to the generator E].

Consider a bi sequence generated by a TPM wih
the antiH ebbian rule. Another TPM (the \student") is
trained on this sequence using the sam e rule. In addition,
if the output bit disagrees w ith the corresponding bit of
the sequence, we use the geom etric m ethod ofR ef. @] to
perform a training step.



Figures & and § show that or K = 3 hidden units,
it is not possble to obtain an overlap to the generating
TPM by laming the sequence. O nly if the initial over—
lap between the generator and the student is very large
there is a nonzero probability P sy that the student w ill
synchronize w ith the generator. If it does not synchro—
nize, the overlap between student and generator decays
to zero.

Summ arizing, a TPM network generates a pseudoran—
dom bit sequences which cannot be predicted from part
ofthe sequence. A s a consequence, for cryptographic ap—
plications, the TPM can be used to encrypt and decrypt
a secret m essage after it has generated a secret key.

v . SYNCHRONIZATION

A sshown in thepreceding section,a TPM cannot leam
the bi sequence generated by another TPM since the
two Input vectors are com pletely separated by the feed-
back mechanisn . This also holds for synchronization
by mutual leaming: W ih feedbadck, two networks can—
not be attracted to an identical tim e dependent state.
Hence, to achieve synchronization, we have to introduce
an additional m echanisn which occasionally resets the
tw o Inputs to a comm on vector. T his reset occurs w hen—
ever the system has produced R di erent output bits,

Ak) 6 B (). ForR = 0 we cbtain synchronization
w ithout feedback, w hich hasbeen studied previously, and
for large values of R the system does not synchronize.
A ccordingly, we have added a new param eter in our al-
gorithm which increasesthe synchronization tin e aswell
as the di culty to attack the system . In the follow Ing
tw 0 sections, we investigate synchronization and security
ofthe TPM w ith feedback quantitatively.

W e considertwo TPM sA and B which start w ith dif-
ferent random weights and comm on random inputs. The
feedback m echanism is de ned as follow s.

(i) A fler each step t the input is shifted, xy;4 €+ 1) =
Xk;5 1 (6) orj> 1.

(i) If the output bits agree, 2 (t) = B (t), the out—
put of each hidden unit isused as a new nnput bi,
Xpa (E+ 1) = (), otherwise allK pairs of in—
put bits xx;; (t) are set to comm on public random
values.

(i) A flerR stepswith di erentoutput, ® )6 B @),
all Input vectors are reset to public comm on ran—
dom vectors, xﬁ;j t+ 1) = XE;j t+ 1).

Feedback creates correlationsbetw een the weights and
the inputs. Therefore the system becom es sensitive to
the lraming rule. W e nd that only for the antiH ebbian
nk Eq. i_i%) , the com ponents ofthe weights have a broad
distrdbbution. The entropy per com ponent is larger than
99% ofthem axin alvalie In QL + 1). Forthe Hebbian or
random walk rule, the entropy ismuch am aller, because

10°F I
0 ]
10°r -
e | |
2
10°F .
0O R=0 — 52L ]
i 0 R=100 8L ]
1 | | | | | | | |
107 2 3L 5 6 7 8 910

FIG .4: Average synchronization tin e tsync and its standard
deviation as a function of L, found from 10 000 sin ulation
runswith K = 3and N = 10000. The Ine 52L° is a result of
linear regression forR = 0.
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FIG.5: The synchronization tine tsync and its standard

deviation as a function of L, averaged over 10 000 runs of the
irerative equations forK = 3.

the values of the weights are pushed to the boundary
valies L. Therefore the network w ith the anti-H ebbian
rule o ers less nform ation to an attack than the two
other rules.

In Fjg.:ff we have num erically calculated the average
synchronization tin e as a function of the number L of
com ponents for the antiH ebbian rule. O bviously, there
is a large deviation from the scaling law toync / L? as
observed or R = 0. Our sinulations for larger values
ofN , which are not ncluded here, show that there exist
strong nite size e ects which do not allow to derive a
reliable scaling law from the num ericaldata.

Fortunately, the Im it N ! 1 can be perform ed ana—
Itically. The sinulation of the K N weights is replaced
by a sin ulation ofan (2L + 1) (2L + 1) overlap m atrix
f;‘;b for each hidden unit k which m easures the fraction
of weights which are In state a for the TPM A and in
stateb orB [13,120].

W e have extended this theory to the case of feedback.
A new variable i (t) is introduced which isde ned asthe
fraction of input com ponents xy ;5 which are di erent be-
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FIG.6: The success probability Pg as a function of L, aver-
aged over 10 000 sinulationswih K = 3 and N = 1000.
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FIG.7: The coe cient u as a function of the feedbrack pa—
ram eter R, calculated from the results shown In Fjg.l_d.

tween the corresponding hidden units of A and B . This
variable changes wih tim e, and i In uences the equa-
tion ofm otion for the overlap m atrix f;‘;b (t) . D etails are
described in the A ppendix.

F jgure-r_S show s the results of this sam ianalytic theory.
Now,in thelm it ofN ! 1 ,theaverage synchronization
tin e can be tted to Increase with a power of L, roughly
proportionalto L2 . T he data indicate that only the pref-
actor but not the exponent depends on the strength R
of the feedback; the prefactor seem s to increase linearly
wih R.

Hence, if the network is large enough, feedback has
only a snalle ect on synchronization. In the follow ing
section we Investigate the e ect of feedback on the se-
curity of the network: How does the probability that an
attacker is successfiil depend on the feedback param eter
R?

V. ENSEMBLE OF ATTACKERS

Up to now, the m ost successful attack on neural cryp—
tography is the geom etric attack [g, 111]. The attacker
E usesthe same TPM wih an identicaltraining step as
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FIG .8: The success probability P asa function ofL, found
from 10 000 runs of the iterative equations forK = 3.
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FIG.9: The coe cint y asa function of the feedback pa—

ram eter R, calculated from the results shown In Fjg.ng.

the two partners. That means, only or » = B the
attacker perform s a training step. W hen is output bit

E agrees w ith the two partners, the attacker trains the
hidden units which agree w ith the comm on output. For

E 6 2B however, the attacker rst inverts the out—
putbi x forthe hidden unit with the am allest absolute
valie of the ntemal eld and then perfom s the usual
training step.

For the geom etric attack the probability Py that an
attacker synchronizes wih A and B is nonzero. Conse—
quently, if the attacker uses an ensamble of su ciently
m any netw orks there is a good chance that at least one
ofthem will nd the secret key.

W e have sin ulated an ensem ble of attackers using the
geom etric attack for the two TPM s w ith feedback and
anti ebbian leaming rule. O f course, each attacking
network uses the sam e feedback algorithm as the two
partner networks. Figure -'_6 show s the results of our
num erical sin ulations. The success probability Py de-
creases w ith the feedback param eter R . For the m odel
param eters shown in Fjg.-'_é we ndthatPg can be tted
to an exponential decrease w ith L2,

Py / e L7 10)
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FIG .10: The success probability Pg as a function of the av-
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The coe cient u increases linearly wih R, as shown
in Fig.i]. The scaling Eq. {10)], however, isa nite size
e ect. For large system sizes N , the success probability
decreases exponentially w ith I instead ofL?,

Pr / e YE: (11)

Thiscan be seen from thelm i N ! 1 which can be
perform ed w ith the analytic approach of the preceding
section. Now the dynam ics of the system is described by
a tensor f;‘;b;e for the three networks A, B, and E and
corresponding variabls 2; P; T . Details are given in
the A ppendix.

Figure § indicates the exponential scaling behavior
Eq. (i1)] ©r several values of R . The coe cient y in—
creases linearly with R, as shown in Fjg.:_g.

T hese results show that feedback im proves the security
ofneuralcryptography. T he synchronization tin e, on the
other side, increases, too. D oces the securiy ofthe system
In prove for constant e ort of the two partners?

This question is answered in Fig. 10 which shows the
probability Pr as a function of the average synchroniza—
tion tim e, again for several values of the feedback pa—
ram eter R . On the logarithm ic scale shown for Py , the
security does not depend m uch on the feedback . For con—
stant e ort to nd the secret key, feedback yieldsa an all
In provem ent of security, only.

VI. CONCLUSIONS

N eural cryptography is based on a delicate com peti-
tion betw een repulsive and attractive stochastic forces. A
feedback m echanian hasbeen introduced which am pli es
the repulsive part of these forces. W e nd that feedback
Increases the synchronization tim e of two networks and
decreases the probability of a successfiil attack.

T he num erical sin ulationsup toN = 10° do not allow
to derive reliable scaling law s, neither for the synchro—
nization tim e nor for the success probability. But the

ImiE N ! 1 which can be perform ed analytically indi-
cates that the scaling law s w ith respect to the num ber
L of com ponent values are not changed by the feedback,
only the respective coe cientsarem odi ed. T he average
synchronization tin e ncreases w th L? while the prob-
ability P of a successfiil attack decreases exponentially
with L, for huge system sizesN .

A coordingly, the security ofneural cryptography is in —
proved by including feedback in the training algorithm .
But sin ultaneously the e ort to nd the comm on key
rises. W e nd that ora xed synchronization tim e, feed—
back yields a an all in provem ent of security, only.

A fter synchronization, the system is generating a pseu-—
dorandom bit sequence which passed all tests on ran—
dom num bers applied so far. Even if another network is
trained on thisbit sequence it isnot able to extract som e
Inform ation on the statistical properties of the sequence.
C onsequently, the neural cryptography cannot only gen—
erate a secret key, but the sam e system can be used to

encrypt and decrypt a secret m essage, as well.
*

APPENDIX A:SEM IANALYTICAL
CALCULATION FOR SYNCHRONIZATION
W ITH FEEDBACK

In this appendix we describe our extension ofthe sam i
analytic calculation I_l-I_i, :_Z-Q] to the case of feedback.

The e ect of the feedback m echanian depends on the
fraction ofnew ly generated input elem entsx ;5 per step
and hidden uni. In the num erical sin ulations presented
in thispaper isequaltoN . In thiscasethee ectof
the feedback m echanism vanishesin the Imit N ! 1 .
But i is also possible to generate several input elem ents
Xy ;5 per hidden unit and step. For that purpose one can
multiply the output bit y wih N random numbers
z2 £ 1;+1g.Aswewant to com pare the results of the
sem ianalytical approach w ith sim ulations for N = 1000,
weset = 10 3 in the low ing calculations.

In the case oftwo TPM s the developm ent of the input
noise x isgiven by

M

R) (PP oan
At the beginning and afterR stepswith * 6 B all
variables y are set to zero (according to the algorithm
descrbed In Sec.dVi).
T he input noise generated by the feedback m echanisn
a ectsthe output ofthe hidden units. An nput elem ent
w ith xﬁ;j = }ﬁ;j causes the sam e output | asa change
ofsign In wy,; togetherw ith equalinputs forboth A and
B . Therefore the probability ;. thattwo hidden units
w ith overlap x and inputerror  disagreeon the output
bit is given by
2y) x: @a2)

ke = — arccos(l



The distance ;. between the hidden unis ofA and
B isused to choose the output bits ' and { with the
correct probabilities in each step 13,201

The feedback m echanisn in uences the equation of
motion for the overlap m atrix fa o7 too. Here we use
additionalvariables T = (7 ™) ( * ®) to deter-
m ine if the weights of hidden unit k in the TPM of
m 2 fA;B;Eg change ( §{ = 1) ornot ( § = 0).
T herefore we are able to describe the update of elem ents
£, away from the boundary ( L < a;b< L) in only
one equation :

1
k+ k k k
fa;b - 2 (fa+ Rt P + fa =T )
1
* S €5, » g i+f§ pae 2)i o B3

The second term in Eq. &_&3) which is proportional
to x shows the repulsive e ect of the feedback m echa—
nism . Sim ilar equations can be derived for elem ents on
the boundary.

Inthelmi N ! 1 the number of steps required to
achieve full synchronization diverges @]. Because of that
one has to de ne a criterion which determ ines synchro—
nization in order to analyze the scaJJng of tsync using
sam janalytic calculations. As In Ref. tl3] we choose the

synchronization criterion 2 = 2= ¥ 2B 09,

In order to analyze the geom etric attack In the lim it
N ! 1 oneneedsto extend the sem ianalytical calcula—
tion to three TPM s. In this case the developm ent of the

nput noise is given by the follow ing equations:

SRR R b I G B )
+ @) % ®4)
PO G0 N G B G
+ @) e @5)
SRS G B R B G
+ @) g @ 6)
Analogicalto Eq. @:2) the distance |0 between two

hidden units can be calculated from the overlap } " and

the variables } and }:

1
i —arccos(l 2% 2p) R": 1N
But for the geom etric attack the attacker E needs to
know the local eldshf . The pint probability distribu-

tion ofh? , h? and hf J'sgjyen by (3]

(1=2) @} b} /i )c, T 0} iy )"

A ,3.B ..E\ _
p (hk Ihk rhk ) I m

A 8)
T he covariancem atrix in this equation describes the cor-
relations betw een the three neural netw orks:

0 1
A AB AE
Qk Rk;e Rk;e
k=@ RPZ QF RPEZ A : ®9)

AE BE E
Rk;e Rk;e Qk

From the tensor f;‘ pie @nd thevariables | one can easily

calculate the elem ents of Cy :

XL
Qo = CRE @ 10)
ajbje= L
XL
op = ISR A @11)
ajbje= L
XL
Q) = S @12)
ajbje= L
XL
k
Ry = @ 2% 23) abfy,..; A13)
abje= L
XL
REE = @ 22 2% aeff,..; A14)
ajbje= L
XL
Rye = (@ 23 2%) beff, .. : B15)
ajbje= L

W e use a pseudorandom num ber generator to deter—
m ine the values of hi , hy , and hi in each step. The
application of the refpction m ethod Ql-] ensures that the
local e]ds have the right pint probability distribbution

P (y ;h} ;hy ). Then the output bits [ of the hidden
umtsaregjyenby r = smhy). If P = B s F
the hidden unit k with the am allest absolute local eld
F} jis searched and its output | is inverted (geom et—
ric attack). A fferw ards the usual training of the neural
netw orks takes place.

T he equation ofm otion for tensor elem ents fa e AWaAY
from theboundary ( L < a;bje< L) is given by
1 A B E
k+  _ k k k gk
ajbje 2 at bt Pget 7
A B E
i 1 k k k gk
2 s 1h Ee ©
1
A £k
Foxh e per s
1
A £k
+ 2 k fou Ab B B
1
B ck
+ 2 x fau b Bier E
1
B ck
ot ap pe o
1
E ck
Poota pa e
1
E ck
okt oan per e @ 16)

Sin ilar equations can be derived for elem ents on the
boundary. An attacker is considered successfiil if one of
the conditions *& 0Qor BE 0:9 is achieved earlier
than the synchronization criterion *B 09.
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