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Neuralcryptography isbased on a com petition between attractiveand repulsivestochasticforces.

A feedback m echanism isadded to neuralcryptography which increasesthe repulsive forces.Using

num ericalsim ulationsand an analytic approach,theprobability ofa successfulattack iscalculated

for di� erent m odelparam eters. Scaling laws are derived which show that feedback im proves the

security ofthesystem .In addition,a network with feedback generatesa pseudorandom bitsequence

which can be used to encryptand decrypta secretm essage.

PACS num bers:84.35.+ i,87.18.Sn,89.70.+ c

I. IN T R O D U C T IO N

Neuralnetworkslearn from exam ples.W hen a system
ofinteractingneuronsadjustsitscouplingsto asetofex-
ternally produced exam ples,thisnetwork isableto esti-
m atetherulewhich produced theexam ples.Theproper-
tiesofsuch networkshavesuccessfully been investigated
using m odelsand m ethodsofstatisticalphysics[1,2].
Recently this research program hasbeen extended to

study the propertiesofinteracting networks[3,4]. Two
networks which learn the exam ples produced by their
partner are able to synchronize. This m eans that af-
tera training period the two networksachieve identical
tim e dependent couplings (synaptic weights). Synchro-
nization by m utuallearning isa phenom enon which has
been applied to cryptography [5,6].
To send a secret m essage over a public channelone

needs a secretkey,either forencryption,decryption,or
both. In 1976, Di�e and Hellm ann have shown how
to generate a secret key over a public channel with-
outexchanging any secretm essagebefore.Thism ethod
is based on the fact that| up to now| no algorithm is
known which �nds the discrete logarithm oflarge num -
bersby feasiblecom puterpower[7].
Recently ithasbeen shown how tousesynchronization

ofneuralnetworks to generate secret keys over public
channels[5].Thisalgorithm ,called neuralcryptography,
is not based on num ber theory but it contains a physi-
calm echanism :The com petition between stochastic at-
tractive and repulsive forces. W hen this com petition is
carefully balanced,twopartnersA and B areabletosyn-
chronizewhereasan attackingnetwork E hasonly a very
low probability to �nd the com m on stateofthecom m u-
nicating partners.
The security ofneuralcryptography is stillbeing de-

bated and investigated [8,9,10,11,12]. In this paper
we introduce a m echanism which isbased on the gener-
ation ofinputs by feedback. This feedback m echanism
increases the repulsive forces between the participating
networks,and the am ountofthe feedback,the strength
ofthisforce,iscontrolled by an additionalparam eterof
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FIG .1: A tree parity m achine with K = 3 and N = 4.

ourm odel.
A m easure ofthe security ofthe system is the prob-

ability PE that an attacking network is successful. W e
calculatePE obtained from thebestknown attack [8]for
di�erentm odelparam etersand search forscalingproper-
tiesofthesynchronization tim easwellasforthesecurity
m easure. Itturnsoutthatfeedback im provesthe secu-
rity signi�cantly,but it also increases the e�ort to �nd
thecom m on key.W hen thise�ortiskeptconstant,feed-
back only yieldsa sm allim provem entofsecurity.

II. R EP U LSIV E A N D A T T R A C T IV E

ST O C H A ST IC FO R C ES

Them athem aticalm odelused in thispaperiscalled a
treeparitym achine(TPM ),sketchedin Fig.1.Itconsists
ofK di�erenthidden units,each ofthem being a percep-
tron with an N -dim ensionalweightvectorw k. W hen a
hidden unitk receivesan N -dim ensionalinputvectorxk
itproducesthe outputbit

�k = sgn(w k � xk): (1)

TheK hidden units�k de�nea com m on outputbit� of
the totalnetwork by

� =
KY

k= 1

�k : (2)
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In this paper we consider binary input values xk;j 2

f� 1;+ 1gand discreteweightswk;j 2 f� L;� L+ 1;:::;L�
1;Lg,wherethe index j denotesthe N com ponentsand
k theK hidden units.
Each of the two com m unicating partners A and B

has its own network with an identical TPM architec-
ture.Each partnerselectsrandom initialweightvectors
w

A
k
(t= 0)and w B

k
(t= 0).

Both ofthe networksaretrained by theirm utualout-
putbits�A and �B .Ateach training step,the two net-
works receive com m on input vectors xk and the corre-
spondingoutputbit� ofitspartner.W eusethefollowing
learning rule.

(1) Ifthe outputbits are di�erent,�A 6= �B ,nothing
ischanged.

(2) If�A = �B � � only the hidden unitsare trained
which havean outputbitidenticalto the com m on
output,�A =B

k
= �A =B .

(3) To adjust the weights we consider three di�erent
learning rules.

(i) Anti-Hebbian learning

w
+

k
= w k � �xk�(� k�)�(�

A
�
B ): (3)

(ii) Hebbian learning

w
+

k
= w k + �xk�(� k�)�(�

A
�
B ): (4)

(iii) Random walk

w
+

k
= w k + xk�(� k�)�(�

A
�
B ): (5)

Ifany com ponent wk;j m oves out ofthe interval
� L;:::;L,itisreplaced by sgn(wk;j)L.

Notethatforthe lastrule,the dynam icsofeach com -
ponent is identical to a random walk with re
ecting
boundaries. The only di�erence to usualrandom walks
isthatthe dynam icsiscontrolled by the 2K globalsig-
nals�A =B

k
which,in turn,are determ ined by the ensem -

ble ofrandom walks.Two corresponding com ponentsof
the weights ofA and B receive an identicalinput xk;j,
hence they m ove into the sam e direction ifthe control
signalallows both ofthem the m ove. As soon as one
ofthe two corresponding com ponentshitsthe boundary
theirm utualdistance decreases.Thism echanism �nally
leadstocom pletesynchronization,w A

k (t)= w
B
k (t)forall

t� tsync.
O n average, a com m on step leads to an attractive

forcebetween thecorresponding weightvectors.If,how-
ever,only the weight vector ofone ofthe two partners
is changed the distance between corresponding vectors
increases,on average. This m ay be considered as a re-
pulsiveforcebetween the corresponding hidden units.
A learning step in atleastone ofthe K hidden units

occursifthe two outputbitsare identical,�A = �B . In
thiscase,there are three possibilitiesfora given pairof
hidden units:

(1) an attractivem ovefor�Ak = �Bk = �A =B ;

(2) a repulsivem ovefor�Ak 6= �Bk ;

(3) and no m oveatallfor�A
k
= �B

k
6= �A =B .

W ewanttocalculatetheprobabilitiesforrepulsiveand
attractivesteps[8,13].Thedistancebetween twohidden
unitscan be de�ned by theirm utualoverlap

�k =
w

A
k
� w

B
kq

w
A
k
� w

A
k

q

w
B
k
� w

B
k

: (6)

The probability �k that a com m on random ly chosen
inputxk leadsto a di�erentoutputbit�A

k
6= �B

k
ofthe

hidden unitisgiven by [2]

�k =
1

�
arccos�k : (7)

The quantity �k isa m easure ofthe distance between
the weight vectors of the corresponding hidden units.
Since di�erenthidden unitsare independent,the values
�k determ ine also the conditionalprobability Pr for a
repulsive step between two hidden units given identical
output bits ofthe two TPM s. In the case ofidentical
distances,�k = �,one�ndsforK = 3

Pr = P (�Ak 6= �
B
k j�

A = �
B )

=
2(1� �)�2

(1� �)3 + 3(1� �)�2
: (8)

O n theotherside,an attackerE m ay usethesam eal-
gorithm asthe two partnersA and B .O bviously,itwill
m oveitsweightsonly ifthe outputbitsofthe two part-
nersare identical.In thiscase,a repulsivestep between
E and A occurswith probability Pr = � where now � is
the distancebetween the hidden unitsofE and A.
Note thatforboth the partnersand the attackerone

has the im portant property that the networks rem ain
identicalafter synchronization. W hen one hasachieved
� = 0 atsom e tim e step,the distance rem ainszero for-
ever,according to the previous equations for Pr. How-
ever,although the attacker uses the sam e algorithm as
thetwopartners,thereisan im portantdi�erence:E can
onlylisten butitcannotin
uenceA orB .Thisfactleads
to the di�erence in the probabilities ofrepulsive steps;
the attacker has always m ore repulsive steps than the
two partners.Forsm alldistances�� 1,the probability
Pr increaseslinearwith thedistancefortheattackerbut
quadratic forthe two partners. Thisdi�erence between
learning and listening leads to a tiny advantage ofthe
partners over an attacker. The subtle com petition be-
tween repulsiveand attractivestepsm akescryptography
feasible.
O n the otherside,there isalwaysa nonzero probabil-

ity PE that an attacker willsynchronize,too [11]. For
neuralcryptography,PE should be assm allaspossible.
Therefore it is usefulto investigate synchronization for
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di�erent m odels and to calculate their properties as a
function ofthe m odelparam eters.
Herewe investigatea m echanism which decreasesPE ,

nam ely weincludefeedback in theneuralnetworks.The
inputvectorsxk arenolongercom m on random num bers,
but they are produced by the bits of the correspond-
ing hidden units. Therefore the hidden unitsofthe two
partners no longer receive an identicalinput, but two
corresponding input vectors separate with the num ber
oftraining steps. To allow synchronization,one has to
resetthe two inputs to com m on values after som e tim e
interval.
Fornonzero distance � > 0,this feedback m echanism

creates a sort ofnoise and increases the num ber ofre-
pulsive steps.Aftersynchronization �= 0,feedback will
produce only identicalinput vectors and the networks
m ovewith zero distanceforever[14].
Before we discusssynchronization and severalattack-

ing scenarios,we consider the properties ofthe bit se-
quencegenerated by a TPM with feedback.

III. B IT G EN ER A T O R

W e consider a single TPM network with K hidden
units,asin the preceding section.W e startwith K ran-
dom inputvectorsxk. Butnow,foreach hidden unitk
and foreach tim e step t,the inputvectorisshifted and
theoutputbit�k(t)isadded to its�rstcom ponent[16].
Sim ultaneously,the weightvectorw k istrained accord-
ing to the anti-Hebbian rule,Eq.(3).Consequently,the
bitsequence �(t)generated by the TPM isgiven by the
equation

�(t)=
KY

k= 1

sgn

0

@

NX

j= 1

wk;j(t)�k(t� j)

1

A : (9)

Sim ilarbitgeneratorswereintroduced in Ref.[17]and
the statistical properties of their generated sequences
were investigated [18]. Here we study the correspond-
ing propertiesforourTPM with discreteweights.
The TPM network has2K N possible inputand (2L +

1)K N weightvectors. Therefore ourdeterm inistic �nite
state m achine can only generate a periodic bitsequence
whoselength lislim ited by (4L + 2)K N .
O ur num erical sim ulations show that the average

length hli ofthe period indeed increases exponentially
fast with the size K N ofthe network,but it is m uch
sm aller than the upper bound. For K = 3 and L > N

we �nd hli/ (2:69)3N ,independentofthe num berL of
weightvalues.
The network takes som e tim e before it generates the

periodicpartofthesequence.W e�nd thatthistransient
tim e also scalesexponentially with the system size K N .
This m eans that,for su�ciently large values ofN ,say
N � 100,any sim ulation ofthe bitsequence rem ainsin
the transientpartand willneverenterthe cycle.
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FIG .2: Probability Psync as a function ofthe fraction aw

ofinitially known weights,calculated from 1000 sim ulations

with K = 3 and N = 100.
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FIG .3: The average overlap between studentand generator

as a function ofthe num berofsteps for K = 3,L = 5,and

N = 100.

The bit sequence generated by a TPM with K > 2
cannotbedistinguished from arandom bitsequence.For
K = L = 3 we have num erically calculated its entropy
and found thevalueln2asexpected from atruly random
bit sequence. In addition, we have perform ed several
testson random nessasdescribed by K nuth [19].W edid
not �nd any correlations between consecutive bits;the
bitsequencepassed alltestson random nesswithin strict
con�dencelevels.
Although thebitsequencepassed m anyknown testson

random num bersweknow thatitisgenerated byaneural
network. Does this knowledge help to estim ate correla-
tions ofthe sequence and to predict it? In fact,for a
sequencegenerated by a perceptron (TPM with K = 1),
anotherperceptron trained on thesequencecould achieve
an overlap to the generator[3].
Consider a bit sequence generated by a TPM with

the anti-Hebbian rule.AnotherTPM (the \student")is
trained on thissequenceusingthesam erule.In addition,
ifthe outputbitdisagreeswith the corresponding bitof
thesequence,weusethegeom etricm ethod ofRef.[8]to
perform a training step.



4

Figures 2 and 3 show that for K = 3 hidden units,
itisnotpossible to obtain an overlap to the generating
TPM by learning the sequence. O nly ifthe initialover-
lap between the generatorand the studentisvery large
thereisa nonzero probability Psync thatthestudentwill
synchronize with the generator. Ifit does not synchro-
nize,the overlap between studentand generatordecays
to zero.
Sum m arizing,a TPM network generatesa pseudoran-

dom bitsequenceswhich cannotbe predicted from part
ofthesequence.Asa consequence,forcryptographicap-
plications,theTPM can beused to encryptand decrypt
a secretm essageafterithasgenerated a secretkey.

IV . SY N C H R O N IZA T IO N

Asshownin theprecedingsection,aTPM cannotlearn
the bit sequence generated by another TPM since the
two inputvectorsare com pletely separated by the feed-
back m echanism . This also holds for synchronization
by m utuallearning: W ith feedback,two networks can-
not be attracted to an identicaltim e dependent state.
Hence,to achievesynchronization,we haveto introduce
an additionalm echanism which occasionally resets the
two inputsto a com m on vector.Thisresetoccurswhen-
ever the system has produced R di�erent output bits,
�A (t) 6= �B (t). For R = 0 we obtain synchronization
withoutfeedback,which hasbeen studied previously,and
for large values ofR the system does not synchronize.
Accordingly,we have added a new param eterin oural-
gorithm which increasesthesynchronization tim easwell
as the di�culty to attack the system . In the following
two sections,weinvestigatesynchronization and security
ofthe TPM with feedback quantitatively.
W econsidertwo TPM sA and B which startwith dif-

ferentrandom weightsand com m on random inputs.The
feedback m echanism isde�ned asfollows.

(i) Aftereach step tthe inputisshifted,xk;j(t+ 1)=
xk;j� 1(t)forj> 1.

(ii) Ifthe output bits agree,�A (t) = �B (t),the out-
putofeach hidden unitisused asa new inputbit,
xk;1(t+ 1) = �k(t), otherwise allK pairs ofin-
putbits xk;1(t)are setto com m on public random
values.

(iii) AfterR stepswith di�erentoutput,�A (t)6= �B (t),
allinput vectors are reset to public com m on ran-
dom vectors,xAk;j(t+ 1)= xBk;j(t+ 1).

Feedback createscorrelationsbetween theweightsand
the inputs. Therefore the system becom es sensitive to
thelearning rule.W e�nd thatonly fortheanti-Hebbian
rule,Eq.(3),thecom ponentsoftheweightshaveabroad
distribution. The entropy percom ponentislargerthan
99% ofthem axim alvalueln(2L + 1).FortheHebbian or
random walk rule,the entropy ism uch sm aller,because
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FIG .4: Averagesynchronization tim etsync and itsstandard

deviation as a function ofL,found from 10 000 sim ulation

runswith K = 3 and N = 10000.Theline52L
2
isa resultof

linearregression forR = 0.
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FIG .5: The synchronization tim e tsync and its standard

deviation asa function ofL,averaged over10 000 runsofthe

iterative equationsforK = 3.

the values of the weights are pushed to the boundary
values� L.Thereforethenetwork with theanti-Hebbian
rule o�ers less inform ation to an attack than the two
otherrules.
In Fig.4 we have num erically calculated the average

synchronization tim e as a function ofthe num ber L of
com ponentsforthe anti-Hebbian rule. O bviously,there
is a large deviation from the scaling law tsync / L2 as
observed for R = 0. O ur sim ulations for larger values
ofN ,which arenotincluded here,show thatthereexist
strong �nite size e�ects which do not allow to derive a
reliablescaling law from the num ericaldata.
Fortunately,the lim itN ! 1 can be perform ed ana-

lytically. The sim ulation ofthe K N weightsisreplaced
by a sim ulation ofan (2L + 1)� (2L + 1)overlap m atrix
fk
a;b

foreach hidden unitk which m easuresthe fraction
ofweights which are in state a for the TPM A and in
statebforB [13,20].
W e haveextended thistheory to the caseoffeedback.

A new variable�k(t)isintroduced which isde�ned asthe
fraction ofinputcom ponentsxk;j which aredi�erentbe-
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FIG .6: The successprobability PE asa function ofL,aver-

aged over10 000 sim ulationswith K = 3 and N = 1000.
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FIG .7: The coe� cient u as a function ofthe feedback pa-

ram eterR ,calculated from the resultsshown in Fig.6.

tween the corresponding hidden unitsofA and B .This
variable changes with tim e,and it in
uences the equa-
tion ofm otion fortheoverlap m atrix fka;b(t).Detailsare
described in the Appendix.
Figure5 showsthe resultsofthissem ianalytictheory.

Now,in thelim itofN ! 1 ,theaveragesynchronization
tim ecan be�tted to increasewith a powerofL,roughly
proportionalto L2.Thedataindicatethatonly thepref-
actor but not the exponent depends on the strength R

ofthe feedback;the prefactorseem sto increase linearly
with R.
Hence, if the network is large enough,feedback has

only a sm alle�ecton synchronization. In the following
section we investigate the e�ect offeedback on the se-
curity ofthe network:How doesthe probability thatan
attackerissuccessfuldepend on the feedback param eter
R?

V . EN SEM B LE O F A T TA C K ER S

Up to now,them ostsuccessfulattack on neuralcryp-
tography is the geom etric attack [8,11]. The attacker
E usesthesam eTPM with an identicaltraining step as
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R = 100

FIG .8: Thesuccessprobability PE asa function ofL,found

from 10 000 runsofthe iterative equationsforK = 3.

0 20 40 60 80 100
R

0.4

0.5

0.6

0.7

0.8

y

0.44 + 2.6 × 10
−3

 R

FIG .9: The coe� cient y as a function ofthe feedback pa-

ram eterR ,calculated from the resultsshown in Fig.8.

the two partners. That m eans,only for �A = �B the
attackerperform s a training step. W hen its output bit
�E agreeswith the two partners,the attackertrainsthe
hidden unitswhich agree with the com m on output. For
�E 6= �A =B ,however,the attacker�rstinverts the out-
putbit�k forthehidden unitwith thesm allestabsolute
value ofthe internal�eld and then perform s the usual
training step.
For the geom etric attack the probability PE that an

attackersynchronizeswith A and B isnonzero. Conse-
quently,ifthe attacker uses an ensem ble ofsu�ciently
m any networksthere isa good chance thatatleastone
ofthem will�nd the secretkey.
W e havesim ulated an ensem bleofattackersusing the

geom etric attack for the two TPM s with feedback and
anti-Hebbian learning rule. O f course, each attacking
network uses the sam e feedback algorithm as the two
partner networks. Figure 6 shows the results of our
num ericalsim ulations. The success probability PE de-
creases with the feedback param eter R. For the m odel
param etersshown in Fig.6 we�nd thatPE can be�tted
to an exponentialdecreasewith L2,

PE / e
� uL

2

: (10)
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FIG .10: Thesuccessprobability PE asa function oftheav-

erage synchronization tim e tsync,calculated from the results

shown in Figs.5 and 8.

The coe�cient u increases linearly with R,as shown
in Fig.7.Thescaling [Eq.(10)],however,isa �nite size
e�ect. Forlarge system sizesN ,the successprobability
decreasesexponentially with L instead ofL2,

PE / e
� yL

: (11)

Thiscan be seen from the lim itN ! 1 which can be
perform ed with the analytic approach ofthe preceding
section.Now thedynam icsofthesystem isdescribed by
a tensor fka;b;e for the three networks A,B ,and E and

corresponding variables�Ak ;�
B
k ;�

E
k .Detailsare given in

the Appendix.
Figure 8 indicates the exponential scaling behavior

[Eq.(11)]for severalvalues ofR. The coe�cient y in-
creaseslinearly with R,asshown in Fig.9.
Theseresultsshow thatfeedback im provesthesecurity

ofneuralcryptography.Thesynchronizationtim e,on the
otherside,increases,too.Doesthesecurityofthesystem
im proveforconstante�ortofthe two partners?
Thisquestion isanswered in Fig.10 which showsthe

probability PE asa function oftheaveragesynchroniza-
tion tim e, again for severalvalues ofthe feedback pa-
ram eterR. O n the logarithm ic scale shown forPE ,the
security doesnotdepend m uch on thefeedback.Forcon-
stante�ortto �nd thesecretkey,feedback yieldsa sm all
im provem entofsecurity,only.

V I. C O N C LU SIO N S

Neuralcryptography is based on a delicate com peti-
tion between repulsiveand attractivestochasticforces.A
feedbackm echanism hasbeen introduced which am pli�es
the repulsivepartoftheseforces.W e �nd thatfeedback
increasesthe synchronization tim e oftwo networksand
decreasesthe probability ofa successfulattack.
Thenum ericalsim ulationsup to N = 105 do notallow

to derive reliable scaling laws,neither for the synchro-
nization tim e nor for the success probability. But the

lim itN ! 1 which can be perform ed analytically indi-
cates that the scaling laws with respect to the num ber
L ofcom ponentvaluesarenotchanged by thefeedback,
only therespectivecoe�cientsarem odi�ed.Theaverage
synchronization tim e increases with L2 while the prob-
ability PE ofa successfulattack decreasesexponentially
with L,forhugesystem sizesN .
Accordingly,thesecurity ofneuralcryptography isim -

proved by including feedback in the training algorithm .
But sim ultaneously the e�ort to �nd the com m on key
rises.W e�nd thatfora�xed synchronization tim e,feed-
back yieldsa sm allim provem entofsecurity,only.
Aftersynchronization,thesystem isgeneratingapseu-

dorandom bit sequence which passed alltests on ran-
dom num bersapplied so far.Even ifanothernetwork is
trained on thisbitsequenceitisnotableto extractsom e
inform ation on thestatisticalpropertiesofthesequence.
Consequently,the neuralcryptography cannotonly gen-
erate a secretkey,but the sam e system can be used to
encryptand decrypta secretm essage,aswell.
*

A P P EN D IX A :SEM IA N A LY T IC A L

C A LC U LA T IO N FO R SY N C H R O N IZA T IO N

W IT H FEED B A C K

In thisappendix wedescribeourextension ofthesem i-
analyticcalculation [13,20]to the caseoffeedback.
The e�ectofthe feedback m echanism dependson the

fraction�ofnewlygeneratedinputelem entsx k;j perstep
and hidden unit.In thenum ericalsim ulationspresented
in thispaper� isequalto N � 1.In thiscasethee�ectof
the feedback m echanism vanishes in the lim it N ! 1 .
Butitisalso possibleto generateseveralinputelem ents
xk;j perhidden unitand step.Forthatpurposeonecan
m ultiply the output bit �k with �N random num bers
z 2 f� 1;+ 1g.Aswe wantto com parethe resultsofthe
sem ianalyticalapproach with sim ulationsforN = 1000,
weset�= 10� 3 in the following calculations.
In thecaseoftwo TPM sthedevelopm entoftheinput

noise�k isgiven by

�
+

k
= (1� �)�k + ��(� �

A
k �

B
k )�(�

A
�
B ): (A1)

Atthe beginning and afterR stepswith �A 6= �B all
variables�k are setto zero (according to the algorithm
described in Sec.IV).
Theinputnoisegenerated by thefeedback m echanism

a�ectstheoutputofthehidden units.An inputelem ent
with xB

k;j
= � xB

k;j
causesthesam eoutput�B

k
asachange

ofsign in w B
k;j

togetherwith equalinputsforboth A and
B .Thereforetheprobability �k;e� thattwo hidden units
with overlap�k and inputerror�k disagreeon theoutput
bitisgiven by

�k;e� =
1

�
arccos(1� 2�k)�k : (A2)
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The distance �k;e� between the hidden unitsofA and
B isused to choosethe outputbits�A

k
and �B

k
with the

correctprobabilitiesin each step [13,20].
The feedback m echanism in
uences the equation of

m otion for the overlap m atrix fka;b, too. Here we use

additionalvariables � m
k = �(� m

k �
m )�(� A �B ) to deter-

m ine if the weights of hidden unit k in the TPM of
m 2 fA;B ;E g change (� m

k = 1) or not (� m
k = 0).

Thereforeweareableto describetheupdateofelem ents
fka;b away from the boundary (� L < a;b < L) in only
oneequation:

f
k+

a;b
=

1� �k

2
(fk

a+ � A

k
;b+ � B

k

+ f
k

a� � A

k
;b� � B

k

)

+
1

2
�k(f

k

a+ � A

k
;b� � B

k

+ f
k

a� � A

k
;b+ � B

k

): (A3)

The second term in Eq.(A3) which is proportional
to �k shows the repulsive e�ect ofthe feedback m echa-
nism . Sim ilar equationscan be derived forelem ents on
the boundary.
In the lim itN ! 1 the num ber ofsteps required to

achievefullsynchronization diverges[9].Becauseofthat
one hasto de�ne a criterion which determ ines synchro-
nization in order to analyze the scaling of tsync using
sem ianalytic calculations. Asin Ref.[13]we choose the
synchronization criterion ��A B = 1

3

P K

k= 1
�A Bk � 0:9.

In order to analyze the geom etric attack in the lim it
N ! 1 one needsto extend the sem ianalyticalcalcula-
tion to threeTPM s.In thiscasethedevelopm entofthe
inputnoiseisgiven by the following equations:

�
A +

k
= ��(� �

A
k �

B
k )�(� �

A
k �

E
k )�(�

A
�
B )

+ (1� �)�Ak ; (A4)

�
B +

k
= ��(� �

B
k �

A
k )�(� �

B
k �

E
k )�(�

A
�
B )

+ (1� �)�Bk ; (A5)

�
E +

k
= ��(� �

E
k �

A
k )�(� �

E
k �

B
k )�(�

A
�
B )

+ (1� �)�Ek : (A6)

Analogicalto Eq.(A2)thedistance�m n
k;e�

between two
hidden unitscan becalculated from theoverlap �m n

k and
the variables�m

k
and �n

k
:

�
m n
k;e� =

1

�
arccos(1� 2�mk � 2�nk)�

m n
k : (A7)

Butforthe geom etric attack the attackerE needs to
know the local�eldshEk .The jointprobability distribu-
tion ofhA

k
,hB

k
and hE

k
isgiven by [13]

P (hAk ;h
B
k ;h

E
k )=

e� (1=2)(h
A

k
;h

B

k
;h

E

k
)C

� 1

k
(h

A

k
;h

B

k
;h

E

k
)
T

p
(2�)3 detCk

:

(A8)
Thecovariancem atrix in thisequation describesthecor-
relationsbetween the threeneuralnetworks:

Ck =

0

@

Q A
k

R A B
k;e�

R A E
k;e�

R A B
k;e� Q B

k R B E
k;e�

R A E
k;e�

R B E
k;e�

Q E
k

1

A : (A9)

From thetensorfka;b;e and thevariables�
m
k onecan easily

calculatethe elem entsofCk:

Q
A
k =

LX

a;b;e= � L

a
2
f
k
a;b;e; (A10)

Q
B
k =

LX

a;b;e= � L

b
2
f
k
a;b;e; (A11)

Q
E
k =

LX

a;b;e= � L

e
2
f
k
a;b;e; (A12)

R
A B
k;e� = (1� 2�Ak � 2�Bk )

LX

a;b;e= � L

abf
k
a;b;e;(A13)

R
A E
k;e� = (1� 2�Ak � 2�Ek )

LX

a;b;e= � L

aef
k
a;b;e;(A14)

R
B E
k;e� = (1� 2�Bk � 2�Ek )

LX

a;b;e= � L

bef
k
a;b;e:(A15)

W e use a pseudorandom num ber generator to deter-
m ine the values ofhAk ,h

B
k ,and hEk in each step. The

application ofthe rejection m ethod [21]ensuresthatthe
local�elds have the right joint probability distribution
P (hA

k
;hB

k
;hE

k
). Then the output bits �m

k
ofthe hidden

units are given by �mk = sgn(hmk ). If�A = �B 6= �E

the hidden unit k with the sm allest absolute local�eld
jhEk jis searched and its output�Ek is inverted (geom et-
ric attack). Afterwardsthe usualtraining ofthe neural
networkstakesplace.
Theequation ofm otion fortensorelem entsfka;b;e away

from the boundary (� L < a;b;e< L)isgiven by

f
k+

a;b;e
=

1� �Ak � �Bk � �Ek

2
f
k

a+ � A

k
;b+ � B

k
;e+ � E

k

+
1� �A

k
� �B

k
� �E

k

2
f
k

a� � A

k
;b� � B

k
;e� � E

k

+
1

2
�
A
k f

k

a� � A

k
;b+ � B

k
;e+ � E

k

+
1

2
�
A
k f

k

a+ � A

k
;b� � B

k
;e� � E

k

+
1

2
�
B
k f

k

a+ � A

k
;b� � B

k
;e+ � E

k

+
1

2
�
B
k f

k

a� � A

k
;b+ � B

k
;e� � E

k

+
1

2
�
E
k f

k

a+ � A

k
;b+ � B

k
;e� � E

k

+
1

2
�
E
k f

k

a� � A

k
;b� � B

k
;e+ � E

k

: (A16)

Sim ilar equations can be derived for elem ents on the
boundary. An attackerisconsidered successfulifone of
theconditions��A E � 0:9or��B E � 0:9isachieved earlier
than the synchronization criterion ��A B � 0:9.
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