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W e provide an autom ated graph theoretic m ethod for identifying individual users’ trusted net—
works of friends in cyberspace. W e routinely use our social netw orks to judge the trustw orthiness of
outsiders, ie., to decide where to buy our next car, orto nd a good m echanic for it. In this work,
we show that an em ailuserm ay sim ilarly use his em ail netw ork, constructed solkely from sender and
recipient inform ation available in the em ail headers, to distinguish between unsolicited com m ercial
em ails, comm only called \spam ", and em ails associated w ith his circles of friends. W e exploit the
properties of socialnetw orks to construct an autom ated anti-spam toolw hich processes an individual
user’s personalem ail netw ork to sim ultaneously identify the user’s core trusted netw orks of friends,
as well as subnetw orks generated by spam s. In our em pirical studies of individualm ail boxes, our
algorithm classi ed approxin ately 53% of all em ails as spam or non-spam , with 100% accuracy.
Som e of the em ails are left unclassi ed by this network analysis tool. However, one can exploit
two of the llow ng useful features. F irst, it requires no user intervention or supervised training;
second, it resuls in no false negatives ie., spam being m isclassi ed as non-spam , or vice versa. W e
dem onstrate that these two features suggest that our algorithm m ay be used as a platform for a
com prehensive solution to the spam problem when used In concert with m ore sophisticated, but

m ore cum bersom e, contentbased Iers.
I. NTRODUCTION

T he am ount of unsolicited comm ercial em ail (gpam ),
and more in portantly, the fraction of em ail which is
spam , has risen dram atically in the last few years. Re—
cently, a study has shown that 52% of em ail users say
spam has m ade them Iess trusting of em ail, and 25%
say that the volum e of spam has reduced their usage of
em ajl[;]. T his crisis has prom pted proposals for a broad
spectrum of potential solutions, ranging from the design
ofm oree cient anti-spam software toolsto calls foranti-
spam law s at both the federaland state levels. W hile the
Jary is stillout on how w idely such antispam law sw illbe
enacted and how e ective they would be in stemm ing the

ow , the ob fctive of the various legaland technical solu—
tions are the sam e: to m ake it unpro table to send spam
and thereby destroy the gpamm ers’ underlying business
m odel.

Any m easure that stops spam from reaching users’ n—
boxes w ith probability p and is deployed by users w ith
probability g increases the average cost of sending spam
by 1=1 pqg). For nstance, ifa Ierhas 90% accuracy
and isused by 90% ofusers, the the cost of sending spam
w il Increase by m ore than 500% . However, even ifa I
ter is 99.9% accurate, but only 1% of users actually use
i, then spamm ers’ costsw illonly ncrease by 1% . Thus,
the need is for anti-spam technigques that work accurately
enough and, m ore in portantly, are user friendly and com —
putationally e cient so that they can be w idely deployed
and used. In evaluating the accuracy of the antispam
to0], it is especially in portant that the algorithm should
generate virtually no false negatives, since each non-soam

m essage that gets thrown in the spam folder undem ines
the con dence of the user, and decreases the likelihood
that antigpam  lters willbe used universally. In evalu—
ating the ease of use of the antispam too), there should
be a strong preference for autom ated algorithm s, which
require little or no direct input from individualusers.

W e report a surprisingly e ective technigue that can
sim ultaneously achieve the tw o above-m entioned require—
m ents of accuracy and autom ation. This technique is
predicated upon the unigue characteristics inherent to so—
cialnetw orks and the proven w isdom ofusing such trust
netw orks to m ake the right choices. A In ost all our con—
tractual decisions (eg. from the schools we choose for
our kids, to the people we trust wih our m oney) de-
pend heavily on inform ation provided by our netw orks of
friends. The reliability of the decisions we m ake, then,
depends strongly on the trustw orthiness of our underly—
Ing social networks. Thus, we seem to have evolution—
arily developed a number of interaction strategies that
can generate a trustw orthy netw ork, and a comm only es—
poused rule suggests that trust is to be built based not
only on how well you know a person, but also on how
well that person is known to the other peopl in your
netw ork . T his interaction dynam ic resuls in \closekni"
com m unities; that is, com m unities w here, if A lice know s
Bob and Charlotte, then i is highly lkely that Bob and
Charlotte also know each other. In this paper, we show
that this natural instinct to form closeknit social net-
works is operative In the cyberspace as well, and can be
exploited to provide an e ective and autom ated spam

Yering algorithm .

First, we show that if one constructs personal em ail
netw orks, then one can identify distinct closeknit orclus—
tered subnetw orks of em ailaddresses that com m unicate

w ith each other via the user, and that the em ails origi-
nating from such addresses are trustw orthy or non-spam .
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In Sections IT —:1:[-_1, we discuss the construction of per—
sonalem ail netw orks and the structure of social subnet-
works. In Section :]_\{:, we show that there also exist large
connected subnetw orks of em ail addresses that are not
closeknit, and that the em ails related to these addresses
are overw helm Ingly spam s. In Section -V' we show that
our algorithm , when used alone, can classify m ore than
half of all em ailm essages in an individual user’s inbox,
w ithout any m istakes. Further analysis show sthat we ac—
curately classi ed approxin ately 44% ofallthe non-spam
em ails, and 54% ofallspam em ails, whilke 47% ofallem ail
isnot classi ed, because they are related to subnetw orks
that are too sm all in size to allow reliable determ ination
of statistics. Thus, the autom ated netw ork-onl-based
algorithm does notm ake any m istakes, but leaves a sub-—
set ofthe m essages unclassi ed; clearly, one needs to use
m ore sophisticated contentbased ltersto classify these.
However, these complex lters achieve their advertised
high accuracies only when trained with a su cient num —
ber of m essages received by individual users. This in
tum necessitates m anual and ntentional user interven-—
tion, a potential bottleneck to a w idespread deploym ent
ofaccurate Iers. Since the proposed netw ork-based al-
gorithm autom atically generates large sam ples of both
non-spam and spam m essages, i can considerably allevi-
ate the training problem . Section f\/ I is devoted to show —
Ing how the personal em ail netw orks provide a platfom
for a com prehensive solution to the spam problem, by
com bining the exdbility of sophisticated, content-based
Yersw ith the ease of use of an autom ated  Iter.

II. PERSONALEMAIL NETW ORKS

In previous w orks, em ailgraphs have been constructed
based on em ail address books[d ] or com plete em ail logs
of sets of users [].,-2 é In this work, we build our net—
work based on the Inform ation available to only one user
of an em ail system , speci cally, the headers of all the
em ailm essages in that user’s inbox. Each em ail header
contains the em ail address of one sender, stored in the
\From " eld, and a list of recipient addresses, stored In
the\To:" and \Cc:" elds.W e constructa personalem ail
network by st creating nodes representing all the ad—
dresses that appear in all the em ailheaders in the user’s
Inbox. Edges are added between pairs of addresses that
appear in the sam e header, ie. that have com m unicated
via the user. For exam ple, suppose Bob sends a m essage
\To:" A lice and Charltte, with a \Cc:" to D avid and
Eve, then we can represent this em ail interaction via a
star subnetw ork, as illustrated in F ig. :1.'

F inally, allnodes representing the user’'sown em ailad—
dresses are rem oved, sihce we are Interested only in the
connectionsam ong em ailaddressesw ho com m unicate via
the user. Fjg:j show s a personal em ail network for one
of the authors of the paper. Interestingly, and perhaps
contrary to intuition, the largest connected com ponent
In this particular network corresoonds to spam -related

FIG.1l: The subgraph resulting from an exam ple m essage
from A,toB,C andcctoD ,E.

em ails. T his raises the question : how does one determ ine
w hich subnetw orks correspond to trusted em ailaddresses
and w hich ones corresoond to spam -related ones?

ITII. SOCIALNETW ORKS AND W HITELISTS

A number of recent studies have identi ed quantita-
tive m easures of the closeness of a com m unity, and have
shown that, Indeed, these m easures can be used to dis—
tinguish em pirically observed socialnetw orks from m ore
anonym ous and non-social netw orks [g, :ff, :g]. Themost
distinctive property of social netw orks is their tendency
to cluster. For exam ple, if A lice knows Bob and Eve,
ie. Bob and Eve are connected through A lice, then, In
a social network, the lkelhood of Bob know ing Eve is
considerably higher than in, for exam ple, a random net-
work w ith very sim ilar degree distrbbution. A qualitative
expression forthe cluistering coe clent ofa netw ork isde-

ned as follow s: we count allpairs of nodes that are part
ofa wedge, ie., each node in the pairhasa direct edge to
a third node. A ccording to the ntuitive notion of clus-
tering m entioned above, we expect that in a graph w ith
high clustering coe cient, m any of these pairs w ill also
be connected via an edge, ie., m any of the wedges also
form triangles. Hence, the clustering coe cient (som e—
tin es called transitiviy), C , ofa graph can be expressed
as:

3 (num ber of triangles in the graph)
Cc = @)
num ber of wedges

T his expression gives the reader a feel for the physical
m eaning of the clustering coe cient In social netw orks.
The quantitative de nition of the clustering coe cient
that we w illuse for the rest ofthiswork involves counting
the fraction ofneighbors of a node which are also neigh—
bors to each other. Speci cally, if a node has degree k,
then it has k; neighbors. Each of those k; neighbors po—
tentially are connected to each other. T here are a totalof
ki ks 1)=2 possible connections between the neighbors.
By counting the num ber of connections that exist, E ;,
and dividing by k; k;  1)=2, we get the clustering coef-

cient for the node. If a node has degree 1, this quantity



FIG . 2: One author’s com plete em ail network, form ed by 5,486 m essages. T he largest com ponent (com ponent 1, at center)

is enlarged to s‘how structure. T he second largest, com ponent 2, is boxed at upper keft. An enlarged view of com ponent 2 is
shown in Fig. .'f_i

FIG .4: A subgraph ofa spam com ponent. See two spam m ers
and their m any recipients. These two spam m ers share m any
co—recipients, as seen in the m iddle of the graph. In this
subgraph, no node shares a neighborw ith any of its neighbors.

FIG . 3: The second largest com ponent (called com ponent 2) FIG .5: A subgraph ofa non-spam com ponent. N ote the high
in one author’s em ail graph for a six week period incidence of triangle structures, as com pared w ith the spam
subgraph shown in Fig. :g



isunde ned, thuswe only count nodes of degree greater
than 1. The clustering coe cient for the entire graph is

the average of the clustering coe cient for each node (of
degree greater than 1):

X 2F;

c = - -
kik; 1)

! 2
N, @)
where N, is the total num ber of nodes in the network
w ith degree 2 or greater. This m etric has been applied
to em ailgraphspreviously and hasbeen found tobem ore
than 10 tin es Jarger than one would expect from a ran—
dom graph w ith the sam e degree distribution [_2].

As an exampl of how clustering coe cient may be
used to distinguish between spam and non-spam em ails,
consider the connected com ponents 1 and 2, shown in
Fig. :_2 and :_’:";, respectively. Som e properties of these and
other com ponents are listed in Tab]e:_i. C om ponent num —
ber 1 has a clustering coe cient 0of 0: exactly zero nodes
share neighborsw ith any oftheirneighbors. O n the other
hand, com ponent 2, which is sn aller in size, has a clus—
tering coe cient of 0.67, or, on average, 67% of each
node’s neighbors are connected to each other. F jgures:fj
and:_E; show subgraphs from com ponents 1 and 2, respec—
tively. The relative incidence of the triangle structures
that characterize closeknit com m uniies can be clarly
seen in these subgraphs. Recognizing that social net—
works have high clustering coe cients, we can be con -
dent that the em ail addresses In com ponent 2 are a part
ofthe user’s socialnetw ork in the cyberspace. T hus, any
em ailw ith one of the nodes from the second com ponent
In the header can be classi ed asa non-spam . The em ail
addresses associated w ith these nodes com prise the user’s
w hitelist.

Com ponent| N | C|kmax|k’“;—"+1
1|3560 0| 542| 0453
2| 2660673 112 0425
3| 174 0 98| 0569
4 49 0 48 1
5| 34 0 17 0529
6| 22 0 21 1

TABLE I:Statisticson ]largest com ponents of com plete em ail
network shown in Fig. :g

Iv. BLACKLISTSAND THE FORMATION OF
SPAM COMPONENTS

Can we also conclide that the rst com ponent, which
has a very low clustering coe cient, is generated by
spam s? If so, then any em ail for which a node inside
the 1rst com ponent is a sender or co—recipient can be la—
beld as spam . Indeed, a detailed bookkeeping of the
Inbox show s that the em ailaddresses In com ponent 1 are
always related to spam s, just asthose In com ponent 2 are

always part of the user’s socialnetwork ! In other words,
the em ail addresses In the rst com ponent can com prise
a blacklist.

W e have already discussed the reasons why we should
expect our networks of friends to have a high cluster—
Ing coe cient, but we have yet to understand why a
large subnetwork wih low clustering coe cient should
necessarily be spam -induced. A carefiil analysis of com —
ponent 1 reveals that i has been created by a com —
mon form of spamm ing technigue called the dictionary
attack, where spamm ers send m essages to co-recipients
sorted according to em ail address. For exam ple, if one
has an em ail address \adam @ m ailcom ", one w ill tend
to see corecipients w ith alphabetically sin ilar em ailad—
dresses, such as \arthur@m ailcom ", \alex@ m ailcom ",
\avid@ m ail.com ", etc. Due to sorted recipient lists, it
isnot at alluncom m on to have co—recipients repeated in
di erent spam em ailm essages, causing the disconnected
spam com ponents to m erge into larger and larger com —
ponents. One can view the spam m essages as form ing
a bipartite graph, wih two types of nodes represent-
Ing spamm ers and spam recipients. Since the spamm ers
don’t spam one another, and the co—recipients of soam
m essages don’t know one another, this graph w illalw ays
have a clustering coe cient of0.

An obvious question is: how quickly do we expect the
Spam m er com ponentstom erge? To answer this, we need
to exam Ine the probability that two di erent spamm ers
send m essages to the sam e corecipient. In gure-r_'6, we
see the com plem entary cum ulative distriboution function
(CCDF) of the num ber of co-recipients per spam m es—
sage. In this data, the average num ber of recipients of
a spam message is 387. As a model, we assum e that
each spamm erusesa \From :" addressonly one tin e, and
sends the spam to 1 recipients chosen at random . Based
on ourdata,wechoosel 3:87.Them odelassum esthat
there are k em ail addresses near to the user’s address in
the sorted address space.

W e can solve for the size of the largest connected
com ponent in the follow ing way. De ne S to be the
size of the largest connected com ponent after i mes-
sages. The probability that each recipient is already
In the largest com ponent is S;=k = g. The probabil
ity thatm ofthe recipients are In the largest com ponent
Spn = .- (1 g™ . Putting this together in a
rate equation, we nd:

Im

Xl
Si1 = Pn i+ @ m)) pl
m =0
= s+ 1 p)l a
1
=8 ¢St 91
ds; 1
1 1 1 -=-5S;
= ¢@ a I - Ss

W e can approxin ate the above in two regin es, nam ely,
unsaturated 1) and saturated (g 1) to get two
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FIG.6: CCDF ofthenum ber of corecipients perm essage for
spam and non-spam m essages. T he x-axis show s the num ber
of co-recipients, and the y-axis is the num ber ofm essages w ith
at least that num ber of co-recipients. The m ean num ber of
co—recipients for the spam m essages is 3:87; for non-spam , it
is 1:71.

di erent solutions. In the unsaturated regin e,

51 e a P 15
di kT
1
g =s;
T %
1 1)
- T ot
1(1 1) .
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In the saturated regin g,

51 e a d1 15
di kT
1
1 =s;
k
=) S;i= k@ eih+ e 7

C Jearly, after O (k=F) m essages, the spam com ponents
should start to pin. This analysis underestin ates the
Ppining rate because it always assum es that a m essage
only pins wih the largest com ponent, and never adds
m ore than one com ponent together, which clearly only
Increasesthe rate that the spam com ponentsgrow in size.
A dditionally, we have ignored the fact that the nearerthe
addressby alphabeticalm easure, them ore likely they are
to be corecipients ofan em ailm essage. Instead we have
approxin ated that there are k nearby addresses, and they
are all selected at random .

Spamm ers, of course, will try to defeat any and all
antispam tools. There are a few countem easures that
spam m ers could take to attem pt to il the proposed al-
gorithm . The m ost obvious countermm easure is to never
use multiple recipients In the To: or Cc: headers of a
spam m essage. In that way, spam com ponents would be
isolated nodes In our graph, and would be disregarded for
the purposes of constructing the blacklist. H owever, this

would not in pact the ability of users to autom atically
generate w hitelists, which are extrem ely valuable In in -
proving the accuracy of content-based lering system s.
T he spamm er could also attem pt to m ake the algorithm
m isclassify them asa non-spamm er. For instance, spam —
mers could try to leam em ail addresses for friends of
each user by m eans of em ail viruses, proxin ity ofem ail
addresses on web pages, or other m eans. The spamm er
could then include the user’s friends as co—recipients of
a spam m essage, thus posing as a m em ber of the user’s
social network. However, if spamm ers can in personate
m em bers of yourw hitelist they can dam age the e ective—
ness of any w hitelisting schem e, not Jjust our algorithm .

V. GREYLISTS: THE ALGORITHM AND ITS
EFFICACY

W e have described an algorithm that divides a single
user’s personal em ail netw ork into disconnected com po—
nents and attem pts to identify each com ponent as spam
or non-spam based only on the valie of the clustering
coe cient. W e've discussed this metric for two large
subnetw orks of one author’s em ail graph, but now we
must ask: is it possble to classify all com ponents us-
Ing this schem e? For each com ponent, we note the size,
them axin um degree k; 5x , and the clustering coe cient.
W e expect that there isa m inim um number of nodes for
which the clustering coe cient of a com ponent can be
reliably m easured. C om ponents am aller than this cuto
size, Sy in, then, must be excluded from our classi ca-
tion scheme. W e also know that, for power-law graphs
w ith exponents greater than or equalto 2:0, we can
expect the m axin um degree to be on order of the size of
the graph E]. P revious works 'E:, -'_2], as well as this one
(see F1g. Tj), nd degree distrbutions w ith exponents
greaterthan 2:0.W e use this fact to Introduce another
cut-o param eter. A 1l com ponentsw ith clustering coe —
clent equalto 0 and (ky, ax + 1)=size greater than K fyac,
are also disregarded, In order to 1lim it the in pact a sihglk
node can have on the statistics. R em aining com ponents
w ith clustering coe cient less than som e critical value,
Cn in r areassum ed to be spam com ponents, and allnodes
In these com ponentsarew ritten to theblacklist. Ifa com —
ponent has clustering coe cient greaterthan C, 15, then
wew rite allnodes to the whitelist. T he rare case in which
a com ponent which was not disregarded has a clustering
ooe client between Cp ijn and Cp ax is addressed later in
this section.

The criteria for choosing the cuto param eters S, in s
K fracs/Cnins,and Cp ax are as follow s:

Choice of §in and K £rac: Single m essages can
m ake isolated com ponentswhich it isnot clearhow
to classify a priord, since every m essage w ith k co—
recipients can create a com ponent w ith clustering
coe clent equalto 0:0 and size k. Setting K frac
lessthan 1:0 (06 08 workswell In practice) en—
sures that a com ponent from a single m essage w ill



not be considered. A m ore direct route (out one
that can’t be realized using purely graph theoretic
m ethods) isto only consider com ponents form ed by
N orm oremessages. The size cuto should com e
from the num berofrecipientsam essage isexpected
to have. Setting this far above the m ean also in—
sures that several m essages are required for each
com ponent. For the data we exam ined, a cuto
size 0£10 20 seem ed to work well.

Choice of G i and Cy ax : Aswesaw In sectjon:_I{[:,
w e expect spam com ponentsto haveC = 0.0n the
other hand, in our data, as in previous sl:udjesl'g,
'é_'j!], the clustering coe cient of the social graphs is
found to be an order ofm agnitude larger than one
would expect for a random graph wih the same
degree distrbution. In this work, Cp i, = 0:01,
and Cp 2x = 02 produce excellent results.

T hem ethods for choosing the variousparam eterscould
be in proved w ith further research on m ore personalem ail
netw orks to better understand the statistical properties
of these netw orks over a Jarger set of users.

W e have already discussed how em ailaddresses associ-
ated w ith com ponents largerthan Sy i, and w ith cluster-
Ing coe cients lessthan Cy, iz Or greater than Cp 5 are
sorted Into whitelists and blacklists. W e now resolve how
to dealw ith large com ponents that have an interm ediate
value of the clustering coe cient.

In general, we assum e that spam m ers don’t know who
the user’s friends are, so i is very unlkely for a spam —
mer to em ail the user and a friend of the user in the
sam e m essage. T his presum ably ﬂl:] happens purely by
chance, and is also presum ably very rare, since we can
In agine that each co—recipient on a spam message is a
friend w ith som e very amn all probability. Hence, spam
com ponents usually stay disconnected from friend com —
ponents. T here is alw ays the possbility, however, that a
spam m essage w ill have a co—recipient in comm on w ith
a non-goam m essage. T he cross-com ponent connections
are m ost lkely to happen In spam com ponents wih a
large num ber of co-recipients; this m eans that chance
connections w ill result in a non-spam com ponent pined
w ith a Jarge spam com ponent via a an allnum ber ofedges
(the chance corecipient connections). From a graph the—
oretic perspective, this situation w ill correspond to two
connected \com m unities" which have very few edgesbe—
tween them , and which also have very di erent cluster—
Ing coe cients. W e may dentify these cases when we

nd large com ponents w ith interm ediate clustering co—
e clents. For instance, if the com ponent size is large,
but the clustering coe cient is less than Cp 4x, Wem ay
assum e that it isa pined spam com ponent.

A metric called edge betweenness has been suggested
as a toolto identify edges that go between com m unities
E, :j, :_é] T he betweenness of an edge wihin a network
is a m easure of how m any of the shortest paths between
all the pairs of nodes in the network inclide that edge.
Since allpaths linking the m any nodes in the spam com —

m unity to nodes in the non-spam communiy n a pined
com ponent w ill nclide one of the very few edges that
correspond to the chance connections between the two
com m unities, these edges w ill clearly have a m uch higher
betw eenness than the edgesthat connect m em bersw ithin
the sam e community. Therefore, in our approach, we
split pined com ponents into two com m unities by rem ov—
Ing the edgesw ith the highest betw eennessuntilthere are
tw o distinct com ponents, recalculating the betw eenness
after each edge ram oval This step is the sam e as the al-
gorithm given by Newm an and G irvan [j]; however, we do
not execute this step on com ponentsw ith high clistering
coe cient (in fact, Newm an and G irvan’s com m unity—

nding algorithm tends to cut these em ail graphs into
many communities, whereas we are interested only In

nding the split between spam m ers and non-spam m ers) .

W hen considering a data set from one author of all
the saved em ail m essages over a period of 3 years, we
found only one exam ple where an edge arose between a
spam and non-spam comm unity. This edge was Indeed
rem oved by the above segparation technique. T herefore,
we expect that this separation technique w ill rarely be
needed, but we also expect that i isa robustm ethod for
separating pined com ponents, as long as spamm ers do
not have access to the user’s w hitelist.

D ata|blacklist|w hitelist| grey list| total

soam 1 1,664 0| 2,841|4,505
non-spam 1 0 331 282| 613
spam 2 2,981 0| 1,113|4,114
non-spam 2 0 68 229 297

TABLE II: Resuls of the algorithm on two datasets. D ata
set 1 is from a 6 week period, set 2 is from a 5 week period.
The data sets are from two di erent users.

In Table :ﬁ, we see the results of the algorithm on two
data sets covering 5 and 6 weeks for two di erent users.
Averaging over both sets, 44% ofthe nonspam is on the
w hitelist, 54% of the spam is on the blacklist, and 47%
of the m essages are on the greylist. In summ ary, about
half the tine, the m essage is correctly identi ed, and
the other half, the algorithm cannot classify the m essage.
O ver the test data, not one m essage ism isclassi ed.

Tt is interesting to note that our algorithm may be
In proved by adding m ore graph theoretic param eters to
our classi cation scheme. Figurei/ shows the CCDF of
the largest non-spam com ponent. The degree distribu-
tion for the tailofthis CCDF isp / k '®2 . The nodes
w ith degrees 1 and 2 do not t the power-aw ofthe tail.
Tt is Interesting to note that this approach of taking a
user’s view to m ake a subgraph of the entire em ail net-
work gives a degree distribution consistent w ith previous
worksi}.', :_2], which were based on the email of multiple
users. T hese previous studies found degree distributions
ollow ing power law s w ith exponents from 13 to 1:8.
In our datasets, the spam com ponents had power-law s
w ith exponents between 1:8 and 20. Thus, sihce
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FIG.7: Degree CCDF for the largest non-spam com ponent.

The line corresponds to px / k 1152 Note that nodes w ith

degrees 1 and 2 do not t the powerdaw of the tail. W e
believe this is due to the fact that the personalem ailnetw ork

construction can only add an edge w hen the user is a recipient

and does not see the edges that would exist between two users

when allusers’ em ailtra c is considered.

spam com ponents seem to have unusually high power law
exponents, i m ay be possble to use the degree distribu—
tion ofa com ponent to In prove the distinguishing power,
or reduce the lkelhood of error.

VI. HOW TO USE THE ALGORITHM ?

A s already discussed, our em ailnetwork-based gpam

tering algorithm autom atically constructs whitelists
with 44% success rate, constructs blacklists w ith 54%
success rate w ith no false classi cations, and leaves 47%
of the em ail unclassi ed. These hit rates are achieved
w fthout any user Intervention. Since the only inform a—
tion necessary is available In the user’sem ailheaders, the
algorithm can be easily In plem ented at various points in
the ltering process. Since whitelists and blacklists are
the foundation of m any antispam approaches [_iz_i], our
technique, based purely on graph theoretic m ethods, can
be easily integrated w ith existing m ethods. For instance,
our algorithm may be used by m ail adm inistrators of
large em ail servers, such as corporate em ail servers, or
Intemet service providers, since they can generate a per—
sonalem ail netw ork for each of their users asthem ail is
being delivered to theirm ailservers. T he ability to gener—
ate w hitelists and blacklists for alltheir users w ill greatly
In prove the ability of centralm ail servers to reduce the
num ber of spam m essages which reach end users.

A notherm a pr advantage of the algorithm is that it is
virtually Immune to false negatives (eg. non-spam be—
Ing identi ed as spam ), which suggests that ourm ethod
can also signi cantly increase the ease of use of content—
based antispam tools, which classify em ails as spam
or non-spam based on the content of the em ail, rather
than the sender’s address. The best contentbased I
ters achieve approxin ately 99.9% accuracy, but require
users to provide a training set of spam and non-spam
m essages. T hese algorithm s exam ine the content of the
sets ofm essages labeled as spam ornon-spam to identify

com m on characteristics ofthe tw o types ofm ail, often us—
Ing B ayesian J'nﬁrenoel}(_i]. T he perform ance of content-
based algorithm s is usually greatly In proved ifthe train—
Ing set com es from em ails sent to the user who will run
the algorithm , which isto say, these algorithm swork bet—
terwhen tuned to speci cem ailinboxes. O urm ethod can
autom atically generate an accurate training set, tailored
to the lndividualuser’s inbox, so that the end user can be
Jess Involved in the training process. T his could dram at—
ically in pact the ease of w idely deploying content-based
antispam tools, which have been heretofore inconvenient
for end users to train e ectively. Future research could
produce m ore sophisticated schem es to better com bine
ourm ethod w ith contentbased leaming m ethods.

VII. CONCLUDING REM ARKS

W e have proposed an algorithm based on the proper-
ties of social networks to classify senders as spamm ers
or non-spamm ers. The algorithm has not m isclassi ed
any senders In the em ail data sets we have tried. U sing
this algorithm , it would be possible to generate training
sets for lraming algorithm swhich m ay be content-based.
T his is extrem ely im portant in achieving accurate, auto—
mated spam  Itering.

There are m any areas for fiirther In provem ent of the
algorithm . M ost obviously, m ore param eters of com po—
nents should be considered. In this paper, we classify
com ponentsbased only on size and clustering coe cient,
but there are m any m ore m etrics which m ay provide
for statistical distinguishability between spam and non-—
spam . An algorithm which incorporatesm ore param eters
ofthe graph m ay be able to reduce the probability ofm is—
classi cation even further. Unfortunately, signi cantly
decreasing the size of the greylist does not appear very
prom ising since the greylist com ponents are very am all in
size, and thus live in a sn allparam eter space, and hence,
strong distinguishability between greylisted com ponents
appears to be beyond the power of purely graph-based
techniques. A s long as spam m ers continue to adapt their
strategies for defeating anti-spam tools, in proving these
tools is a sub gct that w ill warrant further study.

In the long run, there is clearly a solution to the spam
problem : use cryptographic w hitelists, where a user only
accepts m essages that are cryptographically signed by
authenticated keys. T he problem , of course, is that the
lack of nfrastructure that is needed to m ake this schem e
accessible to them a prity ofend usersm akesthe In m edi-
ate potential for w idespread use of such a schem e highly
questionable. Until this mfrastructure is In place, end
usersm ust rely on less perfect solutions, and willbene t
from any e ort that m akes these solutions m ore user-
friendly, and easier form ail servers and ISP s to broadly
distrbute.

M oreover, even ifthe spam problem issolved, theem ail
network tool introduced here w ill becom e increasingly
useful. In particular, the personal em ail network has



the potential to enable users to capture the com m unity
structure in cyberspace. It is possble that better em ail
m essage m anagem ent can be achieved ifem ail clients are
aw are of the various social groups of which the user is a
m em ber, and our schem e for generating personal em ail
netw orksm ay give such Inform ation w ithout any changes

to Intemet em ail protocols.
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