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W e provide an autom ated graph theoretic m ethod for identifying individualusers’trusted net-

worksoffriendsin cyberspace.W eroutinely useoursocialnetworksto judgethetrustworthinessof

outsiders,i.e.,to decide where to buy ournextcar,orto � nd a good m echanic forit.In thiswork,

weshow thatan em ailuserm ay sim ilarly usehisem ailnetwork,constructed solely from senderand

recipientinform ation available in the em ailheaders,to distinguish between unsolicited com m ercial

em ails,com m only called \spam ",and em ails associated with hiscircles offriends. W e exploit the

propertiesofsocialnetworkstoconstructan autom ated anti-spam toolwhich processesan individual

user’spersonalem ailnetwork to sim ultaneously identify theuser’score trusted networksoffriends,

aswellassubnetworksgenerated by spam s. In ourem piricalstudiesofindividualm ailboxes,our

algorithm classi� ed approxim ately 53% ofallem ails as spam or non-spam ,with 100% accuracy.

Som e ofthe em ails are left unclassi� ed by this network analysis tool. However,one can exploit

two ofthe following usefulfeatures. First,it requires no user intervention or supervised training;

second,itresultsin no false negativesi.e.,spam being m isclassi� ed asnon-spam ,orvice versa.W e

dem onstrate that these two features suggest that our algorithm m ay be used as a platform for a

com prehensive solution to the spam problem when used in concert with m ore sophisticated,but

m ore cum bersom e,content-based � lters.

I. IN T R O D U C T IO N

The am ount ofunsolicited com m ercialem ail(spam ),

and m ore im portantly, the fraction of em ail which is

spam ,has risen dram atically in the lastfew years. Re-

cently,a study has shown that 52% ofem ailusers say

spam has m ade them less trusting of em ail, and 25%

say thatthe volum e ofspam hasreduced theirusage of

em ail[3].Thiscrisishasprom pted proposalsfora broad

spectrum ofpotentialsolutions,ranging from the design

ofm oree� cientanti-spam softwaretoolstocallsforanti-

spam lawsatboth thefederaland statelevels.W hilethe

jury isstillouton how widely such anti-spam lawswillbe

enacted and how e� ectivethey would bein stem m ingthe


 ow,theobjectiveofthevariouslegaland technicalsolu-

tionsarethesam e:to m akeitunpro� tableto send spam

and thereby destroy the spam m ers’underlying business

m odel.

Any m easurethatstopsspam from reaching users’in-

boxes with probability p and is deployed by users with

probability q increasesthe averagecostofsending spam

by 1=(1� pq).Forinstance,ifa � lterhas90% accuracy

and isused by 90% ofusers,thethecostofsending spam

willincreaseby m ore than 500% .However,even ifa � l-

teris99.9% accurate,butonly 1% ofusersactually use

it,then spam m ers’costswillonly increaseby 1% .Thus,

theneed isforanti-spam techniquesthatworkaccurately

enoughand,m oreim portantly,areuserfriendlyand com -

putationally e� cientsothatthey can bewidely deployed

and used. In evaluating the accuracy ofthe anti-spam

tool,itisespecially im portantthatthealgorithm should

generatevirtuallynofalsenegatives,sinceeach non-spam

�Electronic address:boykin,vwani@ ee.ucla.edu.

m essagethatgetsthrown in thespam folderunderm ines

the con� dence ofthe user,and decreasesthe likelihood

thatanti-spam � lterswillbe used universally. In evalu-

ating the ease ofuse ofthe anti-spam tool,there should

be a strong preference forautom ated algorithm s,which

requirelittle orno directinputfrom individualusers.

W e report a surprisingly e� ective technique that can

sim ultaneously achievethetwoabove-m entioned require-

m ents ofaccuracy and autom ation. This technique is

predicated upon theuniquecharacteristicsinherenttoso-

cialnetworksand the proven wisdom ofusing such trust

networksto m ake the rightchoices.Alm ostallourcon-

tractualdecisions (e.g.,from the schools we choose for

our kids, to the people we trust with our m oney) de-

pend heavily on inform ation provided by ournetworksof

friends. The reliability ofthe decisions we m ake,then,

dependsstrongly on the trustworthinessofourunderly-

ing socialnetworks. Thus,we seem to have evolution-

arily developed a num ber ofinteraction strategies that

can generatea trustworthy network,and a com m only es-

poused rule suggeststhattrustis to be built based not

only on how wellyou know a person,but also on how

wellthat person is known to the other people in your

network.Thisinteraction dynam icresultsin \close-knit"

com m unities;thatis,com m unitieswhere,ifAliceknows

Bob and Charlotte,then itishighly likely thatBob and

Charlotte also know each other. In thispaper,we show

that this naturalinstinct to form close-knit socialnet-

worksisoperativein the cyberspaceaswell,and can be

exploited to provide an e� ective and autom ated spam

� ltering algorithm .

First,we show that ifone constructs personalem ail

networks,then onecanidentifydistinctclose-knitorclus-

tered subnetworksofem ail-addressesthatcom m unicate

with each othervia the user,and thatthe em ails origi-

natingfrom such addressesaretrustworthy ornon-spam .

http://arxiv.org/abs/cond-mat/0402143v1
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In Sections II-III,we discuss the construction ofper-

sonalem ailnetworksand the structure ofsocialsubnet-

works.In Section IV,weshow thattherealso existlarge

connected subnetworks ofem ailaddresses that are not

close-knit,and thattheem ailsrelated to theseaddresses

are overwhelm ingly spam s. In Section V,we show that

ouralgorithm ,when used alone,can classify m ore than

halfofallem ailm essagesin an individualuser’sinbox,

withoutany m istakes.Furtheranalysisshowsthatweac-

curatelyclassi� edapproxim ately44% ofallthenon-spam

em ails,and 54% ofallspam em ails,while47% ofallem ail

isnotclassi� ed,becausethey arerelated to subnetworks

thataretoo sm allin sizeto allow reliabledeterm ination

ofstatistics. Thus,the autom ated network-only-based

algorithm doesnotm akeany m istakes,butleavesa sub-

setofthem essagesunclassi� ed;clearly,oneneedsto use

m oresophisticated content-based � ltersto classify these.

However,these com plex � lters achieve their advertised

high accuraciesonly when trained with a su� cientnum -

ber of m essages received by individualusers. This in

turn necessitates m anualand intentionaluser interven-

tion,a potentialbottleneck to a widespread deploym ent

ofaccurate� lters.Since the proposed network-based al-

gorithm autom atically generates large sam ples ofboth

non-spam and spam m essages,itcan considerably allevi-

atethetraining problem .Section VIisdevoted to show-

ing how the personalem ailnetworksprovide a platform

for a com prehensive solution to the spam problem ,by

com bining the 
 exibility ofsophisticated,content-based

� lterswith the easeofuseofan autom ated � lter.

II. P ER SO N A L EM A IL N ET W O R K S

In previousworks,em ailgraphshavebeen constructed

based on em ailaddressbooks[6]or com plete em aillogs

ofsetsofusers[1,2,9]. In thiswork,we build ournet-

work based on theinform ation availableto only oneuser

ofan em ailsystem , speci� cally,the headers ofallthe

em ailm essagesin thatuser’sinbox. Each em ailheader

contains the em ailaddress ofone sender,stored in the

\From :" � eld,and a listofrecipientaddresses,stored in

the\To:"and \Cc:"� elds.W econstructapersonalem ail

network by � rst creating nodes representing allthe ad-

dressesthatappearin alltheem ailheadersin theuser’s

inbox. Edgesare added between pairsofaddressesthat

appearin thesam eheader,i.e.thathavecom m unicated

via theuser.Forexam ple,supposeBob sendsa m essage

\To:" Alice and Charlotte,with a \Cc:" to David and

Eve,then we can represent this em ailinteraction via a

starsubnetwork,asillustrated in Fig.1.

Finally,allnodesrepresentingtheuser’sown em ailad-

dressesare rem oved,since we are interested only in the

connectionsam ongem ailaddresseswhocom m unicatevia

the user. Fig.2 shows a personalem ailnetwork for one

ofthe authors ofthe paper. Interestingly,and perhaps

contrary to intuition,the largest connected com ponent

in this particular network corresponds to spam -related

A

B C D E

FIG .1: The subgraph resulting from an exam ple m essage

from A,to B,C and cc to D ,E.

em ails.Thisraisesthequestion:how doesonedeterm ine

which subnetworkscorrespond totrusted em ailaddresses

and which onescorrespond to spam -related ones?

III. SO C IA L N ET W O R K S A N D W H IT ELIST S

A num ber ofrecent studies have identi� ed quantita-

tive m easuresofthe closenessofa com m unity,and have

shown that,indeed,these m easures can be used to dis-

tinguish em pirically observed socialnetworksfrom m ore

anonym ousand non-socialnetworks[2,4,8]. The m ost

distinctive property ofsocialnetworksistheirtendency

to cluster. For exam ple,ifAlice knows Bob and Eve,

i.e.,Bob and Eve are connected through Alice,then,in

a socialnetwork,the likelihood ofBob knowing Eve is

considerably higherthan in,forexam ple,a random net-

work with very sim ilardegreedistribution.A qualitative

expressionfortheclusteringcoe� cientofanetworkisde-

� ned asfollows:wecountallpairsofnodesthatarepart

ofa wedge,i.e.,each nodein thepairhasa directedgeto

a third node. According to the intuitive notion ofclus-

tering m entioned above,we expectthatin a graph with

high clustering coe� cient,m any ofthese pairswillalso

be connected via an edge,i.e.,m any ofthe wedgesalso

form triangles. Hence,the clustering coe� cient (som e-

tim escalled transitivity),C ,ofa graph can beexpressed

as:

C =
3� (num beroftrianglesin the graph)

num berofwedges
(1)

Thisexpression givesthereadera feelforthephysical

m eaning ofthe clustering coe� cient in socialnetworks.

The quantitative de� nition ofthe clustering coe� cient

thatwewillusefortherestofthisworkinvolvescounting

thefraction ofneighborsofa node which arealso neigh-

borsto each other. Speci� cally,ifa node hasdegree ki,

then ithaski neighbors.Each ofthose ki neighborspo-

tentially areconnected toeach other.Thereareatotalof

ki(ki� 1)=2 possibleconnectionsbetween theneighbors.

By counting the num ber ofconnections that exist,E i,

and dividing by ki(ki� 1)=2,we getthe clustering coef-

� cientforthenode.Ifa nodehasdegree1,thisquantity
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FIG .2: O ne author’s com plete em ailnetwork,form ed by 5,486 m essages. The largest com ponent (com ponent 1,at center)

is enlarged to show structure. The second largest,com ponent 2,is boxed atupperleft. An enlarged view ofcom ponent2 is

shown in Fig.3

FIG .3:The second largestcom ponent(called com ponent2)

in one author’sem ailgraph fora six week period

FIG .4:A subgraph ofa spam com ponent.Seetwo spam m ers

and theirm any recipients. These two spam m ersshare m any

co-recipients, as seen in the m iddle of the graph. In this

subgraph,nonodesharesaneighborwith anyofitsneighbors.

FIG .5:A subgraph ofa non-spam com ponent.Notethehigh

incidence oftriangle structures,as com pared with the spam

subgraph shown in Fig.4
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isunde� ned,thusweonly countnodesofdegreegreater

than 1.The clustering coe� cientforthe entire graph is

theaverageoftheclustering coe� cientforeach node(of

degreegreaterthan 1):

C =
1

N 2

X

i

2E i

ki(ki� 1)
(2)

where N 2 is the totalnum ber ofnodes in the network

with degree 2 orgreater. This m etric has been applied

toem ailgraphspreviouslyand hasbeen found tobem ore

than 10 tim eslargerthan one would expectfrom a ran-

dom graph with the sam edegreedistribution[2].

As an exam ple ofhow clustering coe� cient m ay be

used to distinguish between spam and non-spam em ails,

consider the connected com ponents 1 and 2,shown in

Fig.2 and 3,respectively.Som e propertiesofthese and

othercom ponentsarelisted in TableI.Com ponentnum -

ber1 hasa clustering coe� cientof0:exactly zero nodes

shareneighborswith anyoftheirneighbors.O n theother

hand,com ponent2,which issm allerin size,hasa clus-

tering coe� cient of 0.67, or, on average, 67% of each

node’sneighborsare connected to each other.Figures4

and 5 show subgraphsfrom com ponents1 and 2,respec-

tively. The relative incidence ofthe triangle structures

that characterize close-knit com m unities can be clearly

seen in these subgraphs. Recognizing that socialnet-

workshave high clustering coe� cients,we can be con� -

dentthattheem ailaddressesin com ponent2 area part

oftheuser’ssocialnetwork in thecyberspace.Thus,any

em ailwith oneofthe nodesfrom the second com ponent

in theheadercan beclassi� ed asa non-spam .Theem ail

addressesassociated with thesenodescom prisetheuser’s

w hitelist.

Com ponent N C km ax

km ax + 1

N

1 3560 0 542 0.153

2 266 0.673 112 0.425

3 174 0 98 0.569

4 49 0 48 1

5 34 0 17 0.529

6 22 0 21 1

TABLE I:Statisticson largestcom ponentsofcom pleteem ail

network shown in Fig.2.

IV . B LA C K LIST S A N D T H E FO R M A T IO N O F

SPA M C O M P O N EN T S

Can wealso conclude thatthe � rstcom ponent,which

has a very low clustering coe� cient, is generated by

spam s? Ifso,then any em ailfor which a node inside

the� rstcom ponentisa senderorco-recipientcan bela-

beled as spam . Indeed,a detailed bookkeeping ofthe

inbox showsthattheem ailaddressesin com ponent1 are

alwaysrelated tospam s,justasthosein com ponent2are

alwayspartoftheuser’ssocialnetwork!In otherwords,

the em ailaddressesin the � rstcom ponentcan com prise

a blacklist.

W e havealready discussed the reasonswhy weshould

expect our networks offriends to have a high cluster-

ing coe� cient, but we have yet to understand why a

large subnetwork with low clustering coe� cient should

necessarily be spam -induced.A carefulanalysisofcom -

ponent 1 reveals that it has been created by a com -

m on form ofspam m ing technique called the dictionary

attack,where spam m ers send m essages to co-recipients

sorted according to em ailaddress. For exam ple,ifone

has an em ailaddress \adam @ m ail.com ",one willtend

to seeco-recipientswith alphabetically sim ilarem ailad-

dresses,such as \arthur@ m ail.com ",\alex@ m ail.com ",

\avid@ m ail.com ",etc. Due to sorted recipient lists,it

isnotatalluncom m on to haveco-recipientsrepeated in

di� erentspam em ailm essages,causing the disconnected

spam com ponents to m erge into largerand larger com -

ponents. O ne can view the spam m essages as form ing

a bi-partite graph,with two types ofnodes represent-

ing spam m ersand spam recipients.Since the spam m ers

don’t spam one another,and the co-recipients ofspam

m essagesdon’tknow oneanother,thisgraph willalways

havea clustering coe� cientof0.

An obviousquestion is:how quickly do we expectthe

spam m ercom ponentstom erge? Toanswerthis,weneed

to exam ine the probability thattwo di� erentspam m ers

send m essagesto the sam e co-recipient. In � gure 6,we

see the com plem entary cum ulative distribution function

(CCDF) ofthe num ber ofco-recipients per spam m es-

sage. In this data,the average num ber ofrecipients of

a spam m essage is 3:87. As a m odel,we assum e that

each spam m erusesa\From :"addressonly onetim e,and

sendsthe spam to lrecipientschosen atrandom .Based

on ourdata,wechoosel� 3:87.Them odelassum esthat

there arek em ailaddressesnearto the user’saddressin

the sorted addressspace.

W e can solve for the size of the largest connected

com ponent in the following way. De� ne Si to be the

size of the largest connected com ponent after i m es-

sages. The probability that each recipient is already

in the largest com ponent is Si=k = q. The probabil-

ity thatm oftherecipientsarein thelargestcom ponent

is pm =
�

l

l�m

�

(1� q)l�m qm . Putting this togetherin a

rateequation,we� nd:

Si+ 1 =

l
X

m = 0

pm (Si+ (l� m ))� p0l

= Si+ (1� p0)l� ql

= Si�
l

k
Si+ (1� (1� q)l)l

dSi

di
� (1� (1� q)l)l�

l

k
Si

W e can approxim ate the above in two regim es,nam ely,

unsaturated (q � 1) and saturated (q � 1) to get two
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di� erentsolutions.In the unsaturated regim e,

dSi

di
� (1� (1� q)l)l�

l

k
Si

� l
2
q�

l

k
Si

=
l(l� 1)

k
Si

=) Si = le
l(l� 1)

k
i

In the saturated regim e,

dSi

di
� (1� (1� q)l)l�

l

k
Si

� l�
l

k
Si

=) Si = k(1� e
� l

k
i)+ le

� l

k
i

Clearly,afterO (k=l2)m essages,thespam com ponents

should start to join. This analysis underestim ates the

joining rate because it always assum es that a m essage

only joins with the largest com ponent,and never adds

m ore than one com ponent together,which clearly only

increasestheratethatthespam com ponentsgrow in size.

Additionally,wehaveignored thefactthatthenearerthe

addressbyalphabeticalm easure,them orelikelythey are

to beco-recipientsofan em ailm essage.Instead wehave

approxim atedthattherearek nearbyaddresses,andthey

areallselected atrandom .

Spam m ers, of course,willtry to defeat any and all

anti-spam tools. There are a few counterm easuresthat

spam m erscould taketo attem ptto foilthe proposed al-

gorithm . The m ost obviouscounterm easure is to never

use m ultiple recipients in the To: or Cc: headers ofa

spam m essage.In thatway,spam com ponentswould be

isolated nodesin ourgraph,and would bedisregarded for

thepurposesofconstructing theblacklist.However,this

would not im pact the ability ofusers to autom atically

generate whitelists,which are extrem ely valuable in im -

proving the accuracy ofcontent-based � ltering system s.

Thespam m ercould also attem ptto m akethealgorithm

m isclassify them asa non-spam m er.Forinstance,spam -

m ers could try to learn em ailaddresses for friends of

each userby m eansofem ailviruses,proxim ity ofem ail

addresseson web pages,orotherm eans. The spam m er

could then include the user’s friends as co-recipients of

a spam m essage,thusposing asa m em berofthe user’s

socialnetwork. However,ifspam m ers can im personate

m em bersofyourwhitelistthey can dam agethee� ective-

nessofany whitelisting schem e,notjustouralgorithm .

V . G R EY LIST S:T H E A LG O R IT H M A N D IT S

EFFIC A C Y

W e have described an algorithm thatdivides a single

user’spersonalem ailnetwork into disconnected com po-

nentsand attem ptsto identify each com ponentasspam

or non-spam based only on the value ofthe clustering

coe� cient. W e’ve discussed this m etric for two large

subnetworks ofone author’s em ailgraph, but now we

m ust ask: is it possible to classify allcom ponents us-

ing thisschem e? Foreach com ponent,we note the size,

them axim um degreekm ax,and theclusteringcoe� cient.

W eexpectthatthereisa m inim um num berofnodesfor

which the clustering coe� cient ofa com ponent can be

reliably m easured. Com ponentssm allerthan thiscuto�

size,Sm in,then,m ust be excluded from our classi� ca-

tion schem e. W e also know that,for power-law graphs

with exponents greater than or equalto � 2:0,we can

expectthem axim um degreeto beon orderofthesizeof

the graph[8]. Previous works [1,2],as wellas this one

(see Fig. 7), � nd degree distributions with exponents

greaterthan � 2:0.W eusethisfactto introduceanother

cut-o� param eter.Allcom ponentswith clustering coe� -

cientequalto 0 and (km ax + 1)=sizegreaterthan K frac,

arealso disregarded,in orderto lim ittheim pacta single

node can have on the statistics. Rem aining com ponents

with clustering coe� cient less than som e criticalvalue,

Cm in,areassum ed tobespam com ponents,and allnodes

inthesecom ponentsarewritten totheblacklist.Ifacom -

ponenthasclusteringcoe� cientgreaterthan Cm ax,then

wewriteallnodestothewhitelist.Therarecasein which

a com ponentwhich wasnotdisregarded hasa clustering

coe� cientbetween Cm in and Cm ax isaddressed laterin

thissection.

The criteria forchoosing the cuto� param etersSm in,

K frac,Cm in,and Cm ax areasfollows:

� Choice of Sm in and K frac: Single m essages can

m akeisolated com ponentswhich itisnotclearhow

to classify a priori,since every m essage with k co-

recipients can create a com ponentwith clustering

coe� cient equalto 0:0 and size k. Setting K frac

lessthan 1:0 (0:6� 0:8 workswellin practice)en-

suresthata com ponentfrom a single m essagewill
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not be considered. A m ore direct route (but one

thatcan’tbe realized using purely graph theoretic

m ethods)istoonly considercom ponentsform ed by

N orm ore m essages. The size cuto� should com e

from thenum berofrecipientsam essageisexpected

to have. Setting this far above the m ean also in-

sures that severalm essages are required for each

com ponent. For the data we exam ined,a cuto�

sizeof10� 20 seem ed to work well.

� ChoiceofCm in and Cm ax:Aswesaw in section IV,

weexpectspam com ponentstohaveC = 0.O n the

other hand,in our data,as in previous studies[2,

8],the clustering coe� cientofthe socialgraphsis

found to be an orderofm agnitudelargerthan one

would expect for a random graph with the sam e

degree distribution. In this work, Cm in = 0:01,

and Cm ax = 0:1 produceexcellentresults.

Them ethodsforchoosingthevariousparam eterscould

beim provedwith furtherresearchon m orepersonalem ail

networksto better understand the statisticalproperties

ofthesenetworksovera largersetofusers.

W ehavealready discussed how em ailaddressesassoci-

ated with com ponentslargerthan Sm in and with cluster-

ing coe� cientslessthan Cm in orgreaterthan Cm ax are

sorted into whitelistsand blacklists.W enow resolvehow

to dealwith largecom ponentsthathavean interm ediate

valueofthe clustering coe� cient.

In general,weassum ethatspam m ersdon’tknow who

the user’s friends are,so it is very unlikely for a spam -

m er to em ailthe user and a friend ofthe user in the

sam e m essage. This presum ably[11]happens purely by

chance,and is also presum ably very rare,since we can

im agine that each co-recipient on a spam m essage is a

friend with som e very sm allprobability. Hence,spam

com ponents usually stay disconnected from friend com -

ponents.Thereisalwaysthepossibility,however,thata

spam m essage willhave a co-recipient in com m on with

a non-spam m essage. The cross-com ponentconnections

are m ost likely to happen in spam com ponents with a

large num ber of co-recipients; this m eans that chance

connectionswillresultin a non-spam com ponentjoined

with alargespam com ponentviaasm allnum berofedges

(thechanceco-recipientconnections).From a graph the-

oretic perspective,this situation willcorrespond to two

connected \com m unities" which havevery few edgesbe-

tween them ,and which also have very di� erentcluster-

ing coe� cients. W e m ay identify these cases when we

� nd large com ponents with interm ediate clustering co-

e� cients. For instance,ifthe com ponent size is large,

butthe clustering coe� cientislessthan Cm ax,we m ay

assum ethatitisa joined spam com ponent.

A m etric called edge betweenness has been suggested

asa toolto identify edgesthatgo between com m unities

[5,7,9]The betweenness ofan edge within a network

isa m easureofhow m any ofthe shortestpathsbetween

allthe pairsofnodes in the network include that edge.

Sinceallpathslinking them any nodesin thespam com -

m unity to nodesin thenon-spam com m unity in a joined

com ponent willinclude one ofthe very few edges that

correspond to the chance connections between the two

com m unities,theseedgeswillclearly havea m uch higher

betweennessthan theedgesthatconnectm em berswithin

the sam e com m unity. Therefore, in our approach,we

splitjoined com ponentsinto two com m unitiesby rem ov-

ingtheedgeswith thehighestbetweennessuntilthereare

two distinct com ponents,recalculating the betweenness

aftereach edgerem oval.Thisstep isthesam eastheal-

gorithm given by Newm an and G irvan[7];however,wedo

notexecutethisstep on com ponentswith high clustering

coe� cient (in fact, Newm an and G irvan’s com m unity-

� nding algorithm tends to cut these em ailgraphs into

m any com m unities, whereas we are interested only in

� nding thesplitbetween spam m ersand non-spam m ers).

W hen considering a data set from one author ofall

the saved em ailm essages over a period of3 years,we

found only one exam ple where an edge arose between a

spam and non-spam com m unity. This edge was indeed

rem oved by the above separation technique. Therefore,

we expect that this separation technique willrarely be

needed,butwealso expectthatitisa robustm ethod for

separating joined com ponents,as long as spam m ers do

nothaveaccessto the user’swhitelist.

D ata blacklist whitelist greylist total

spam 1 1,664 0 2,841 4,505

non-spam 1 0 331 282 613

spam 2 2,981 0 1,113 4,114

non-spam 2 0 68 229 297

TABLE II:Results ofthe algorithm on two datasets. D ata

set1 isfrom a 6 week period,set2 isfrom a 5 week period.

The data setsare from two di� erentusers.

In TableII,weseetheresultsofthealgorithm on two

data setscovering 5 and 6 weeksfortwo di� erentusers.

Averaging overboth sets,44% ofthe nonspam ison the

whitelist,54% ofthe spam is on the blacklist,and 47%

ofthe m essagesare on the greylist. In sum m ary,about

half the tim e, the m essage is correctly identi� ed, and

theotherhalf,thealgorithm cannotclassify them essage.

O verthe testdata,notonem essageism isclassi� ed.

It is interesting to note that our algorithm m ay be

im proved by adding m oregraph theoretic param etersto

ourclassi� cation schem e. Figure 7 showsthe CCDF of

the largest non-spam com ponent. The degree distribu-

tion forthe tailofthisCCDF ispk / k�1:52 .Thenodes

with degrees1 and 2 do not� tthepower-law ofthetail.

It is interesting to note that this approach oftaking a

user’sview to m ake a subgraph ofthe entire em ailnet-

work givesa degreedistribution consistentwith previous

works[1,2],which were based on the em ailofm ultiple

users.These previousstudiesfound degreedistributions

following powerlawswith exponentsfrom � 1:3 to � 1:8.

In our datasets,the spam com ponents had power-laws

with exponents between � 1:8 and � 2:0. Thus, since
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FIG .7: D egree CCD F for the largest non-spam com ponent.

The line corresponds to pk / k
�1:52 . Note that nodes with

degrees 1 and 2 do not � t the power-law of the tail. W e

believethisisdueto thefactthatthepersonalem ailnetwork

construction can only add an edgewhen theuserisarecipient

and doesnotseetheedgesthatwould existbetween two users

when allusers’em ailtra� c isconsidered.

spam com ponentsseem tohaveunusually high powerlaw

exponents,itm ay bepossibleto usethedegreedistribu-

tion ofacom ponenttoim provethedistinguishingpower,

orreducethe likelihood oferror.

V I. H O W T O U SE T H E A LG O R IT H M ?

As already discussed,our em ail-network-based spam

� ltering algorithm autom atically constructs whitelists

with 44% success rate, constructs blacklists with 54%

successrate with no false classi� cations,and leaves47%

ofthe em ailunclassi� ed. These hit rates are achieved

without any user intervention. Since the only inform a-

tion necessaryisavailablein theuser’sem ailheaders,the

algorithm can beeasily im plem ented atvariouspointsin

the � ltering process. Since whitelists and blacklists are

the foundation ofm any anti-spam approaches[12], our

technique,based purely on graph theoreticm ethods,can

beeasily integrated with existing m ethods.Forinstance,

our algorithm m ay be used by m ail adm inistrators of

large em ailservers,such as corporate em ailservers,or

Internetserviceproviders,sincethey can generatea per-

sonalem ailnetwork foreach oftheirusersasthem ailis

beingdeliveredtotheirm ailservers.Theabilitytogener-

atewhitelistsand blacklistsforalltheiruserswillgreatly

im prove the ability ofcentralm ailserversto reduce the

num berofspam m essageswhich reach end users.

Anotherm ajoradvantageofthealgorithm isthatitis

virtually im m une to false negatives (e.g.,non-spam be-

ing identi� ed asspam ),which suggeststhatourm ethod

can also signi� cantly increasethe easeofuse ofcontent-

based anti-spam tools, which classify em ails as spam

or non-spam based on the content ofthe em ail,rather

than the sender’s address. The best content-based � l-

ters achieve approxim ately 99.9% accuracy,but require

users to provide a training set ofspam and non-spam

m essages. These algorithm sexam ine the contentofthe

setsofm essageslabeled asspam ornon-spam to identify

com m on characteristicsofthetwotypesofm ail,often us-

ing Bayesian inference[10].The perform ance ofcontent-

based algorithm sisusually greatly im proved ifthetrain-

ing setcom esfrom em ailssentto the userwho willrun

thealgorithm ,which istosay,thesealgorithm sworkbet-

terwhen tuned tospeci� cem ailinboxes.O urm ethod can

autom atically generatean accuratetraining set,tailored

totheindividualuser’sinbox,sothattheend usercan be

lessinvolved in thetraining process.Thiscould dram at-

ically im pactthe easeofwidely deploying content-based

anti-spam tools,which havebeen heretoforeinconvenient

for end users to train e� ectively. Future research could

produce m ore sophisticated schem es to better com bine

ourm ethod with content-based learning m ethods.

V II. C O N C LU D IN G R EM A R K S

W e have proposed an algorithm based on the proper-

ties ofsocialnetworks to classify senders as spam m ers

or non-spam m ers. The algorithm has not m isclassi� ed

any sendersin the em aildata setswe have tried. Using

thisalgorithm ,itwould be possible to generatetraining

setsforlearningalgorithm swhich m ay becontent-based.

Thisisextrem ely im portantin achieving accurate,auto-

m ated spam � ltering.

There are m any areasforfurtherim provem entofthe

algorithm . M ost obviously,m ore param etersofcom po-

nents should be considered. In this paper,we classify

com ponentsbased only on sizeand clustering coe� cient,

but there are m any m ore m etrics which m ay provide

forstatisticaldistinguishability between spam and non-

spam .An algorithm which incorporatesm oreparam eters

ofthegraph m aybeabletoreducetheprobabilityofm is-

classi� cation even further. Unfortunately,signi� cantly

decreasing the size ofthe greylistdoes not appearvery

prom isingsincethegreylistcom ponentsareverysm allin

size,and thuslivein asm allparam eterspace,and hence,

strong distinguishability between greylisted com ponents

appears to be beyond the power ofpurely graph-based

techniques.Aslong asspam m erscontinueto adapttheir

strategiesfordefeating anti-spam tools,im proving these

toolsisa subjectthatwillwarrantfurtherstudy.

In thelong run,thereisclearly a solution to thespam

problem :usecryptographicwhitelists,wherea useronly

accepts m essages that are cryptographically signed by

authenticated keys. The problem ,ofcourse,isthatthe

lack ofinfrastructurethatisneeded to m akethisschem e

accessibletothem ajorityofend usersm akestheim m edi-

atepotentialforwidespread useofsuch a schem ehighly

questionable. Untilthis infrastructure is in place,end

usersm ustrely on lessperfectsolutions,and willbene� t

from any e� ort that m akes these solutions m ore user-

friendly,and easierform ailserversand ISPsto broadly

distribute.

M oreover,even ifthespam problem issolved,theem ail

network toolintroduced here willbecom e increasingly

useful. In particular, the personalem ailnetwork has
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the potentialto enable usersto capture the com m unity

structure in cyberspace. Itispossible thatbetterem ail

m essagem anagem entcan beachieved ifem ailclientsare

awareofthe varioussocialgroupsofwhich the userisa

m em ber,and our schem e for generating personalem ail

networksm ay givesuch inform ation withoutany changes

to Internetem ailprotocols.
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