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D istance-d covering problem s in scale-free netw orks w ith degree correlations
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A number of problem s in com m unication system s dem and the distrdbuted allocation of netw ork
resources in order to provide better services, sam pling and distrbution m ethods. The solution to
these issues isbecom ngm ore challenging due to the increasing size and com plex iy of com m unication
networks. W e report here on a heuristic m ethod to nd nearoptin al solutions to the covering
problem in realcom m unication netw orks, dem onstrating that w hether a centralized or a distributed
design is to be used relies upon the degree correlations between connected vertices. W e also show
that the generalbelief that by targeting the hubsone can e ciently solvem ost problem son netw orks
w ih a power law degree distribution is not valid for assortative netw orks.

T he allocation of netw ork resources to satisfy a given
service w ith the least use of resources, is a frequent prob—
Jem in comm unication networks. For Instance, a highly
topicalproblem is the developing and deploying ofa dig—
ital mmune system to prevent technological networks
from virus spreading. In this case, i is worthwhile to
characterize w hether a centralized organization or a dis-
trbuted approach is the best choice [I]. C larly, this is
the 1rst decision, and perhaps one of the fundam ental
ones, that m ust be taken before proceeding w ith other
technical issues. Another natural ground includes the
placam ent of web m irror servers. The solution to such
problem s is becom ing m ore challenging due to the in—
creasing size of socialand technologicalnetw orks. H euris—
tic approaches that provide hints and pave the way for
m ore elaborated strategies would be welcom e. For this
purpose we m ust dentify which individuals are the ideal
candidates to tranan i, collect, m onior or prevent nfor-
m ation and virus spreading acrossthe net 'E.',:_Z, 3, EI,:_S, '6].

T he solution to thisand sim ilarproblem sm ay be com —
putationally easy or hard depending on the topological
properties of the underlying graph fj, -'_8, -'_§, :_fg, -'_1-14'] In
particular, communication and m any other realworld
graphs are characterized by wide uctuations in the ver—
tex degrees f_l-Z_i, :_IZ_"Z, :_l-l_i], w here the degree of a vertex is
the num ber of edges attached to it. This m eans that,
In addition to a high number of an all degree vertices,
there are hubs connected to a large num ber of other ver—
tices. The existence of hubs has been exploited to de—
velop strategies aim ed at enhancing netw ork resilience to
dam age E_Z], virus spreading [_3,:_4,56], and searching algo—
rithm s E]. A dditionally, realw orld netw orks are charac—
terized by degree correlationsbetw een connected vertices
I;L§I, :_1§‘] T hese degree correlations have been shown to
a ect the com putational com plexity ofhard problm s on
graphs w ith w ide uctuations in the vertex degrees {L1].

W e report here on a heuristic m ethod that allow s us
to nd nearoptim al solutions to the covering problem
In realworld networks. Speci cally, we are interested in
the problem of com puting the m Inim um set of covered

vertices (referred to henceforth as servers) such that ev—
ery vertex is covered or has at least one covered vertex
at a distance at most d (distanced covering problem ),
w here the distance between two vertices in the graph is
the m inin um num ber of hops necessary to go from one
vertex to the other. E ach serverw ill then provide service
to or m onitor those vertices w thin a distance d. U sing
a heuristic algorithm that targets high degree vertices,
we com pute an upper bound to them inim um fraction of
servers needed to cover these graphs. W e nd out that
the solution to the distance-d covering problem strongly
depends on the degree of sim ilarity between the con-—
nected vertices. As a consequence, we show that when
designing netw orked system s, whether a centralized or
distrbbuted design is to be used relies upon the netw ork
properties at a local level. O ur prim ary intent is not to
develop an optim al algorithm . Instead, our m ain focus
is In assessing the In pact of correlations on the design
of netw orked system s, and hence provide m otivations, or
lack thereof, for m oving to m ore com plex heuristics in
the context of covering problem s in realnets.

T he com m unication netw orks considered in this work
are the ollow Ing. A S: Autonom ous system Jevel graph
representations of the Intemet as of April 16th, 2001.
Gnutella: Snapshot of the Gnutella peer to peer net—
work, provided by Clp2 D istributed Search Solutions.
Router: Router level graph representations of the Inter-
net. A1l these graphs are sparse with an average de-
gree around 3, an allworlds ﬁ_l-z:] w ith an average distance
between vertices less than 10, and they are character—
ized by a power law degree distribution px k ,wih

22. A detailed characterization of these graphs is
presented in Refs. [l8] Gnutella) and 15,19, 20] @S
and Router graphs). They di er, however, in their de-
gree correlations betw een nearest neighbor vertices. T he
A S and G nutella graphsexh it disassortative degree cor-
relations, w ith a tendency to have connections between
vertices w ith dissim ilar degrees F ig. :}:a) . In contrast,
the R outergraph displays assortative degree correlations,
w ith a tendency to establish connectionsbetw een vertices
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FIG .1: Averagedegree< K @ > ofthe djstanoe—d neighbors
of a vertex w ith degree k, ord= 1 (circles), d= 2 (squares),
d= 3 (diam onds) andd = 4 (trdangles). Notethattheavexage
neighbor degree introduced in Ref. @t} corresponds w ith <
K® >, @< KY>, vsk rtheAS graph. The inset
show sthe exponent 4 obtained from thebest ttothepower
w < K @ >y= Ak ¢ in the rangek > 1. Sin ilar results are
obtained for the G nutella graph, but w ith m ore uctuations
dueto itsam allsize. (b)< K ) >y vsk fortheRoutergraph.
T he Inset show s the exponent 4 obtained from thebest tto
thepowerlaw < K ¥ >, = Ak ¢ ;n therange 10 k  100.

w ith sin ilar degrees Fig. 1ib). Tn this work we are in—
terested In covering problem sbeyond d = 1, thereforewe
also analyze the degree correlations ford > 1 ﬁ_Z-Zl;] For
the disassortative graphs, the average degree of distance—
d neighbors < K @ >, restricted to root vertices w ith
degree k, ©llow s the sam e trend as< K &) >, tending
to be less correlated for larger d F ig. :g.'a) . For the as-
sortative graph, how ever, the degree correlations are as—
sortative up to d = 2, becom ing disassortative ford > 2
Fi. -'_]:b). Fially, for d > 6 the degree correlations In
the originally assortative graph show a sim ilar trend than
In the disassortative graphs.

W e propose the follow iIng heuristic algorithm to obtain
an upper bound to the distance-d covering problem . Lo—
cal algorithm : For every vertex in the graph, cover the
highest degree vertex at a distance at most d from the
vertex. In case there is m ore than one vertex w ith the
highest degree, one of them is selected at random and
covered. To test this algorithm we rst consider the case
d= 1, known as the dom inating set problem f_'/!]. In this
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FIG . 2: Average fraction of servers hxi needed to cover a
graph under the constraint that a vertex should have a server
at most at a distance d = 1, using the leafrem oval (circles)
and local (squares) a]gor]thm s, as a function of the exponent

; de ned In Fig. IL, w ith negative and positive values cor-
responding to disassortative and assortative graphs, respec—
tively.

case we can use a lafrem oval algorithm as a reference
m ethod, which yields a nearly optin al solution together
w ith an error estin ate Q-Q_i] T he leafrem oval algorithm
isde ned as ollow s. To each vertex iwe assign two state
variables x; and y;j, where x; = 0 (x; = 1) if the vertex
is uncovered (covered) and y; = 0 (y; = 1) if the ver-
tex is undom mnated (dom inated). Here a vertex is said
to be dom inated if it has at least one neighbor covered.
Starting wih all vertices uncovered and undom inated
x; = y; = 0 for all i), fteratively, (i) select a vertex
w ith degree one (leaf). If i is not dom inated, cover is
neighbor, set dom inated its second neighbors, and then
rem ove the leaf, itsneighbor, and alltheir incident edges.
(i) Ifno vertex w ith degree one is found, then cover the
vertex wih the larger degree (hub), set dom inated is
neighbors, and then rem ove the hub and all its incident
edges. F inally, if som e vertices w ith degree zero ram ain,
they are covered ifthey are not dom inated, and rem oved
from the graph. Since step (i) always provides an opti-
m alsolution, the error Jnlpom puting the average fraction
of covered vertices hxi= ;= 1 Xi=N is less than orequal
to the fraction of vertices covered applying step (ii).

T he com parison betw een the localand leafrem ovalal-
gorithm s is shown in Fig. :ga* F irst, notice that the solu—
tionsobtained w ith the leafvem ovalalgorithm arealn ost
exact for the networks considered here and d = 1. The
local algorithm yields satisfactory, though non-optim al,
solutions to the covering problem , w ith som e di erences
depending on correlations between connected vertices.
For the A S and the G nutella graphs, which exhibit dis-
assortative degree correlations, the localalgorithm gives
a good estim ate, quite close to the optim al one for the
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FIG .3: (a) Average fraction of servers hxi covering the graph
for di erent values of d.T he continuous lines are the best ts
to an exponentialdecay. (o) A verage fraction of vertices hni
served by a server ordi erent valuesofd. T he Inset show sthe
graph size dependence of ni for the A S graph and d= 1;2.

A S graph. In contrast, for the R outer graph we cbserve
a larger deviation from the optim alsolution. T he origin
of this di erence is due to the fact that the local algo—
rithm exploits the degree uctuations am ong connected
vertices. Indeed, these uctuations are bigger in disas—
sortative graphs as connected vertices lkely have di er-
ent degrees. In contrast, in assortative graphs, although
there m ay be high degree uctuations between two ver-
tices selected at random , connected vertices tend to have
sin ilar degrees, resulting in poorer solutions. These re—
sults indicate that the general belief that heuristic al-
gorithm s targeting the hubs m ay be su cient to solve
com putationalproblem son graphsw ith w ide degree uc—
tuations m ay not be the case for assortative graphs.
The d = 1 ocovering problem results in a distrdbuted
architecture because a nite fraction of the vertices is
covered. Let us now extend the m ethod and discuss the
results obtained with the local algorithm for the m ore
generaland com plex problem d> 1. In Fig. -'_3a we show

that, with increasing d, the average fraction of servers
decays exponentially fast, indicating that ifwe allow the
servers to be m ore distant, a substantial decrease in the
num ber of required servers is obtained. This exponen—
tial decay is a consequence of the an allkw orld property
of these netw orks, characterized by an average distance
betw een vertices that grow s as or slower than the loga-
rithm of the num ber of vertices. T he decrease In hxi is,
however, achieved at the expense of an increase In the
average fraction of vertices hni covered by a server F ig.
:_?qb). This is a key m etric as it m arks the tradeo be-
tw een the num ber of servers needed and their capacity.

A gain, a rem arkable di erence depending on the graph
assortativities is appreciated. For the Gnutella and A S
graphs, w ith disassortative correlations, i increases sig—
ni cantly from d= 1tod= 2. Indeed, a nite size study
for the AS graph, wih a grow ing tendency from 1997
to 2002 [_i§'], reveals that lni decreases to zero w ith in-—
creasing the graph size ford = 1, while i rem alnsalm ost
constant ford = 2 or larger (see inset of F ig. -'_i%b). On
the other hand, in the Router graph, w ith assortative
correlations, ni increases much slower w ith increasing
d, being almost zeroup tod = 3 Fig. :_I{b). These re—
sults are the signature of a phase transition. There is
a threshold distance d. such that the average fraction
of vertices served by a covered vertex is very am all for
d d., going to zero w ith increasing N , whik it is nite
ford > d.. Fordisassortative graphsd. = 1 whilk foras-
sortative ones d. > 1. Note that thevalued. 3 forthe
Router graph coincides w ith the distance where the de-
gree correlations becom e disassortative, indicating that
the phase transition is detem ined by the change in the
degree correlations. Furthem ore, this transition gives a
practicalm easure to get the desired trade-o between hxi
and hni.

Since the graphs considered here are characterized by
w ide uctuations in the vertex degrees, we have also com —
puted the average num ber of covered vertices mi , re-
stricted to vertices w ith the sam e degree k. Tn all cases
we observe an Increasing tendency of mi, with k, as it
is expected from the de nition of the local algorithm ,
w hich targets high degree vertices. T wo distinct behav—-
jors are once agaln observed depending on the degree
correlations. In the disassortative graphs, mi, is already
as large as 10% ofthe vertices ford= 2 and k > 10 Fi.
:fia) . In contrast, In the assortative graphs, only beyond
d= 4, one observes that large value of mi_ .

T he strdking di erences betw een disassortative and as—
sortative correlations have iIn portant consequences re—
garding how resources are allocated. For disassortative
graphs, exoept orthe cased = 1, one would need servers
w ith a vast capacity, covering a large fraction of vertices.
The most e cient strategy is, therefore, the allocation
of resources In a faw servers w ith a large capacity. The
scalability of the server system would in this case be de—
term ined by the single sexrver capacities, which should be
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FIG . 4: Average number of covered vertices (servers) Imi
restricted to verticesw ith the sam e degree k for severalvalies
ofd. The gures show that for disassortative graphs (@), the
servers should have a large capacity to serve a nite fraction
of the graph even for am all to m oderate values ofd. O n the
contrary, for assortative graphs (o), the fraction of servers is
a negligble fraction of N up to large values of d.

Increased asthe graph size grow s. In the assortative case,
we have a di erent scenario. T he decrease of the num ber
of servers w ith Increasing d is not as dram atic as for the
disassortative graphs. In com pensation, each server cov—
ers a an all fraction of vertices. H ence, the m ost e cient
strategy is to allocate the resources in a large num ber of
serversw ith a 1im ited capacity. T he scalability ofthe sys—
tem would be driven by the num ber of required servers,
which augm ents w ith increasing the graph size. In tum,
regarding the design of com m unication netw orks, we can
decide between disassortative or assortative topologies
depending on the available resources. A disassortative
topology w ill be m ore appropriate for a centralized de—
sign, w th a few servershaving a large capaciy, while an
assortative network w ill be best suited for a distributed
design, when a large num ber of servers have a lim ited
capacity.

Tt is worth stressing that the heuristic proposed is
based on a localknow ledge ofthe netw ork (only requiring
Inform ation about the graph topology up to a distance
d), a key property of utm ost In portance for m ost real
applications. Indeed, all the graphs considered here are

Incom plete representations of the system s they are ain
to represent f_Z-g:], as it generally happens in graph repre—
sentations of large system s.

F inally, the present study show s that the generalbelief
that by targeting the hubs one can e ciently solve m ost
problem s on networks w ith a power law degree distriou-—
tion (percolation, spreading, searching, covering, etc) is
not valid if the degree correlations are assortative. T his
conclusion is of special relevance in the analysis of social
system s w here assortative netw orks are the generalrule.
Furthem ore, we have show n that w hether the degree cor-
relations are assortative or disassortative m ay depend on
the distance between the connected vertices, indicating
that di erent strategies m ay be used depending on the
characteristic distance of the covering problem .
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