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Hide and seek on complex networks
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Signaling pathways and networks determine the ability mmaoinicate in systems ranging from living cells
to human society. We investigate how the network structansitains communication in social-, man-made and
biological networks. We find that human networks of goveoeaand collaboration are predictable on teat-a-teat
level, reflecting well defined pathways, but globallyfiient. In contrast, the Internet tends to have better over-
all communication abilities, more alternative pathwaysl & therefore more robust. Between these extremes
the molecular network aaccharomyces cereviseae is more similar to the simpler social systems, whereas the
pattern of interactions in the more complBxosophilia melanogaster, resembles the robust Internet.

Information exchange between distant parts of a complex /=1 j=2

system is essential for its global functionality. For exam-
ple, without the adaptability to environmental changespma \ / \ /
tained by communication through signaling pathways, pertu /\ A
bations would be fatal for living cells. Similarly, humancso i :
ety needs to maintain global cooperativity in order to becfun j=b X [
tional. No parts of such complex systems are complete, but )
all parts are in contact with each other through a network of j=3
distributed communication. The speed and reliability @& th Search information: Target entropy: Road entropy:
information transfer is closely linked to the network atebi ~ S(i — b)z-lo%%iZb)P{P(iyb)} Ti=-y;cijlogycij  Ri=-3 ;bijlog,bi
ized in terms of information measures and Shannon entrqpiqﬁG_ 1: Information measures on network topolody) Search in-
[7]. Thatis, we measure the number of bits of information ,masion S (i — b) measures your ability to locate nobiérom node
required totransmita message to a specific remote part of;. (b) Turger entropy T; measures predictability of tfiec to you lo-
the network (Fig. 1a), or reversely, mredictfrom where a  cated at node, and(c) Road entropy R; measures predictability of
message is received (Fig. 1, b and c). We will thus represertaffic around:. S (i — b) is the number of y¢ao questions needed
information measures related to the network capacity fer sp © locate any of the shortest paths between naled nodeb. For
cific communication. The introduced measures are not to b§2¢N Such patkip(i.b)} = & [I; 7=, with j counting nodes on
confused by the Shannon entropies that have earlier been 488 Pathp(i; b) untll the last node beforb. ¢;; is the fraction of the

. S . messages targeteditthat passed through neighbor node;; is the
signed to the network degree d'St”bu_t'O_h [8], respeaitel ¢ ion of messages that go through naéaehich also go through
the long time amphﬂcaﬂon of the dominant eigenvector & th pejghnor node.
network adjacency matrixi[9].

In practice, imagine that you at nodevant to send a mes-
sage to nod@ in a given network (Fig. 1a). This could for
example correspond to sending an E-mail over the Internet.

For simplicity we assume that the message follow the shiortes S(i—b)= ‘1082[2 Pip(i, b)}]’ )
path, or if there are several degenerate shortest pathsaht p(-b)

along one of them. For each shortest path we calculate thghere the sum runs over all degenerate paths that connect

probability to follow this path, Fig. 1a, if one without info  \ith . A largesS (i — b) means that one needs many jyes

mation would chose any new direction with equal probability questions to locaté. The existence of many degenerate paths
will be reflected in a smal§ and consequently in easy goal
finding.

(1) The practical questionis thus: Which position provideg bes
access to the entire network? Surfing the Web, which web-
page should be the start page when easy access to any other
page is essential? The answer is the node with minimal access

with j counting all nodes on the path from a nad® until  information,A; = }, S (i — b). The networks in Fig. 2, a to

the last node before the target ndgés reached. The factor c, are color coded according té,;. Fig. 2b illustrates that

kj— 1 instead ok; takes into account the information we gain hubs, and often nodes directly connected to hubs, give best

by following the path, and therefore reduce the number df exiaccess to the system. Overall one can see that it is easy to
links by one. The total information needed to identify one ofaccess other nodes in the network in Fig. 2a, whereas it is
all the degenerate paths betweeandb defines the “search much more dficult in Fig. 2c. In fact the network in Fig. 2b

information”

1 1
P{p(l’b)} = - —1,
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FIG. 2: Hide and seek in complex networks.(¥#c) we show two networks obtained Igg) minimizing and(c) maximizings, while keeping
the degree distribution identical to the Canadian hardwirgernet in(b). This network was selected as a typical communication rétwo
(11, [1?,:_1_8], with a broad degree distributi®> k) ~ k12, The color of each nodieshows the valueA; = 3, S (i — b), that measures how
easy it is to find other nodes when starting at nbd@ (d-f) we show same networks, but color coded according to héeali it is to find
the nodesH, = 3 ;S (i — b).

is the Canadian InterneffnZO], whereas the networks in Figlimited by functional, geographical or other constrairiffie

2, a and c, are obtained by rewiring the Canadian networlbility to searcfhide is however not the only measure of the

to, respectively, minimize and maximiZe= ), A;/N while ~ communication properties of a network. Another key aspect
maintaining the network connected and conserving the éegreof communication handling is associategtedictiorof local

of all nodes [14].N is the number of nodes in the connectedtraffic to andacross nodes in the network. This represents the

network. “passive” aspect of information handling.
Naturally, the next question is: Where it is best to hide?
That is whereH), = ;S (i — b) is maximal. Note that max- To define the predictability, let us consider messages-arriv

imizing everyone’s ability to hidg,, H, = >, A; = S - Nis  ing to a given nodeé in a network. Your task, being on node
equivalentto maximizing the search information and themexf  {, is to guess the “active” neighktink from where the next
minimizing everybody’s ability to search. Thus we illusga message arrives. Without prior knowledge, all your local-co
the value ofH,, in Fig. 2, d to f, for the same networks as nections are equal and it would take youJ@ig yegno ques-

in Fig. 2, a to c. In agreement with intuition we indeed find tions to guess the active link, whetds the number of con-
that hubs are easily accessible by other nodes and thusdare b@ections of your node. However, if the information about the
places for hiding. Rather one should hide on nodes on theaffic through links is available, the direction of the next mes-
periphery. Is it possible for a node to have a good access teage can be guessed with less questions if the search islbiase
other nodes but not be easy accessible at the same time? Tiosvards the more used links. For simplicity we assume that
compromise favors a position on a neighbor to a hub. For exall communication takes place through the shortest pattis an
ample, if we consider the network implementation of a cityall nodes communicate in equal amounts with all other nodes.
with roads as nodes and intersections as links, it is prefera

with an address on a small road that connects directly to a The predictability, or alternatively the ordeisorder of the
major roaghub. traffic around a given nodg is measured by an entropy of
We will later see that many real world networks are char-messages that are targeted given nodé, 7;, and an entropy
acterized by relatively high value of the overall searclinf of all messagescrossthe nodeR; (Fig. 1, b and ¢). The
mation S (Fig. 4), implying that global search abilities are predictability based on the orders that are targéteai given
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FIG. 3: Prediction of local communication. The upper pahelegs networks obtained by) minimizing and ¢) maximizing the target entropy
T = %, T;/N associated to tfic to nodes in the networks, while keeping the degree distributientical {14, 15] to the original network of
Autonomous Systems in Canada shownhiq (d to f) show the networks thatl) minimize and ) maximize the road entropy = >, R;/N
associated to tfic across nodes in the networks. Ira(to c) the nodes are color coded according to the valug ofvhile we in (d to f) color
code according t®;.

nodei is nodes is hard to predict. However, this is not always the:case
the location of nodes with low predictability also depends o
the overall topology of the network. The networks in Fig. 3
are presented so that the entropy increases from, resplgctiv

a and d to c and f. As the networks get more disorganized,
wherej = 1,2..., k; denotes the links from nodeto its im- ~ the number of hubs with disordered flia increases. Also,
mediate neighborg and ¢;; is the fraction of the messages nodes of low degree become more confused as they tend to
targeted ta that passed through nogeSimilarly we useb;;, position themselves between the hubs. It is interesting tha
defined as the fraction of messages that go through iibé¢  this positioning of low degree nodes increases the number of
also go through nodg to quantify the entropy associated to alternative pathways in the system, and thus tend to migimiz
traffic acrosaode;: the search informatiofi. Therefore the minima$§ network

in Fig. 2a is similar to the maximat = Y ;R;or T = X, T;
networks in Fig. 3, c and f.

ki
T[ = —ZC[jIng(Cij), (3)
Jj=1

ki
R[ = — b,“lO b,“ N 4 . .
; log2(by) “) Whereas the maximdl andR networks are topologically

similar, this is not at all the case for the mininfabndR net-
Technicallyb;; is proportional to the betweenne$si[10] of the works in Fig. 3, a and d. The network of minin&lin Fig.
link betweeni and j, whereasc;; rather quantifies a sub- 3a concentrates all signaling into a simple star like stmect
division of the network around node We will refer to7;  with hierarchical features__[_iLG]. As a consequence neary ev
as the target entropy, and & as the road entropy, where a erybody can easily predict from where the next message will
largeT; or R; mean a low predictability. come. In contrast, minimizin@ results in a topology char-
Fig. 3 shows the values @f; andR; for different complex acterized by hubs on a string forming an “information super
networks. In Fig. 3, a to ¢, we examine networks by colorhighway” (Fig. 3d). Thus a low road entroy means that
coding the nodes according to target entrdfy,Fig. 3, d to  relatively many links are important, whereas a laRgeplies
f, show networks color coded according to the road entropyhat few links are essential. In this sengés related to ro-
R;. The bluish hubs reflect that tfec to highly connected bustness in an intentional edge atta,'g:'l_«' [17] wheasflects



103 ! S -‘ TABLE |: Measure of order in communication networks. Fivé-ne
works together with their siz& and the three information-entropy

7 102 r 7 = 7 measures = S, T andR. In each case we compare the measured
10t L R i value by comparing witti, for randomized networks with preserved
degree distributiono, is the standard deviation of the corresponding
1 I. llﬂ I, sampled over 100 realizations. For all networks we only icars
the largest connected component, that is also maintainedgdine

Internet CEO hep_th Yeast F|y randomization. The_Internet network is the hardwired merof
autonomous systems 20]. The CEO network is chief execafive

-1 ficers connected by links when they sit in the same board etdir
tors [18], hep-th is a network of scientists connected bidliifi they
-10tH 7 coauthor a publicatiort [19], yeast is the protein-proteiteiaction
- L | network in Saccharomyces Cerevisiae detected by the two-hybri
Z 4 k in Sa detected by the two-hybrid
experiment[21], and fly refers to the similar networkIvosophilia
103 - B melanogaster [23]. Both of these networks are pruned to include

only interactions of high confidence, and in both networkscamn-
pare with their random counterparts where both bait and pogy
FIG. 4: Measure of relative order in communication networks  nectivity of all proteins are preserved. The results on #igvark of
high Z-score implies relatively high entropy. In all cases we show[21] is reproduced when considering the core of the yeastorét
Z = (I - 1,)/o, for the information measures= S, T andR, by measured byi[22]. Furthermore, all results are robust to% fdh-
comparing withZ, for randomized networks with preserved degree dom removal of links except for the fly network which with sueh
distribution. o, is the standard deviation of the correspondipg  pruning tends to be closer to the yeast network.
sampled over 100 realizations. Results within the shaded af Network N S T R
twp stan.dard dewat.lons are insignificant. All net\./vorkseh.avrel- Internet 1647411634 0583 10.809
atively high search informatioi. The two human interaction net-

works CEO [18] and scientific collaborations [19] show a idistt randomized 15.03(2) |0.499(3)0.793(3
communication structure characterized by local predittgdow T CEO 6193 20.693 |(1.58 1.831
andRr, and global inéiciency, highS. randomized 12.597(3)3.316(3) 3.513(1

hep-th 583519.72 0.847 |1.211

) ) ) - randomized 13.48(1) |1.385(5)1.668(1
robustness in an intentional node atteck [17]. Yeast [21] | 921]13.3 038 l0.722

We gpp[y our informatiop measures to characterize.real qet- randomized 12.5(1) [0.38(1) [0.742(3
works in Fig. 4, by comparing a number of networks with th_elr Yeast [2'2] 2171122 030 lo.e62
randomized counterparﬂ_s_[14]. The datails of the compariso domized 10.72) 10332) 0 708(6
is shown in table 1. For each network we show the Z-score randomzes :1(2) [0.33(2) |0.708(
for §, T andR. A large positiveZ-score means that the cor- Fly . 29151403 0.56 0.931

. . randomized 13.96(6) |0.53(1) {0.925(2
responding network has relatively large entropy. For exam-
ple we see that the hardwired Internet is quite “messy” in all
senses: The tfc is unpredictable, implying that the network -~ ]
is robust, and at the same time one needs relatively large i0SitiveZ—scores foll’ andR entropies.
formation handling to transmit packages across the sydtem.  Networks are inherently coupled to communication and in-
contrast the social networks, exemplified here by the nétwordeed their topology reflects this. The optimal topology for i
of company executives in USA, CEC_5_[18] and the scientificformation transfer relies on a system-specific balancedetw
collaboration network, hep_tq-[ag]’ show a pronounced pateﬂective communicationséarch) and not having the individ-
tern of high trafic predictability and large cost of locating any ual parts being unnecessarily disturbédi¢). We have pre-
particular node. These features are characteristic to the osented measures that quantify the ease of global sesiych,
dered network topologies in Fig. 3a and d. and the predictability of local activity; andrR, and illustrated

In Fig. 4 we also investigate networks of physical interac-how they characterize the organization of complex networks
tions among proteins in two organisms, yeéfs_'t Li_i, 22] and fly In particular the network of corporate CEOs and scientific
[:_Z_f_j‘]. Whereas the fly network is quite close to its randomizecto-authorship, were found to be highly “predictable”, and a
counterpart, yeast is reminiscent of the social networkee T the same time very ifcient in transmitting information.
largeS for yeast reflects that many of the largest hubs are poln contrast the hardwired Internet was found to be locally
sitioned on the periphery of the networ:_lZ_:[14], and thereforeunpredictable, and therefore robust against local faslure
have relatively large entropsi;, see Fig. 5. This tendency of Finally the fruit fly, Drosophilia melanogaster, has a more
hub separation reflects optimization of local communiagtio robust protein network than yeastgccromyces cerevisiae,
at the cost of global specific signaling. On the other hand thevith better connections between distant parts of the ndtwor
protein network of the multicellular and more advanced fly, This global communication optimization may reflect that the
Drosophilia melanogaster, displays a more complicated and multicellular organism must sustain life in cells with many
in fact more robust topology as witnessed by the signifigantl more diferent local environments than the single-celled
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