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D espite great e ort spent m easuring topological features of large netw orks lke the Intemet, it
was recently argued that sam pling based on taking paths through the network (eg., traceroutes)
Introduces a fundam entalbias in the ocbserved degree distribution. W e exam ine thisbias analytically
and experim entally. For classic random graphs wih m ean degree ¢, we show analytically that

traceroute sam pling gives an observed degree distribution P (k)

k! pork. c, even though the

underly ing degree distribution isP oisson. For graphsw hose degree distributionshave pow er-law tails

P k) k

, the accuracy of traceroute sam pling is highly sensitive to the population of low -degree

vertices. In particular, when the graph has a large excess (ie. m any m ore edges than vertices),

traceroute sam pling can signi cantly m isestin ate

The Intemet is a canonical com plex network, and a
great deal of e ort has been spent m easuring its topol-
ogy. However, unlke the W eb, w here the outgoing links
are directly visble, we cannot typically ask a router who
are its neighbors. A s a result, studies have sought to
infer the topology of the Intemet by aggregating ei-
ther paths through the network (ie. traceroutes from
a an all num ber of sources to a large num ber of destina—
tions) i, d,d, 4,81, routing decisions like those in bedded
in BGP routing tablkes [, i}, §], or both [, 10, 11]. A1
though such m ethods are known to be noisy ij., .;Lé, :_Lé],
they strongly suggest that the Intemet has a pow er-Jlaw
degree distribbution at both the router and dom ain levels.

However, Lakhina et al I_l-é_i] recently argued that
traceroute-based sam pling introducesa fiindam entalbias
In topological inferences, since the probabiliy that an
edge appears within an e cient route decreases with
the distance from the source. They showed em pirically
that traceroutes from a single source cause E rdpsR enyi
random graphsG (n;p), whose underlying distrbution is
P oisson t_l!_i], to appear to have a power law degree dis—
trbution P k) k.

In thispaper, we prove this result analytically by m od—
eling the grow th ofa spanning tree on G (n;p) using dif-
ferential equations. Certainly no one would argue that
the Intemet is a purely random graph; indeed, the degree
distrdbutions reported In eg. t_é;] haveP k) k wih
2< < 3.However, it is evocative that traceroute sam —
pling can create the appearance of a power-law degree
distrdbution where none in fact exists.

Even if the Intemet has a power-Jdaw degree distribu-—
tion, it is reasonable to ask w hether traceroute sam pling
gives an accurate estin ate of the exponent  (a question
raised also in [_l-g‘]) . Here, we dem onstrate that power-
law degree distributions are only well sam pled when the
graph has a am all excess, ie., a m ean degree close to 2,
so that the graph is very treelike. O ther cases can result
In a signi cant over-or underestin ation of . Indeed,
the accuracy of traceroute sam pling ishighly sensitive to
the low -degree part of the degree distribution, not jist
the high-degree tail.

T raceroute spanning trees: analytical results. The set
of traceroutes from a single source can be m odeled as a
spanning tree [17]. If we assum e that Intemet routing
protocols approxin ate shortest paths, this spanning tree
isbuilt breadth— rst from the source. In fact, the resuls
of this section apply to spanning trees built in a variety
ofways, aswe will see below .

W e can think ofthe spanning tree asbuilt step-by-step
by an algorithm that explores the graph. At each step,
every vertex In the graph is labeled reached, pending, or
unknown. Pending vertices are the leaves of the current
tree; reached vertices are interjor vertices; and unknow n
vertices are those not yet connected. W e initialize the
process by labeling the source vertex pending, and all
otherverticesunknown. T hen the grow th ofthe spanning
tree is given by the follow ing pseudocode:

while there are pending vertices:
choose a pending vertex v
Jabelv reached
for every unknown neighboru ofv,
labelu pending.

T he type of spanning tree isdetem ined by how we choose
the pending vertex v. Storing vertices in a queue and
taking them In FIFO ( rst=n, rstout) order gives a
breadth— rst tree of shortest paths; if we lke we can
break ties random ly between vertices of the sam e age
in the queue, which is equivalent to adding a sm allnoise
tem to the Jength ofeach edge as in [L4]. Storing pend-
Ing vertices on a stack and taking them in LIFO (last-n,

rst-out) orderbuildsa depth— rst tree. F inally, choosing
v uniform ¥ at random from the pending vertices gives a
\random — rst" tree.

Surprisingly, w hile these three processesbuild di erent
trees, and traverse them in di erent orders, they allyield
the sam e degree distrbution when n is lJarge. To illus-
trate this, F jg.:g: show s the degree distributions for each
type of spanning tree ora random graph G m;p= c=n)
wheren = 10° and c= 100. The three degree distribu-
tions are indistinguishable, and all agree w ith the ana—
Itic results derived below .
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FIG. 1: Sampld degree distrbutions from breadth- rst,
depth- rst and random — rst spanning trees on a random
graph of size n = 10° and average degree ¢ = 100, and our
analytic results (olack dots). For com parison, the black line
show s the P oisson degree distribution ofthe underlying graph.
N ote the pow er-law behavior of the apparent degree distribu-—
tion P k) k E ,which extendsup to a cuto atk c.

W enow show analytically that building spanning trees
In ExddsRenyirandom graphs G (;p = c=n) usihg any
ofthe processes described above gives rise to an apparent
power law degree distrbution P k) k! ork. c.We
focushere on the case w here the average degree ¢ is large,
but constant w ith respect to n; webelieve our results also
hold if ¢ is a m oderately grow ing function ofn, such as
logn orn foramall ,but i seem sm oredi cul tom ake
our analysis rigorous in that case.

To m odel the progress of the while loop described
above, ket S(T) and U (T ) denote the num ber of pend-
Ing and unknown vertices at step T respectively. The
expected changes In these variables at each step are

EUT+1) UTI]= pU@T)
EBT+1) sST)]=pu@ 1 @)

Here the pU (T) tem s com e from the fact that a given
unknown vertex u is connected to the chosen pending
vertex v w ith probability p, In which case we change is
label from unknown to pending; the 1 term com es from
the fact that we also change v’s label from pending to
reached. M oreover, these equations apply nom atter how
we choose v; whether v is the \oldest" vertex (preadth-—

rst), the \youngest" one (depth— rst), or a random one
(random - rst). Sihce edges In G (n;p) are independent,
the events that v is connected to each unknown vertex u
are Independent and occur w ith probability p.

W riting t= T=n, s({) = S (tn)=n and u (n) = U (t)=n,
the di erence equations (:14') becom e the follow ing system
of di erential equations,

du ds

—= a; —=au 1 )
dt dt

W ith the J'ng'i'jaloondjijons u@) = 1and s(@) = 0, the
solution to @) is
u=et; sH=1 t e : ?3)

The algorithm ends at the an allest positive root tf of
s(t) = 0;using Lambert’'sfunction W ,de nedasW ) =
y where ye¥ = x, we can w rite

1
tf=1+EW(oec): @)

N ote that tr is the fraction of vertices which are reached
at the end of the process, and this is sin ply the size of
the giant com ponent ofG (n;c=n).

Now, we wish to calculate the degree distrbution
P () of this tree. The degree of each vertex v is the
num ber of is previously unknown neighbors, plus one
for the edge by which it becam e attached (except for
the root). Now, if v is chosen at time t, In the lim it
n ! 1 the probability i has k unknown neighbors is
given by the Poisson distrdbution with mean m = cu (),
Poissonm ;k) = e ™ m¥=k!. Averaging over all the ver-
tices in the tree gives

Z ¢,

dtP oisson (cu () ; k)

P(k+1)—i
t o

Tt is helpfiil to change the variable of ntegration tom .
Sihcem = ce ®* wehavedm = an dt, and

Z
1 ¢ Poisson m ;k)
Lt ca ot an
Z [}

P&k+ 1)

Poisson m ;k)

dm
oo an
l C
= — dne®™mk?t ()
k! e )

Here in the second linewe use the factthatte 1 e©
when ¢ is large (ie., the giant com ponent encom passes
alm ost all of the graph).

The integralin (@) is given by the di erence between
two incom plte Gamm a functions. However, since the
Integrand ispeaked atm = k 1 and fallso exponen-—
tially for largerm , fork . c i coincides aln ost exactly
w ih the ullGamm a function (). Speci cally, for any
c> 0 we have

and, ifk 1= c( ) or > 0, then
Z Z
dne™m*! = ec!? dxe* (1+ x=c)< !
c ZOl
< ecck 1 dxexex(k 1)=c

0
ecd(1<e(kl)(k l)kl

k)
P
2 k 1)



[
Thisiso( k)) if & 1= k,ie., ifk< c c forsome

> 1=2. In that case we have

Pk+1)= (1 O(l))ﬁ i ©)
ck! ck
gvingapowerlaw k ! uptok «c.

A Yhough we om it som e technical details, this deriva—
tion can be m ade m athem atically rigorous using results
of W om ald [18], who showed that under fairly generic
conditions, the state of discrete stochastic processes lke
this one is wellkm odeled by the corresponding rescaled
di erential equations. Speci cally it can be shown that
if we condition on the initial source vertex being in the
giant com ponent, then wih high probabiliy, for all t
such that 0 < t < t, Utm) = u®n + onh) and
S{n)= sithn+ omn). It ollow s that w ith high probabil-
ity our calculations give the correct degree distribution
of the spanning tree wihin o(1).

Power-law degree distributions. W e now tum to the
case where the Intemet does have a power-Jaw degree
distrdbution P (k) k , and dem onstrate that unless
the excess, ie., the num ber of edges m inus the num ber
ofvertices, is an all, traceroute sam pling can signi cantly
m isestim ate

There are several m ethods of constructing random
graphs w ith power-daw degree distribbutions and we use
tw o to support ourclain : the con guration m odel f_l-gi] n
w hich the graph is random but conditioned on its degree
distrdbbution, and preferential attachm ent f_Z-C_i] in which
the graph is grown by a dynam ical process and has a
degree distrbution w ith a powerdaw tail.

In the con guration m odel, we exam ined graphsw here
Pk)=k = ()Prallk 1,with ranghgfrom 15
to 3. Since these graphs are not necessarily connected, we
com pare the sam pled and underlying degree distributions
of the giant com ponent (the latter has a power-law tail
w ith the sam e exponent asthe entire graph) . F J'g.;_Z: show s
that as increases, the observed distrlbution gets closer
to the underlying distribution. T his closeness is because,
for Instance, when = 3 the ratio of edges to vertices
In the giant com ponent is only 102 so is excess is only
002 per vertex. Thus any spanning tree on the giant
com ponent w illinclude alm ost allofitsedges, and sam ple
its degree distrbution fairly well.

However, the size and excess of the giant com ponent
are highly sensitive to the low -degree part of the degree
distrdbution, not just itspow er-law tail. To illustrate this,
F J'g.:_j show s graphs grow n using the preferential attach—
m entm odelof [_59'] H ere every vertex has degree at least
m , since it is given m edges at birth. Asm increases,
the slope of the observed distribution on a log-log plot
becom esm ore shallow , giving a signi cant underestin ate
of ; for instance, form = 4 we observe a slope of 277
rather than the correct value = 3. Usihg the con gura—
tion m odelto construct random graphsw ith a m Inin um
degreem and a degree distrbution w ith a power-aw tail
yields sim ilar resuls.
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FIG.2: Comparison of underlying and observed degree dis—
trbutions in the con guration modelwih n = 5 10° and
various

— underlying, m=4
- - observed

—— underlying, m=40 ||
- - observed
underlying, m=300
observed

.
10° 10
degree

FIG . 3: Disgplacem ent of the power law tail for preferential
attachm ent networkswith n = 5 10°. Traceroute sam pling
signi cantly underestin ates the slope asm increases.

T his underestin ation of occurs because traceroutes
sam ple high-degree vertices m ore accurately than lower—
degree ones: high-degree vertices are encountered early
on in the breadth- rst tree, when m ost of their neigh—
bors are still unknown, whilk lowerdegree vertices are
encountered later, by which tim e m ost of their neighbors
are already reached. Thus the \visbility" of a vertex’s
edges increases w ith its degree {_l-lj], m aking the slope of
the observed distribution less negative.

For am aller values of , Fig. :_Z show s that traceroute
sam pling encounters another kind of problem at an aller
valies of , namely signi cant nitesize e ects. The
observed value of is roughly correct up to a \knee,"
abovew hich the degree distrbution 2llso m ore sharply.



For = 135, for instance, Fig. & show s that this knee
occurs at a degree k n®®. In these cases, a linear

t to the observed degree distribution w il considerably
overestin ate unlesswe om it the data above the knee.
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FIG . 4: Finite size e ects for traceroute sam pling wih =
15, w ith data collapse for various n. Above a \knee" at n°?®
the observed degree distribution f2alls o m ore sharply.

Conclusions. There are two properties of the Inter—
net which m ake i di culk to map: unlke the W orld
W ide W eb where links are visble, the Intemet’s topol
ogy m ust be queried indirectly, e g., by traceroutes; and,

sihce e cient routing protocols cause these traceroutes

to approxin ate shortest paths, edges far from the source
are di cult to see. Tt was observed by [{4] that these

e ects can signi cantly bias the observed degree distri-
bution, and even create the appearance of a power law

w here none exists. W e have proved this result analyti-
cally for random graphsG (n;p), which yield an cbserved
distrbution P k) k ! fork up to the average degree.
O ther m echanisn s by which power law s can appear in
G (n;p) include gradient-based ows @i-], probabilistic
pruning [_2-2:], and m ninum spanning trees on weighted
random graphs R31.

W hile it seem s lkely that the Intemet does have a
power-law distrbution, we have shown that traceroute
sam pling can sign cantly m isestim ate the scaling expo—
nent . Thuswe suggest that the published values of
m ay not accurately re ect the real scaling of the Inter-
net’s topology. This poses an interesting inverse prob—
Jem : namely, given the value of observed In tracer-
outes, w hat isthem ost lkely valuie of in the underlying
graph? A lso, since traceroutes from a singke source, or
a an all num ber of sources (orie y explored in ELZ_L', :_LQ']),
are Inherently biased, how m any sources are needed, as
a function of network size and topology, to accurately
sam ple the netw ork?
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