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W ith a sin plem odel, we study the evolution of random netw orksunder attack and reconstruction.
W e Introduce a new quality, invulnerability I (s), to describe the stability ofthe system . W e nd that
the network can evolve to a stationary state. T he stationary value I. has a power-law dependence
on the initial average degree hki, w ith the slope is about 1:485. In the stationary state, the degree
distrbution is a nom aldistribution, rather than a typical P oisson distribution for general random
graphs. T he clustering coe cient in the stationary state ism uch larger than that in the initial state.
T he stability of the netw ork depends only on the initial average degree hki, which increases rapidly

w ith the decrease of hki.

PACS numbers: 89.75Hc¢, 8723K g, 89.75Fb

I. NTRODUCTION

M any system s can be represented by networks, a set
ofnodes pined together by links indicating interactions.
Socialnetw orks 'g:], the Intemet g], food webs B], trans-
portation networks Eﬁ, :§, :§], and linguistic netw orks B]
are just som e exam ples of such system s. The Investi-
gation of com plex networks was initiated by E rdps and
Renyi ig]. T hey proposed and studied one of the earliest
theoretical m odels of a network, the random graph. In
a random graph, N Ilabelled nodes are connected by n
edges, which are chosen random Iy from the N N 1)=2
possbl edges. It is trivialto show that the connection
probabilty isp = n=N N 1)=2]. The number k of
edges connecting one node to others is called the de-
gree of that node. The average degree of the graph is
hki= 2n=N = pN 1) " pN ifp 1. The degree dis-
trbution for a random network is given by a P oissonian
distribution.

Recently the increasing accessbility of databases of
real netw orks and the availability of powerfiil com put-
ers have m ade possble a serdes of em pirical studies on
com plex networks. Thus, other two m ain stream s of
topics were proposed and investigated in depth. One is
the an allkw orld netw orks introduced by W atts and Stro—
gatz @, :_l-g] Such netw orks are highly clustered like reg—
ular lattices, yet have an all characteristic path lengths
like random graphs. T he other is the scale-free netw orks
proposed by Barabasiand A bert |11, 14, 13], based on
tw 0 genericm echaniam s, grow th and preferential attach—
m ent. Those networks have scale-free pow er-law degree
distrbutions.

W ith increased threats of hacker attacks and routers
m alfunction, etc. ressarch n the eld _of network ro—
bustness has attracted m uch attention {[4]. A bert and
his collaborators have show n that scale—free netw orks, at
variance w ith random graphs and an allkworld networks,
are alm ost una ected by errors whilke vulherabl to at—

tacks. That is, the ability of their nodes to comm uni-
cate isalm ost una ected by the failure of som e random 1y
chosen nodes, but the rem oval of a few m ost connected
nodes can dam age the networks. Recently the network
e clency oferrorsand attacks on scale-free netw orks has
also been studied [15]. In those studies, the dam aged
nodes are rem oved from the network. Thus the size of
the netw ork decreases w ith the evolution of the system .

B ased on the physics ofnetw ork tolerance, using a sin —
plm odelon evolving netw ork, we are trying to study the
robustness ofa dynam icalevolving network. W ew illcon—
sider the reconstruction ofthe links ofthe dam aged nodes
Instead rem oving the nodes from the network. T hus the
size ofthe system rem ansunchanged. T his ism ore closer
to the evolution of realnetw orks. T he paper is organized
as follow s. T he evolution m odel is presented In next sec—
tion. Section ITT is devoted to analyze the results of the
m odel, along wih a de nition of how we describe the
stability of the network. In last section we conclude and
give a brief discussion.

II. AN EVOLUTION MODEL

D espite the ne work of studies on netw ork tolerance,
little e ort has been m ade on the reconstruction of the
attacked network. The ain of our m odel is to investi-
gate the stability of the netw ork during the evolution in
term s of attacks and reconstructions. In otherwords, the
nodesdam aged w illnot be rem oved from the netw ork, in—
stead they w ill be reconnected in certain way. A ssum e
that all inform ation on the formm er links of the dam aged
nodes has been lost, the dam aged nodes have to be con—
nected random ly to other nodes in the network again. In
this way, we keep the size of the system oconstant. W e
do not try to consider a case w ith increasing size In the
evolution, since the process of system ’s size increase can
be much slower than the frequently happening dam age
and reconstruction. W e try to investigate the e ect of
such a reconstruction on the evolution of the network.
For this purpose, we rst setup a random netweok w ith
N nodes and connection probability p, then let the net-
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FIG.1l: Plots of kn ax versus step s with N = 1000, pre =
p= 0:02.

work evolve according to the ollow Ing rules: (i) Find the
node w ith the highest degree ky, 1x - SIhce this node has
highest connections to other nodes, i ism ost lkely at-
tacked and is the m ost vulherable site In the network.
For sin plicity, we assum e that only a node with high-
est connections su ers attack and to be reconnected. If
severalnodes happen to have the sam e highest degree of
connection, only one (random ly chosen) of them is as—
sum ed to be dam aged in the attack. (ii) Reconnect this
node w ith the other nodes in the network with the re—
construction probability pre = p. Steps (i) and (1) are
repeated to a pre xed number of tines. This number
should be large enough to enable the system to reach
(possbly existing) stationary state. In our sinulation,
it is chosen to be 10 m illion. T he reconnection process
represents the e ort of reconstructing the network. W e
set the reconnection probability p,e the sam e as the ini-
tial construction probability p to reduce the number of
param eters in the m odel. This set also in plies that the
Inform ation doesnot increase from initial construction to
later reconnection. T hus, the evolution of the netw ork is
In fact a process ofbing dam aged and subsequent recon-—
structing, sim ilar to the evolution of real netw orks.

The interest in our m odel investigation is to nd out
w hether there exists a stationary state in the evolution
of the network, and if it exists, what are the properties
of the stationary state and their dependences on the pa—
ram eters In the m odel.

ITII. SIM ULATION RESULTS

The model de ned In Sect. IT has several nontrivial
consequences. It can be easily seen that the netw ork has
a tendency to decrease the m axim um num ber of connec—
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FIG .2: P otsof nvulnerability I (s) versus s for netw ork w ith
N = 1000 nodes and connection probability pre = p= 0:02.

tions am ong the nodes at a long tin e scale, because the
nodes w ith highest connections w illbe dam aged and re—
connected random ly. From the evolution rules, the total
num ber of connections in the network w ill also decrease
generally before a stationary state is reached.

To get som e idea on the safety of the network, we can
have a look at the behavior of the m axinum degree of
connection of the network. In Fig. 1, we give a snap—
shot of the m axin um degree ky, 5x versustin e step s or
a network wih N = 1000 nodes and connection proba—
bilty pre = p= 002. Apart from some uctuations, it
decreases In the evolution. From intuition, a node w ith
Jess links to others w illbe attacked less frequently. T hus
a network wih smaller m axinum oconnection degree is
safer. To describe the safety ofthe netw ork, we Introduce
a new quantity, the mvulherability I (s), which is analo-
gous In de nition to the gap G (s) in the Bak-Sneppen
m odel f_lg',:_lj] C onsidering an evolution ofnetw ork w ith
maxinum degrees Ky ax (1);kn ax @); maxks), Nvul
nerability I (s) at tine s isde ned

I(s)= 1M infkpax @)g for i s; @)

ie., the nverse ofthem ninum ofallthem axinum de—
grees In the evolution before m om ent s. Initial value of
I(s) isequalto 1=k, ax (1). I(s) re ectsthe attack toler-
ance of the network. W hen I (s) is sm all, the network is
vulherable to attack. Obviously from de nition, I(s) is
a non-decreasing function of evolution, and some uctu—
ations in ky .x have been Itered out.

Fig. 2 shows I(s) versus step s with network size
N = 1000 and probability pre = p = 0:02. W e cbserve
that I (s) increases very quickly at sm all s but slow Iy at
large sand nally reachesa constant valuewhen s is large
enough. The increase of I (s) Indicates that the system
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FIG . 3: The stationary valie of I as a function of network
size N when hki= 20 =xed.

is getting m ore and m ore safe in general by experienc—
Ing continuous attacks and reconstructions. This gure
is sim ilar to the envelope function ofB ak-Sneppen evoli—
tion m odel. W ithout Interference from outside world, the
netw ork evolves to a stationary state. And the process
takes place over a very long transient period. In Fig. 3,
wepresent the stationary value 1. asa function ofthe net—
work sizeN undera xed initialaveragedegreehki= 20.
W e nd I. stays unchanged at 02 with N shifted from
100 to 5000. This resul is interesting, because it show s
that the stationary valie I. depends not on the netw ork
size N and probability pre = p separately but through
the iniial average degree hki = pN . Such a dependence
can be expected considering the facts that the initialde-
gree distrdbbution has an average hkki= pN w ith variance
2 = hki= pN and that the average num ber of Inks to
the reconstructed nodes is also ki = pN . As a resul,
the properties of the evolution arem ainly determ ined by
the value of nitial average degree hki= pN . To get the
relationship between I. and hkiwe show in Fig. 4 1. as
a function ofhki in a log-log plot. W e nd that I. hasa
power-law dependence on the average degree hki,

Lo (ki) / bki 5 @)

w here the exponent is about 1.485. Fig. 4 illustrates
that after the netw ork has relaxed to the stationary state,
the stability of the network will increase rapidly with
the decrease of average degree hki in the initial state.
Thus, when the initial average degree hki is sm all, ie.,
Jess com m unications and interactions in the netw ork, the
system will be m ore stable. W e would like to m ention
that the value of = 1:485 results from the nonlinear
Interactions am ong the nodes.

In order to o er a further infom ation of the netw ork

In<k>

FIG.4: InI. versus Inhki. A linear t is shown as dash line
w ith slope 1:485.

In the stationary state, one can com pare som e structural
properties of the network In the initial state w ith those
In the stationary state.

Because of the reconnection of a dam aged node to
other random ly chosen ones, the nodes w ith m odest de—
gree of connection m ay increase their links. As a result
of the reconstruction, the distribution of connections k
changes in the evolution of the system . To see how dra—
m atically the change is, we com pare the distrdbutions
at initial state and the state In which I(s) rem ains un—
changed. For this purpose, w e construct a random graph
wih N = 10000 nodes and p = 0:005 and plot its degree
distribbution in the initial state by circles In Fig. 5@).
B ecause ofthe random ness of the initial connections, the
initialdegree distribution ofa random graph isa P oisson
distrbution for largeN [13],

P k)= e ®rkif=k! @)

w ith peak at about hki= 50. This theoretical expecta—
tion is shown In the gure asthe solid line. Then Ikt the
netw ork evolvew ith the given sin ulation rules. W hen the
system reaches the stationary state, we draw its degree
distrbution, as represented by squaresin Fig. 5@). W e

t the distrdbution to a nom aldistrbbution, and nd that
the average degree ishki= 17 and standard deviation is

= 7. One can see that the m ean degree of connection
decreases by a factor 3 in the evolution. O nem ay notice
that a Poissonian distrbution can be approxin ated by
a nom aldistrbution when the m ean value hki is Jarge.
For P oissonian distribution, the w idth ofthe disgribution
isdetermm ined also by them ean valuehkias = hki. In
a nom aldistrbution, the w idth has no correlation w ith
ism ean valie. T herefore, the stationary degree distrlbbu—
tion can not be descrbed by a Poissonian distrdbution.
To investigate the dependence of such a change on the



Initial hki, we do the sam e investigation for a network
wih N = 10000 nodes and p = 0:015. This tin e, the
Iniialhki is 150. The Initialand nalstate distributions
of connection are shown in Fig. 5 (), represented by cir-
cles and squares, respoectively. B oth distrbutions can be

tted very wellby G aussian distrdbutions, w ith hki= 150
forthe initialdistribution asexpected and 77 forthe nal
state. The width of the nal state connection distribu-
tion isnow = 18:5.From these two evolutions one can
conclude that the change of connection distributions de—
pends on the initialm ean degree nontrivially. T he higher
the initialm ean degree, the w ider of the distribution for
the stationary state. In fact, the two average degrees
above In the stationary states satisfy the relation in Eq.
@'g') with thesame forIL..Onem ore cbservation is that
the relative w idth =hki ofthe distributions increases by
a factor of about 3 In the evolution for di erent mnitial
average degree hki. B ecause of the constant factor in the
change of relative w idth in the evolution, the width for
the stationary state can be am aller or larger than that in
the initial state, depending on the value of initial average
degree.

Another feature w ith the evolution of the network is
the em ergence of isolated nodes. W hen the only one link
a node has is a connection to the node w ith highest de-
gree under attack, the node m ay have no connection to
the network and becom es isolated affer reconstruction.
N eedless to say, the num ber of isolated nodes depends
on the evolution stage and the valie of nitial average
degree hki. T he larger the initial average degree hki, the
Jess the num ber of isolated nodes at xed steps since the
evolution. Our simulation show s that the probabilities
fora node to be isolated in the stationary state are 0.03%
and 25% w ih iniialdegreehki= 50 and 15, correspond—
Ingly. W hen initialm ean degree hki is an all, m any nodes
are isolated, and the isolation ofm any nodes m akes the
nodes m ore independent and the system m ore stable.

An in portant property of a network is its clistering
coe clent. To know the behavior ofthe clistering coe —
cient In the evolution, we need to calculate the clustering
coe cient of the network in the Iniial state and in the
stationary state. Let us focus rst on a selected node iof
the netw ork . Suppose the node have k; edges connecting
its so-called nearest neighbors. The m aximum possble
edges am ong k; nearest neighbors is k; (k; 1)=2. We
use n; to denote the number of edges that actually ex—
ist am ong those neighbors. The clustering coe cient of
node i isde ned as:

n; .

kiks 1)=2

T he clustering coe cient of the entire network is de—
ned as the average over the whole netw ork,

Ci= @)

1 X
Cc = N_ Cy: (5)

i

W e nd that the clustering coe cient In the station—
ary state is much larger than that in the initial state.
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FIG.5: A comparison of degree distributions of the netw ork
in the initial state (circles) w ith that in the stationary state
(squares) for (@) N = 10000 and p = 0:005; (o) N = 10000
and p= 0:015. Solid lines are G aussian ts.

For a network wih N = 10000 nodes, the clustering co—
e cients in the Initial state are equalto 0.005 and 0.015
w hen the initialm ean degreeshki are 50 and 150, respec—
tively, while the clustering coe cients in the stationary
state are 023 and 0.1, respectively.

From the fact that the network in the stationary state
has the large clustering coe cients together w ith som e
isolated nodes and low average degrees, one can conclude
that the system isdriven in its evolution to a state com —
posed of quite a few highly clustered sm allclusters. T his
is In sharp contrast w ith the network in the initial state
w hen the system hasa sn allclustering coe cient, aln ost
no isolated nodes, and a high average degree.

IVv. DISCUSSIONS AND CONCLUSIONS

In this paper, we study the evolution of random net—
works under continuous attacks and subsequent recon—
structions. W e introduce a new quality, nvuherability
I (s), to descrbe the safety of the network. A stationary
state with xed I(s) is observed during the evolution of
the network. The stationary value of invulherability I.
is ound to be independent of the network size N and
the probability pre = p when the initial average degree



is xed. I. show s a power-aw dependence on the niial
m ean degree hki, w ith the exponent is about 1:485.

W e give further inform ation on the evolution of the
properties ofthe network. The rstproperty isthe evolu—
tion of the degree distribution. T he degree distrbutions
ofa network In both the initial and the stationary states
are found to be nom al distribbutions. A fter evolution,
the peak position In the distrdbution shifts to lower con—
nection degree while the relative width =hki increases
considerably. In the stationary state, the edges and de-
grees In the whole network decrease a ot and quite a
few isolated nodes appear. T he second is the clustering
coe clent. T he clustering coe cient ofa network in the
stationary state is much larger than that in the initial
state.

In summ ary, the stability of the network is found to
be related closely to the initial average degree hki and
has little correlation w ith the network size N and prob—
ability pre = p separately. The stability of the network
w il increase rapidly w ith the decrease of niial average
degree hki. The reason is that when hki is an all, the
edges and degrees decrease a lot and m ore isolated nodes
appear, which weaken the ability of nodes to com m uni-
cate w ith each other and m ake the netw ork m ore stable.

From the isolated nodes and high clustering coe cient,
we conclide that the network In the stationary state is
com posed of som e highly clustered an all clusters.

Still, there arem any issuesto be addressed, such asthe

correlationsand the uctuationsin ky 5x In the evolution,
egoecially after the stationary state. These uctuations
m ay tellusm ore the nature of the stationary state. The
behavior of the average degree In the evolution also m ay
shed som e light on the dynam ics of netw ork . In addition,
i is worthw hilke to investigate w hether the evolution of
random netw orks dem onstrate selforganized criticality
(SO C ), according to the sim ilarity betw een the evolution
of mvulnerability T (s) w ith that ofthe envelope function
G (s) in Bak-Sneppen m odel. A 1l these topics can not be
covered In this paper, and w illbe discussed later.
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