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Abstract

Although the “scale-free” literature is large and growiitgjives neither a precise definition of scale-free graphsigorous
proofs of many of their claimed properties. In fact, it isigashown that the existing theory has many inherent comttexshs
and verifiably false claims. In this paper, we propose a neathematically precise, and structural definition of theeekt
to which a graph is scale-free, and prove a series of reqdtsécover many of the claimed properties while suggedting
potential for a rich and interesting theory. With this defom, scale-free (or its opposite, scale-rich) is closehated to other
structural graph properties such as various notions ofsseiilarity (or respectively, self-dissimilarity). Seafree graphs are
also shown to be the likely outcome of random constructiamc@sses, consistent with the heuristic definitions implici
existing random graph approaches. Our approach clarifiet wiithe confusion surrounding the sensational qualeatigims
in the scale-free literature, and offers rigorous and gtativie alternatives.

1 Introduction free power-law distribution”However, most of the SF litera-
ture [4,[5,6/ 15[ 16, 17, 18] identifies a rich variety of addi-
One of the most popular topics recently within the interdiienal (e.g. topological) signatures beyond mere powerdaw
ciplinary study of complex networks has been the investiggree distributions in corresponding models of large nekaor
tion of so-called “scale-free” graphs. Originally intragkd One such feature has been the role of evolutionary growth or
by Barabasi and Albert[15], scale-free (SF) graphs haes beewiring processes in the construction of graphs. Prefilen
proposed as generic, yet universal models of network tepaddtachment is the mechanism most often associated witk thes
gies that exhibit power law distributions in the connetyivif models, although it is only one of several mechanisms that ca
network nodes. As aresult of the apparent ubiquity of sush dbroduce graphs with power law degree distributions.
tributions across many naturally occurring and man-made sy Another prominent feature of SF graphs in this literature is
tems, SF graphs have been suggested as representative thedole of highly connected “hubs.” Power law degree distri
els of complex systems ranging from the social sciences (dmlitions alone imply that some nodes in the tail of the power
laboration graphs of movie actors or scientific co-authtws)law must have high degree, but “hubs” imply something more
molecular biology (cellular metabolism and genetic reguland are often said to “hold the network together.” The presen
tory networks) to the Internet (Web graphs, router-levapips, of a hub-like network core yields a “robust yet fragile” con-
and AS-level graphs). Because these models exhibit featurectivity structure that has become a hallmark of SF network
not easily captured by traditional Erdbs—Réngndom graphs models. Of particular interest here is that a study of SF risode
[43], it has been suggested that the discovery, analysisapn of the Internet’s router topology is reported to show ttihaé
plication of SF graphs may even represent a “new sciencg@hoval of just a few key hubs from the Internet splintered th
networks” [14[40D]. system into tiny groups of hopelessly isolated routdfisf].

As pointed out in[[Z4._25] and discussed in][48], despiteus, apparently due to their hub-like core structure, SF ne
the popularity of the SF network paradigm in the complexorks are said to be simultaneously robust to the random loss
systems literature, the definition of “scale-free” in thenco Of nodes (i.e. “error tolerance”) since these tend to migsshu
text of network graph models has never been made prechys, fragile to targeted worst-case attacks (i.e. “attadkena-
and the results on SF graphs are largely heuristic and Bitity”) [6] on hubs. This latter property has been termed th
perimental studies withrather little rigorous mathematical “Achilles’ heel” of SF networks, and it has featured promi-
work; what there is sometimes confirms and sometimes ca@ntly in discussions about the robustness of many complex
tradicts the heuristic results{?4]. Specific usage of “scale-networks. Albert et al.[J6] even claim twlemonstrate that
free” to describe graphs can be traced to the observatioreifor tolerance... is displayednly by a class of inhomoge-
Barabasi and Alber{[15] thata common property of many neously wired networks, called scale-free networfeshpha-
large networks is that the vertex connectivities follow alse  sis added). We will use the qualifier “SF hubs” to describéhig
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degree nodes which are so located as to provide these “rolsastiegree sequence, particularly when that sequencevioiio
yet fragile” features described in the SF literature, anaal g power law. Our approach is to leverage related definitioco® fr
of this paper is to clarify more precisely what topologiczdf other disciplines, where available, and utilize existingtinods
tures of graphs are involved. and approaches from graph theory and statistics. While the
There are a number of properties in addition to power lgwoposed structural metric is not intended as a general mea-
degree distributions, random generation, and SF hubs tbatsure of all graphs, we demonstrate that it yields considerab
associated with SF graphs, but unfortunately, it is raredylen insight into the claimed properties of SF graphs and may even
clear in the SF literature which of these features define Bfovide a view intathe extent to which a graph is scale-free
graphs and which features are then consequences of this @feh a view has the benefit of beingnimal, in the sense that
nition. This has led to significant confusion about the dafiniit relies on few starting assumptions, yet yields a rich agal-g
features or characteristics of SF graphs and the applitedil eral description of the features of SF networks. While fanfr
these models to real systems. While the usage of “scalé-freemplete, our results are consistent with the main thrugtef
in the context of graphs has been imprecise, there is never®F literature and demonstrate that a rigorous and intagesti
less a large literature on SF graphs, particularly in théadsy “scale-free theory” can be developed, with very general and
impact general science journals. For purposes of claritiisn robust features resulting from relatively weak assumjstidon
paper, we will use the ter@F graphgor equivalentlySF net- the process, we resolve some of the misconceptions that exis
works to mean those objects as studied and discussed in thishe general SF literature and point out some of the defi-
“SF literature,” and accept that this inherits from thatd#iture ciencies associated with previous applications of SF nsdel
an imprecision as to what exactly SF means. One aim of tparticularly to technological and biological systems.
paper is to capture as much as possible of the “spirit” of SF The remainder of this article is organized as follows. Sec-
graphs by proving their most widely claimed properties gsition2 provides the basic background material, includingima
a minimal set of axioms. Another is to reconcile these theematical definitions for scaling and power law degree se-
retical properties with the properties of real networks] an quences, a discussion of related work on scaling that dates
particular the router-level graphs of the Internet. back as far as 1925, and various additional work on self-
Recent research into the structure of several importairhilarity in graphs. We also emphasize here why high vari-
complex networks previously claimed to be “scale-free” hadility is a much more important concept than scaling or
revealed that, even if their graphs could have approximatpbwer laws per se. Sectidh 3 briefly reviews the recent lit-
power law degree distributions, the networks in question doature on SF networks, including the failure of SF meth-
not have SF hubs, that the most highly connected nodes doauxt in Internet applications. In Sectigh 4, we introduce a
necessarily represent an “Achilles’ heel”, and that theirsm metric for graphs having a power-law in their degree se-
essential “robust, yet fragile” features actually comenfras- quence, one that highlights the diversity of such graphs and
pects that are only indirectly related to graph connegtivit  also provides insight into existing notions of graph stiuet
particular, recent work in the development of a first-pnihes such as self-similarity/self-dissimilarity, motifs, amggree-
approach to modeling the router-level Internet has shoah threserving rewiring. Our metric is “structural”—in the sen
the core of that network is constructed from a mesh of higtirat it depends only on the connectivity of a given graph
bandwidth, low-connectivity routers and that this design rand not the process by which the graph is constructed—and
sults from tradeoffs in technological, economic, and perf@¢an be applied to any graph of interest. Then, Sedtion 5
mance constraints on the part of Internet Service Provideosinects these structural features with the probabilfstic
(ISPs) [65,[411]. A related line of research into the struspective common in statistical physics and traditionatican
ture of biological metabolic networks has shown that claingsaph theory, with particular connections to graph liketd,
of SF structure fail to capture the most essential biochamidegree correlation, and assortative/disassortativengixec-
as well as “robust yet fragile” features of cellular metasmol tion[d then traces the shortcomings of the existing SF theory
and in many cases completely misinterpret the relevantgiol and uses our alternate approach to outline what sort of po-
[102,[103]. This mounting evidence against the heart of the ®ntial foundation for a broader and more rigorous SF theory
story creates a dilemma in how to reconcile the claims of thsy be built from mathematically solid definitions. We also
broad and popular framework with the details of specific appput the ensuing SF theory in a broader perspective by com-
cation domains (see also the discussiori_in [48]). In padicu paring it with recently developed alternative models fae th
it is now clear that either the Internet and biology networksternet based on the notion bfighly Optimized Tolerance
are very far from “scale free”, or worse, the claimed proigsrt (HOT) [29]. To demonstrate that the Internet application con-
of SF networks are simply false at a more basic mathematisialered in this paper is representative of a broader debaté a
level, independent of any purported applications. complex systems, we discuss in Sectidn 7 another applica-
The main purpose of this paper is to demonstrate that whiem area that is very popular within the existing SF literat
properly defined, “scale-free networks” have the poteritiel namely biology, and illustrate that there exists a largelsap
a rigorous, interesting, and rich mathematical theory. @af lel SF vs. HOT story as well. We conclude in Sectidn 8 that
sentation assumes an understanding of fundamental Intemany open problems remain, including theoretical conjestu
technology as well as comfort with a theorem-proof style ahd the potential relevance of rigorous SF models to applica
exposition, but not necessarily any familiarity with eiigt tions other than technology.
SF literature. While we leave many open questions and con-
jectures supported only by numerical experiments, exasnple
and heuristics, our approach reconciles the existing adid¥
tions and recovers many claims regarding the graph theorai BaCkg round
properties of SF networks. A main contribution of this paper__, . . . .
the introduction of a structural metric that allows us tdetif 1 hiS Section provides the necessary background for ousinve
ation of what it means for a graph to be “scale-free”. In

entiate between all simple, connected graphs having amiidefgat : iy .
particular, we present some basic definitions and resut&sin



dom variables, comment on approaches to the statistichl adansity functiorof x and implies that the stochastic cumula-
ysis of high variability data, and review notions of scaleef tive form of scaling or size-rank relationshlg (2) has aniequ
and self-similarity as they have appeared in related dosnainalentnoncumulativer size-frequencgounterpart given by
While the advanced reader will find much of this section
elementary in nature, our experience is that much of the con- fx) o ) 3)
fusion on the topic of SF graphs stems from fundamental difh. h imilarl i f slope. + loa-
ferences in the methodological perspectives betweersttat] C alppears simuiarly aja Ine odsope( d) or; a OSg .
cal physics and that of mathematics or engineering. Thatn 9 SCS?' Hﬁwever, ?s;] IScusse 'In mor];e etafu 'nl. ecrtllon
here is to provide material that helps to bridge this po&tn elow, the use of this noncumulative form of scaling ha

. L . . een a source of many common mistakes in the analysis and
gap in addition to setting the stage from which our results interpretation of actual data and should generally be a&¢bid

follow. Power-law distributions are called scaling distributites
cause the sole response to conditioning is a change in scale;
2.1 Power Law and Scaling Behavior that is, if the random variable satisfies relationshif2) and
, , _ x > w, then the conditional distribution at given that
2.1.1 Non-stochastic vs. Stochastic Definitions X > w is given by
A finite sequence; = (y1;v2;:::;va) Of real numbers, as- P X > x]
sumed without loss of generality always to be ordered such PK > x¥X >wl= ——  ¢gx ;
that v, V2 ::: vy, IS said to follow apower lawor PK>w]
scaling relationshipf where the constant is independent of and is given by, =
1=w . Thus, atleast for large valuesgfP K > xX > w]
ko= ox i (1) s identical to the (unconditional) distributian X > x], ex-
cept for a change in scale. In contrast, the exponentiai-dist

wherek is (by definition) therank of vy, cis a fixed constant
and is called thescaling index Sincelogk = Iog(c)

log (vx ), the relationship for the rank versusy appears as PX >xK >w)=e & "),
a line of slope  when plotted on a log-log scale. In this
manuscript, we refer to the relationsHip (1) assize-rankor that s, the conditional distribution is also identical be t(un-
cumulativé form of scaling. While the definition of scalingconditional) distribution, except for a change of locatiather
in @) is fundamental to the exposition of this paper, a moifean scale. Thus we prefer the tesealingto power law but
common usage of power laws and scaling occurs in the ctill use them interchangeably, as is common.
text of random variables and their distributions. That &, a It is important to emphasize again the differences between
suming an underlying probability mode! for a non-negative these alternative definitions of scaling. Relationshipghpn-
random variable , letF x) = P K x] for x 0 de- stochasticin the sense that there is no assumption of an under-
note the(cumulative) distribution function (CDF) of , and let lying probability space or distribution for the sequerc@and
F &)= 1 F (x)denotetheomplementary CDF (CCDFA in what follows we will always use the tersequenceo re-
typical feature of commonly-used distribution functiosghat fer to such a non-stochastic objgctand accordingly we will
the (right) tails of their CCDFs decrease exponentially, fagsenon-stochastito mean simply the absence of an under-
implying that all moments exist and are finite. In practites t lying probability model. In contrast, the definitions [d @)d
property ensures that any realization ;x,; :::;x, ) from an (@) arestochasti@nd require an underlying probability model.

' bution gives

common distribution functior concentrates tightly aroundexplicitly mean an ensemble of values or realizations sathpl
its (sample) mean, thus exhibiting low variability as measly from a common distribution function, as is common usage.
for example, in terms of the (sample) standard deviation. We will often use the standard and trivial method of viewing a

In this stochastic context, a random variabler its corre- nonstochastic model as a stochastic one with a singular-dist
sponding distribution function is said to follow apower law bution.

orisscalingwith index > Qif,asx ! 1, These distinctions between stochastic and nonstochastic
models will be important in this paper. Our approach allows
PK >x]=1 F& o ; (2) for but does not require stochastics. In contrast, the &F lit

ature almost exclusively assumes some underlying stachast
for some constand < ¢ < 1 and atail index > 0. models, sowe will focus some attention on stochastic assump

Here, we writef x) gx)asx ! 1 if fx)=gx) ! 1 tions. Exclusive focus on stochastic models is standarthin s
asx ! 1. Forl < < 2, F has infinite variance but tistical physics, even to the extent that the possibilityon-
finite mean, and foro < 1, F has not only infinite stochastic constructions and explanations is largelyriggho
variance but also infinite mean. In general, all moments Biis seems to be the main motivation for viewing the Inteésnet

F of order are infinite. Since relationshifd](2) im-router topology as a member of an ensemble of random net-
plieslogfP X > x]) log(c) log (x), doubly logarith- works, rather than an engineering system driven by economic

mic plots ofx versusl F (x) yield straight lines of slope and technological constraints plus some randomness, which
, at least for largex. Well-known examples of power lawmight otherwise seem more natural. Indeed, in the SF litera-
distributions include the Pareto distributions of the fasd ture “random” is typically used more narrowly than stochas-
second kind[I5l7]. In contraséxponential distributiongi.e., tic to mean, depending on the context, exponentially, Boiss
P X > x]= e *)resultin approximately straight lines oror uniformly distributed. Thus phrases like “scale-freesus
semi-logarithmic plots. random” (the ambiguity in “scale-free” notwithstandingga
If the derivative of the cumulative distribution functiorcloser in meaning to “scaling versus exponential,” rathant
F (x) exists, thenf ) = %F x) is called the(probability) “non-stochastic versus stochastic.”



2.1.2 Scaling and High Variability v = fi:::¥5000) Are generated to fall on a straight line

when plotted on semi-logarithmic (i.e., log-linear) scalde

An important feature of sequences that follow the scalirg 161 g code for generating these two sequences is available
lationship [1) is that they exhibitigh variability, in the sense ¢, gjectronic download[€9]. When ranking the values infeac

that deviations from the average value or (sample) mean c@@ence in decreasing order, we obtain the following wniqu

vary by orders of magnitude, making the average largely-unjg.o«ct (smallest) values. with their correspondin feries
formative and not representative of the bulk of the values. fgccugrence gi\aen in pérenthesis: P g
e

quantify the notion ofrariability, we use the standard measur
of (sample) coefficient of variatiowhich for a given sequencey® £10000 (1);6299(1);4807 (1);3968 (1);3419(1);:::

Y= (1iv2i:::iva)is defined as :::3130 (77);121 (77);113 (81); 106 (84) ; 100 (84)g;
CV (y)= STD )=y; (4) v°© £1000(1);903(1);847(1);806(1);775@1);:::
:::;96(39);87(43);76(56);61(83);33(180)g;

P
wherey=n 1 is the average size or (sample) mean
of an{tlSTnD ) k= ](Py]; )2_g(n 1))1=2(isth:(s)am- and the full sequences are plotted in Figidre 1. In particular
Y W)= g O y)°= the doubly logarithmic plot in Figufd 1(a) shows the cumula-

ple) standard deviation, a commonly-used metric for MeaStle or size-rank relationships associated with the secemii
ing the deviations of; from its averagey. The presence Ofandye: the largest value of* (i.e., 10,000) is plotted on the

high variability in a sequence of values often contrastatlye , '~ o 'has rank 1 (y-axis), the second largest valiyé isf

with the typical experience of many scientists who work W'% 299 and has rank 2, all the way to the end, where the small-
empirical data exhibitingpw variability—that is, observatlonseét value of* (i.e 10’0) is plotted on the x-axis and has rank
that tend to concentrate tightly around the (sample) medn 3300 (y-axis). 'Si'r,‘nilarly forys. In full agreement with the

allow for only small to moderate deviations from this me%rhderlying generation mechanisms, plotting on doubly Joga

value. L
o thmic scale the rank-ordered sequenceydiversus rankk
A $§an_dard ens_emble-based measure for quantifying fbgults in a straight line; i.ey® is scaling (to within integer
variability inherent in a random variable is the (ensemble) tolerances). The same plot for the rank-ordered sequence of
coefficient of variation C\( ) defined as y® has a pronounced concave shape and decreases rapidly for
p large ranks—strong evidence for an exponential size-rank r
CV&)= Var)=E X); ®) lationship. Indeed, as shown in Figlile 1(b), plotting onisem

wherek andv are the (ensemble) mean and (e logarithmic scale the rank-ordered sequencgofersus rank
&) arX ) are ' (81 Vields a straight line; i.ey® is exponential (to within integer
semble) variance of , respectively. Ik = (x1;x2;:::5%,) 1S

L X i ; seoren ) tolerances). The same plot fof shows a pronounced convex
a realization of an independent and identically distridyti) o
sample of size: taken from the common distributian of X , shape and decreases very slowly for large rank values—fully

oe . , ’ -~ © ' consistent with a scaling size-rank relationship. Varioes-
itis easy to see that the quantity (x) defined in I(]l_) IS SiM- =< %or these two sequences are
ply an estimate of v X ). In particular, ifX is scaling with

< 2,thencv X )= 1, andestimates vV (x) of CV (X ) v [ v
diverge for large sample sizes. Thus, random variablesgavi (sample) mean| 167 | 267
a scaling distribution are extreme in exhibiting high vhilia (sample) mediar] 127 | 153
ity. However, scaling distributions are only a subset ofrgéa (sample) STD | 140 | 504
family of heavy-tailed distribution¢see [1111] and references (sample) CV | .84 | 1.89

therein) that exhibit high variability. As we will show, Witns
out that some of the most celebrated claims in the SF litezgatand all are consistent with exponential and scaling secgsenc
(e.g. the presence of highly connected central hubs) hage a$this size.

necessary condition only the presence of high variabilitg a  To highlight the basic problem caused by the use of noncu-
not necessarily strict scaling per se. The consequencéssof mulative or size-frequency relationships, consider Fefl(c)
observation are far-reaching, especially because itssthit and (d) that show on doubly logarithmic scale and semi-
focus from scaling relationships, their tail indices, ahdit logarithmic scale, respectively, the non-cumulative aesi
generating mechanisms to an emphasis on heavy-tailed diftequency plots associated with the sequengeandy®: the
butions and identifying the main sources of “high varidhili largest value of/® is plotted on the x-axis and has frequency
1 (y-axis), the second largest value wf has also frequency

1, etc., until the end where the smallest value/dhappens

to occur 84 times (to within integer tolerances). Similddy
While in principle there exists an unambiguous mathemagt, where the smallest value happens to occur 180 times. Itis
cal equivalence between distribution functions and thefrsit common to conclude incorrectly from plots such as these, for
ties, as in[[R) andd3), no such relationship can be assuneadmple, that the sequengeis scaling (i.e., plotting on dou-

to hold in general when plotting sequences of real or intely logarithmic scale size vs. frequency results in an appro
ger numbers or measured data cumulatively and noncumiraate straight line) and the sequengeis exponential (i.e.,
tively. Furthermore, there are good practical reasons ¢édavplotting on semi-logarithmic scale size vs. frequency itssn
noncumulative or size-frequency plots altogether (a segrit an approximate straight line)—exactly the opposite of vikat
echoed in[[7b]), even though they are often used exclusivetyrrectly inferred about the sequences using the cumelativ

in some communities. To illustrate the basic problem, vgize-rank plots in Figurld 1(a) and (b).

first consider two sequenceg’, andy®, each of length 1000,  In contrast to the size-rank plots of the style in Fiddre 1(a)
wherey® = (v§;:::;¥5000) IS CONstructed so that its valuegb) that depict the raw data itself and are unambiguous,sbe u
all fall on a straight line when plotted on doubly logarithef size-frequency plots as in Figué 1(c)-(d), while sthaig
mic (i.e., log-log) scale. Similarly, the values of the seqce forward to describe low variable data, creates ambigudties

2.1.3 Cumulative vs. Noncumulative log-log Plots
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Figure 1: PLOTS OF EXPONENTIALY® (BLACK CIRCLES) AND SCALING y° (BLUE SQUARES SEQUENCES (a) Doubly logarithmic size-rank plot:
y*® is scaling (to within integer tolerances) and thyjsversusk is approximately a straight lingb) Semi-logarithmic size-rank plot:y® is exponential (to
within integer tolerances) and thy§ versusk is approximately a straight line on semi-logarithmic pl@}sDoubly logarithmic size-frequency plot: y© is
exponential but appears incorrectly to be scalitigSemi-logarithmic size-frequency ploty* is scaling but appears incorrectly to be exponential.

can easily lead to mistakes when applied to high variabilityext lowest integer. In this case, discrete equivalentgjtme
data. First, for high precision measurements it is possitae tions [2) and[[B) exist, and far 1, the density function
each data value appears only once in a sample set, makingfaw) = P X = x]is given by

frequency-based data rather uninformative. To overcoise th

problem, a typical approachis to group individual obséovet PK=x] = PK x] PK x+1]
into one of a small number dinsand then plot for each bin (x- = x ! ®+1)
axis) the relative number of observations in that bin (ysaxi S

The problem is that choosing the size and boundary values for

each bin is a process generally left up to the experimentalighus it might appear that the true tail index (i.es 1) could
and thisbinning processan dramatically change the nature dfe inferred from examining either the size-frequency oesiz
the resulting size-frequency plots as well as their inetigifon  rank plots, but as illustrated in Figue 2 and described @ th
(for a concrete example, see Figliré 10 in Sedfioh 6.1). caption, this is not the case.

These examples have been artificially constructed specifi- Though there are more rigorous and reliable methods for
cally to dramatize the effects associated with the use ofleunastimating (see for example[[85]), the (cumulative) size-
lative or size-rank vs. noncumulative or size-frequen@tsl rank plots have significant advantages in that they show the
for assessing the presence or absence of scaling in givenrgg- data directly, and possible ambiguities in the raw data
quence of observed values. While they may appear contrivgghwithstanding, they are also highly robust to a range of
errors such as those illustrated in Figlife 1 are easy to makgasurement errors and noise. Moreover, experienced read-
and are widespread in the complex systems literature. In fags can judge at a glance whether a scaling model is plau-
determining whether a realization of a sample of sizgener- sijple, and if so, what a reasonable estimate of the unknown
ated from one and the same (unknown) underlying distributigcaling parameter should be. For example, that the scat-
is consistent with a scaling distribution and then estin@titer in the data in Figur€l2(a) is consistent with a sample
the corresponding tail index from the corresponding size-from p x x) = x ! can be roughly determined by
frequency plots of the data is even more unreliable. Even wisual inspection, although additional statistical testsild
der the most idealized circumstances using syntheticaly gbe used to establish this more rigorously. At the same
erated pseudo-random data, size-frequency plots canadisigme, even when the underlying random variakleis scal-
as shown in the following easily reproduced numerical expgig, size-frequency plots systematically underestimatend
iments. Suppose that 1000 (or more) integer values are gfBrse, have a tendency to suggest that scaling exists where i
erated by pseudo-random independent samples from the dises not. This is illustrated dramatically in Figlile 2(b):(
tributionF ) = 1 x (P& X) = X Y forx 1. where exponentially distributed samples are generatetyusi
For example, this can be done with theTLAB fragment f1oor (10* (1-log(rand(1,n)))). The size-rank plot
x=floor(1l./rand(1,1000)) whererand(1,1000) in Figure[2(b) is approximately a straight line on a semilog
generates a vector of 1000 uniformly distributed floatindpo plot, consistent with an exponential distribution. Theldag
numbers between 0 and 1, afdoor rounds down to the sjze-frequency plot Figuld 2(c) however could be used incor
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Figure 2: A COMMON ERROR WHEN INFERRINGESTIMATING SCALING BEHAVIOR. (&) 1000 integer data points sampled from the scaling distbiution

P X x) = x !, forx 1. The lower size-frequency plot (blue circles) tends to uastimate the scaling index; it supports a slope estimate of about
-1.67 (red dashed line), implying anestimate of about =0.67 that is obviously inconsistenhvfie true value of = 1 (green line). The size-rank plot of
the exact same data (upper, black dots) clearly supportaliagdehavior and yields an-estimate that is fully consistent with the true scalingelad = 1
(green line).(b) 1000 data points sampled from an exponential distributn plotted on log-linear scale.The size-rank plot clearly shows that the data are
exponential and that scaling is implausiblg) The same data as in (b) plotted on log-log scaleBased on the size-frequency plot, it is plausible to infer
incorrectly that the data are consistent with scaling bielnawith a slope estimate of about -2.5, implying arestimate of about 1.5.

rectly to claim that the data is consistent with a scaling disften misapplied to the explanation of data that are approxi
tribution, a surprisingly common error in the SF and broaderately scaling, for reasons that we will discuss below.
complex systems literature. Thus even if one a priori assume Much of science has focused so exclusively on low vari-
a probabilistic framework, (cumulative) size-rank plots as- ability data and Gaussian or exponential models that low var
sential for reliably inferring and subsequently studyirighh ability is not even seen as an assumption. Yet much real world
variability, and they therefore are used exclusively irs tha- data has extremely high variability as quantified, for exemp
per. via the coefficient of variation defined il (5). When explgrin
stochastic models of high variability data, the most refva
mathematical result is that the CLT has a generalizatioh tha
relaxes the finite variance (e.qg. finitev ) assumption, allows

While power laws in event size statistics in many complex if2r high variability data arising from underlying infiniteax-
terconnected systems have recently attracted a great tle@nge distributions, and yieldgable lawsin the limit. There
popular attention, some of the aspects of scaling distdhat iS a rich and extensive theory on stable laws (see for example
that are crucial and important for mathematicians and enl@€l]). which we will not attempt to review, but mention only
neers have been |arge|y ignored in the |arger Comp|ex S)Sté most Important features.. Reca” that a rand(.)m variable
literature. This subsection will briefly review one aspett & said to have atable law (with indesx < 2) if for any
scaling that is particularly revealing in this regard ana gaim- n 2, there is a real numbe, such that
mary of results described in more detaillini[67,1111].

Gaussian distributions are universally viewed as “normal” Ui+ Uzt $8 0 U+ a;
mainly due to the well-known Central Limit Theorem (CLT). . .
In particular, the ubiquity of Gaussians is largely atttésuito WhereUi; Uz; :::; U, are independent copies of, and
the fact that they are invariant and attractors under agdgjiay where< denotes equality in distribution. Followin@_189],
of summands, required only to be independent and identicdle stable laws on the real line can be represented as a four-
distributed (iid) and have finite variande [47]. Anothereen parameter familys ( ; ; ), with theindex , 0 < 2
nient aspect of Gaussians is that they are completely specithe scale parameter > 0; theskewness parameter, 1
by mean and variance, and the CLT justifies using these-statis 1; and thelocation (shift) parameter, 1 < < 1.
tics whenever their estimates robustly converge, even wteenWhen1 < < 2, the shift parameter is the mean, but for
data could not possibly be Gaussian. For example, much data 1, the mean is infinite. There is an abrupt change in
can only take positive values (e.g. connectivity) or havelhaail behavior of stable laws at the boundary= 2. While
upper bounds but can still be treated as Gaussian. It is for- < 2, all stable laws are scaling in the sense that they
derstood that this approximation would need refinement-if agtisfy condition[[R) and thus exhibit infinite variance agth
ditional statistics or tail behaviors are of interest. Exgo- variability; the case = 2 is special and represents a famil-
tial distributions have their own set of invariance projesrt iar, not scaling distribution—the Gaussian (normal) distr
(e.g. conditional expectation) that make them attractioelm tion;i.e.,s, ( ;0; )= N ( ;2 2), corresponding to the finite
els in some cases. The ease by which Gaussian data is ger@iance or low variability case. While with the exceptidn o
ated by a variety of mechanisms means that the ability of a@gussian, Cauchy, and Levy distributions, the distrimsiof
particular model to reproduce Gaussian data is not courstedtable random variables are not known in closed form, they ar
evidence that the model represents or explains other eseknown to be the only fixed points of the renormalization group
that yield empirically observed Gaussian phenomena. Hawansformation and thus arise naturally in the limit of pedp
ever, a disconnect often occurs when data have high variabdrmalized sums of iid scaling random variables. From an un-
ity, that is, when variance or coefficient of variation egttes biased mathematical view, the most salient features oingral
don’t converge. In particular, the above type of reasoningdistributions are this and additional strong invarianaeper-

2.1.4 Scaling: More “normal” than Normal



ties (e.g. to marginalization, mixtures, maximizatiomjdahe Perhaps the mostinfluential and revealing notion of “scale-
ease with which scaling is generated by a variety of mecligee” comes from the study diritical phase transitionsn
nisms [67/1111]. Combined with the abundant high variapiliphysics, where the ubiquity of power laws is often interpdet
in real world data, these features suggest that scaling-disds a “signature” of a universality in behavior as well in as un
butions are in a sense more “normal” than Gaussians and thexlying generating mechanisms. An accessible historief t
they are convenient and parsimonious models for high vanfluence of criticality in the SF literature can found [n]14
ability data in as strong a sense as Gaussians or exposenpipl 73-78]. Here, we will briefly review criticality in the oe
are for low variability data. text of percolation as it illustrates the key issues in a simple
While the ubiquity of scaling is increasingly recognizednd easily visualized way. Percolation problems are a canon
and even highlighted in the physics and the popular compl&al framework in the study of statistical mechanics (s8] [9
ity literature [11,[2V[ 14 12], the deeper mathematical-cdior a comprehensive introduction). A typical problem caissi
nections and their rich history in other disciplines haverbeof a squarex n lattice of “sites”, each of which is either “oc-
largely ignored, with serious consequences. Models of cooupied” or “unoccupied”. This initial configuration is olnad
plexity using graphs, lattices, cellular automata, andipdes at random, typically according to some uniform probabhility
preferred in physics and the standard laboratory-scalerexpermed thedensity and changes to the lattice are similarly de-
iments that inspired these models exhibit scaling only whBned in terms of some stochastic process. The objective is
finely tuned in some way. So even when accepted as ulimunderstand the relationship among groups of contigyousl|
uitous, scaling is still treated as arcane and exotic, antefe connected sites, calledusters One celebrated result in the
gence” and “self-organization” are invoked to explain hbigt study of such systems is the existence phase transitiorat a
tuning might happeri[8]. For example, that SF network modritical density of occupied sites, above which there existh
els supposedly replicate empirically observed scalingerd®d  high probability a cluster that spans the entire latticenfed
gree relationships that are not easily captured by traditioa percolating clusterand below which no percolating cluster
Erdos-Renyrandom graphd[15] is presented as evidence fo¥ists. The existence of a critical density where a pertmat
model validity. But given the strong invariance properiiés cluster “emerges” is qualitatively similar to the appe@eof
scaling distributions, as well as the multitude of diverssetn @ giant connected component in random graph theaiy [23].
anisms by which scaling can arise in the first placé [75], it Figure[d(a) shows an example of a random square lattice
becomes clear that an ability to generate scaling distobat (n = 32) of unoccupied white sites and a critical density
“explains” little, if anything. Once high variability appes in (  :59) of occupied dark sites, shaded to show their connected
real data then scaling relationships become a natural mecelusters. As is consistent with percolation problems dt-cri
of the processes that measure them. cality, the sequence of cluster sizes is approximatelyirsgal
as seen in FigurEl 3(d), and thus there is wide variability in
) o cluster sizes. The cluster boundaries are fractal, andan th
2.2 Scaling, Scale-free and Self-Similarity limit of large n, the same fractal geometry occurs throughout
the lattice and on all scales, one sense in which the latlice i
%aid to be self-similar and “scale-free”. These scalinglesc
Tree, and self-similar features occur in random latticesnidl
only if (with unit probability in the limit of largen) the den-
sity is at the critical value. Furthermore, at the criticalr,
cluster sizes and many other quantities of interest havepow
law distributions, and these are all independent of theildeta
hAwo important ways. The first and most celebrated is that
they areuniversal in the sense that they hold identically in
a wide variety of otherwise quite different physical phenom
epa. The other, which is even more important here, is that all
ese power laws, including the scale-free fractal appeara

Within the physics community it is common to refer to fun
tions of the form[(B) ascale-freebecause they satisfy the fol
lowing property

f@x) = g@)f &): (6)

As reviewed by Newman [75], the idea is that an increase b
factor a in the scale or units by which one measura®sults
in no change to the overall densifyx) except for a multi-
plicative scaling factor. Furthermore, functions coreistvith
@) are theonly functions that are scale-free in the sense

_(H)Tfree of da chalrjagterisic(ic scale. _Thils notiorr1] of “scaeef &ithe lattice, is unaffected if the sites are randomly reaged.

IS cl_ear, ag cou | € tg‘ en as S|mp)|/ another fsa/nor;ér? Ichrandom rewiringpreserves the critical density of occu-
scaling and power law, but most actual usages ot “scalé-freg. | sjtes, which is all that matters in purely random latic
appear to have a richer notion in mind, and they attributé-add -, many researchers, particularly those unfamiliar with

tional features, SlfCh asbsomedqnderlymg s_elf—3|fm|lara_nmgl the strong statistical properties of scaling distribusiothese
geo dmetry or t8|po 0gy, beyond just properties of certainesca e markable properties of critical phase transitions hawe b
random variables. ome associated with more than just a mechanism giving

One Olf t?e T%St V\éidespread an(rj] Iongstagding_gszsmog er laws. Rather, power laws themselves are often viewed
term “scale-free” has been in astrophysics to describertite f oo« ggestive” or even “patent signatures” of criticatityd

tal nature of galaxies. Using a probabilistic frameworkeOmself-organization" in complex systems generally][14]. rFu

approach is to model the distribution of galaxies as a statigyermare, the concept &elf-Organized Criticality (SOG)as

ary random process and express clustering in terms of @rrglan g ggested as a mechanism that automatically tunes the
tions in the distributions of galaxies (see the review [48]dn yensity to the critical poinf[11]. This has, in turn, giveserto
introduction). In 1977, Groth and PeeblesI[51] proposed thag jgea that power laws alone could be “signatures” of sigeci
this distribution of galaxies is well described by a powel 1o chanisms, largely independent of any domain details, and
correlation function, and this has since been called state- ¢ tion that such phenomena are robust to random rewiring

:c? the a.strqph)r/]sms I;teragure. _Scf?le—fr‘(‘ee here _mlean;hbatof components or elements has become a compelling force in
uctuation in the galaxy density have “non-trivial, scélee 1’0t complex systems research.

fract_al dimensi_on” and thus scale_-free is associated wétt-f Our point with these examples is that typical usage of
tals in the spatial layout of the universe.
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Figure 3. PERCOLATION LATTICES WITH SCALING CLUSTER SIZES Lattices (a)-(c) have the exact same scaling sequenceisticlsizes (d) and the
same (critical) density :59). While random lattice such as in (a) have been be callededoae”, the highly structured lattices in (b) or (c) tyally would
not. This suggests that, even within the framework of patémh, scale-free usually means something beyond simpléngoof some statistics and refers to
geometric or topological properties.

“scale-free” is often associated with some fractal-likeme child links have ordet , assign to the parent link order+ 1;
etry, not just macroscopic statistics that are scalings Ths- otherwise, assign orderto the parentlink. Ordek streams or
tinction can be highlighted through the use of the perootatichannels are then defined as contiguous chains of adids.
lattice example, but contrived explicitly to emphasizesttis- A tree whose highest order stream has ordisrcalled a tree
tinction. Consider three percolation lattices at the caitden- of order . Using this Horton-Strahler stream ordering con-
sity (where the distribution of cluster sizes is known to t&ls cept, any rooted tree naturally decomposes into a discette s
ing) depicted in Figur&l3(a)-(c). Even though these ladticef “scales”, with the exterior links labeled as order 1 stnea
have identical cluster size sequences (shown in Figlrg,3(dhd representing the smallest scale or the finest level afldet
only the random and fractal, self-similar geometry of thte laand the order stream(s) within the interior representing the
tice in FigurdZB(a) would typically be called “scale-freafiile largest scale or the structurally coarsest level of defait.ex-
the other lattices typically would not and do not share any afnple, consider the order 4 streams and their differentésta
the other “universal” properties of critical latticés[2%gain, depicted in FigurEl4.
the usual use of “scale-free” seems to imply certain sefilar To define topologically self-similar trees, consider the
or fractal-type features beyond simply following scalibgfis- class of deterministic trees where every stream of otdeas
tics, and this holds in the existing literature on graphseb.w b 2 upstream tributaries of order 1, andT, 4 side trib-
utaries of ordek, with 2 ! andi k ! 1 A

: Qimilarity tree is called (topologically3elf-similarif the corresponding
2.3 Scaling and Self-Similarity in Graphs matrix (T, ) is a Toeplitz matrix; i.e., constant along diago-
While it is possible to use “scale-free” as synonymous withls, T, ; « = Tx, whereTy is a number that depends @n
simple scaling relationships as expresseflin (6), the popst but not on! and gives the number of side tributaries of order
age of this term has generally ascribed something addltiona! k. This definition (with the further constraint that, ; =Ty
its meaning, and the terms “scaling” and “scale-free” have ris constant for all) was originally considered in works by
been used interchangeably, except when explicitly usedyto $okunaga (see_[82] for references). Examples of self-aimil
that “scaling” is “free of scale.” When used to describe mait§ees of order 4 are presented in Figlire 4(b-c).
naturally occurring and man-made networks, “scale free#rof ~ An important concept underlying this ordering scheme can
implies something about the spatial, geometric, or topicklg be described in terms of a recursive “pruning” operatiort tha
features of the system of interest (for a recent exampleaif tptarts with the removal of the order 1 exterior links. Such re
illustrates this perspective in the context of the World @idnoval results in a tree that is more coarse and has its own set
Web, seell38]). While there exists no coherent, consistent of exterior links, now corresponding to the finest level of re
erature on this subject, there are some consistencies thaf@ining detail. In the next iteration, these order 2 streares
will attempt to capture at least in spirit. Here we revievefli pruned, and this process continues for a finite number of iter
some relevant treatments ranging from the study of river nations until only the order stream remains. As illustrated in
works to random graphs, and including the study of netwdrigure[4(b-c), successive pruning is responsible for tliie se
motifs in engineering and biology. similar nature of these trees. The idea is that streams @i ord
k are invariant under the operation of pruning—they may be
relabeled or removed entirely, but are never severed—aayd th
provide a natural scale or level of detail for studying thena¥
One application area where self-similar, fractal-likej anale- structure of the tree.
free properties of networks have been considered in great de As discussed ir[[&7], early attempts at explaining the strik
tail has been the study of geometric regularities arisingnén ing ubiquity of Horton-Strahler stream ordering was based o
analysis of tree-branching structures associated witr v @ stochastic construction in whici has been commonly as-
stream channel§ 5B, 1CTL,152] 68| 60, [82] 106, 39]. Followisigmed by hydrologists and geomorphologists that the tgpolo
[82], consider a river network modeled as a tree graph, &l arrangementand relative sizes of the streams of a dgena
recursively assign weights (the “Horton-Strahler streadeo network are just the result of a most probable configuration i
numbers”) to each link as follows. First, assign order 1 to & random environmentHowever, more recent attempts at ex-
exterior links. Then, for each interior link, determine tiigh- plaining this regularity have emphasized an approach based
est order among its child links, say, If two or more of the on different principles of optimal energy expenditure terid

2.3.1 Self-similarity of River Channel Networks
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Figure 4: HORTON-STRAHLER STREAMS OF ORDERA. (&) Generic stream with segments coded according todtdgr. (b) Self-similar tree without side
tributaries: branching number= 2 andT, = 0 for all k. (c) Self-similar tree with side tributaries: branchingmherb= 2 butT, = 2¢ ! fork = 1;2;3.
(d) Toeplitz matrix of valueg, ;, « = Ty, representing the side tributaries in (c).

tify the universal mechanisms underlying the evolutiontbE* constants, and whete, determines the range of scalig[67].
scale-free spatial organization of a river network™[87]].86Since this definition is simply a graph-specific version[df (1
The idea is that, in addition to randomness, necessity in that allows for deviations from the power law relationstop f
form of different energy expenditure principles play a fandnodes with low connectivity, we again recognize that doubly
mental role in yielding the multiscaling characteristiosiat- logarithmic plots ofd, versusk yield straight lines of slope
urally occurring drainage basins. , at least for largel, values.

It is also interesting to note that while considerable atten This description of scaling degree sequence is general, in
tion in the literature on river or stream channel networks tise sense that it applies to any given graph without regard to
given to empirically observed power law relationships (eorhow it is generated and without reference to any underlying
monly referred to as “Horton’s laws of drainage network corprobability distributions or ensembles. That is, a scatieg
position”) and their physical explanations, it has beemuady gree sequence is simply an ordered list of integers reptesen
in [60,161,[62] that these “laws” are in fact a very weak tebtg node connectivity and satisfying the above scaling-rela
of models or theories of stream network structures. The-argjonship. In contrast, the SF literature focuses largelgcal-
ments are based on the observation that because most stiegrdegree distributionand thus a given degree sequence has
networks (random or non-random) appear to satisfy Hortott® further interpretation as representing a realizatfandid
laws automatically, the latter provide little compellingi-e sample of sizex generated from a common scaling distribution
dence about the forces or processes at work in generatingahtine type [R). This in turn is often induced by some random
remarkably regular geometric relationships observedinaic ensemble of graphs. This paper will develop primarily a non-
river networks. This discussion is akin to the wide-spreed tstochastic theory and thus focus on scaling degree seggience
lief in the SF network literature that since SF graphs exhilbiut will clarify the role of stochastic models and distrilounts
power law degree distributions, they are capable of capguras well. In all cases, we will aim to be explicit about which is
a distinctive “universal” feature underlying the evolutiof assumed to hold.
complex network structures. The arguments provided in the For graphs that are not trees, a first attempt at formally
context of the Internet’'s physical connectivity struct{8&] defining and relating the concepts of “scaling” or “scaleeft
are similar in spirit to Kirchner’s criticism of the intemia- and “self-similar” through an appropriately defined notmn
tion of Horton’s laws in the literature on river or stream oha “scale invariance” is considered by Aiello et al. and ddsedi
nel networks. In contrast td_[60] where Horton’s laws aiia [3]. In short, Aiello et al. view the evolution of a graph as
shown to be poor indicators of whether or not stream chanrehdom process of growing the graph by adding new nodes and
networks are random/_[55] makes it clear that by their velipks over time. A model of a given graph evolution process
design, engineered networks like the Internet’s routeelleis then called “scale-free” if “coarse-graining” in timeeyds
topology are essentially non-random, and that their raigoracaled graphs that have the same power law degree disbributi
constructed (but otherwise comparable) counterpartdtri@su as the original graph. Here “coarse-graining in time” refer
poorly-performing or dysfunctional networks. constructing scaled versions of the original graph by dingd
time into intervals, combining all nodes born in the samerint
val into super-nodes, and connecting the resulting supdes
via a natural mapping of the links in the original graph. For

Statistical features of graph structures that have redeixten- & humber of graph growing models, including the Barabasi-
sive treatment include the size of the largest connecteghoemlbert construction, Aiello et al. show that the evolutiop
nent, link density, node degree relationships, the grapmeli €SS is “scale-free” in the sense of being invariant witpees
eter, the characteristic path length, the clustering agefft, t0 time scaling (i.e., the frequency of sampling with respec
and the betweenness centrality (for a review of these aret off® the growth rate of the model) and independent of the pa-
metrics seel]4, 74, 40]). However, the single feature that ameter of the underlying power law node degree distrilputio
received the most attention is the distribution of node degfsee 3] for details). Note that the scale invariance doter
and whether or not it follows a power law. considered in[3] concerns exclusively the degree didtiobs

For a graph with vertices, letd; = deg (i) denote the de- Of the original graph and its coarse-grained or scaled @sunt
greeofnode, 1 i n,andcalld = f£d;;dy;:::;d.gthe Parts. Specifically, the definition of “scale-free” consiekby

sy

degree sequenaef the graph, again assumed without loss dfiello et al. is not “structural” in the sense that it depeids
generality always to be ordered d,  ::: d,. We will @ macroscopic statistic that is largely uninformative asafa
say a graph hascaling degree sequence(dr D is scaling topological properties of the graph are concerned.
ifforall 1 k ng n,D satisfies gpower law size-rank

relationshipof the formk d, = ¢, wherec> 0and > Oare

2.3.2 Scaling Degree Sequence and Degree Distribution



2.3.3 Network Motifs different database applications (e.g., molecular biologgge
or document retrieval). The task of extracting relevantewn
knowledge from such databases (“data mining”) typically re
quires some notion ajraph similarityand there exists a vast

X e : g X literature dealing with different graph similarity meassiror
etal. [58]. More specifically, the main focus [N [S8] iS oné® 1 atrics and their properties [S1131]. However, these nreasu
tigating the local structure of basic network building tHec ac (

; > tend to exploit graph features (e.g., a given one-to-one-map
termedmotifs that recur throughout a network and are claim g between the vertices of different graphs, or a requérem
to be part of many natural and man-made systems[|92, % ﬁ ’

The idea is that by identifying motifs that appear in a givay tt all graphs have to be of the same order) that are specific

K h Riaher f es than i bi he application domain. For example, a common similarity
network at much higher frequencies than in comparable 'fisasyre for graphs used in the context of pattern recognitio

dom networks, i} }S possiblefto movibeyond studyilng 'Egcrig'the edit distance_[90]. In the field of image retrieval, the
scopic statistical features of networks (€.g. power lawe@g gimi|arity of attributed graphs is often measured via theese

sequences) an(iljtry to undle;stand son_1rehof the netv(\;orks’ Kiching distancé[83]. The fact that the computation ofynan
microscopic and structural features. The proposed approggnese similarity measures is known to be NP-complete has

is based on simplifying complex network structures by eregqtivated the development of new and more practical mea-
ing appropriately coarse-grained networks in which eadenqy,req that can be used for more efficient similarity searithes

represents an entire pattern (i.e., network motif) in thgioal rge-scale databases (e.g., $eé [63])
network. Recursing on the coarse-graining procedure yie‘g = ’

networks at different levels of resolution, and a network is

called “scale-free” if the coarse-grained counterpaes'self- d3 The Existing SF Story
similar” in the sense that the same coarse-graining prageedu

with the same set of network motifs applies at each level I?\fthis section, we first review the existing SF literature de

resolution. When applying their approach to an enginee@&ibing some of the most popular models and their most ap-

network (electric circuit) and a biological network (priote (fealing features. This is then followed by a brief a critigqpfie

signaling network), Itzkovitz et al. found that while each he existin - ;
P ! X . g theory of SF networks in general and in the cdnte
these networks exhibits well-defined (but different) m;)tn‘of Internet topology in particular.

their coarse-grained counterparts systematically dyspéay
different motifs at each level.

Alesson learned from the work in]b8] is that networks th@.1  Basic Properties and Claims
have scaling degree sequences need not have coarse-grained ) ) o
counterparts that are self-similar. This further motigaap- | e main properties of SF graphs that appear in the existing
propriately narrowing the definition of “scale-free” so tlia literature can be summarized as
does imply some kind of self-similarity. In fact, the exam- i o
ples considered in([58] indicate that engineered or bislogi 1. SF networks have scaling (power law) degree distribu-
cal networks may be the opposite of “scale-free” or “self-  tion.

similar"—their structure at each level of resolution isfelif 2. SF networks can be generated by certain random pro-

ent, and the networks are “scale-rich” or “self-dissimilas cesses, the foremost among which is preferential attach-
pointed out in [[5B], this observation contrasts with prevai ment

ing views based on statistical mechanics near phase-iansi

points which emphasize how self-similarity, scale invacie, 3. SF networks have highly connected “hubs” which “hold
and power laws coincide in complex systems. It also suggests the network together” and give the “robust yet fragile”
that network models that emphasize the latter views may be feature of error tolerance but attack vulnerability.
missing important structural featurés[58] 59]. A more fatrm o _

definition of self-dissimilaritywas recently given by Wolpert 4. SF networks are generic in the sense of being preserved
and Macready[TT12, 113] who proposed it as a characteristic Under random degree preserving rewiring.

measure of complex systems. Motivated by a data-driven aps_ g networks are self-similar.

proach, Wolpert and Macready observed that many complex

systems tend to exhibit different structural patterns alier 6. SF networks are universal in the sense of not depending
ferent space and time scales. Using examples from biolbgica on domain-specific details.

and economic/social systems, their approach is to conaitter

quantify how such complex systems process informationTdtis variety of features suggest the potential for a richexd
different scales. Measuring a system'’s self-dissimifatross tensive theory. Unfortunately, it is unclear from the litere
different scales yields a complexity “signature” of theteys which properties are necessary and/or sufficient to impdy th
at hand. Wolpert and Macready suggest that by clusterirg sothers, and if any implications are strict, or simply “likel
signatures, one obtains a purely data-driven, yet nattacel, for an ensemble. Many authors apparently define scale-free
onomy for broad classes of complex systems. in terms of just one property, typically scaling degreerdist
bution or random generation, and appear to claim that some
or all of the other properties are then consequences. A cen-
tral aim of this paper is to clarify exactly what options ther
Finally, the notion of graph similarity is fundamental taethare in defining SF graphs and deriving their additional prop-
study of attributed graphs (i.e., objects that have an nafererties. Ultimately, we propose below in Sectlonl6.2 a set of
structure that is typically modeled with the help of a graph minimal axioms that allow for the preservation of the most
tree and that is augmented with attribute information). lSucommon claims. However, first we briefly review the existing
graphs arise as natural models for structured data obsarveieatment of the above properties, related historicaligsand

Another recent attempt at relating the notions of “scaéefr
and “self-similar” for arbitrary graphs through the moreust
turally driven concept of “coarse-graining” is due to Itxka

2.3.4 Graph Similarity and Data Mining
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shortcomings of the current theory, particularly as it hasrb works, protein networks, ecological and food webs), teteygh
frequently applied to the Internet. call graphs, mail networks, power grids and electroniouts;

The ambiguity regarding the definition of “scale-freefietworks of software components, and energy landscape net-
originates with the original papers_[15, 6], but have contimorks (again, comprehensive reviews of these many regalts a
ued since. Here SF graphs appear to be defined both as graptisly available [[4[ 14 44,40, 79]). While very differemt i
with scaling or power law degree distributions and as beidgtail, these systems share a common feature in that their de
generated by a stochastic construction mechanism basedjree distributions are all claimed to follow a power law, gios
incremental growth(i.e. nodes are added one at a time) ardy with different tail indices.
preferential attachmen(i.e. nodes are more likely to attach Regardless of the definitional ambiguities, the use of sim-
to nodes that already have many connections). Indeed, pleestochastic constructions that yield scaling degretilis
apparent equivalence of scaling degree distribution arél ptions and other appealing graph properties represent fayma
erential attachment, and the ability of thus-defined (if @ub researchers what is arguably an ideal application of $itais
ously so) SF network models to generate node degree statigihysics to explaining and understanding complexity. Siige
that are consistent with the ubiquity of empirically obstv models have their roots in statistical physics, a key assiomp
power laws is the most commonly cited evidence that SF nist-always that any particular network is simply a realizatio
work mechanisms and structures are in some sense universah a larger ensemble of graphs, with an explicit or implici
5L 6,14 15[ 18]. underlying stochastic model. Accordingly, this approach t

Models of preferential attachment giving rise to power launderstanding complex networks has focused on those net-
statistics actually have a long history and are at least 8@syeworks that are most likely to occur under an assumed ran-
old. As presented by Mandelbrgt167], one early example @dm graph model and has aimed at identifying or discovering
research in this area was the work of Yule [l117], who in 19258acroscopic features that capture the “essence” of the-stru
developed power law models to explain the observed disttire underlying those networks. Thus preferential attagtm
bution of species within plant genera. Mandelbiofl [67] alsfers a general and hence attractive “microscopic” meismnan
documents the work of Luria and Delbriick, who in 1943 déy which a growth process yields an ensemble of graphs with
veloped a model and supporting mathematics for the explitie “macroscopic” property of power law node degree digtrib
generation of scaling relationships in the number of mgtamibns [16]. Second, the resulting SF topologies are “gerferi
in old bacterial population§[66]. A more general and populilot only is any specific SF graph the generic or likely ele-
model of preferential attachment was developed by Sidh [94ent from such an ensemble, but also an important prop-
in 1955 to explain the observed presence of power laws witlairty of scale-free networks is that [degree preservingjdam
a variety of fields, including economics (income distribut, rewiring does not change the scale-free nature of the nd¢ivor
city populations), linguistics (word frequencies), andlbgy (see Methods Supplement 10 [55]). Finally, this ensemble-
(distribution of mutants in bacterial cultures). Substmton- based approach has an appealing kind of “universality” & th
troversy and attention surrounded these models in the 19B@%/0lves no model-specific domain knowledge or specliz
and 1960s[167]. A recent review of this history can also Bdesign” requirements and requires only minimal tuninghaf t
found in [71]. By the 1990s though these models had beemderlying model parameters.
largely displaced in the popular science literature by nede Perhaps most importantly, SF graphs are claimed to ex-
based on critical phenomena from statistical physics [ddly hibit a host of startling “emergent” consequences of ursiger
to resurface recently in the scientific literature in thisiaxt relevance, including intriguing self-similar and fractabp-
of “scale-free networks™[15]. Since then, numerous refinerties (see below for details), small-world characterss{f],
ments and modifications to the original Barabasi-Alberi-coand “hub-like” cores. Perhaps the central claim for SF gsaph
struction have been proposed and have resulted in SF netwstkat they have hubs, what we term SF hubs, which “hold the
models that can reproduce power law degree distributiotis wietwork together.” As noted, the structure of such networks
any 2 [1;2] a feature that agrees empirically with manis highly vulnerable (i.e., can be fragmented) to attacle th
observed networks$]4]. Moreover, the largely empirical andrget these hubBI[6]. At the same time, they are resilieat-to
heuristic studies of these types of “scale-free” networdkgech tacks that knock out nodes at random, since a randomly chosen
recently been enhanced by a rigorous mathematical treatmmade is unlikely to be a hub and thus its removal has minimal
that can be found ir .[24] and involves a precise version of teffect on network connectivity. In the context of the Intetn
Barabasi-Albert construction. where SF graphs have been proposed as models of the router-

The introduction of SF network models, combined witlevel Internet[[115], this has been touted “the Achillesthe
the equally popular (though less ambiguous) “small worldf the Internet”[[6], a vulnerability that has presumablyebe
network models[[109], reinvigorated the use of abstract raverlooked by networking engineers. Furthermore, the hub-
dom graph models and their properties (particularly node dige structure of SF graphs is such that the epidemic thidsho
gree distributions) to study a diversity of complex netwsyk- is zero for contagion phenomenhal 78] 13,[80, 79], thus sugges
tems. For example, Dorogovtsev and Mendes$ [40, p.76] piog that the natural way to stop epidemics, either for coraput
vide a “standard programme of empirical research of a comiruses/worms or biological epidemics such as AIDS, is s pr
plex network”, which for the case of undirected graphs cstnsiect these hub$ 37, 26]. Proponents of this modeling frame-
of finding 1) the degree distribution; 2) the clustering ¢eefwork have further suggested that the emergent properties of
cient; 3) the average shortest-path length. The presum®ioSF graphs contributes to truly universal behavior in comple
that these features adequately characterize complex detwmetworks|[22] and that preferential attachment as well igia u
Through the collective efforts of many researchers, this arsal mechanism at work in the evolution of these networks
proach has cataloged an impressive list of real applicagtn [586,140].
works, including communication networks (the WWW and
the Internet), social networks (author collaborationsyvi@o
actors), biological networks (neural networks, metaboé¢-
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Figure 5: NETWORK GRAPHS HAVING EXACTLY THE SAME NUMBER OF NODES AND LIKS, AS WELL AS THE SAME (POWER LAW) DEGREE SE

QUENCE. As toy models of the router-level Internet, all graphs angject to same router technology constraints and the saffie iemand model for routers
at the network periphery(a) Hierarchical scale-free (HSF) network: Following roughly a recently proposed construction thahbmes scale-free structure
and inherent modularity in the sense of exhibiting an hahiaal architecturel[84], we start with a small 3-prongegstdr and build a 3-tier network a la
Ravasz-Barabasi, adding routers at the periphery roughdypreferential manneitb) Random network: This network is obtained from the HSF network
in (a) by performing a number of pairwise random degreequuéisg rewiring steps(c) Poor design: In this heuristic construction, we arrange the interior
routers in a line, pick a node towards the middle to be the-Higgree, low bandwidth bottleneck, and establish conmestbetween high-degree and low-
degree nodegd) HOT network: The construction mimics the build-out of a network by a hysetical ISP. It produces a 3-tier network hierarchy in which

the high-bandwidth, low-connectivity routers live in thetwork core while routers with low-bandwidth and high-ceativity reside at the periphery of the
network. (e) Node degree sequence for each networnly d; > 1 shown.

3.2 A Critique of Existing Theory ing degree distributions. This is simply an unavoidableflicin
between these properties and the specifics of the applisatio

The SF story has successfully captured the interest andimagd cannot be fixed.

nation of researchers across disciplines, and with go@brea  As a result, a rigorous theory of SF graphs must either de-

as the proposed properties are rich and varied. Yet the-eXjigle scale-free more narrowly than scaling degree sequences

ing ambiguity in its mathematical formulation and many ef itdistributions in order to have nontrivial emergent projestt

most essential properties has created confusion aboutitvhaghd thus lose central claims of applicability, or insteafirge

means for a network to be “scale-freE”[48]. One possible asghle-free as merely scaling, but lose all the universalreme

apparently popular interpretation is that scale-free me&am- gent features that have been claimed to hold for SF networks.

ply graphs with scaling degresequencesand that this alone We will pursue the former approach because we believe it is

implies all other features listed above. We will show thas$ thmost representative of the spirit of previous studies asd al

is incorrect, and in fact none of the features follows fromlsc pecause it is most inclusive of results in the existingditere.

ing alone. Even relaxing this to random graphs with scalipg the most basic level, simply to be a nontrivial and novel

degreedistributionsis by itself inadequate to imply any fur-concept, scale-free clearly must mean more than a graph with

ther properties. A central aim of this paper is to clarify thecaling degree sequence or distribution. It must captureeso

reasons why these interpretations are incorrect, and peopgspect of the graph itself, and not merely a sequence of in-

minimal changes to fix them. The opposite extreme interpkggers, stochastic or not, in which case the SF literatude an

tation is that scale-free graphs are defined as having afieof this paper would offer nothing new. Other authors may ulti-

above-listed properties. We will show that this is possible mate choose different definitions, but in any case, the t®sul

the sense that the set of such graphs is not empty, but ag this paper clarify for the first time precisely what the gina

definition this leads to two further problems. Mathematical theoretic alternatives are regarding the implicationsryf af

one would prefer fewer axioms, and we will rectify this with ghe possible alternative definitions. Thus the definitionhef

minimal definition. We will introduce a structural metricath word “scale-free” is much less important than the mathemati

provides a view of the extent to which a graph is scale-frek agal relationship between their various claimed propertesl

from which all the above properties follow, often with neceshe connections with real world networks.

sary and sufficient conditions. The other problem is that the

canonical examples of apparent SF networks, the Interrmiet an

biological metabolism, are then very far from scale-frethat

they havenoneof the above properties except perhaps for scal-
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3.3 The Internet as a Case Study (for Heuristically Optimal Topology and note that its overall

_ . . . power law in degree sequence comes from high-degree routers
To illustrate some key points about the existing Claims ©é9a; the network periphery that aggregate the traffic of endsuse
ing SF networks as adopted in the popular literature and thgling Jow bandwidth demands, while supporting aggregate
relationship with scaling degree distributions, we coes@ { 4ic flows with a mesh of low-degree core routers|[65]. In
application to the Internet where graphs are meant to moF(ifJr

I g h ovel F ihef t, as we will discuss in greater detail in Section 6, thiere
nternet connectvity at the router-level. For a meanimgit iyje evidence that the Internet as a whole has scalingesegr
planation of empirically observed network statistics, wasin

o= _ or even high variability, and much evidence to the conttany,
account for network design issues concerned with tech g Y

. i f d K perf any of the existing claims of scaling are based on a combina-
ogy constraints, economic factors, and network performang,, ot relying on highly ambiguous data and making a number

.[65’ 41]. A_dditionally, we ShOl.Jld annotate the .n.od.es ankﬂinof statistical errors, some of them similar to those illat#d in
in connectivity-only graphs with domain-specific inforroat uredl an@2. What is true is that a network IR®&Tnet

such as router capacity and link bandwidth in such a way thal.,nsistent with existing technology, and could in pritei
the resulting annotated graphs represent technicallizes®é 1o the router level graph for some small but plausible nekwor

and functional networks. Thus a network with a scaling degree sequence in its router
graph is plausible even if the actual Internet is not scaliihg

3.3.1 The SF Internet would however look qualitatively likelOTnetand nothing like
HSFnet

Consider the simple toy model of a *hierarchical” SF net- "4 seq jn what seng¢OTnetis heuristically optimal, note
work HSFnetshown in Figurdl(a), which has a *modulariya; from a network design perspective, an important gorsti
graph constructed according to a particular type of prefer

. . . % how well a particular topology is able to carry a given de-
tial attachment84] and to wh|ch. are then preferentialigedi .4 or trafficF:) while fuIIyF():om%)I/ying with actua?/tec%ncgp
degree-one end systems, yielding the power law degree |

cSnistraints and economic factors. Here, we adopt as stndar

guence shown in Figuld 5(e). This type of construction hagic fornetwork performancéhe maximum throughput of
been suggested as a SF model of both the Internet and biolQQy, nanvork under a sgravity model” of end user traffic de-

fhands[[T1B]. The latter assumes that every end ridues a

resulting graph has all the features listed above as ClIRCt 5| pandwidth demand;, that two-way traffic is exchanged
tic of SF networks and is easily visualized and thus conveni@ o.vean all pairsi; 5) of end nodes and 5, the flowx ;; of
’ 1]

for our comparisons. Note that the highest-degree nodé®ingd - i betweeni and 5 is given byX 1, = x;x;, where is
ij 1437

tail of the degree sequence in Figlile 5(e) correspond to fhe ; ;
; _ ; global constant, and is otherwise uncorrelated frdm al
SF hub nodes in the SF netwoHSFnef Figure[3(a). This qer flows, Our performance measure for a given network

confirms the intuition bghind the po_pular SF view that POWE! then its maximum throughput with gravity flows, computed
law degree sequences imply the existence of SF hubs thatare <

crucial for global connectivity. If such features were tfoe _ . . .
the real Internet, this finding would certainly be startld Perf(g) = max 3 Xyi sHRX - Bj (7)
profound, as it directly contradicts the Internet’s legarychnd 5
most clearly understood robustness property, i.e., ighle- wherer is the routing matrix obtained using standard shortest
silience to router failure$ [33]. pathroutingR = Ry1], WithR,; = 1if flow 1passesthrough
Figure[® also depicts three other networks with the exaotiterk, andR; = 0 otherwise.x is the vector of all flows
same degree sequencer#SFnet The variety of these graphsx ;5, indexed to match the routing matrkx, andB is a vector
suggests that the set of all connected simple graphs (be.consisting of all router bandwidth capacities.
self-loops or parallel links) having exactly the same dege An appropriate treatment of router bandwidth capacities
guence shown in Figufd 5(e) is so diverse that its elementsmgpresented iB is important for computing network perfor-
pear to have nothing in common as graphs beyond what trivance and merits additional explanation. Due to fundanhenta
ially follows from having a fixed (scaling) degree sequendanits in technology, routers must adhere to flow conseovati
They certainly do not appear to share any of the features swmrstraints in the total amount of traffic that they process p
marized above as conventionally claimed for SF graphs. Ewenit of time. Thus, routers can support a large number of low
more striking are the differences in their structures antban bandwidth connections or a smaller number of high bandwidth
tated bandwidths (i.e., color-coding of links and nodesi@t F connections. In many cases, additional routing overhefd ac
ure[®). For example, while the graphs in Figlte 5(a) and @)y causes the total router throughput to decrease as the nu
exhibit the type of hub nodes typically associated with S néer of connections gets large, and we follow the presemtatio
works, the graph in Figuid 5(d) has its highest-degree nloded65] in choosing the terns to correspond with an abstracted
cated at the networks’ peripheries. We will show this pregidversion of a widely deployed Cisco product (for details abou
concrete counterexamplesto the idea that power law degreelsis abstracted constraint and the factors affecting r@atier
guences imply the existence of SF hubs. This then createsdasign, we refer the reader {0 [7]65]).
obvious dilemma as to the concise meaning of a “scale-free The application of this network performance metric to the

graph” as outlined above. four graphs in Figurgl5 shows that although they have the
same degree sequence, they are very different from the per-
3.3.2 A Toy Model of the Real Internet spective of network engineering, and that these differeace

significant and critical. For example, the SF netwbi®Fnet
In terms of using SF networks as models for the Internet’s Figure[$(a) achieves a performanceR&fH SF net) =
router-level topology, recent Internet research has demer7 108 bps, while the HOT networkdOTnetin Figure%(d)
strated that the real Internet is nothing like Figdre 5(ag &s- achieves a performanceBérf# O Tnet) = 2:93 10! bps,
sues notwithstanding, but is at least qualitatively mdee the which is greater by more than two orders of magnitude. The
network shown in FigurEl5(d). We label this netwtOTnet reason for this vast difference is that the HOT construction
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explicitly incorporates the tradeoffs between realisbater clear from inspection of Figurld 5 and the performance com-

capacities and economic considerations in its design psogearisons, full clarification of these points requires thsuits

while the SF counterpart does not. in the rest of this paper and additional details on the Imern
The actual construction dfiOTnetis fairly straightfor- [[4, [65,[41]. These observations naturally cast doubts on the

ward, and while it has high performance, it is not formally opelevance of conventional SF models in other applicatieasr

timal. We imposed the constraints that it must have exalely tvhere domain knowledge and specific functional requirement

same degree sequencetSFnef and that it must satisfy theplay a similarly crucial role as in the Internet context. The

router degree/bandwidth constraints. For a graph of tkis sother most cited SF example is metabolic networks in biglogy

the design then easily follows by inspection, and mimics invehere many recent SF studies have focused on abstract graphs

highly abstracted way the design of real networks. First, tin which nodes represent metabolites, and two nodes are “con

degree one nodes are designated as end-user hosts and ptezted” if they are involved in the same reaction. In these

at the periphery of the network, though geography per setis studies, observed power laws for the degree sequences-assoc

explicitly considered in the design. These are then maxymahted with such graphs have been used to claim that metabolic

aggregated by attaching them to the highest degree nodeseavorks are scale-freg119]. Though the details are faremor

the next level in from the periphery, leaving one or two linksomplicated here than in the Internet story above, recerit wo

on these “access router” nodes to attach to the core. The lawfL0Z] that is summarized in Sectifh 7 has shown there is

est degree of these access routers are given two links toaHargely parallel story in that the SF claims are completely

core, which reflects that low degree access routers are leapadzonsistent with the actual biology, despite their supéefi

of handling higher bandwidth hosts, and such high value cappeal and apparent popularity.

tomers would likely have multiple connections to the coré. A

this point there are just 4 low degree nodes left, and these be

come the highest bandwidth core routers, and are connectedi A Structural Approach

amesh, resulting in the graph in Figlite 5(d). While somerear

rangements are possible, all high performance networksgjudh this section, we show that considerable insight into g f

a gravity model and the simple router constraints we have itores of SF graphs and models is available from a metric that

posed would necessarily look essentially lid@©Tnet They measures the extent to which high-degree nodes connect to

would all have the highest degree nodes connected to deger high-degree nodes. As we will show, such a metric is

one nodes at the periphery, and they would all have a loweth necessary and useful for explaining the extreme differ

degree mesh-like core. ences between networks that have identical degree sequence
Another feature that has been highlighted in the SF liter@specially if it is scaling. By focusing on a graph’s strueatu

ture is the attack vulnerability of high degree hubs. He@gg properties and not on not how it was generated, this approach

the four graphs in Figulld 5 are illustrative of the potendifd does not depend on an underlying random graph model but is

ferences between graphs having the same degree sequepggicable to any graph of interest.

Using the performance metric defined [ (7), we compute the

performance of each graph without disruption (i.e., the com .

plete graph), after the loss of high degree nodes, and after4-1  Thes-Metric

loss of the most important (i.e., worst case) nodes. In eg g be an undirected, simple, connected graph having
case, when removing a node we also remove any correspo.

. : 5} 'nodes andL = Fjlinks, wherev andE are the sets of
ing degree-one end-hosts that also become disconnecttd, Aflies and links respectively. As before, defindo be the
we compute performance over shortest path routes betwee Kree of nodé2 v D — £, ',d2 dngyto belthe degree

maining nodes but in a manner that allows for rerouting. %quence fory (again assumed to. be -ordered) anddep )

find that forHSFnefremoval of the highest degree nodes doggote the set of all connected simple graphs having the same
in fact disconnect the network as a whole, and this is eqemlaldegree sequence. Note that most graphs with scaling de-
to the worst case attack for this network. In contrast, rmo\jree will be neither simple nor connected, so this is an impor

of the highest degree nodes results in only minor disrugon; n+ and nontrivial restriction. Even with these constisiit

;O':’netdbut a worst caste attgck (P:j_ere, this |tstrt1he r(?[\rlvng'éal- clear based on the previous examples that the elements of
e low-degree core routers) does disconnect the ne " G (@O ) can be very different from one another, so that in order

results are summarized below. to constitute a non-trivial concept, “scale-free” shouldan

Network | Complete | High Degree Worst Case more than merely that is scaling and should depend on ad-
Performancé  Graph | Nodes Removefi Nodes Removed ditional topologicalor structural properties of the elements in

HSFnet |5:9197e+ 09| Disconnected | = ‘High Degree’ case GO).

HOTnet |2:9680e+ 11| 2:7429e+ 11 |  Disconnected Definition 1. For any graphg having fixed degree sequence

This example thus illustrates two important points. THg: We define the metric

first is thatHSFnetdoes indeed have all the graph theoretic X
properties listed above that are attributed to SF netwanks, s(@) = dids (8)
cluding attack vulnerability, whilédOTnethas none of these (i73)2F

features except for scaling degree. Thus the set of graphs

that have the standard scale-free attributes is neithetyemp Note thats(g) depends only on the graphand not ex-
nor trivially equivalent to graphs having scaling degreée T plicitly on the process by which it is constructed. Impligit
second point is that the standard SF models are in all impibre metrics (g) measures the extent to which the grapas a
tant ways exactly the opposite of the real Internet, andtdail“hub-like” core and is maximized when high-degree nodes are
capture even the most basic features of the Internet’s routmnnected to other high-degree nodes. This observatien fol
level connectivity. While the intuition behind these claiis lows from theRearrangement Inequalitfi14], which states
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thatifa; a, ,andb, b », hen for small Perf(g). The additional points in th@erf(g) vs. s(g)

any permutation@a’ ;a3 ; Yyof (ay5az; »yawe have plane involve degree preserving rewiring and will be diseas
0 0 in more detail below.
aib + azh, + itha ajb + azhy + toa These observations undermine the claims in the SF litera-
apb + a, 1 + tha: ture that are based on scaling degree alone implying any addi

. . . ) . tional graph properties. On the other hand, they also siigges
Since highs (g)-values are achieved only by connecting highna the sheer diversity @ © ) for scalingp makes it an in-

degree nodes to each other, and low)-values are Obtai“edteresting object of study. We won't further compare ) for
by connecting high-degree nodes only to low-degree nodgsy|ing versus non-scaling or attempt to define “diversity”
the s-metric moves beyond simple statements concerning cisely here, though these are clearly interesting sopée

presence of “hub” nodes (as is true for any degree sequeRffocus on exploring the nature of the diversity®fo ) for
D that has high variability) and attempts to quantify whaero calingD such as in FigurEls.

such hubs play in the overall structure of the graph. In parti | \what follows, we will provide evidence that graphs with
ular, as we will show below, graphs with relatively higho)  high s ) enjoy certain self-similarity properties, and we also
values have a “hub-like core” in the sense that these hulys plgsider the effects of random degree-preserving rewising

a central role in the overall connectivity of the network. Wg(g)_ In so doing, we argue that themetric, as well as many
will also demonstrate that the meteidg) provides a view that sf the other definitions and properties that we will presars,

is not only mathematically convenient and rigorous, bub alg§¢ interest for any graph or any set of graphs. However, we
practically useful as far as what it means for a graph to @ continue to focus our attention primarily on simple eon

“scale-free”. nected graphs having scaling degree sequences. The main rea
son is that many applications naturally have simple coratkect
4.1.1 Graph Diversity and thePerf (g) vs. s (g) Plane graphs. For example, while the Internet protocols in princi

Althoudah . i thi il be i hs for whi ple allow router connectivity to be nonsimple, it is relaliy
though our interest in this paper will be in graphs for Whicy 56 anq has little impact on network properties. Neveetel
the degree sequence is scaling, we can compute(g) with

“back pre ¢ h q dusing other sets in many cases is preferable and will arise na
respect to any “background” set of graphs, and we neea, )\ in the sequel. Furthermore, while our interest witl b

not restrict the set to scaling or even to connected or sigl simple, connected graphs with scaling degree sequeece, w
ple graphs. Moreover, for any background set, there existg;g often specialize our presentation to trees, in ordesito-

graph \évhose ?onneﬁt_ivity maximizes Ll?frrjrer;[ric definedhin plify the development and maximize contact with the exgtin
@), and we refer to this as am.'.. graph”. Thes, .. 9raphs gE'jierature. To this end, we will exploit the constructian

for different background sets are of interest since theyeare o Sn - graph to sketch some of these relationships in more
sentially unique and also have the most *hub-like” corecstryyaiail.

ture. Graphs with lows-values are also highly relevant, but
unlike s, .« graphs they are extremely diverse with essentially
no features in common with each other or with other graphs4ny 2 Thes, ., Graph and Preferential Attachment
the background set except the degree sequence

Graphs with high variability and/or scaling in their degre@iven a particular degree sequente it is possible to con-
sequence are of particular interest, however, and not gib@pl struct thes, . graph ofc (© ) using a deterministic procedure,
cause of their association with SF models. Intuitivelylisga and both the generation process and its resulting struatere
degrees appear to create great “diversity&iro ). Certainly informative about the () metric. Here, we describe this con-
the graphs in FigurEl5 are extremely diverse, despite havstgiction at a high level of abstraction (with all detail$etesd
identical scaling degree, but to what extent does this depentb AppendiXA) in order to provide appropriate context foe th
onD being scaling? As a partial answer, note that at the aliscussion of key features that is to follow.
tremes of variability aren -regular graphs witlt v © ) = 0, The basic idea for constructing the .. graph is to or-
which haveD = fm ;m ;m ;:::;m g for somem, and per- der all potential links(i; ) for all i;§ 2 v according to their
fect star-like graphs WitrB = fn 1;1;1;1;:::;1g, which weightd;d; and then add them one at a time in a manner that
have maximat v @ ) n=2. In both of these extremes allresults in a simple, connected graph having degree sequence
graphsinc @ ) are isomorphic and thus have only one value. While simple enough in concept, this type of “greedy”
of sig) forallg2 G ) so from this measure the spagdDd ) heuristic procedure may have difficulty achieving the ialexh
of graphs lacks any diversity. In contrast, whenis scaling sequenc® due to the global constraints imposed by connec-

with < 2,cv D) ! 1 anditiseasy to construgtsuch tivity requirements. While the specific conditions undeiath
thats(@)=snax ! 0asn ! 1 ,suggesting a possibly enorthis procedure is guaranteed to yield tye.. graph are de-
mous diversity inc © ). ferred to AppendiXCh, we note that this type of construction

Before proceeding with a discussion of some of the feaerks well in practice for the networks under consideration
tures of thes-metric as well as for graphs having higly) val- this paper, particularly those in Figure 5.
ues, we revisit the four toy networks in Figilile 5 and consider In cases where the intended degree sequencatisfies
the combined implications of the performance-orientedimet .d; = 2( 1), then all simple connected graphs having de-
Perf(g) introduced in[(¥) and the connectivity-specific metrigree sequenae correspond to trees (i.e., acyclic graphs), and
s (@) defined above. Figuf@ 6 is a projectiongf G (O ) onto this simple construction procedure is guaranteed to rasah
a plane ofPerf(g) versuss (g) and will be useful throughout s, ., graph. Acyclics, .x graphs have several nice properties
in visualizing the extreme diversity in the set@ ) for D in that we will exploit throughout this presentation. It is wor
Figure[®. Of relevance to the Internet application is thapbis noting that since adding links to a tree is equivalent to agldi
with high s (g)-values tend to have low performance, althougtodes one at a time, construction of acydic., graphs can
alow s (g)-value is no guarantee of good performance, as sderviewed essentially as a type of deterministic prefeatati
by the network in Figurl5(c) which has both smaly) and tachment. Perhaps more importantly, by its constructien th
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Figure 6: EXPLORATION OF THE SPACE OF CONNECTED NETWORK GRAPHS HAVING®CTLY THE SAME (POWER LAW) DEGREE SEQUENCEValues
for the four networks are shown together with the values tbeonetworks obtained by pairwise degree-preservingriregviNetworks that are “one-rewiring”
away from their starting point are shown in a correspondiigrc while other networks obtained from more than one negiare shown in gray. Ultimately,
only a careful design process explicitly incorporatinghtealogical constraints, traffic demands, or link costsdgetigh-performance networks. In contrast,
equivalent networks resulting from even carefully crafteddom constructions result in poor-performing networks.

sm ax tree has a natural ordering within its overall structure, ) is clearly a subsequencebf(g). Finally, let )
which we now summarize. denote the set of edges in the subisée.

Recall that a tree can be organized into hierarchies by des-For this subtree, we define itsvalue as
ignating a single vertex as the “root” of the tree from whidlh a X
branches emanate. This is equivalent to assigning a directi s@¥™) = dedy + djdy 9)
to each arc such that all arcs flow away from the root. As a (GK)2E @)
result, each vertex of the graph becomes naturally assokciat L ) .
with a particular “level” of the hierarchy, adjacent veeticare | his definition provides a natural decomposition for the
separated by a single level, and the position of a vertexmitfnetric, in that for any vertex 2 v, we can write
the hierarchy is in relation to the root. For example, assgmi X

H T 1 H S(g) = S(q(k;V)):
the root of the tree is at level 0 (the “highest” level), the i
neighbors are at level 1 (“below” level 0), their other ndighs k2N )
inturn are at level 2 (*below” level 1), and soon. Furthermore, thes-value for any subtree can be defined as a
Mathematically, the choice of the root vertex is an arbjiacursive relationship on its downstream subtrees, spalfi
trary one, however for the, ., tree, the vertex with largest X
degree sits as the natural root and is the most “central” {a no s@¥™) = dydy + s@®v):
tion we will formalize below). With this selection, two vergs k2N (v)nu

u;v 2 V that are directly connected to each other in the acyclic
sw ax graph have the following relative position within the hiProposition 1. Let g be thes, .x acyclic graph correspond-
erarchy. Ifd,  d,, then vertexu is one level “above” vertex ing to degree sequence. Then for two vertices ;v 2 v with
v (alternatively, we say that vertexis “upstream” of vertexr d, > d it necessarily follows that
or that vertex is “downstream” from vertex). Thus, moving (a) vertexv cannot be upstream from vertex
up the hierarchy of the tree (i.e., upstream) means thagxert
degrees are (eventually) becoming larger, and moving dow(b) the number of vertices i) cannot be greater than the
the hierarchy (i.e., QOwnstream) means that vertex degirees number of vertices ig™ (i.e., P ©“)5 P ©7)I;
(eventually) becoming smaller.

In order to illustrate this natural ordering within tg ., (c) the degree sequence®f’ dominates that o™’ (i.e.,
tree, we introduce the following notation. For any vertex dl(“) dl“”;dZ‘u’ dQ‘V);:::); and
v 2 V, letN (v) denote the set of neighboring vertices for
v, where for simple connected graphs v)j = d,. For (d) s@™)> s@™).

an acyclic graphy, defineg®’ to be thesubgraph (subtree) Athough we do not prove each of these statements formally,
of vertexv, that is, g™ is the subtree containing vertex each of parts (a)-(d) is true by simple contradiction. Essen
along with all downstream nodes. Since the notion of ugally, if any of these statements is false, there is a rewiri
stream/downstream is relative to the overall root of theplgra operation that can be performed on the graghat increases
for convenience we will additionally use the notatigfi™’ its s-value, thereby violating the assumption thas thes; .,

to represent thaubgraph of the vertex that is itself con- graph. See AppendixIA for additional information.

nected to upstream neighbor vertex The (ordered) degreeProposition 2. Letg be thes, ., acyclic graph correspond-

sequence of the subtreg” (equivalently forg’*)) is then jn4 44 degree sequence. Then it necessarily follows that for

(v W), () () .
D @) = £d,";d,";::g, whered,” = d, and the rest of eachv 2 v and anyk 6 v 2 v, the subgraphy™) maximizes
the sequence represents the degrees of all downstream nQdgs i) for the degree sequence(g™’)
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The proof of Propositiofi]2 follows from an inductive arguin fact this measure of betweeness centrality increasds wit

ment that starts with the leaves of the tree and works its wayde degree. In contrast, most of the nodesi@Tnetthat

upstream. Essentially, in order for a tree to bedhe, acyclic are central are not high degree nodes, but the low-degree cor

graph, then each of its branches must beghg, subtree on routers.

the corresponding degree subsequence, and this must hold at/nderstanding the betweenness centrality of individual

all levels of the hierarchy. nodes is considerably simpler in the context of trees. Recal
that in an acyclic graph there is exactly one path between any

. . two vertices, making the calculafion af, (v) rather straight-
4.2 Thes-Metric and Node Centrality forward. Specifically, observethat _,, s«=n@n 1)=2

While considerable attention has been devoted to netwésd that for eacls 6 v 6 t 2 v, . (v) 2 £0;1g. This
node degree sequences in order to measure the structur@eggnition facilitates the following more general stagene-
complex networks, it is clear that such sequences alone @a&ding the centrality of high-degree nodes in¢he, acyclic
insufficient to characterize the aggregate structure obalyr graph.

Figure[® has shown that high degree nodes can exist at themgposition 3. Let g be thes, .. acyclic graph for degree

riphery of the network or at its core, with serious conse@esn gequenced . and consider two nodes;v 2 Vv satisfying
for issues such as network performance and robustness in (é . Then. it necessarily follows that, ) > C, ().

presence of node loss. At the same time, it is clear from the B )
Sm ax CONStruction procedure that graphs with the largags T he proof of Propositiofl3 can be found in Apperidix A, along
values will have their highest degree nodes located in the n#ith the proof of thes, .. construction. Thus, the highest
work core. Thus, an important question relates tacgrgtrality degree nodes in ths, .. acyclic graph are the most central.
of individual high-degree nodes within the larger netwankla More generally for graphs that are not trees, we believe that
how this relates, if at all, to the-metric for graph structure. there is a direct relationship between high-degree “huldleso
Again, the answer to this question helps to quantify the rdfelarges @) graphs and a “central” role in overall network
that individual “hub” nodes play in the overall structureaf connectivity, but this has not been formally proven.
network.
There are several possible means for measuring node ¢er8  The s-Metric and Self-Similarity
trality, and in the context of the Internet, one such meawsure
the total throughput (outilization) of a node when the net-When viewing graphs as multiscale objects, natural transfo
work supports its maximum flow as defined[h (7). The ideafngations that yield simplified graphs are pruning of nodes at
that under a gravity model in which traffic demand occurs bée graph periphery and/or collapsing of nodes, althougbeth
tween all node pairs, nodes that are highly utilized areraén@re only the simplest of many possible “coarse-graining” op
to the overall ability of the network to carry traffic. Figufe erations that can be performed on graphs. These transforma-
shows the utilization of individual nodes withiHSFnetand tions are of particular interest because they are ofterramte
HOTnet when each network supports its respective maximufmeasurement processes that are aimed at detecting the con
flow, along with the corresponding degree for each node. Thgctivity structure of actual networks. We will use thesag-
picture forHOTnetillustrates that the most “central” nodes aréormations to motivate that there is a plausible relatigmbe-
in fact low-degree nodes, which correspond to the core rsutéveen highs () graphs and self-similarity, as defined by these
in Figure®(c). In contrast, the node with highest utilizatin  simple operations. We then consider the transformatioarf r
HSFneftis the highest degree node, corresponding to the “cél®m pairwise degree-preserving (link) rewiring that sisgga
tral hub” in Figurdb(a). more formal definition of the notion of a self-similar graph.
Another, more graph theoretic, measure of node central-
ity is its so-calledbetweennesgalso known asetweenness4.3.1  Graph Trimming by Link Removal
centrality), which is most often calculated as the fraction of ) _
shortest paths between node pairs that pass through the i€, we consider the propertiesgf... graphs under the op-
of interest [4D]. Define .. to be the number of shortest pathgration of graph trimming, in which links are removed from
between two nodesandt. Then, the betweenness centralit{ie graph one at a time. Recall that by construction, theslink

of any vertexv can be computed as in the s, . graph are selected from a list of potential links
(denoted as(i; 5) for i; 2 V) that are ordered according to
cy st @) their weightsd;d;. Denote the (ordered) list of links in the
Cptv) = B=———; Snax graph asE = £(;h); (2;%)i:::; (iidh)g, and con-
s<t2v st sider a procedure that removes links in reverse order,- start

. ing with ¢;4%). Define g to be the remaining graph af-
where . (v) is the number of paths betwesmndtthat pass o yhe removal of all but the first 1 links, (i.e., after

through nodev. In this manner, betweenness centrality pro: . e o L
videsga measure of the traffcadthat a node must handle){ /Fin%mof"f‘g (7307 (G 173 1075057 Goeaide 1)7 (eid)). The
alternate interpretation is that it measures the influehee t'€Maining graph will have a partial degree sequenige =
an individual node has in the spread of information withie thfdy idz i :::;dc g, whered,  du jm = 1;2;:::k, but the
network. original ordering is preserved, i.ed; do2 HE df(.
Newman [/2] introduces a more general measure of Heis last statement holds because when removing links start
tweenness centrality that includes the flow along all patbs (ing with the smallest};d;, nodes will “lose” links in reverse
just the shortest ones), and based on an approach usingmanalaler according to their node degree.
walks demonstrates how this quantity can be computed by ma-Observe for trees that removing a link is equivalent to re-
trix methods. Applying this alternate metric fromn[72] taeethmoving a node (or subtree), so we could have equivalently de-
simple annotated graphs in Figlile 5, we observe in Figuréined this process in terms of “node pruning”. As a result, for
that the high-degree nodeshtSFnetare the most central, andacyclics, .x graphs, it is easy to see the following.
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Figure 7: Left: The centrality of nodes as defined by totdfirahroughput. The most “central” nodes kOTnetare the
low-degree core routers while the most “central” nodélfaFnetis the highest-degree “hub”. THe€OTnetthroughputs are
close to the router bandwidth constraints. Right: The betwess centrality versus node degree for non-degree-des from
both theHSFnetandHOTnetgraphs in FigurEl5. IHSFnef node centrality increases with node degree, and the higkgsee
nodes are the most “central”. In contrast, many of the mamti@l” nodes irHOTnethave low degree, and the highest degree
nodes are significantly less “central” thanHiSFnet

Proposition 4. Let g be an acyclics, ., graph satisfying or- smaller graphss® 2 6 © 9 that are also thes, ., graphs of
dered degree sequenbe= fd;;dy;:::;d,g. Forl k n, thistruncated degree distribution.

For cyclic graphs, this type of node aggregation opera-
o o tion maintainss, ., properties only if the resulting degree se-
the s, . graph for degree sequenee, = fd,; ;d,;:::5d, 9. quence remains ordered, i&c d;  d, after the first
oarse graining operation adge d, ds after the second
oarse graining operation, etc. It is relatively easy toegen
ate cases where arbitrary node aggregation violates this co

erly defined graph operations of link-trimming appear td@/iedlt'on and the resulting graph is no longer self-similarhie t

S e ; sense of having a large(g)-value. However, when this con-
simplified graphs with high s-values, thus suggesting adepayiiop, is satisfied, the resulting simpler graphs seem te sat

notion of self-similarity or invariance under such opesas. ; i h ;
However, additional work remains to formalize this notion. |Ss(fé/) %rl;r;r?s(;erzseGlf glr)rjllgrm%rgrﬁ); ré)éﬁnSe%eSf;cparllly(,)ljgrratt}g;ns

of coarse-graining appear to yield simplified graphs i )

with high s-values (i.e., such graphs are self-similar or in
variant under proper coarse-graining), but this has noh bee
A kind of coarse grainingof a graph can be obtained foproved.

producing simpler graphs by collapsing existing nodes into These are of course not the only coarse graining, pruning,
aggregate or super nodes and removing any duplicate lioksnerging processes that might be of interest, and for which
emanating from the new nodes. Consider the case of a tsge, graphs are preserved, but they are perhaps the simplest to

The proof of Propositiofl4 follows directly from our proof oﬁ
the construction of the, ., graph for trees (see Appendik A)
More generally, for graphs exhibiting largeg)-values, prop-

4.3.2 Coarse Graining By Collapsing Nodes

d; d, :::  d, and connected in a manner such that

s@) = smax- Then, as long as node aggregation proceed54'r14 Self-Similar and Self-Dissimilar

order with the degree sequence (i.e. aggregate nodesl2

into 1% then aggregate noda8and3 into 1%, and so on), all While graph transformations such as link trimming or node

intermediate graphgwill also haves () = s, .x. TO See this, collapse reflect some aspects of what it means for a graph to

observe that for trees, when aggregating nodesd 2, we be self-similar, the graph transformation of random paiawi

have an abbreviated degree sequenée fdi;d3; :::50n g, degre_e-_pre_serving link revyiring offers ao_lditional nosoof

wheredi - d, +dy 2 Providedthat, 2 then we are self-similarity which potentially are even richer and atsm-
nected with the claim in the SF literature that SF graphs are

0 . 0;
guaranteed to hawg,  ds, and the overall ordering af °is preserved under such rewirings.

preserved. Similarly when aggregating nodeand3 we have
abbreviated degree sequerxe = fd; ;ds;:::;d,g, Where 4.41 Subgraph-Based Motifs

dio = d;+dy+d; 4. Soaslongas; 2thend°lo ds and ]
ordering ofp “ is preserved. And in general, as long as eaf" @y graphy 2 G ), consider the set of local degree-
new node is aggregated in order and satisfies 2, then we pieservmg rewirings of dlst_mct pairs of I|nks._ There are
are guaranteed to maintain an ordered degree sequence. As & 1@ 1)=2 pairs of different links on which degree
result, we have proved the following proposition. preserving rewiring can occur. Each pair of links defines its
own network subgraph, and in the case whgig an acyclic
Proposition 5. For acyclicg 2 G 0 ) with s(@) = s,ax, 9raph(i.e.atree), these form three distinct types o{,aﬂd@g,
coarse graining according to the above procedure yields shown in Figur€l8(a). Using the notatigh = &2,
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Figure 8: (a) Three possible subgraph-based motifs in degree-praggrewiring in acyclic graphs.Blue links represents
links to be rewired. Rewiring operations that result in rsimple graphs (shaded) are assumed to revert to the origpnéb-
uration. Thus defined, rewiring of motif (i) does not resalainy new graphs, rewiring of motif (ii) results in one possitew
graph, and rewiring of motif (iii) results in two possiblemgraphs.(b) The numbers of the three motifs and successively the
number for each possible rewiring outconvee distinguish between equal, not equal but connected amalesi not connected
but simple, and not simple graphs that are similar to eachlgwéth the given motif selected for rewiring. The total nuenb

of cases (column sum) ig,z 1)=2, while the total number (row sum) of outcomes is twice thafat 1 Here, we use the

abbreviated notatios” = d.? ands = s(g), with Lequal to the number of links in the graph.
s = s(g) we can enumerate the number of these subgraph&age this “motif self-similarity,” lows (g) graphs have “motif
follows: self-dissimilarity” and we can precisely define a measure of
: this kind of self-similarity and self-dissimilarity as folvs.
1. ghe two links share a common node. There are y y
L, 9 = id& 1possible ways that this can ocDefinition 2. For a graphg 2 G @ ), another measure of the
cur. extent to whichy is self-similar is the metrigs (g) defined as

hthé number of motifs (cases i-ii) that are themselves cdedec
H phs. Accordingly, the measure of self-dissimilagityg) is
then the number of motifs (case iii) that are disconnected.

2. The links have,two nodes that are connected by a t

link. Thereare ., ,. @ 1 1=s &F+1
possible ways that this can occur.

. . . Fortreesss(g) = s d’=2andsdi@) = s+ (® 1+

3. The links have end points;that dc?_ nofshare any diregh_ "sq this local motif self-similarity (self-dissimilarijys

connections. There arg 1 % wi2e @i essentially equivalent to hight) (resp. lows @)). As noted
1)@y 1)= 2d® s+ (@ 2) possible ways that previously, network motifs have already been used as a way
this can occur. to study self-similarity and coarse grainirig [%8] 59]. Tder

. i . one defines a recursive procedure by which node connectivity
Collectively, these three basic subgraphs account foma patterns become represented as a single node (i.e. a differe
ble ; = 1@ 1)=2 pairs of different links. The subgraphsind of motif), and it was shown that many important tech-
in cases (i) and (ii) are themselves trees, while the subgraplogical and biological networks were self-dissimilar tihe
in case (iii) is not. We will refer to these three cases for-sufense coarse-grained counterparts display very differetits
graphs as “motifs”, in the spirit of [70], noting that our i@t at each level of abstraction. Our notion of motif self-sarity
of subgraph-based motifs is motivated by the operationmf ras much simpler, but consistent, in that the Internet has ex-
dom rewiring to be discussed below. ~ tremely lows (g) and thus minimally self-similar at the motif

The simplest and most striking feature of the relationshigvel. The next question is whether highy) is connected with
between motifs and () for acyclic graphs is that we can de“self-similar” in the sense of being preserved under ravgri
rive formulas for the number of subgraph-based (local) mo-
tifs (and the outcomes of rewiring) entirely in terms &,
s = s(g), andl Thus, for example, we can see that grap
having higherd” (equivalently highec v ) values have fewer we can also conneet(g) in several ways with the effect that
of the second motif. If we fixo, and thusLandd?, for all |ocal rewiring has on the global structure of graphs in tie se
graphs of interest, then the only remaining dependencess 0B ( ). Recall the above process by which two network links
and graphs with higher g)-values contain fewer disconnectedre selected at random for degree-preserving rewiring, and
(case iii) motifs. This can be interpreted as a motif-lew®l-C note that when applied to a graph2 G © ), there are four
nection betweers ) and self-similarity, in that graphs withpossible distinguishable outcomes:
highers (g) contain more motifs that are themselves trees, and
thus more similar to the graph as a whole. Graphs having lowerl. g°= gwith g°2 G © ): the new graply®is equalto the
s (@) have more motifs of type (iii) that are disconnected and  original graphg (and therefore also a simple, connected
thus dissimilar to the graph as a whole. Thus high} graphs graphinG ©));

Ad-2 Degree-preserving Rewiring

19



2. g°6 gwithg®2 G D ): the new graphyis not equal to approach to graphs with scaling degree sequenckn doing
g, but is still a simple, connected graph in theseb ) so, we make a simple observation: higly) graphs exhibit
(note that this can includg’ which are isomorphictg); most of the features highlighted in the SF literature, but-lo
s (g) graphs do not, and this provides insight into the diversity
of graphs in the space © ). Perhaps more importantly, given
a graph with scaling degree the s (g) metric provides a “lit-
4. o= gwith o° 8 G 0 ): the new graphy®is no longer Mus test” as to whether or not the existing SF literature migh
simple (i.e. it either contains self-loops or parallel Byk be relevant to the network under study.
. - By definition, all graphs inc © ) exhibit power laws in
There are two possible outcomes from the rewiring of any Pt 1o de degrees provided thatis scaling. However, pref-
ticular pair of links, as shown in Figufd 8(a) and this yiel ential attachment mechanisms typically yield only h’a'-:gb}
atotal of2 ; = 10 1) possible outcomes of the rewiringyraphs—indeed ths, ., construction uses what is essentially
process. In our discussion here, we ignore isomorphisms ghél “most preferential” type of attachment mechanism. Fur-
assume that all non-equal graphs are different. thermore, while all graphs having scaling degree sequence
We are uItlma'ger mterested in retaining within our newaye high-degree nodes or “hubs”, only for higly) graphs
definitions the notion that high(g) graphs are somehow preyg such hubs tend to be critical for overall connectivity. ii&h
served under rewiring prowd(_ed thls is sufﬁmen_tly randam at jg certainly possible to construct a graph with lew) and
degrees are preserved. Scaling is of course trivially prese having a central hub, this need not be the case, and our work
by any degree-preserving rewiring, but higly) value is not. 15 gate suggests that most lawg) graphs do not have the
Again, Figure[b provides a clear example, since successlySe of central hubs that create an “Achilles’ heel”. Adaiiti
rewirings can take any of these graphs to any other. More Hiry, we have illustrated that hight) graphs exhibit strik-
teresting for highs (g) graphs is the effect andomrewiring.  jng self-similarity properties, including that they aregdaly
Consider again thBerf(g) vs. s ) plane from Figurgl6. In ad- yreserved under appropriately defined graph transformstio
dition to the four networks from Figuf@ 5, we show #@f(@) of trimming, coarse graining and random pairwise degree-
ands (g) values for other graphs i@ © ) obtained by degree-preserving rewiring. In the case of random rewiring, we of-
preserving rewiring from the initial four networks. This igered numerical evidence and heuristic arguments in sppor
done by selecting uniformly and randomly from th@ 1) of the conjecture that in general highg) graphs are the likely
differentrewirings oftha (1 1)=2different pairs oflinks, and gytcome of performing such rewiring operations, whereas lo
restricting rewiring outcomes to elements®fD ) by reset- ¢ ) graphs are unlikely to occur as a result of this process.
ting all disconnected or nonsimple neighbors to equal. toin Collectively, these results suggest that a definition of
that match the color of one of the four networks are only oRg:gje-free graphs” that restricts graphs to hawnthscaling
rewiring operation away, while points represented in gn® &jegreep andhigh-s () results in a coherent story. It recovers
more than one rewiring operation away. all of the structural results in the SF literature and presid
The connections of the results in Figlie 8(b) to mot§sssible explanation why some graphs that exhibit powes law
counts is more transparent however than to the consequeliegeir node degrees do not seem to satisfy other properties
of successive rewiring. Nevertheless, we can use the sa8ulthighlighted in the SF literature. This non-stochastic yniet
Figure[8(b) to describe related ways in which lew) graphs yepresents what is arguably a reasonable place to stop with a
are “destroyed” by random rewiring. For any gragtwe can theory for “scale-free” graphs. However, from a graph theo-
enumerate among all possible pairs of links on which degi@eic perspective, there is considerable more work thatdcou
preserving rewiring can take place anql count all those.matlge done. For example, it may also be possible to expand the
sultin equal or non-equal graphs. In Fig[ire 8, we consider {ljscussion of Sectidnd.4 to account more comprehensigely f
four cases for degree-preserving rewiring of acyclic ggaphhe way in which local motifs are transformed into one an-
and we count the number of ways each can occur. For iggher and to relate our attempts more directly to the approac
tifs (i) and (ii), it |s_p055|ble to check locally for outco®e cqnsidered in [70]. Elaborating on the precise relatiopshi
that produce non-simple graphs and these cases correspeRfproviding a possible interpretation of motifs as captur
to the shaded outcomes in Figdie 8(a). If we a priori e a kind of local as well as global self-similarity propert
clude all such r210n5|_mple rewirings, then there remain d &bta ot 5y underlying graph remain open interesting problems. Ad
1@ 1) s+ da’=2simple similar neighbors of a tree. We cagjtionally, we have also seen that the use of degree-priegerv
define a measure of local rewiring self-dissimilarity fozds rewiring among connected graphs provides one view into the
as follows. spaces (@ ). However, the geometry of this space is still com-
Definition 3. For atreeg 2 G O ), we measure the extent teolicated, and additional work is required to understandeits
which g is self-dissimilar under local rewiring by the metrionaining features. For example, our work to date suggests tha
rsd (g) defined as the number of simple similar neighbors thig scalingd it is impossible to construct a graph that has both
are disconnected graphs. high Perf(g) and highs (g), but this has not been proven. In
addition, it will be useful to understand the way that degree
preserving rewiring causes one to “move” within the space
G O ) (see for examplel 149, 46]).
It is important to emphasize that the purpose of thg)
tric is to provide insight into the structure of “scaleeffe
graphs andot as a general metric for distinguishing among
all possible graphs Indeed, since the metric fails to distin-
4.5 A Coherent Non-Stochastic Picture guish among graphs having lowg), it provides little insight

. . other than to say that there is tremendous diversity am su
Here, we pause to reconsider the features/claims for Skhgrap y y amarty

in the existing literature (Secti@n3.1) in light of our sttural

3. ¢°= gwith g°8 G D ): the new graphyis still simple,
but is not connected;

For trees,rsd(@) = sdi@) = s+ # 1+ &)=2, so
this local rewiring self-dissimilarity is identical to nibself-
dissimilarity and directly related to low (g) values. This is
because only motif (iii) results in simple but not connectq]qe
similar neighbors.
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graphs. However, if a graph has higly), then we believe that graphs with a given degree distribution such as @Gener-
there exist strong properties that can be used to undertandilized Random Graph (GRG)ethod [32]; (3) “small-world
structure (and possibly, the behavior) of such systemsaurm s networks” due to Watts and Strogaltz [109]; and (4) networks
mary, if one wants to understand “scale-free graphs”, then growing under the mechanism of preferential linking due to
argue thask (g) is an important metric and highly informativeBarabasi and Albert [15] and made preciselinl [24]. All of
However, for graphs with lovs (g) then this metric conveysthese construction mechanisms are inherestitghasticand
limited information. provide a natural means for assigning, at least in principle
Despite the many appealing features of a theory that cqgmebabilities to each element in the corresponding space of
siders only non-stochastic properties, most of the SFalitee realizable graphs. While deterministic (i.e., non-stctica
has considered a framework that is inherently stochashias;T construction procedures have been considéréed [20], tueiy s
we proceed next with a stochastic version of the story, oae thas been restricted to the treatment of deterministic peafe
connects more directly with the existing literature and eorial attachment mechanisms that result in pseudofractedhgr
mon perspective on SF graphs. structures. Graphs resulting from other types of detestimi
constructions are generally ignored in the context of statil
o physics-inspired approaches since within the space oéall f
5 A Probabilistic Approach sible graphs, their likelihood of occurring is typicallyevied
as vanishingly small.
While the introduction and exploration of tkemetric fits nat-
urally within standard studies of graph theoretic progstit ileali ;
differs from the SF literature in that our structural apmh)a5'1 A Likelihood Interpretation of s )
does not depend on a probability model underlying the 4#ding the construction procedure associated withgeeeral
of graphs of interest. The purpose of this section is to comedel of random graphs with a given expected degree se-
pare our approach with the more conventional probabilistjaenceconsidered in[[32] (also called tHgéeneralized Ran-
and ensemble-based views. For many application domathsm Graph (GRG) modébr short) we show that the(g) met-
including the Internet, there seems to be little motivation ric allows for a more familiar ensemble-related interptieta
assume networks are samples from an ensemble, and our teestelative) likelihoodwith which the graphy is constructed
ment here will be brief while trying to cover this broad suitje according to the GRG method. To this end, the GRG model is
Here again, we show that th&g) metric is potentially inter- concerned with generating graphs with givetpectediegree

graph likelihood, graph degree correlation, and graphrassween verticesandjis chosen independently with probability
tativity. This section also highlights the striking diferces p;;, with p;; proportional to the produetd; (i.e. p;; =  dids,
in the way that randomness is treated in physics-inspired afhere is a sufficiently small constant), and this defines a
proaches versus those shaped by mathematics and engineegsiobability measure on the space of all simple graphs and
The starting point for most probabilistic approaches to titleus induces a probability measure @b ) by conditioning
study of graphs is through the definition of an approprééée on having degree . The construction is fairly general and can
tistical ensemblésee for example [40, Section 4.1]). recover the classic Erdds-Rényi random graph$ [43] by tak
o o ) ) ing the expected degree sequence tafpe;pn; : : :;png for
Definition 4. A statistical ensemble of graphs is defined by constant. As a result of choosing each link; ) 2 E with
a probability that is proportional td;d; in the GRG model,
different graphs are typically assigned different probtis
underp . This generation method is closely related to the
Power Law Random Graph (PLR@)ethod[[2], which also at-
tempts to replicate a given (power law) degree sequence. The
PLRG method involves forming a set of hodes containing
as many distinct copies of a given vertex as the degree of that
To describe an ensemble of graphs, one can either assigt¢r€Xx, choosing a random matching of the elements, @nd
specific weight to each graph or define some process (i.eapglying a mapping of a given matching into an appropriate
stochastic generator) which results in a weight. For examgmulti)graph. It is believed that the PLRG and GRG mod-
in one basic model of random graphs, theGatonsists of all €ls are¢'basically asymptotically equivalent, subject to bound-
graphs with vertex set = f£1;2;:::;ng havingledges, and ing error estimates’[2]. Defining thelikelihood of a graph
each element i is assigned the same probability © . In 9 2 G ® ) as the logarithm of its probability under the mea-
an alternative random graph model, the setonsists of all SureP, we can show that the log likelihood (LLH) of a graph
graphs with vertex sef = £1;2;:::;ngin which the edges 92 G ® ), can be computed as
are chosen independently and with probability p < 1. In
this case, the probability (g) depends on the number of edges

ingandis givenby @) = p'@ p)® 1 whereldenotesthe where is a constant.

(i) asetG of graphsg, and

(i) a rule that associates a real number (“probability”)
g P @) 1 with each graphg 2 G such that

w2 P @=1

LLH () +  s@); (10)

number of edgesig 2 G. _ _ Note that the probability of any graghunderp is given
The use of stochastic construction procedures to assign pia[77]

tistical weights has so dominated the study of graphs tteat th v v

assumption of an underlying probability model often beceme P = o 1 p);

implicit. For example, consider the four graph constructio
procedures listed i [40, p.22] that are claimed to fdthe
basis of network scienceand include (1) classical randonand using the fact that under the GRG model, we haye-
graphs due to Erdos and Rerfi#3]; (2) equilibrium random dd;, whereD = (& ;:::d,) is the given degree sequence,

(1;3)2E (1)) ZE
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5.2 Highly Likely Constructions

lY d X
P@ = & a
i2v

;) The interpretation ok (g) as (relative) graph likelihood pro-

vides an explicit connection between this structural metnd

the extensive literature on random graph models. Since the
GRG method is a general means of generating random graphs,
we can in principle generate random instances of “scalg-fre
graphs with a prescribed power law degree sequence, by using
GRG as described above and then conditioning on that degree
sequence. (And more efficient, practical schemes may also be
possible.) In the resulting probability distribution oretspace

of graphss @ ), high-s (g) graphs with hub-like core structure
are literally “highly likely” to arise at random, while low-g)
graphs with their high-degree nodes residing at the grams’
ripheries are “highly unlikely” to result from such stochias
construction procedures.

While graphs resulting from stochastic preferential dttac
ment construction may have a different underlying probabil
ity model than GRG-generated graphs, both result in simple
graphs having approximate scaling relationships in their d
gree distributions. One can understand the manner in which
high-s (g) graphs are “highly likely” through the use of a sim-
ple Monte Carlo simulation experiment. Recall that the toy
graphs in Figuré&l5 each contained 1000 nodes and that the
graph in Figurdds(b) was “random” in the sense that it was
obtained by successive arbitrary rewiringsttFnetin Fig-
ure[@(a). An alternate approach to generating random graphs
having a power law in their distribution of node degree is to
use the type of preferential attachment mechanism first out-
lined in [15] and consider the structural features that anstm
“likely” among a large number of trials. Here, we generate
100,000 graphs each having 1000 nodes and measure the

(J'.Q;j)%E
Y o

1 d i;52v
= e+

didy)
1 dds)

v (1i3)2E (

Taking the log, we obtain
X X
llog + d; logd; +
i2v
log (1
(1i9)2E

IogP @) = Iog (1 didy)

i92v

didj ) N

Defining

X X
d; logd; +
i2v

= lbg + g 1

i92v

didy);

we observe that is constant for fixed degree sequente
Also recall thatbg(1 + a) afor aj<< 1. Thus, if is
sufficiently small so thap;; = didy << 1, we get

X
logP () +

(1;J)2E

LLH @)= dj_dj:

This shows that the graph likelihoddL.H (g) can be made
proportional tos (g) and thus we can interpretg)=s, ax as
relative likelihoodof g 2 G D ), for the s, .x.-graph has the,
highest likelihood of all graphs it © ). Choosing =

1= v di = 1=21in the GRG formulation results in the ex:
pectation value of each. It is important to note that successive graphs
resulting from preferential attachment will have differande
o xn xn degree sequences (one that is undoubtedly different frem th
E d;) = pij = ddj= & dyj=d; degree sequence in Figuile 5(e)), so a raw comparisengof
=1 =1 =1 is not appropriate. Instead, we introduce the normalizéaeva

S (@) = s(g)=su ax and use it to compare the structure of these

However, this may not havep;; = did; << 1 and can graphs. Note that this means also generatingsthe graph
even makep;; > 1, particularly in cases when the degree sassociated with the particular degree sequence for thégeap
quence is scgling. Thusmust often be chosen much smallesulting from each trial. Fortunately, the constructionqedure
than = 1= d; = 1=21to ensure thap;; << 1 for in AppendiXA makes this straightforward, and so in this man-
all nodesi; 5. In this case, the “typical” graph resulting frormer we obtain the normalizesi-values for 100,000 graphs re-
this construction with have degree sequence much less thalting from the same preferential attachment proceduog- P
D, however this sequence will be proportional to the desirgdg the CDF and CCDF of the-values for these graphs in
degree sequence, d;) / di. Figure[®, we observe a striking picture: all of the graphs re-

While this GRG construction yields a probability distribusulting from preferential attachment had valuessogreater
tion onG (@ ) by conditioning on having degree sequence than 0.5, most of the graphs had vales < s @) < 09,
this is not an efficient, practical method to generate memband a significant number had valuesg) > 0:9. In con-
of G 0 ), particularly wherp is scaling and it is necessary tdrast, the graphs in Figufd 5 had values:H SF net) =
choose << 1=21 The appeal of the GRG method is that :9791, S Random ) = 08098, S®H OTnet) = 0:3952,
is easy to analyze and yields probabilities® ) with clear and s ® corD esign) = 0:4536. Again, from the perspec-
interpretations. All elements af © ) will have nonzero prob- tive of stochastic construction processes, l®walues typical
ability with log likelihood proportional tas (g). But even the of HOT constructions are “very unlikely” while high-values
Sn ax graph may be extremely unlikely, and thus a naive Monéee much more “likely” to occur at random.
Carlo scheme using this construction would rarely yield any With this additional insight into thes-values associated
elements inc © ). There are many conjectures in the SF liwith different graphs, the relationship in thiRerf(g) vs. s @)
erature that suggest that a wide variety of methods, inetidplot of Figure® is clearer. Specifically, high-performanes¢-
random degree-preserving rewiring, produce “essentthly works resulting from a careful design process vanishingly
same” ensembles. Thus it may be possible to generate prabe from a conventional probabilistic graph point of vielm
abilities onG (© ) that can both be analyzed theoretically anzbntrast, the likely outcome of random graph constructions
also provide a practical scheme to generate samples from(then carefully handcrafted ones) are networks that have ex

resulting ensemble. While we believe this is plausible,ig-

orous resolution is well beyond the scope of this paper.

tremely poor performance or lack the desired functionality
(e.g., providing connectivity) altogether.
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Figure 9: ResuLTs FROMMONTE CARLO GENERATION OF PREFERENTIAL ATTACHMENT GRAPHS HAVINGLOOONODES. For each trial, we compute
the values (g) and then renormalize t® (g) against thes, .x graph having the same degree sequence. Both the CDF and Q€BRavn. In comparison,
theHOTnetgraph hass @ O Tnet) = 0:3952ands (H SF net) = 0:9791.

5.3 Degree Correlations As an expectation of indicator-type random variabteg ; k°

, , . can be interpreted as the probability that a randomly chosen
Given an appropriate statistical ensemble of graphs, the®x |ink connects nodes of degreesndx’, thereforep (;k?) is
tation of a random variable or random vectoris defined as 5150 called the “degree-degree distribution” for links.sBitve

X that for a given graphl having degree sequenbe
Ki= X @P @: (11) X
926 s@) = did
For example, forl i n, letD; be the random vari- w2 %
able denoting the degree of noddor a graphg 2 G and = k & k] B kK°
letD = fD ;D ,;:::;D ,gbe the random vector representing (i9)2E k2D K92 D
the node degrees af Then thedegree distributions given by X X X
- kK & k1l B kK
Pk) P ((Eg2G :Dilg) = k;i= 1;2;:::;n9) (1;9)2E k2D k02D
. . . 1 X X
and can be written in terms of an expectation of a random vari- = = kk° B klay & k%
able, namely 2 K k%2D =1
* +
P k)= 1 X D: k] Thus, there is an inherent relationship between the straictu
no_ metric s (g) and the degree-degree distribution, which we for-
malize as follows.
where Proposition 6.
D.@ kl= 1 if nodeiof graphg has degre& n2 X
i@ = 0 otherwise. msi= = kk® kiK): (13)
k;k©

One previously studied topic has been the correlations be- - _
tween the degrees of connected nodes. To show that this Piwof of Proposition[@: For fixed degree sequenpe

tion has a direct relationship to tlsag) metric, we follow [40, * +
Section 4.6] and define the degree correlation betweentwo ad 1 X 0 X 0
jacent vertices having respective degrkeandk® as follows. bsi = 3 kk & kly G k7]
k;k°2D ;=1
Definition 5. The degree correlation between two neighbors 1 X * xn +
having degreeg andk’is defined by = = Kk B kly B k%
* + 2 k;k%2D i=1
0 1 X 0 2 X
P kik)= — &kl B k9 (12) _ KK (kK0 :
$#3=1 k k02D

where thea;; are elements of the network node adjacency ma- Thjs result shows that for an ensemble of graphs having

trix such that degree sequence, the expectation af can be written purely
_ o in terms of the degree correlation. While other types ofe&orr
a = 1 if nodesi; jare connected lations have been considered (e.g., the correlations iassdc
’ 0 otherwise with clustering or loops in connectivity), degree corriglas
of the above type are the most obviously connected with the
and where the random variablesp; k]are as above. s-metric.
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.. . .. P
5.4 Assortativity/Disassortativity of Networks term =, &?=2 “=1can be interpreted as the “center” or

Another ensemble-based notion of graph degree correlatﬁéo assortativity case, again for unconstrained graphss,T
that has been studied is the measutg) of assortativityin perfectly assortative graph can be viewed as;hg graph

. ) (within a particular background set), and the assortativity of
networks as introduced by Newméen [73], who descriags ; g ; :
sortative mixingr > 0) as“a preference for high-degree Ver_graphs Is measured relative to the... graph, with appropriate

. . ; , centering.
tices to .attach to other high-degree vertlcgai‘\ddsassorta- Newman'’s development of assortativity [73] is motivated
tive mixing(r < 0) as the converse, whethigh-degree ver- y

, g X by a definition that works both for an ensemble of graphs and
tices attach to low-degree onesSince this is essentially whatas a sample-based metric for individual graphs. Accorgiing!
we have showrs () measures, the connection betwesp)

and assortativity () should be and ultimately is very directhIS definition depends ap (;k ), the joint distribution of the

: . : .2 =0 =~ remaining degreesf the two vertices at either end of a ran-
As with all concepts in the SF literature, assortativity & d g deg

veloped in the context of an ensemble of graphs, but Nequdonmly selected link belonging to a graph in an ensemble. That

' | ) f ity of . 8Nconsider a physical process by which a graph is selected
provides a sample estimate of assortativity of any g|veplgrq=r0m a statistical ensemble and then a link is arbitrarilp-ch

g- Using our notation, Newman's formula 73, Eq. 4] can &, from that graph. The question of assortativity can theen b

written as . understood in terms of some (properly normalized) statifti
hp TP 12 average between the degrees of the nodes at either end of the
wze 3 pv 24 =1 link. We defer the explicit connection between the ensemble
r@=—» 13 P 122 . 7 (14) pased and sample-based notions of assortativity and uar str
2v 2% pvzdh =l tural metrics (g) to Appendix{B.

where 1is the number of links in the graph. Note that the

first term of the numerator of () is preciselys (), and the i
other terms depend only amn and not on the specific graph6 SF Graphs and the Internet Revisited
g 2 G D). Thusr() is linearly related tos (). How-
ever, when we compute(g) for the graphs in FigurEl5 the
values all are in the interval 0:4815; 0:4283] Thus all
are roughly equally disassortative an¢y) seems not to dis-
tinguish between what we have viewed as extremely diff
ent graphs. The assortativity interpretation appearsrecty
contradict both what appears obvious from inspection of t
graphs, and the analysis basedsag). Recall that fors () =
S (g)=sn ax the graphs in FigurEl5 hagl @ SF net) = 0:979
ands ®# O Tnet) = 03395, with high-degree nodes iHSFnet
attached to other high-degree nodes and@T netattached to
low-degree nodes.

The essential reason for this apparent conflict is that
r@Q) lando < S () 1 are normalized against a di
ferent “background set” of graphs. Ferg) = s(g)=su ax
here, we have computes, ., constrained to simple, con-
nected graphs, whereagy) involves no such constraints. Th

r 0 graph with the same degree sequencél&&netand {nore mathematical in nature. The other is that it relies igav

HOTnetwould be non-simple—having, for example, the hig - ) :
est degreed;) node highly connected to itself (with multiple2”? Methods from statistical physics, so much so that remgaci

self-loops) and with multiple parallel connections to thiees e With .tltlechniquesfthaéare sha?eﬁ by mathﬁmatics and elngi
high-degree nodes (e.g. multiple links to thenode). The neering will require a fundamental change in the way complex

corresponding: = 1 graph would be both non-simple andYSIEMS such as the Internet are viewed and studied.
disconnected—having the highest degied fode essentially The logic of the existing SF theory and its centrz-;\I claims
connectednly to itself. SoHSFnetcould be thought of as regarding the Intemet consists of the following steps:
assortative when compared with graphssiro ), but dissas-
sortative when compared with all graphs. To emphasize this
distinction, the description @fssortative mixingr > 0) could

be augmented to “high-degree vertices attach to other high-

degree vertices, including self-loops.” Since high vaifi8h 2. The assertion, or definition, that a grapkith scaling

Simple, connected graphS will all typ|Ca”y haye;) < 0, this degree Sequenﬂ:e is a scale-free graph_

measure is less useful than simply comparing saw for this

class of graphs. Thus conceptualiyg) ands(g) have the 3. The claim that scale-free graphs have a host of “emer-

same aim, but with different and largely incomparable ndrma gent” features, most notably the presence of several

izations, both of which are interesting. highly connected nodes (i.e. “hubs”) that are critical to
We will now briefly sketch the technical details behind overall network connectivity and performance.

thegrormalization ofr(g). The first term of the denomina-

tor ., di=2lis equal tos, . for “unconstrained” graphs 4. The conclusion that the Internet is therefore scale;free

(i.e., those not restricted to be simple or even connecesl; s and its “hubs,” through which most traffic must pass, are

AppendiXA for details), and the normalization term in the de responsible for the “robust yet fragile” feature of failure

nominator can be understood accordingly as this,. The tolerance and attack vulnerability.

Given the definitions ok (g), the various self-similarity and
high likelihood features of highk-g) graphs, as well as the
extreme diversity of the set of graplsp ) with scaling de-
green , we look to incorporate this understanding into a theory
of SF graphs that recovers both the spirit and existing tgsul
(l;lile making rigorous the notion of what it means for a graph
0 be “scale-free”. To do so, we first trace the exact nature of
previous misconceptions concerning the SF Internet,dutce
an updated definition of a scale-free graph, clarify whatsta
ments in the SF literature can be recovered, and brieflyrautli
the prospects for applying properly defined SF models in view
of alternative theoretical frameworks such as HOT (Highly
f_Optimized/Organized Tolerance/Tradeoffs). In this crptié
is also important to understand the popular appeal thatfhe S
approach has had. One reason is certainly its simplicity, an
e will aim to preserve that as much as possible as we aim
o replace largely heuristic and experimental results withs

1. The claim that measurements of the Internet’s router-
level topology can be reasonably modeled with a graph
gthat has scaling degree sequence
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In the following, we revisit the steps of this logic and iHusexplicit and intended design of these technologies to Hide t
trate that the conclusion in Step 4 is based on a series of npisysical network connectivity from IP. Another practicabp-
conceptions and errors, ranging in scope from taking highém when interpreting traceroute data is to decide whichdlP a
ambiguous Internet measurements at face value to applyingleesses/interface cards (and corresponding DNS names) ref
inherently inconsistent SF theory to an engineered sysiem ko the same router, a process knowradias resolution[95].
the Internet. While one of the contributing factors to the high fidelity bét
current state-of-the-art Rocketfuel maps is the use of an im
) proved heuristic for performing alias resolutidnl[96], ther
6.1 Scaling Degree Sequences and the Internetambiguities remain, as pointed out for example[in ]107]. Yet
. . _another difficulty when dealing with traceroute-derivedame
The Internet remains one of the most popular and highly (?"gﬂrements has been consideredd [64, 1] and concerns a po-
application areas where power laws in network connectiviyiia| hias whereby IP-level connectivity is inferred meas-
have “emerged spontaneously”, and the notion that this |- ang accurately the closer the routers are to the tracerou
creasingly important information infrastructure exhstat sig- source(s). Such bias possibly results in incorrectly jiet

nature of self-organizing complex systems has generated Gay ower law-type degree distributions when the frue under
siderable motivation and enthusiasm for SF networks. Hc;&-

. . . RS o ng connectivity structure is a regular graph (e.g., &&d”
ever, as we will show here, this basic observation is hig er?f [3)) y g graph (e.g
questionable, and at worst is the simple result of errors em- y y

anating from the misinterpretation of available measuruimeof tggg?(')?]%er_zseer’ﬁgg r?}ggiﬂlrj:;é%t;e\gzl Qﬁng'sd'%?f[nt%ﬁf'?ns
and/or their naive and inappropriate statistical analgsige

s : ; terpretation or analysis requires great care and diligeéminm
typ?rgrg'qliggi;estﬁce“oﬁlﬁs inherent in the available dat of. other available data sources. Although the challenges as
is imporF':gnt to realizepthat Internet-related connegtivitea- %dciateq with disambiguating the available measurements a
surements are notorious for their ambiguities, inaccesaci'dem'fy'ng those contributions that are relevant for theet-

and incompleteness. This is due in part to the multi-layergﬁts router-level topology can be daunting, using thesa-me

nature of the Internet protocol stack (where each level defi@g;%mglgt:ki[oﬁge \éeg'tjaii:}cinc(;ls;r?;lgleng—tggrig é%n?l(r)nnghn;i?]ntly-
its own connectivity), and it also results from the effortsro ' yp y

ternet Service Providers (ISPs) who intentionally obstueg pomplex systems Iite_rature—i.s iII-adviseq and bound tailtes
network structure in order to preserve what they believe i 1oneous conclusions. To illustrate, Figl® 10(a) shthe

s : S¥ -frequency plot for the raw traceroute-derived roigeel
source of competitive advantage. Consider as an example o . o .
router-level connectivity of the Internet, which is inteutito Conectivity data obtained by the Mercator project [S0wi

reflect (physical) one-hop distances between router@kast Figu_reEI]D(b) depicting a smoothed version of the plot in (a),
Although information about this type of connectivity is typ obtained by applying a straightforward binning operation t

cally inferred fromtracerouteexperiments which record suc-t.he r?t\f;emeﬁs?argtm[e:?tilr:E.SO?;T(?fgrzrigtrl‘g;é)nnrhisgg SilnCS
cessive IP-hops along paths between selected network fyature. ' 19 L nonly
e SF literature (e.g., se€ [4]) as empirical evidencettiat

computers (see for example the Mercator [50], Skittef [3 uter-level topology of the Internet exhibits power-lae-d
and Rocketfuel[96] projects), there remain a number of-chs [evel 1opology Lo P :
[ee distributions. However, in view of the above-mentibne

lenges when trying to reverse-engineer a nework's phySIgmbiguities of traceroute-derived measurements, it islhig

infrastructure from traceroute-based measurements. Tdte : :
challenge is that IP connectivity is an abstraction (at ‘imay'ke'y that the two extreme points W'th. node degrees aboye
1,000 are really instances where the high IP-level connecti

3”) that sits on top of physical connectivity (at “Layer 2 S o .
trazceroute is unapble tI(D) ryecord directly thg r(wetworyk’s pd:sgsi ity is an illusion created by an underlying Layer 2 technglog
says nothing about the actual connectivity at the physic

structure, and its measurements are highly ambiguous a | When removina the two nodes in auestion and relvin
the dependence between these two layers. Such ambigui YrT' -~ 9 . q o y 9
Internet connectivity persists even at higher layers ofpitee n'the stafistically more robust size-rank plots in Figi8s
tocol stack, where connectivity becomes increasinglyuairt é(g}%?lgég)rit\rl]vniigcgllgtes tgjéggrlmﬁg t(f;lg i?nog?g/-g)%%va;t?am ;p
but for different reasons (see for example Secfiom 6.4 belnode degree distribution for the Internet’s router-lewgldl-

for a discussion of the Internet’'s AS and Web graphs). ~In fact, Figures10(c) and (d) strongly suggest that

To illustrate how the somewhat subtle interactions amoﬁ%yactual router-level connectivity is more consisterthvain
the different layers of the Internet protocol stack can dhe : . Yy oo O
exponentially-fast decaying node degree distributiorstark

(false) appearance of high connectivity at the IP-levedalie . : . ; "y X
how at the physical layer the use of Ethernet technology n gptrast to what is typically claimed in the existing SFréte

the network periphery or Asynchronous Transfer Mode (AT l)"e'

technology in the network core can give the appearance bf hig

IP-connectivity since the physical topologies associatéd g 2 (Re)Defining “Scale-Free” Graphs

these technologies may not be seen by IP-based traceraute. |

such cases, machines that are connected to the same Etheévhée it is unlikely that the Internet as a whole has scaling
or ATM network may have the illusion of direct connectivitylegree sequences, it would not be in principle technoldgica
from the perspective of IP, even though they are separatedbyconomically infeasible to build a network which did. It
an entire network (potentially spanning dozens of machimeswvould, however, be utterly infeasible to build a large netwo
hundreds of miles) at the physical level. In an entirely difvith high-degree SF hubs, or more generally one that had both
ferent fashion, the use of “Layer 2.5 technologies” such high variability in node degree and largey). Thus in making
Multiprotocol Label Switching (MPLS) tend to mask a nefprecise the definition of scale-free, there are essentiaity
work’s physical infrastructure and can give the illusioroag- possibilities. One is to define scale-free as simply having a
hop connectivity at Layer 3. Note that in both cases, it is tlsealing degree sequence, from which no other properties fol
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Figure 10: TRACEROUTEDERIVED ROUTERLEVEL CONNECTIVITY DATA FROM THE MERCATOR PROJECT[E0]. (a) Doubly logarithmic size-
frequency plot: Raw data. (b) Doubly logarithmic size-frequency plot: Binned data. (c) Doubly-logarithmic size-rank plot: Raw data with the 2
extreme nodes (with connectivity 1,000) removed(d) Semi-logarithmic size-rank plot: Raw data with the 2 extreme nodes (with connectivityl,000)
removed.

low. The other is to define scale-free more narrowly in suctigrow” graphs with scaling degree. Preferential growth is
way that a rich set of properties are implied. Given the gfroperhaps the oldest of such modédIs 114, [66, 94], so it is no
set of self-similarity properties of graplkshaving highs(g), surprise that it resurfaces prominently in the recent S#-lit
we propose the following alternate definition of what it meamture. No matter how scaling is generated however, the high
for a graph to be “scale-free”. likelihood and rewiring invariance of high{g) graphs make it

further easy—literally highly likely—to insure that theseal-
Definition 6. For graphsg 2 G O ) whereD is scaling, we ing graphsgre also s)::alg-fr)ée. y

measure the extent to which the graghs scale-free by the ™ 115 secondly, the equivalence between “highand
metrics @). “highly likely” makes it possible to define scale-free as the
This definition for “scale-free graphs” is restricted haysim- lIely or generic outcome of a great variety of random growth

ple, connected graphs having scaling but s @) can obyi- Models. In fact, that *lows” or “scale-rich” graphs are van-

ously be computed for any graphs having any degree sequelf4naly unlikely to occur at random explains why the SF lit-
and thus defining () as a measure of “scale-free” might IOOerature has not only ignored their existence and missed thei
tentially be overly narrow. Nonetheless, in what follows, f r(_elevance_but also .conflated scale—fre_e with scaling. Final
degree sequences that are scaling, we will informally call Since scaling and highare both so easily and robustly gener-
graphsg 2 G © ) with low s (g)-values“scale-rich”, and ated, requiring only few simple statistical propertiesjttess
those with highs (g)-values“scale-free” Being structural in variations and embellishments of scale-free models haga be
nature, this alternate definition has the additional bengfiot ProPosed, with appealing but ultimately irrelevant detaind
depending on a stochastic model underlying the set of grafcussions of emergence, self-organization, hierarobgu-
of interest. It does not rely on the statistical physicpired 'arity, €tc. However, their additional self-similaritygperties,
approach that focuses on random ensembles and their rfid¢gh still largely unexplored, have made the resultiredesc
likely elements and is inherent, for example, in the origind€€ Networks intuitively appealing, particularly to tieosho
Barabasi-Albert construction procedure. continue to associate complexity with self-similarity. .
Our proposed definition for scale-free graphs requires that 1€ Practical implication is that while our proposed defi-
for a graphg to be called scale-free, the degree sequencen!tion of what it means for a graph to be “scale-free” recsver
of g must be scaling (or, more generally, highly variaey Many claims in the existing SF literature, some aspects can-
self-similar in the sense thatg) must be large. FurthermoreNot b.e. salvaged. As an alte.rnate approach, we .COUld. accept a
s (g) gives a quantitative measure of the extent to which a sc‘%?—f'_”'_t'on of scale-free that is equivalent to scaling, asris
ing degree graph is scale-free. In addition, this definitap- P/iCit in most of the SF literature. However, then the notain
tures an explicit and obvious relationship between grapét t Scale-free” is essentially trivial, and almost all claiinsthe
are “scale-free” and have a “hub-like core” of highly conteet existing literature about SF graphs are false, not just tfeso
centrally-located nodes. More importantly, in view of Seepf specific to the Internet. We argue that a much better alterna-
the above-mentioned logic, the claim that scale-free netsvoliVe iS @ definition of scale-free, as we propose, that insplie
have “SF hubs”is true with scale-free defined as scalingetegi’® €xistence of *hubs” and other emergent properties,ut i
sequencandhigh s (g), but false if scale-free were simply td"°re restrictive than scaling. Our proposed alternativat t

mean scaling degree sequence, as is commonly assumed if¢RE-e€ is a special case of scaling that further regtaiigh
existing SF literature. s (g), not only provides a quantitative measure about the extent

With a concise measure(g) and its connections with {0 Which a graphiis scale-free, but also already offers aannd
rich self-similarity/self-dissimilar properties and dlkhood, €Mergent properties, with the potential for a rigorous actu r
we can look back and understand how both the appeal and f&20"Y- _ _ . .
ure of the SF literature is merely a symptom of much broader " sSummary, notwithstanding the errors in the interpreta-
and deeper disconnects within complex networks resear#,‘?ﬁI and analysis of available network measurement daém ev

First, while there are many possible equivalent definitiohs If the Internet’s router-level graph were to exhibit a povesy-
scale-free, all nontrivial ones would seem to involve cambityP€ node degree distribution, we have shown here and im othe

ing scaling degree with self-similarity or high likeliho@shd pa'peric(:é%a rﬁs'zvki?\!g]f%)?]%o?:;éhﬁ] t'l?géfo'&cgurﬂg?t;p hSot\(/avp
appear to be equivalent. Thus defined, models that gene _ . ¢ o

scale-f(e(Ef grap?]s areI eglsiI)éi cgnstructecic ahnd are thgnerbmres‘é";‘,se;gﬁ;;sle%fl'i‘ggélghgey iﬁﬁﬂg? bSergllsggz dabzgggt‘;’] -én;er
our main focus here. Indeed, because of the strong invariafjgLS router- :

properties of scaling distributions alone, it is eas;g/] toate Qeﬂmtlons, the router topology at least for some parts ef th
limitless varieties of randomizing generative models twt 'Nternet could in principle have high variability and mayeav
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be roughly scaling , but it is certainly nowhere scale-frdke. = When normalized against a proper background set, our

is in fact necessarily extremely “scale-rich” in a sense aech proposeds (g)-metric provides insight into the diversity of net-

made rigorous and quantifiable, although the diversity aliesc works having the same degree sequence. On the one hand,

rich graphs means that much more must be said to descgb&phs havings (@) Smax are scale-free and self-similar

which scale-rich graphs are relevant to the Internet. A mamthe sense that they appear to exhibit strong invariance

lesson learned from this exercise has been that in the donperperties across different scales, where appropriatfipned

of such complex and highly engineered systems as the Int&rarse-graining operations (including link trimming) gise

net, it is largely impossible to understand any nontriviel-n to the different scales or levels of resolution. On the other

work properties while ignoring all domain-specific detaileh hand, graphs having(g) << s, .x are scale-rich and self-

as protocol stacks, technological or economic constraamg dissimilar; that is, they display different structure affeit+

user demand and heterogeneity, as is typical in SF treasmemit levels of resolution. While for scale-free graphs, degr

of complex networks. preserving random rewiring does not significantly alteiirthe
structural properties, even a modest amount of rewiring de-

: stroys the structure of scale-rich graphs. Thus, we sudigaist
6.3 Towards a Rigorous Theory of SF Graphs a heuristic test as to whether or not a given graph is scake-fr

Having proposed the quantity(g) as a structural measures ofs to explore the impact of degree-preserving random regiri

the extent to which a given graph is “Sca|e-free”, we can n(ﬁ\ﬁcent work on the Internét !_65] and metabolic netwc rkSIlOZ

review the characteristics of scale-free graphs listeceirttisn as well as on more general complex netwotks [112] demon-

B and use our results to clarify what is true if scale-freaken strates that many important large-scale complex systems ar

to mean scaling degree sequence and latgge scale-rich and display significant self-dissimilarityggesting
that their structure is far from scale-free and the oppatsite

1. SF networks have scaling (power law) degree sequege#-similar.
(follows by definition).

2. SF networks are the likely outcome of various random
growth processes (follows from the equivalenceef) 6.4 SF Models and the Internet?

with a natural measure of graph likelihood).
For the Internet, we have shown that no matter how scale-

3. SF networks have a hub-like core structure (follows diee is defined, the existing SF claims about the “robust, yet
rectly from the definition ofs(g) and the betweenessfragile” nature of these systems (particularly any clainfis o
properties of high-degree hubs). an “Achilles’ heel” type of vulnerability) are wrong no mait

. ) how scale-free is defined. By tracing through the reasonéag b

4. SF networks are generic in the sense of being Pifrd these SF claims, we have identified the source of this err
served by random degree-preserving rewiring (folloys the application of SF models to domains like engineering
from the characterization of rewiring invariance of selfq, biology) where design, evolution, functionality, anohe
similarity). straints are all key ingredients that simply cannot be igdor

5. SF netwqus are l_Jnivers_aI in the sense of not depend‘izggj ?‘r:tclfr:glgza’r?grgﬁjurwéﬂ?ytcgﬁiZ(t:)?;()e_g)rlﬁ(sa 'ﬁi éggnzigﬁal
ﬁgtgf emoefusn(-s)ga ecific details (follows from the structur er usings (g) as a quantitative measure of how scale-free a

90)- graph is, the failure of SF models to correctly and usefubly a

6. SF networks are self-similar (is now partially clarified iPly in an Internet-related context has been limited to erdure
that highs (g) trees are preserved under both appropff ignoring domain-specific details, rather than to far meme

ately defined link trimming and coarse graining, as welPus and general mathematical errors about the properties
as restriction to small motifs). SF graphs themselves. In fact, with our definition, theréés t

potential for a rich and interesting theory of SF graphskiog
Many of these results are proven only for special cases dodrelevant and useful application domains.
have only numerical evidence for general graphs, and thusOne place where SF graphs may be appropriate and prac-
can undoubtedly be improved upon by proving them in greatmally useful in the study of the Internet is at the higheels
generality. However in most important ways the proposed def network abstraction, where interconnectivity is in@iegly
inition is entirely consistent with the spirit of “scalee®” as unconstrained by physical limitations. That is, while tben
it appears in the literature, as noted by its close relatign® est layers of the Internet protocol stack involving the [tais
previously defined notions of betweeness, assortativétyree infrastructure such as routers and fiber-optic cables haxe h
correlation, and so on. Since a higlty)-value requires high- technological and economic constraints, each higher ldger
degree nodes to connect to other high-degree nodes, thefés its own unique connectivity, and the corresponding net
an explicit and obvious equivalence between graphs that ek topologies become by design increasingly more virtual
scale-free (i.e., have high(g)-value) and have a “hub-likeand unconstrained. For example, in contrast to routers and
core” of highly connected nodes. Thus the statement “scgbrysical links, the connectivity structure defined by thewdo
free networks have hub-like cores”—while incorrect undher t ments (nodes) and hyperlinks (connections) in the Worldénid
commonly-used original and vague definition (i.e., meaniigeb (WWW) is designed to be essentially completely uncon-
scaling degree sequence)—is now true almost by definitismained. While we have seen that it is utterly implausib t
and captures succinctly the confusion caused by some of #iemodels can capture the essential features of the ravtelr-I
sensational claims that appeared in the scale-free lileraln connectivity in today’s Internet, it seems conceivablé thay
particular, the consequences for network vulnerabilitemms could representirtual graphs associated with the Internet such
of the “Achilles’ heel” and a zero epidemic threshold follovas, hypothetically, the WWW or other types of overlay net-
immediately. works.
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However, even in the case of more virtual-type graphs &sd level. This questions the appropriateness and relevainc
sociated with the Internet, a cautionary note about theiggpl a careful analysis or modeling of commonly consideredcstati
bility of SF models is needed. For example, consider thednteounterparts of these virtual topologies that are typjcab-
net at the level of autonomous systems, wheraw@onnomous tained by accumulating the connectivity information cameal
system (ASis a subnetwork or domain that is under its owim a number of different snapshots taken over some time gerio
administrative control. In an AS graph representation ef tinto a single graph.

Internet, each node corresponds to an AS and a link betweenwWhen combined, the virtual nature of AS or Web graphs
two nodes indicates the presence of a “peering relatiohshgmd their lack of critical networking-specific informatiorake
between the two ASes—a mutual willingness to carry or ethem awkward objects for studying the “robust yet fragila* n
change traffic. Thus, a single “node” in an AS graph (e.gure of the Internet in the spirit of the “Achilles’ heel” arg

AS 1239 is the Sprintlink network) represents potentiallph ment [6] or largely inappropriate structures for investigg
dreds or thousands of routers as well as their intercorore:ti the spread of viruses on the Internet aslinl [21]. For exam-
Although most large ASes have several connections (peernahg, what does it mean to “attack and disable” a node such as
points) to other ASes, the use of this representation méas Sprintlink (AS 1239) in a representation of business retati

one is collapsing possibly hundreds of different physical,( ships between network providers? Physical attacks ateés |
router-level) connectionsinto a single logical link beeméwo are largely meaningless. On the other hand, the economic and
ASes. In this sense, the AS graph is expressively not a repegulatory environment for ISPs remains treacherous, es-qu
sentation of any physical aspect of the Internet, but defin&ms about the robustness (or lack thereof) of the Inteahet

a virtual graph representing business (i.e., peeringliogla the AS-level to this type of disruption seem appropriated An
ships among network providers (i.e., ASes). Significamratt even if one could make sense of physically “attacking and dis
tion has been directed toward discovering the structupes abling” nodes or links in the AS graph, any rigorous investig

of AS connectivity as represented by AS graphs and inferrtash of its “robust yet fragile” nature would have to at least

from BGP-based measurements (where Bloeder Gateway countfor the key mechanisms by which BGP detects and reacts
Protocolor BGPis the de facto standard inter-AS routing prao connectivity disruptions at the AS level. In fact, as ie th
tocol deployed in today’s Internet [1I00,188]) and specuafati case of the Internet’s router-level connectivity, claimhsaale-

on what these features imply about the large-scale pr@gerfiee structure exhibited by inferred AS graphs fail to captu

of the Internet. However, the networking significance ofthethe most essential “robust yet fragile” features of the rim¢

AS graphs is very limited since AS connectivity alone sayecause they ignore any significant networking-specifigrinf
little about how the actual traffic traverses the differee&. mation encoded in these graphs beyond connectivity. Again,
For this purpose, the relevant information is encoded ittittke the actual fragilities are not to physical attacks on AS 1sdule

type (i.e., peering agreement such as peer-to-peer orgaovito AS-related components “failing on,” particularly via B&
customer relationship) and in the types of routing policiesd related software or hardware components working imprgper|
by the individual ASes to enforce agreed-upon business ar-being misconfigured, or via malicious exploitation or hi-
rangements between two or more parties. jacking of BGP itself.

In addition, due to the infeasibility of measuring AS con-
nectivity directly, the measurements that form the bagigfo .
ferring AS-level maps consist of BGP routing table snapsh&.5 The Contrasting Role of Randomness

collected, for example, by the University of Oregon Rou{l‘eo put our SF findings in a broader context, we briefly review

Views Project[[88]. To illustrate the degree of ambiguity i
the inferred AS connectivity data, note for example thattued" @lternate approach to the use of randomness for undestan

the way BGP routing works, snapshots of BGP routing tabl89 System complexity that implicitly underpins our appba
taken at a few vantage points on the Internet over time are {h& Way similar to how statistical physics underpins the SF

likely to uncover and capture all existing connections ket erature. Specifically, the notions efighly Optimized Toler-
ASSB./ Indeed,[130] suggl?ests that AS g?aphs inferred from {Aace (HOTJ28] or Heuristically Organized Tradeoffdd] has

Route Views data typically miss between 20-50% or even maee" recently introduced as a conceptual framework for cap-

of the existing AS connections. This is an example of the gdlind the highly organized, optimized, and “robust yegfte’
eral problem ofantage pointmentioned inl[8], whereby theStructure of complex highly evolved systerns|[29]. Introetic
- the spirit of canonical models from statistical physicsseh

location(s) of exactly where the measurements are perfrnie lation latti lul d spi
can significantly skew the interpretation of the measureme SbEl’_e.r colation lattices, cellular allutomgtall, arr: spin gtass
often in quite non-intuitive ways. Other problems that afe IS an attempt to use simple models that capture some
concern in this context have to do with ambiguities that c&3S€NCce Of the role of design or evolution in creating highly
arise when inferring the type of peering relationships lsetw Structured configurations, power laws, self-dissimijastale-
two ASes or, more importantly, with the dynamic nature &ness, etc. The emphasis in the HOT view is on “organized
AS-level connectivity, whereby new ASes can join and exigoMPlexity”, which contrasts sharply with the view of “erner
ing ASes can leave, merge, or split at any time. gent complexity” that is preferred within physics and the SF
This dynamic aspect is even more relevant in the contexi‘:{i’l?;'ﬁnu?]'ty'I The H(?L Cp))_?rspe(;:ulv eis _m<|3|t|vated| by biology
the Web graph, another virtual graph associated with tre-n@nd technology, and models typically involve optimiz-
net that is expressively not a representation of any phyatsa N9 functional objectives of the system as a whole, subject
pect of the Internet structure but where nodes and linksregf constrfalnts on their cqmpomenﬁs, ‘fsua”y with En explici
sent pages and hyperlinks of the WWW, respectively. Thus%ﬂur%e 0 ur]rchertamtyl( 6!9?'”Stw 'Cf solutions must be aoler
addition to the deficiencies mentioned in the context ofeput OF FoRust. d e explicit ocui onl ugpu_on, pohn§g+n]}s,lor>stF
level Internet measurements, the topologies that are nipre J!1Zation, and organization sharply distinguish HOT from
tual and “overlay” the Internet's physical topology exhian approaches. Both consider robustness and fragility butrea

; ; osite and incompatible conclusions.
aspect of dynamic changes that is largely absent on the-ph9QPA oy model of the HOT approach t modeling the router-
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level Internet was already discussed earlier. The undgylyin the real Internet and biology can be explained without in-
idea is that consideration of the economic and technologisting on any underlying random models. Sources of random-
cal factors constraining design by Internet Service Pendd ness are incorporated naturally where uncertainty neelds to
(ISPs) gives strong incentives to minimize the number anthnaged or accounted for, say for the case of the routek-leve
length of deployed links by aggregating and multiplexiregtr Internet, in a stochastic model of user bandwidth demands an
fic at all levels of the network hierarchy, from the periplgeographic locations of users, routers, and links, follblrg
ery to the core. In order to efficiently provide high througta heuristic or optimal design. This can produce either an en-
put to users, router technology and link costs thesessi- semble of network designs, or a single robust design, depend
tate that by and large link capacities increase and router dieg on the design objective, but all results remain highlg-co
grees decrease from the network’s periphery to its moresaggtrained and are characterized by lewy) and highPerf g).
gated core. Thus, the toy modeDTnetin Figure[®(d), like This is typical in engineering theories, where random medel
the real router-level Internet, has a mesh of uniformly highre common but not required, and where uncertainty can be
speed low connectivity routers in its core, with greateri-vamodeled with random ensembles or worst-case over sets. In
ability in connectivity at its periphery. While a more dé¢ai all cases, uncertainty models are mixed with additionatihar
discussion of these factors and additional examples id-avaonstraints, say on component technology.
able from [65]411], the result is that this work has explained In the SF literature, on the other hand, random graph
where within the Internet’s router-level topology the hidgr models and statistical physics-inspired approaches tweanks
gree nodes might be and why they might be there, as wellaas so deep-rooted that an underlying ensemble is taken for
where they can’t possibly be. granted. Indeed, in the SF literature the phrase “not rafidom
The HOT network that results is not just different than thgpically does not refer to a deterministic process but rsean
SF network but completely opposite, and this can be seen ramtdom processes having some non-uniform or high varigbili
only in terms relevant to the Internet application domairtts distribution, such as scaling. Furthermore, random peE®s
as the performance measutk (7), robustness to router dnddire used to directly generate SF network graphs rather than
losses, and the link costs, but in the criteria considerékinvi model uncertainty in the environment, leading in this case t
the SF literature itself. Specifically, SF models are genéiigh s (g) and lowPerf(g) graphs. This particular view of ran-
ated directly from ensembles and random processes, and liBpraness also blurs the important distinction between what i
generic microscopic features that are preserved undeonandinlikely and what is impossible. That is, what is unlikely to
rewiring. HOT models have highly structured, rare configeecur in a random ensemble (e.g. a Iewg) graph) is treated
rations which are destroyed by random rewiring, unless tlastimpossible, while what is truly impossible (e.g. an In&tr
is made a specific design objective. SF models are univergdh SF hubs) from an engineering perspective is viewed as
in ignoring domain details, whereas HOT is only universal likely from an ensemble point of view. Similarly, the retai
the sense that it formulates everything in terms of robwst; ¢ between high variability, scaling, and scale-free is murky
strained optimization, but with highly domain-specificioer the SF literature. These distinctions may all be irrelefant
mance objectives and constraints. some scientific questions, but they are crucial in the stddy o
One theme of the HOT framework has been that engineengineering and biology and also essential for matheniatica
ing design or biological evolution easily generates sgalin rigor.
a variety of toy models once functional performance, compo-
nent constraints, and robustness tradeoffs are considaosial
SF and HOT models of the Internet yield power laws, butonde A HOT vs. SF View
again in opposite ways and with opposite consequences. HOT : :
emphasizes the importance of high variability over powemsla of BIO|OgICa| Networks

per se, and provides a much deeper connection between \rjﬂri- . .
ability or scaling exponents and domain-specific constsai s section desqubes howa rou.ghI.y parallel SF vs HOT story
ists in metabolic networks, which is another applicaticea

and features. Forexample,theHOTInternetmodelconside?# has b lar in the S d broader - |
here shows that if high variability occurs in router degtean thathas been very popularin the SF and broader "complex net-

: ; P ; ks” literature [19] and is also discussed in more detain i
be explained by high variability in end user bandwidth thget WO" L -
with constraints on router technology and link costs. Thlfl: Recent progress has clarified many features of theaglob
HOT provides a predictive model regarding how different eglChitecture of biological metabolic networks|36]. We weg
ternal demands or future evolution of technology could gean1€r€ that they have highly organized and optimized tolaanc
network statistics. The SF models are intrinsically indzpa 21d tradeoffs for functional requirements of flexibilityfie
of providing such predictive capability in any applicatida- '€"CY; roblfjstness, an(c:ij eVOIV"’:jb'I'ty’ with C(IJInstram_tscon_I:h
main. The resulting striking differences between these t\%rva};uon 0 _enelrgy, re on, ?n m?ny sma mc;)|et|e|s. | ese
modeling approaches and their predictions are merely syrfft &/l canonical examples of HOT features, and are largely |
tomatic of a much broader gap between the popular phydt{€d in the SF literature. One consequence of this HOT archi
perspective on complex networks versus that of mathemaffggure is a highly structured modularity that is self-tiiskar
and engineering, created by a profoundly different pertpec and scaje-nch, as in the Internet exam.ple. All aspects Qf
on the nature and causes of high variability in real Wo”cadametalbohsm dhﬁ\_/ehextrgrrgﬁ_s m_ho;ng_geneny an(I:i hete_rogben(heny
For example, essentially the same kind of contrast holds ow and high vanability, including power laws, in bot

HOT and SOC model5[29], where SOC is yet another theor&f€tabolite and reaction degree distributions. We will flyie
cal framework with specious claims about the Interfiet[d], 1 '€View the results in[102] which illustrate these featwies
y the well-understood stoichiometry of metabolic netkgor

In contrast to the SF approach, the HOT models desc:rik?J@It cteria
above as well as their constraints and performance meas o : . .
v e I ! b ne difficulty in comparing SF and HOT approaches is that

do not require any assumptions, implicit or explicit, thayt . . ) : (OPE
were drawn directly from some random ensemble. Tradedff§re is no sense in which ordinary (not bipartite) grapirs ca
e used to meaningfully describe metabolism, as we will make
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clear below. Thus one would need to generalize our definitioncatabolism, and act as carriers to transfer energy by-phos
of scale-free to bipartite graphs just to precisely definatwhphate groups, hydrogen/redox, amino groups, acetyl groups
it would mean for metabolism to be scale-free. While this &1d one carbon units throughout all modules. As a result,
an interesting direction not pursued here, the SF liteedtais they appear in many reactions. Non-carrier substratesage ¢
many fewer claims about bipartite graphs, and they are tygorized further into precursor and other (than precuradr a
ically studied by projecting them down onto one set of vetarrier) metabolites. The 12 precursor metabolites are out
tices. What is clear is that no definition can possibly sadvaguts of catabolism and are the starting points for biosysithe
the claim that metabolism is scale-free, and we will pursaead together with carriers make up the “knot” of the “bow-tie
this aspect in a more general way. The rewiring-presenaed fetructure[[35] of the metabolism. The other metabolitesiocc
tures of scale-free networks would certainly be a central feorimarily in separate reaction modules.
ture of any claim that metabolism is scale-free. This is also The information conveyed in the s-matrix can be repre-
a feature of the two other most prominent “emergent cosented in a color-coded bipartite graph, called-amaph[102]
plexity” models of biological networks, edge-of-chaos (O (Figure[I1), where both reactions and metabolites are rep-
and self-organized criticality (SOC). While EOC adds baoleresented as distinct nodes and membership relationships of
logic and SOC adds cellular automata to the graphs of netetabolites to reactions are represented by links. With the
work connectivity, both are by definition unchanged by ranelor-coding of links indicating the reversibility of re@ans
dom degree-preserving rewiring. In fact, they are presknand the sign of elements in the s-matrix, all the biochemical
under much less restrictive rewiring processes. Thus whitéormation contained in the s-matrix is accurately reféedn
there are currently no SF, EOC, or SOC models that apply thie s-graph. One of the most important features of s-graphs
rectly to metabolic networks, we can clearly eliminate theenof this type is the differentiation between carrier (e.g.PAT
priori as candidate theories by showing that all importaot b and non-carrier metabolites that help to clarify biocheathjc
chemical features of real metabolic networks are completeteaningful pathways. An s-graph for a part of amino acid
disrupted by rewirings that are far more restrictive tharatvhbiosynthesis module dfl. Pylori is shown in Figur€2. The
is by definition allowable in SF, EOC, or SOC models. objective of each functional module is to make output metabo
lites from input metabolites through successive reactidhge

. enzymes of core metabolism are highly efficient and special-
7.1 Graph Representation ized, and thus necessarily have few metabolites and involve
Cellular metabolism is described by a series of chemical-regimple reactions[102]. As a result, long pathways are requi
tions that convert nutrients to essential components aedygn biochemically to build complex building blocks from simple
within the cell, subject to conservation constraints ofnagp building blocks within a function module. Long pathways are
energy and small moieties. The simplest model of metabd¢dent in the s-graph in FiguEel12. o
networks is a stoichiometry matrix, or s-matrix for shorittw ~ Simpler representations of the information in the s-graph
rows of metabolites and columns of reactions. For exampi€ possible, but only ata cost of losing significant biocicain

for the set of chemical reactions information. A metabolite graph in which nodes represehton
( metabolites and are “connected” when they are involveden th
S;+ NADH ! S,+ NAD; same reaction, or a reaction graph in which nodes represent
S, + ATP $ S3+ ADP; (15) only reactions and are “connected” when they contain com-
S;+ ATP ! Ss+ ADP; mon metabolites (both shown in Figurd 11) destroys much of

the rich structure and biochemical meaning when compared to
we can write the associatstbichiometry matrixor s-matrix, the s-graph. (The metabolite graphs are sometimes further r
as duced by deleting carriers.) Nonetheless, many receniestud
have emphasized the connectivity features of these graptls,

Reactions reports of power laws in some of the degree distribution have
8 2 R1 Rz Rz 3 been cited as claims that (1) metabolic networks are alde-sca
3 S1 10 0 free [19] and (2) the presence of highly connected hubs and
< 52 1 1.0 self-similar modularity capture much of the essential ilfeta
Substrates S3 0 1 0 about "robust yet fragile” feature of metabolism[84]. Here
s, 0 0 1 (16) highly connected nodes are carriers, which are shareddhrou
g Ss o 0 1 out metabolism.
> ATP c 1 1 We will first clarify why working with any of these sim-
C arriers ADP o 1 11 ple graphs of metabolism, rather than the full s-graph, de-
NNAADDH 11 8 8 stroys their biochemical meaning and leads to a variety of

errors. Consider again the simple example of Equafioh (15)
. . . . . and its corresponding s-matrik_{16). Here, assume that re-
with the metabolites in rows and reactions in columns. Tig P 9 K1{16)

; ; - : . "URtionsr; andR, are part of the pathways of a functional
is the simplest model of metabolism and is defined unambigha 4,1e say amino acid biosynthesis, and reactionis in

ously except for permutations of rows and columns, and thygnher module, say lipid biosynthesis. Then the metabolit
makes an attractive basis for contrasting different apgves. 5.4 reaction graphs both show that substrateand s., as

to complex networks [19..40,55,184]. well as reaction® , andR ; are “close” simply because they

Reactions in the entire network are generally grouped iniQ; .o ATP/ADP. However, since they are in different func-

X ) . - > LaraY ) 4fdnal modules, they are not close in any biologically magni
biosynthesis, nucleotide biosynthesis, lipid biosynthesid ¢ | sense. (Similarlill, two functionallydi)f/ferentgand éeag?l-

vitamin biosynthesis. Metabolites are categorized largeb ically distant appliances are not “cClose” in any meaningful

carrier and non-carrier substrates as in rowsLof (16). @arilgnse simply because both happen to be connected to the US
metabolites correspond to conserved quantities, areatetiv
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s-graph Metabolite graph Reaction graph

S1 S2 S3 S1 S2 S3
S4 S5 S4 S5

NAD ADP NAD ADP
NADH ATP NADH ATP

Figure 11: Graph representations of enzymatically catalyeactions from equatiofi{|15) having the s-matrix in eiqudfa).
An s-graph consists of reaction nodes (black diamonds)caorier metabolite nodes (orange squares), and carrittolite
nodes (light blue squares). Red and blue edges correspgrubitive and negative elements in the stoichiometry mateix
spectively, for irreversible reactions, and pink and gremas correspond to positive and negative elements, résggctor
reversible reactions. All the information in the s-matrppaars schematically in the s-graph. Carriers which alveagsir in
pairs (ATP/ADP, NAD/NADH etc.) are grouped for simplificati. Corresponding metabolite graphs containing only ntetab
lite nodes and reaction graph containing only reaction adaise important biochemical information. Note that all atetlites
and reactions are “close” in the metabolite and reactiopligasimply because they share common carriers, but cowdddbe
trarily far apart in any real biochemical sense. For examglactions 2 and 3 could be in amino acid and lipid biosynshes
respectively, and thus would be far apart biochemicallyiartie s-graph.

* PRPP

DAH4-DQT-4-DHS-4 SME-4-S5P PSMﬁCHO

PPN-O—HPP TYR
CYS
ASE
SER
*
GLY
\ ASP
MAL ¢BAP ¢ ASN
¢ HSE4-PHS THR

L 3 SAK #$.SDP-4-DP|- 4 MDP LYS
GLN
*[CIT o AKG . GLU
NAD ADP NADP  cO2 COA PPI AMP NH3 AC THE
Pl NADH ATP NADPH ACCOA ATP MTH  H2S

Figure 12: An s-graph for part of the catabolism and amind a@synthesis module di.Pylori. The conventions are the
same as those in Figuel11. This illustrates that long bibsic pathways build complex building blocks (in yellow the
right) from precursors (in orange on the left) in a seriesimipde reactions (in the middle), using shared common oar (it
the bottom). Each biosynthetic module has a qualitativietyiar structure.
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> ¢ PRPP
¢ & 6P #-DAH4-DQT 4 DHS ¢ SME4-S5P#-PSM#CHO
XsP b/

l—PPN-O—HPP» TYR
\/ CYS
ASE
\0

PHP-4-PPS-4 —SER
*

GLY

o =ASP

4-BAP——4 \ Ase

ASS

¢-HSE4-PHS 4¢—————=THR
PIP=4=SAK#-SDP4-DP|-4¢-MDP4— —|_YS

\\ciir\

#[CIT ¢ AKG 4 GLU

precursors

Figure 13: The s-graph in FiguEel12 with carriers deletedighlight the long assembly pathways. Note that there are no
high degree “hub” nodes responsible for the global conviggtf this reduced s-graph. AKG and GLU are carriers for mamni
groups, and this role has been left in.

power grid.) Attempts to characterize network diameter arkemically meaningful modular decomposition of metaleslit
meaningless in such simplified metabolite graphs becaege thnd reactions shown above. Since maintaining a large genome
fail to extract biochemically meaningful pathways. Addital and making a variety of enzymes is costly, the total number
work using structural information of metabolites with canb of reactions in metabolism must be kept relatively smallle/hi
atomic traces[[10] has clarified that the average path lengtinoviding robustness of the cell against sudden changes) of
between all pairs of metabolites i coliis much longer than due to environmental fluctuations, in either required anhofin
has been suggested by approaches that consider only simplsoducts or in available nutrients. In real metabolic neksp
connectivity in metabolite graphs. “Achilles’ heel” statents scaling only arises in the degree distribution of total rheta
[6] for metabolic networks are particularly misleadinginkt lites. The reaction node degree distribution shows low-vari
nating, say, ATP from a cell is indeed lethal but the explimmat ability because of the specialized enzymes which allow anly
for this must involve its biochemical role, not its graph eorfew metabolites in each reaction. High variability in metab
nectivity. Indeed, the “Achilles’ heel” arguments suggistt lite node degrees is a result of the mixture of a few high degre
removal of the highly connected carrier “hub” nodes woukhared carriers with many other low degree metabolitesugniq
fragmentthe graph, but FigUrel13 shows that removing the dareach function module, with the precursors providingrinte
riers from biologically meaningful s-graph in Figurel 12lstimediate degrees. Thus, the entire network is extremelg-scal
yields a connected network with long pathways between theh, in the sense that it consists of widely different ssaled
remaining metabolites. If anything, this reduced reprtsenis thus fundamentally self-dissimilar.
tion highlights many of the more important structural featu  Scale-richness of metabolic networks has been evaluated
of metabolism, and most visualizations of large metabadie nquantitatively in [[10B] by degree-preserving rewiring efat
works use a similar reduction. Attempts to “fix” this problerstoichiometry matrices, which severely alters their strcad
by a priori eliminating the carriers from metabolite grapés properties. Preserving only the metabolite degrees givehm
sults in graphs with low variability in node degree and thddgher variability in reaction node degree distributioarthis
are not even scaling, let alone scale-free. Thus the fadfirepossible using simple enzymes, and rewiring also destroys
the SF graph methods to explain in any way the featurescohservation of redox and moieties. The same kind of degree-
metabolism is even more serious than for the Internet. preserving rewiring on a simple HOT modEL[104], proposed
with the essential feature of metabolism, such as simple rea

. . tions, shared carriers, and long pathways, has reinfotmesit

7.2 Scale-rich metabolic networks conclusions but in a more analytical framewdrk [1103]. Even

Recent work[[102] has clearly shown the origin of high Var{piologically meaningless) metabolite graphs have adok)

ability in metabolic networks by consideration of both theYa![l.Je’ anfd arte :)hlf.s scale-rllcht,hnct)tthsc?llle-fl;r((aje. The S'”?ﬂ@'e r
constraints and functional requirements, together with pctions of metabolism require that the high-degree carass
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AD A NADP cO2
Pl NADHMATP NADPH

Figure 14: High connectivity metabolites in the s-graph iguFe[12 are these carriers which are not directly involvethe
pathways. Because carriers are shared throughout mesiaydhiey are entirely responsible for the presence of highlviity
in metabolite degree, and thus the presence of scaling iabrak$m.
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more highly connected to low-degree metabolites than th eaegree could lead to erroneous conclusion on the existertte a
other, as is shown in the metabolite graph in Fidude 11, yiefgarametrization of power law relationships.
ing a relatively lows (g) value. FiguréZ5 shows theig) val- As we have shown above, cell metabolism plausibly can
ues for theH. Pylori metabolite graph compared with those fdnave power laws for some data sets, but have none of the other
graphs obtained by random degree-preserving rewiringatf tfeatures attributed to SF networks. Metabolic networkshav
graph. been shown to be scale-rich (SR), in the sense that they are

Even the most restrictive possible rewiring destroys tfer from self-similar [10R2] despite some power laws in cirta
structure of metabolism, showing that no SF, SOC, or EG@de degree sequence. Their power law node degree sequence
models are possible, even in principle. Suppose we freezeitha result of the mixture of exponential distributions irclea
role of carriers in each reaction, and then allow only revgri functional module, with carriers playing a crucial role pirin-
of the remaining metabolites. This would be equivalent tp Ficiple, PPl networks could have this SR structure as welesin
ure[TB with the carrier for amino group roles of AKG and GL their subnetworks have exponential degree sequence, and pe
also frozen. What then remains is nearly a tree, and thus lia@s power laws could emerge at higher levels of organizatio
rewiring counts from Figurgl 8 are approximately correctteNoThis will be revealed only when a more complete network is
that half of all rewirings disconnect a tree, and monte canlo elucidated. Still, the most important point is not whethes t
merical experiments of successive rewirings produces blgimnode degree sequence follows a power law, but whether the
of futile cycles and short, dead end pathways[103]. The lowgriability of the node degree sequences is high or low, had t
assembly lines of real metabolism are extremely rare configpiological protocols that necessitate this high or low ahbif
rations and highly scale-rich, and are vanishingly uniikel ity. These issues will be explored in future publications.
arise by any random ensemble model such as in SF, SOC, or
EOC theories.

Real metabolic networks are scale-rich in every conceig- ;
able interpretation, and cannot be scale-free in any semse c,8 Conclusions
sistent with the either the definitions in this paper or with t - _ :
spirit of the SF literature. In contrast to any approach thhf€ Set¢ © ) of graphsg with fixed scaling degred is ex-
treats metabolic networks as generic, a biological petigect€Mely diverse. However, most graphsanp ) are, using
requires that the organization of metabolic networks be dfe!r definition, scale-free and have higtvalues. This implies
cussed with emphasis on the functional requirements of cdi@t these scale-free graphs are not diverse and actuaifg sh
version of nutrients to products with flexibility, efficienao- & Wide range of “emergent” features, many of which are of-
bustness, and evolvability under the constraints on enzy}fi Viewed as both intriguing and surprising, such as hke-li
costs and conservation of energy, redox, and many small nfif€S: high likelihood under a variety of random generation
eties [35,[99]. This structure is a natural consequence8fCnanisms, preservation under random rewiring, robsstne
a highly optimized and structured tradeoff (HOT) “how-tiel® random failure but fragility to attack, and various kinds

structure, which facilitates great robustness and effigidnut OF Self-similarity. These features have made scale-frée ne
is also a source of vulnerability, but primarily to hijacgiand WOrks overwhelmingly compelling to many complex systems

; s ; esearchers and have understandably given scale-freedmdi
faon of component<IS6. 101Dl A power e i metebqS e popular appeall . 105, 76113, 121 Thispape
ture that exhibits high variability by shared carriers, ainas giife%ct)r:/cirtr#%%:hﬁfmﬁ%?\e?neégvsgtggséuﬁz\gg gge\‘/‘ésrg%gr?_n
1S bx\ltserllf not suggestive of arlly fl;réhelr p:_;lrtlcular rr(eolsllqn ctions, but much remaiﬁs heuristic and experimentaleHop

nother prominent example of biologic networks claim ' k ) . .
to be SF [54/116] is protein-protein interaction (PPI) n ully, more research will complete what is potentially ahric

works. This claim has lead to conclude that identifying higQraPh-theoretic treatment of scale-free networks.
t Essentially all of the extreme diversity i © ) is in its

degree "hub” proteins reveals important features of PP n . X

works. However, recent analys[s [105] evaluating the ciairf"9€s that are occupied by the rare scale-rich smigfaphs.

that PPI node degree sequences follow a power law, a ne diese graphs have little or nothing in common with each other
. L with scale-free graphs beyond their degree sequenceso, u

sary condition for networks to be SF, shows that the node Vsi | inal p le-rich
gree sequences of some published refined PPI networks dd@id¢nately.s is a nearly meaningless measure for scale-ric

have power laws when analyzed correctly using the cumlelalwalphs' Wi havhef sr]hﬂwn t?at thoseltechn_ological anddbiolog-
plots as discussed in Section 2.1. Thus these PPI netwagkd @ NEWOrks whic %ve lgncnonla (eﬂulrez]?_'nct)s:l_qn ccr>]m—
not SF networks. Itis in principle possible that the dataligd PONENt constraints tend to be scale-rich, and HOT s a theo-
in [L0g] is misleading because of the small size of the netwdgtical framework aimed at explaining in simplified terms th
and potential experimental errors, and that real PPI nédsvolS2tures of these networks. In this context, scale-freeoris
might have some features attributed to SF networks. At ti/Ve at best as plausible null hypotheses that typically co
time we only can draw conclusions about (noisy) subgraph %qsgngcklyl/ under scrutiny with re?lddata.ankd arel %asHy re
the true PPI network since the data sets are incomplete and pt€d 2y applying varying amounts ot domain knowledge.
sumably contain errors. If it is true that appropriately pigd . Atthe same time, scale-free networks may still be relevant
subraphs of a SF graph is SF as was claimedn [116], they paen applied to somﬁl or virtual netwcljrks wf;}ere teclhnolog-
sess a power law node degree sequence. That these subgt&ph£conomic, or other constraints play perhaps a lesser o

exhibit exponential node degree sequences suggests thaf'th''€ Wnatsoever.ldlndeed,_ alll ri%h?r and moLe compl;z_te and
entire network is not SF. Since essentially all the claina tngolr]oust eog/ cou po}entla é’ €lp rege.arcsers W‘g ;nl
biological networks are SF are based on ambiguous freque areéas. or example, as diSCussed in 4.1, ex-

degree analysis, this analysis must be redone to detertandX0ring the impact of degree-preserving random rewiring of

correct form of the degree sequences. Analysi§ nl[105] ponents can be used as a simple preliminary litmus test

provided clear examples that ambiguous plots of frequenqL Whether or not a SF model might be appropriate. It takes
Ittle domain expertise to see that randomly rewiring the in
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Figure 15: Metrics (g) for real metabolite graph fdd. Pylori () and those for graphs obtained by degree-preserving random
rewiring.

ternal connections of, say, the microchips or transistora i A Constructing an s, ..-graph

laptop computer or the organs in a human body will utterly

destro_y their f_unction, and thus that SF models are unlikedy defined previously, ths, .. graph is the elementin some
to be informative. On the other hand, one can think of som&ckgrgund set whose connectivity maximizes the quantity
technological (e.g. wireless ad-hoc net.works) and manbab(_)(;; @ = 52e hds, whered; is the degree of vertex2 v,
networks where robustness to some kinds of random rewirings he set of links that defing, andD = fdy;dy;:::dyg

is an explicitly desirable objective, and thus SF graphsiate i the corresponding degree sequence. Recall that sinise
so obviously inapplicable. For example, it might be instrug qjereq according td,  ds dn, there will usually
tive to apply this litmus test to an AS graph that reflects many different graphs with vertices satisfying The pur-
connectivity only as compared to the same graph that also lgse of this Appendix is to describe how to construct such an
vides information about the type of peering relationships ag|ement for different background sets, as well as to disthess

the nature of routing policies in place. importance of choosing the “right” background set.
This paper shows that scale-free networks have the poten-

tial for an interesting and rich theory, with most questiqres-
ticularly regarding graphs that are not trees, still layggien. u . "
Perhaps a final message of this paper is that to develop a/tel Among “Unconstrained” Graphs
herent theory for scale-free networks will require adhgtim
more rigorous mathematical and statistical standardstiaan
been typical to date.

As a first case, consider the set of graghs having degree se-
quenceD , with only the requirement that }_, d; be even
That is, we do not require that these graphs be simple (i.e.,
they can have self-loops or multiple links between verices
or that they even be connected, and we accordingly call this
set of graphs “unconstrained”. Constructing the, element
among these graphs can be achieved trivially, by applyiag th
following two-phase process. First, for each veriexf d;
Acknowledgments is even, then attach;=2 self-loops; ifd; is odd, then attach

d; 1)=2 self-loops, leaving one available “stub”. Second,

for all remaining vertices with “stubs”, connect them inrgai
The authors are indebted to several colleagues for ongagmgording to decreasing valuesdf Obviously, the resulting
conversations and valuable feedback, particularly David Ayraph is not unique as thg ., element (indeed, two vertices
dous, Jean Carlson, Steven Low, Chris Magee, Matt Roughaith the same degree could replace their self-loops with con
Stanislav Shalunov. This work was supported by Boeinggctions among one another). Nonetheless, this constructi
AFOSR URI 49620-01-1-0365 “Architectures for Secure amibes maximize (g), and in the case whed js even for alli 2
Robust Distributed Infrastructures”, the Army Instituter f v, one achieves a#, . graph withs(@) = _, @=2) &
Collaborative Biotechnologies, NSF Award: CCF-032663%s discussed in Sectidn®.4, against this background of un-
“ITR COLLAB: Theory and Software Infrastructure for aconstrained graphs, thg ., graph is the perfectly assortative
Scalable Systems Biology,” AFOSR Award: FA9550-05-1e.g.,r (@) = 1) graph. In the case when sorigare odd, then
0032 “Bio Inspired Networks,” and Caltech’s Lee Center fdhe s, .« graph will have a value of (g) that is somewhat less
Advanced Networking. Parts of this work were done at the land will depend on the specific degree sequence. Thus, the
stitute of Pure and Applied Mathematics (IPAM) at UCLA agalue 7, d:=2) grepresents an idealized upper bound for
part of the 2002 annual program on “Large-scale communidae value ofs, ., among unconstrained graphs, but it can only
tion networks.” be realized in the case when all vertex degrees are even.
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A.2 Among GraphsinG @) Condition A-1: (Disconnected Cluster). If at any point

o ) o . during the incremental construction the partial graphhas
A significantly more complicated situation arises when cop;, — o while £3> 0, then the final graph will be discon-
structing elements of the space@ ), that is, simple con- nected.
nected graphs having vertices and a particular degree se- . _ : .
quence . Even so, not all sequenceswill allow for the con- Proof: By definitionw, is the number of stubs available in
nection ofn vertices, i.e. the set © ) may be empty. In the the partial graphy, . If there are addmonal npdes to be added
language of discrete mathematics, one says that a sequiené@ §1€ graph but no more stubs in the partial graph, then any
integersed: ;ds ; : : :;da g is graphicalif it satisfies the degreemcremental growth can occur only by forming an additional,
sequence of some simple, connected graph, thagisgf) is Separate cluster. -
nonempty. One characterization of whether or not a seque@emdition A-1a: (Disconnected Cluster). If at any point
D corresponds to a simple, connected graph is due to Erd@sing the construction algorithm the partial gragh has
and Gallail[42]. wa = 2 Wwith 83> 0, then adding a link between the two

stubs ing, will result in a disconnected graph.

Theorem 1 (Erdds and Gallai [42]). A sequence of pOSItlveProof: Adding a link between the two stubs will yiele, = 0

integersd; ;dz ;56 Witha; ::: dy Is graph-

ical if and only if ™ d; is even and for each integar, With ®3> 0, thusresulting in Condition A-1. .
1 k n 1, Condition A-2: (Tree Condition). If at any point during the
construction
Xk xn dg = 2B] wa; (17)
dy kk DL+ m in (kjds): then the addition of all remaining vertices and links to the
=1 J=k+1 graph must beacyclic (i.e., tree-like, without loops) in order

to achieve a single connected graph while satisfying the de-
As already noted, one possible problem is that the ggee sequence.
guence may have “too many” or “too few” degree-one vertic
For example, since the total number of linka any graph will
be equaltal= I, d;=2, a connected graph cannot have
odd . d;, butif this happens then adding or subtracting
degree-one vertex to would “fix” this problem. Theorem

[ further states that additional conditions are requiredrto

sure a simple connect“ed graph,"spemﬂcally that the degreq 0t hecome the root of a tree. First, recall from basic graph
any vertex cannot be “too large”. For example, the sequengeq that an acyclic graph connectingvertices will have
£10;1;1;1g cannot (;orrespond to a slmple graph. We wi xacllyl= n 1links. DefineB; B for § = 1;:::;m
not attempt to explain all such conditions, except to not thy 1o the subset of remaining vertices to be added to $tub
improvements have been made to Theokgém 1 that reduce re"™ B. - B Further assume for the moment that
number of sufficient conditions to be checked [[108] and alsq, 17 .
that several algorithms have been developed to test fonthe e =153 = 7 that is, each vertex in connects to a Subgfaph
istence of a graph satisfying a particular degree sequenc&ooted at one and only one stub. Connecting the vertices in
(e.g., see the section on “Generating Graphs{in [93]). to a subgraph rooted at stutwill require a minimum of g ;3

Our approach to constructing te .. elementoz @ )is links (i.e. B33 1links to form a tree among the s jvertices
via a heuristic procedure that incrementally builds thewoek  Plus one additional link to connect the tree to the stub).sThu
in a greedy fashion, by iterating through the set of all peteif? order to connectghe vertices in the setas a tree rooted
tial links O = £(;;9) : i< 3;4;3 = 1;2;:::;ng, which we atstubj, we require ., dc = 2853 1, and to attach all
order according to decreasing valuesigd;. In what follows vertices inB to them stubs we have
we refer to the valuel;d; as theweightof link ;7). We add X @ x
links from the ordered list of elements & until all vertices dg = d; =
have been added and the corresponding links satisfy theelegr

Broof: To see this more clearly, suppose that for some inter-
anr?ediate point in the construction process that= m . That

IS, there are exacthy remaining stubs in the connected com-
;?onent to which the remaining verticesenmust attach. We
can prove that, in order to satisfy the degree sequence while
maintaining a single connected graph, each of thesgtubs

dx

sequence® . To facilitate the exposition of this construction, 2E TR

we introduce the following notation. Let be the set of ver- _ X 0B84 1

tices that have been added to the partial grgphsuch that - CESRIEY
= VnA is the set of remaining vertices to be added. At each 1

stage of the construction, we keep track of tverent degree = 2B m

for vertex i, denotedd;, so that it may be compared with its = 2BJ wa:

intended degreey (note thatd; = ofor all i 2 B). Define 1y s 4t the point wher{lL7) occurs, only trees can be con-
wi = di & as the number of remainingubs that is, the girycted from the remaining verticesan 0
number of connections still to be made to veriedote that
values ofd; andw; will change during the construction pro- he Algorith
cess, while the intended degréeemagins fixed. For any pointT e Algorithm

during the construction, define, =  ;,,.w:to be the total Here, we introduce the algorithm for our heuristic construc
number of remaining stubs m andds = ,,, d; to be the tion and then discuss the conditions when this construdsion
total degree of the unattached verticesiriThe valuesr, and guaranteed to resultin thg ., graph.

dg are critical to ensuring that the final graph is connected and

has the intended degree sequence. In particular, our gigori STEPO (INITIALIZATION ):

will make use of several conditions. Initialize the construction by adding vertex 1 to the
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partial graph; that is, begin witdhk = f£flg, B = number of elements io, the algorithm is guaranteed to ter-
£2;3;:::9g, ando = £(1;2);::9. Thus,w, = d; minate in a finite number of steps. Furthermore, the ordered
andds = _,di. nature ofo ensures the following property.

STEP1 (LINK SELECTION): Check to see if there ar¢3ropositi0n A-3: At each point during the above construction,

anyadmissibleslements in the ordered list. oranyvertices2 A andj2 B, di  dj.
Proof: By construction, ifi 2 A andj 2 B, then for some
(@) If D 3= 0, then TERMINATE. Return the graph previously added vertex 2 2 , it must have been the case that
a - dkdi  dkdy. Sincedy > 0, it follows thata; — dj. O

(b) If 3> 0, select the element(s), denoted here as A |ess obvious feature of this construction is whether or
(3, having the largest weight;d;, noting that not the algorithm returns a simple connected graph satigfyi
there may be more than one of them. For eaglagree sequence (if one exists). While this remains an open
such link (i;3), checkw; andw;: If eitherw; = 0 question, we show that if the Tree Condition is ever reached,
orws = 0then remove(;J) fromo. then the algorithm is guaranteed to return a graph satigfyin

(c) If no admissible links remain, return ta&p 1(a). the intended degree sequence.

(d) Among all remaining links havingothw; > 0 Propositio_n A-4: (Tre_e Con_struction). Given a_graphic se-
andw; > 0, select the elementi; j) with the quencep, if at anypoint during the above algorithm the Tree
largest values; (Where for each(; ) w; is the Condition is satisfied, then
smallerof w; andw ), and proceed to &P 2.

(a) the Tree Condition will remain satisfied through all in-

STeEP2 (LINK ADDITION): For the link @{;4) to be termediate construction, and

added, consider two types of connections. _ ) _ _
(b) the final graph will exactly satisfy the intended degree
—Type I:1 2 A;3 2 B. Here, vertexi is the sequence.
highest-degree vertex ia with non-zero hubs
(ie.,di = max,a & andw; > 0) andJis the pgof: To show part (a), assume that = 285 wa and ob-
highest-degree vertex B. Add link (i;3) t0 the - gerye that as a result only a link satisfying Type | can be ddde
partial graphy, : remove vertexj from B and add pex; hy our algorithm. Thus, the next link; 3) to be added
itto A, decremenis; andw-;, and update boths \yjj have 12 a andj 2 B, and in doing so we will move ver-
andds accordingly. Remove(;J) from the or- oy 5 from the working seB to &. As a result of this update,
dered listo . we will have dp = d;, B3i= Land w » = d; 2
— Typell:i2 A ;352 A ;i€ j. Here,iandjare the Thus, we have updated the following values.
largest vertices ia for whichw; > 0Oandw; > 0.

0
Check theTree Condition s ds + ds
If d& = 283 wa ;then Type Il links are = ds dy
not permitted. Remove the link; §) from o
without adding it to the partial graph 2B% w? 2B By st wa)

Check theDisconnected Cluster Condition

If wa = 2, then adding this link would re- = 233 D Gatd 2

sultin a disconnected graph. Remove the link = 2B] wa 4
{;3) from 0 without adding it to the partial = ds dj
graph

Else, add the linkd; ) to the partial graph:Thus,d] = 28°% !, and the Tree Condition will continue
decremenir; andw;, and updater, accord- to hold after the addition of each subsequent Type I ligK).
ingly. Remove(; j) from the ordered lisp . To show part (b), observe that aftggType | link addi-
tions (each of which results ing §= 1) the setB will be
Note: There is potentially a third case in whi¢h2 empty, thereby implying also that, = 0. Since the relation-
B;j 2 B;i6 3, however this can only occur if thereshipd; = 285 wa continues to hold after each Type | link
are no remaining stubs in the partial graggh This is addition, then it must be thag = 0 and dsp= 0 collec-

precluded by the test for the Disconnection Conditiaively imply w, = 0. Furthermore, since, =  ,,, w;and
among Type Il link additions; however if the algorithm_ _ d; & oforall i thenw; = oforall i and the degree
were modified to allow this, then this third case woul équerlme is satisfied. . 0

represent the situation where graph construction contin-
ues with a new (disconnected) cluster. Adding litik) An important question is under what conditions the Tree
to the graph would require moving both verticemndj Condition is met during the construction process. Revgitin
from B to A, decrementings; and w5, updating both this condition asdz RBj wx ] = 0, observe ghat when
wa andds accordingly, and removingi; j) from the the algorithm is initialized in 8eP0, we haveds = I, d;

ordered list . wa = d; andthatBj= n 1. This implies that after initial-

ization, we have
STEP 3 (REPEAT): Returnto SEP 1.

Each iteration of the algorithm either adds a link from tis¢ liy,  ppy w, 1= & 2B & = & 2@ 1)
in O or removes it from consideration. Since there are a finite .
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Note that minimal connegtivity amongnodes is achieved bynotation
a tree having total degree®_, d; = 2 1), and this cor-
responds to the case when the Tree Condition is met at initial
ization. However, if the sequenceis graphical and the Tree
Condition is not met apinitialization, thels RBJ wa 1=

to mean “proceeds in order”).

If e e theng uses in place o€ a link that occurs
“later” in the sequence . However, sinc® is ordered
by weight, usinge cannot result in a higher value for

2z > 0, wherez = ( | d;=2) (@ 1)is the number s@-

of “extra” links above what a tree would require. Assuming If e e thengusesin place ofa link that occurs “ear-
z > 0, .ConSider the OUFcome of SubsequemIL ADDITION lier” in the Sequence —one that had been “Skipped” in
operations, as defined imr&p 2: the construction of. However, the “skipped” elements

L of 0 will correspond to instances of Conditions A-1 and
As already noted, when a Type | connection is made  A-2 and using them must necessarily result in a graph
(thus adding a new vertey to the graph), we have g B G D) because it is either disconnected or because
dg = dy, wa = dy 2 and Bj= 1, its degree sequence does not satisfy
which in turn means that Type | connections result in
ds BRI wal=0. Thus, for any other graph, it must be the case that either

] o sl@ s orgB8 G @), and therefore we have shown that
Accordingly, when a Type Il connection is madgis thes, ., graph. 0

between two stubs iR, we have w, =

and both B85 and gz remain unchanged. Thhs, .
ds BBJ wal= 2 A.3 Among Connected, Acyclic Graphs

P

So if dg RBJ wal= 2z> 0, then subsequent link ad-n the special case when '.l‘:l di=2@ 1), there exists
ditions will cause this value to either decrease by 2 or rem&nly one type of graph structure that will connectrathodes,
unchanged, or in other words, adding additional links cdy off@mely an acyclic graph (i.e., a tree). All connected acycli
bring the algorithm closer to the Tree Condition. Nonetsgle 9raphs are necessarily simple. Because acyclic graphs are a
our algorithm isnot guaranteed to reach the Tree ConditiotPecial case of elements & © ), generatings, . trees is
for all graphic sequences (i.e., we have not proved this),acmeved py making the appropriate Type | connections in the
although we have not found any counter-examples in whigfprementioned algorithm. In effect, this constructioress
the algorithm fails to achieve the desired degree sequdncesentially a type of deterministic preferential attachmemte
that were to happen, however, the algorithm would termindfgWhich we iterate through all vertices in the ordered fist
with w; > 0 for some vertexi 2 A, even thoughg = 0. and attach each to the highest-degree vertex with a rengainin
Nonetheless, in the case where the graph resulting from 8tyo.
construction does satisfy the intended degree sequenoe In the case of trees, the arguments underlying dhe,
can prove that it is indeed the ., graph. proof can be made more precise. Observe that the incremen-

" . tal construction of a tree is equivalent to choosing for each
Proposition A-5: (General Construction). If the graphg yertex inB the single vertex irs to which it becomes at-
resulting from our algorithm is a connected, simple gragh Sgyched.  Consider the choices available for connecting two
isfying the intended degree sequemcethen this graph is theverticesk;m 2 B to verticesi;j 2 A whered; ds,

Sw ax graph ofc @ ). dx  dn,and observe thatid, + didn  didk + dydn
Proof: Observe that, in order to safisfy the degree sequencedidk + didn  dsdi+ dydn jwhere second inequality follows
the graphg contains a total o = = ", d,=2 links from the from Proposition 3 while the first and last inequalities aye b

ordered liso . Since elements af are ordered by decreasingSSumption. There are two cases of interest. First; it 1
weight did;, it is obvious that, in the absence of constrain@!dw; 1, then itis clear that it is optimal to connenth
that require the final graph to be connected or satisfy the ¥gtticesk;m 2 B to vertexi 2 A. Second, ifw; = 1 and
quenceD pa graph containing the firstelements oo will %3 L Ejhen itis clear th%r |shopt|mal to CO””GCbQ (;3 to
maximize ., ,, dids. However, in order to ensure thats 12 Ada_” m ﬁ Bloj2A. 0:1 erscer!arlo?] car;w e Iecqrr:l- ,
an element of the space © ), when selecting thelinks it is posed Into these two cases, thus proving that the algosthm

o . incremental construction for a tree is guaranteed to result
usually necessary to “skip” some elementsogfand Condi- the graph
tions A-1 and A-2 identify two simple situations where skip- S ax )

ping a potential link is required. While skipping links umde . There are many important propertiessf., trees that are

other conditions may be necessary to guarantee that thedfgcussed in Sectidd 4, which we now prove.

sulting graph satisfies (indeed, the current algorithm is not

guaranteed to do this), our argumentis thttese are the only A.3.1  Properties ofs, ., Acyclic Graphs

conditionsunder which elements af have been skipped dur-

ing constructiorand the resulting graph does satishy, then Recall that our working definition of so-calldzetweenness

the resulting graph maximizesg). (also known asetweenness centraljtyor a vertexv 2 Vv
To see this more clearly, consider a second graph g inan acyclic graph is given by

also constructed from the ordered list LetE 0O be the P ) )

(ordered) list of links in the graph, and lete 0 be the Cplv) = =2V 7 ;

(ordered) list of links in the grapl. Assume that these two s<t2v st np 1)=2

lists differ by only a single element, namely2 Eje 8 E where we use the notationw) to denote the number of unique

ande 8 E;e 2 E, whereEne = Ene. By definition, bothe paths in the graph passing through nadend where the to-

ande are elements aob , and there are two possible cases foal number of unique paths between vertex pairsnd t is

their relative position within this ordered list (here, weetthe nn 1)=2.

38



For a given node 2 v, letN (v) denote the set of neigh-Proof of Proposition [3: We proceed in two parts. First,
boring nodes, where by definitiol «)j= d,. For all nodes we show that if nodes is downstream from node, then
that are not the root of the tree, exactly one of these neighbow) > ). Second, we show thatifis in a different branch
will be “upstream” while the rest will be “downstream” (inof the tree fromu (i.e., neither upstream nor downstream from
contrast, the root node has only downstream neighbors). Rebutd, > d,,then @)> ).

finebj to be the total number of nodes “connected” through the Starting first with the scenario whevds downstream from
™ neighbor. Our convention will be to denote the “upstreany’ there are two cases that need to be addressed.

ne|ghb0r with mdexIQ (|f it eX|sts) thus for all nodesother .
Case 1nodev is directly downstream from nodg and node

than the root, one has )= n  1(for the root noder, u is the root of the treeObserve that we can represent’) as
the appropriate summatlon |s . by=n 1). Using this
notation, it becomes clear that for each nedather than the a4 1 a4 1
root of the tree, we can express ) = b b, + bib,
% 1 ® 1 %1 TR
V) = by = Iy b + bsby : X . . Cklvv
iik=0 k=1 gik=1 = bj bv 1+ bjh(; (19)

i< k i< k

Thus, ) decomposes into two components: the first mea- p P
sures the number of paths between upstream and downstrgm@bg = & 156+ and also thatt = iv_ 11 L.
nodes that pass through nodeand the second measures theg, nodeu, we ha\j,ev & N
number of paths passing thgpugh nodethat are between
downstream nodes only. Since__ ., .t is a constant for %
trees containingh nodes, when comparing the centrality for @ = B b
two nodesu andv, we work directly with ) and ). In
so doing, for nodes andv we will denotes;, b} as the number <k
of nodes connected to each via their respeciiveneighbor. pi o

; = o+ Big . (20)

One property of thes, o, graph that will be useful for 5, by 50

showing that there exists monotonicity between node centra ke v 3< XK v
ity and node degree is given by the following Lemma.

Comparing @) and (v), we observe that the first term of
0 is clearly greater than the first term Bf19). Furthereo

by Lemmé[ll, we also observe that the second terfidf (20) is
also greater than the second term[afl (19). Thus, we conclude
for this case that @) > ).

Lemma 1. Let g be thes, 5, acyclic graph for degree se-
guenced , and consider two nodes;v 2 v satisfyingd, >
d,. Then, it necessarily follows that

d¢ 1 XK 1
LB} > SHWE (18) Case 2nodev is directly downstream from node but node
jik=1 jik=1 B is notthe root of the tree. Recognizing for any notithat

?i 11 bj= @ 1) by, we write
Note that the summation is ovdownstrearmodes only, thus

Lemmdl states that, fey, .. trees, the contribution to central- g 1
ity from paths between downstream nodes is greater for nodes ) = Bn 1 L + b b,
with higher degree. sik=1
i< k
Proof of Lemmal[ll: Recalling from Propositiod 1 that 1} a1
forall = 1;2;:::;4, 1, and noting thad, > d,, v) = yn 1 I + biby,
o 1 % 1 ® 1y 1 o 1
Bin = bin + b + Srion
e ’ e ’ 521 x=d, ’ R ’ és before, we observe from Lemiga 1 thaﬁk 1<k B8 >
i<k i<k i< k
o 1 o 1o 1 - S 1< x |3?F1 ?o pro;]/mg that @) > () in this case re-
uires sim at we show
> B + B + gy Ply
Jik=1 j=1 k=d, jik=dy
o B B 0 1) B >k o 1) b : (21)
% 1
g By P aq, .
e Observe thaty = oy + 1+ 2, Jév b;. As aresult, we have
Thus, the proofis complete. O o 0 1) by
Lemmall in turn facilitates a proof of the more general . X1 N
statement regarding the centrality of nodes inghe, acyclic = b+ 1+ b
graph, as stated in Propositioh 3. i
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ase 1+b0 _Zbk
k=1

Figure 16: Centrality of high-degree nodes in thg . tree.

c%)( 1

j=1
j6 v
dx 1
m 1) 2o 1+ Jon
jov
: P g 1 u . . .
Sincel+ %%, j,e.vbj > 0, (@) is true if and only if
dx 1
n 1) 28 1+ B <
j=1
which is equivalent to
%( 1
@ 1) B < o+1+ B
=1
6 v
& 1 K1
by < Ip+ 1+
k=1 j=1;96 v
b, < Iy+ 1:

b

This final statement will always be true for thg,, tree, since
the “upstream” branch from nodewill always contain at least

as many nodes as the downstream branch corresponding to

nodev.

és Wlth the prewgus cases, by Lemrih 1 we know that
gk BB > §ill4c, BYBY ;S0 proving that @) >

) in this case requires simply that we show that

& 1 K 1
by b > b by : (22)
k=1 k=1
We rewrite each of these as
& 1 K 1
by = o+ by 1o
=1 =1
& 1 & 1
by = b + Iy jon
Jj=1 j=1
so that we have
A4 1 & 1 K 1 & 1
HooH - B+ B B,
k=1 =1 =1 k=1
1 CX 1 c%)( 1 ck 1
BooH - CREE S B
k=1 =1 =1 k=1
and observe that
& 1 a1
ST .Y
=1 =1

which is a non-negative constant, that we denot&hus,

These two cases prove that any “upstream” node in the

Sn ax tree is always more central than any “downstream” node,
since by extension if is directly upstream fromathen () >

), and ifvis directly upstream fronw then ) >
& ), and, by induction, that p
the “root” node of thes, .x tree (having highest degree) is thevhich is also non-negative smce ! B

It therefore follows that w) >

most central within the entire tree.

Case 3Now we turn to the case where nodés not directly
downstream (or upstream) from nodeAs before, we write

& 1 & T
W o= B He

k=1 k= 1;3< k

& 1 K 1
© = 5 He

k=1 k= 1;3< k

kg) =
of graphs and defing k) =

40

1 x ! X ! 1
B8 B B = 5 B
=1 =1 =1 j=1

dv 1.y
T bj;and
so [22) also holds. Thus, we have shown that) > ()

in the s, ., tree wheneved, > d,, thus completing the
proof. O

B The s(g)-Metric and Assortativity

Following the development of Newmahn [73], let¢D ; =
P (k) be the node degree distribution oyer the ensemble
k+ DP k+ 1)= 4,5, 3P Q)



to be the normalized distribution edmaining degreéi.e., the wherem is a positive integer.

number of “additional” connections for each node at eitlmet e Equationsl[28) and{14) can be related term-by-term in the
of the chosenlink). Leb = fdy 1;d; 2;  n,;dlgde- following manner. The first term of the numeratork;k9,

note the remaining degreegsequencefor his remaining de- represents the joint probability distribution of the (réniag)

gree distribution i® &) = ., 0 k;k°), whereg &;k% degrees of the two nodes at either end of a randomly chosen
is the joint probability distributionamong remaining nodes|ink. For a given graph, leL;k° represent the number of
i.e.,0 kjk% =P (fD; = k+ 1Dy = k%+ 134;39) 2 E9). links connecting nodes with degredo nodes with degrek®.

In a network where the remaining degree of any two Verhen, we can writ@ ;k° = 1(;k%=1, and hence

tices is independent, i.eQ k;k% = Q k)0 k9, there is

no degree-degree correlation, and this defines a netwotk tha X . . 1 X
is neither assortative nor disassortative (i.e., the ‘@émf kk'Q kik’) = 1 didy:
this view into the ensemble). In contrast, a network with k k2 D (i73)2E

0 k;k% = 0 k) k Kidefines a perfectly assortative net-
work. Thus, graph assortivityis quantified by theverageof The first term of the denominator efin equation[(ZB) can be

Q k;k% over all the links written as
P 0 . k0 0 X 0 0 X 2
L p_ kKD kk'Q kjk) 9 k)Q k7)) 23) kko k) k k] = k*Q k) (24)
wxozp KKOQ &) kK1 0 )0 &)’ k%°2D k2o
, _ L , +1)°N k+ 1
with proper centering and normalization according to tHaea = k2 DP(k ) '(k )
of perfectly assortative network, which ensures that r o 2p N ()
1. Many stochastic graph generation processes can be under- by &
stood directly in terms of the correlation distributionsarg = T (25)

these so-called remaining nodes, and this functional f@m f

cilitates the direct calculation of their aSSO[tatiVity.partiCU' and the “Centering" term (|n both the numerator and the de-
lar, Newman([/B] shows that both Erdos-Rerandom graphs nominator) is

and Barabasi-Albert preferential attachment growth esses

yield ensembles with zero assortativity. 0 . 1.

Newman [/5] also develops the following sample—basedX kk% k)0 k) = @ KO (k)A (26)
definition of assortativity

k;k°2D k2D
h, i h i P
P P 2 2 2
= 1 = +1)°N k+ 1
(i;9)2E dids=1 (1;3)2E 2 @i+ dy)=1 = kZDP(k ) ,(k )
r@) = hP T hP ;7 wp N Q)
142 2\ 1 _
w2e 2 @+ dj)=1 wi2e 2 @it dy)=l Pog
— i2v Vi . 27)
21 ) (

which is equivalent td{14).

While the ensemble-based notion of assortativitylid (23)
has important differences from the sample-based notion,g
assortativity in [IH), their relationship can be underdtby aH

oth of these cases, the offset of a constant in repregpnti
degree sequence msversusD does not effect the over-
calculation. The relationships between the ensembabet

viewing a given graph as a singleton on an ensemble of gra Sntities (LHS of24) and (LHS df26) and their sample-

(i.e., where the graph of interest is chosen with probabllit ;
from the ensemble). For this graph, if we define the num based (i.e., structural) counterpaiSI(25) dnd (27) haigs (

of nodes with degree asN (), we can derive the degree dist ximately) when the expected degree equals the actual de-
tributionP (k) and the remaining degree distributignk) on gree.

To see why[(27) can be viewed as the “center”, we con-
the ensemble as N ) sider the following thought experimentthat is the structure
P k)= n of a deterministic graph with degree sequemceand having
zero assortativity?In principle, a node in such a graph will
and connect to any other node in proportion to each node’s degree
k+ 1P k+ 1) k+ DN k+ 1) While such a graph may not exist for genevalone can con-
Q k)= —2 —— = —P —: struct a deterministipseudograpley having zero assortativity
o JF ) 2o N ) in the following manner. Let = [;;]represent a (directed)
. node adjacency matrix of non-negative real values, reptese
Also itis easy to see that ing the “link weights” in the pseudograph. Thatis, links ace
X X constrained to integer values but can exist in fractionahfo
d = kN k)= 21; The zero assortative pseudograph will have symmetric vigigh
v k2D given by
a = KN (k)
k2V Ak 2 k2V Sk 2
& = k"N k); Thus, the weigha;; for each link emanating out of nodés in
oy 2D proportion to the degree of nodgin a manner that is relative
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to the sum of all node degrees. In general, the graphs ogisttethe stochastic GRG method could have zero assortativity, bu
to us are undirected, however here it is notationally cormarén this has not been proven.

to consider the construction of directed graphs. Usingethes |n summary, graph assortativity captures a fundamental
weights, the total weight among all links entering and egjti feature of graph structure, one that is closely related o ou

a particular node.equals s-metric. However, the existing notion of assortativity for
X X individual graphgis implicitly measured against a background
aij + axi = di=2+ dj=2 = d: set of graphss that is not constrained to be either simple
2V K2V or connected. The connection between the sample-based and

. . . ensemble-based definitions makes it possible to calcutate t
Accordingly, the total “link weights” in the pseudograptearassortativity among graphs of different sizes and haviffgri

equalto X X ent degree sequences, as well as for different graph esnluti
aiy = ds=2= 1 procedures. Unfortunately, because this metric is contpute
2V j2v relative to an unconstrained background set, in some clises t

. . normalization (against thg, ., graph) and centering (against
where 1 corresponds to the total number of links in a trad{hqu pseudograph) does a relatively poor job of distinguish-

tional graph. Thes-metric for the pseudograph represented ing among graphs having treamedegree sequence, such as
by matrixa can be calculated as those in Figurls '

X X

s ) djaijdy
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