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Stability of com plex netw orks under the evolution of attack and repair

LP.Chin CB. Yang, and X . Cai
Institute of P articke Physics, Hua—Z2hong (Central China) Nom alUniversity, W uhan 430079, P R . China
D ated: M arch 23, 2024)

W ith a sinpl attack and repair evolution m odel, we investigate and com pare the stability of
the E rdosR enyirandom graphs RG) and BarabasiA bert scale-free (SF) networks. W e introduce
a new quantity, invulnerability I (s), to describe the stability of the system . W e nd that both
RG and SF networks can evolve to a stationary state. The stationary value I. has a powerlaw
dependence on the average degree hkiry ©or RG networks; and an exponential relationship with
the repair probability psr for SF networks. W e also discuss the topological changes of RG and SF
netw orks between the Initial and stationary states. W e observe that the netw orks in the stationary
state have sm aller average degree hki but larger clustering coe cient C and stronger assortativity

r.

PACS numbers: 89.75Hc, 8723K g, 89.75Fb

I. NTRODUCTION

C om plex netw orks are an essentialpart ofm odem soci-
ety. M any social 'g:], biological i_j], transportation B, :ff,:_ﬂ]
and com m unication 5] system s can be cast into the form
of com plex networks, a set of nodes pined together by
Iinks indicating interactions. The investigation of com —
plx networks was Initiated by Erdds and Renyi i_7:] n
1950s. They introduced a kind of simplest and m ost
straightforw ard com plex netw orks, describbed as random
graphs. In a random graph, N nodes are connected ran—
dom ly w ith the probability prg. This m odel has guided
our thinking about com plex netw orks for decades since
its introduction. In 1999 Barabasiand A bert §, d,10]
began to put the em phasis on the netw ork dynam ics and
constructed netw orks w ith the algorithm of growth and
preferential attachm ent. A coording to the BA m odel, the
netw ork grow s over tin e by the addiion of new nodes
and links. A node new Iy added to the netw ork random Iy
selectsm othernodes to establish new links, w ith a selec—
tion probability that increases w ith the num ber of links
ofthe selected node. O ne ofthem ost relevant is given by
the scale-free nature of the degree distribution P (), de—

ned as the probability that a random ly chosen node has
degree k (ie., it is connected to otherk nodes). In m ath—
em atical tem s, the scalefree property translhtes into a
power-law function ofthe form P k) k

R ecently the security of com plex netw orks to the ran—
dom failures or intentional attacks has attracted a great
dealofattention {11, 13, 13]. The random filire is sin —
ulated as the deltion of network nodes or links chosen
at random , while intentional attack as the targeted re—
movalofa speci ¢ class of nodes or links. The work by
A bert et al t_l@'] dem onstrated that scale—free netw orks,
at varance of random graphs, are robust against random
failires of nodes but vuherabl to intentional attacks.
T he analytical approach f_l-g, :_Igi] has also been developed

for investigating the error and attack tolerance.

However, despie the ne work of studies on network
tolerance, little e ort hasbeen m ade on the repair ofthe
attacked networks. In this paper, we propose a sinple
m odel and study the evolution of com plex netw orks un-—
der continuous attacks and repairs. This e ect can be
pictured for the organisn : the organism has to expe-
rience various DNA dam ages and corresponding repairs
during its growth. The e ect can be also exem pli ed by
the Intemet: the developm ent of Intemet always follow s
the contest ofvirus attacks and protections. O urm odelis
ain Ing at nvestigating the stability appearing in the evo—
Jution of com plex system s frequently attacked by iIntermal
or environm entalagents. T he m odel show s that com plex
networks w ill becom e m ore stabl in the evolution and
eventually reach the stationary states. W e also discuss
the topological changes of com plex netw orks before and
after the evolution. It will be usefil for understanding
the dynam ics of com plex system s.

II. EVOLUTION M ODEL

W e start by constructing a network according to the
ErdosRenyi random graph (RG) model or Barabasi-
A bert scale-free (SF') m odel. T he algorithm sofRG and
SF networks have been m entioned in the Introduction.
The dynam ics of our m odel is de ned In tem s of the
follow ing tw o operations:

1.Attack: Find a node wih the maximum degree
Km ax and rem ove all its links. (If several nodes
happen to have the sam e highest degree of connec-
tion, we random ly choose one of them .)

2.Repair: Reconnect this node w ith the other nodes
In the network w ith probability pyre -

T hen, the evolution com es Into the next M onte C arlo
tin e step. The random repair is considered becausem ost
of the tin e our operation to the system is m ore or less
blinded due to incom plete inform ation. In addition, the
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FIG.1: Plots of kyn ax versus tine step s with size N = 10
000 and pre = 0:005 for (@) random graphs; (©) scale—free
netw orks.

size of the system rem ains unchanged during the evolu-
tion since the way of sin ulated attacks is the deletion of
links. In order to reduce the num ber of param eters In
the m odel, we set the repair probability pre the sam e as
the connection probability pry In RG networks. This set
also In plies that the nform ation does not Increase from

Initial construction to later repairing.

IIT. RESULTS AND DISCUSSIONS
A . Stability of com plex netw orks

W e have perform ed extensive num erical sin ulations to
study the evolution of RG and SF networks. It can be
easily seen that the maxinum degree k, .x has a ten-
dency to decrease In the evolution. In Fig. 1, we give a
snapshot ofthem axim um degreeky ,x versustin e step s
wih N = 10 000 nodesand repairprobability pre = 0:005
for RG and SF networks. W e nd that the uctuation
ofky ax Isvery large or RG netw orks. For SF netw orks,
Km ax decreases very steeply at rst and then steadily
w ith s. The behavior of scale-free netw orks is rooted in
their extrem ely inhom ogeneity In which the rem oval of
a few highly connected nodes dram atically reduces the
connections of the netw orks.

From intuition, a node with less links to others will
be attacked less frequently. T hus a network w ith an aller
m axin um connection degree ism ore stable. To describe
the stability of the netw ork, we Introduce a new quality,
Invulherability I(s). The de nition of I (s) is analogous
to that of the Gap G (s) In the Bak-Sneppen evolution
m odel [17, 18], which is used to sin ulate the evolution of
species. Considering an evolution of network w ith m axi-
mum degreesky ax 1), Kn ax @) /eeer Kn ax (8), nvunerabil-
ity I(s) at tin e s isde ned
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FIG .2: PlotsofI(s) versusstep s illion) wih N = 10 000
and pre = 0:005.

I(s)= 1M infkpax )9 for i s; @)

ie., the inverse of the m Inimum ofallthe m axinum de—
grees in the evolution before m om ent s. Initial value of
I(s) isequalto 1=k, 5x (1). I(s) re ects the attack tol-
erance of the network. W hen I (s) is an all, the network
is vulnerablk to attack and behaves less stability. Ob-—
viously from de nition, I(s) is non-decreasing function
of evolution, and som e uctuations In ky ax have been
Tered out.

InFig. 2 weplottheevolution I (s) versuss (m illion) of
RG and SF networksunderN = 10 000 and pye = 0:005.
W e observe that in both networks I(s) increases very
quickly at an allsbut slow Iy at large s and nally reaches
a stationary value I. when s is Jarge enough. The in-
crease of I (s) indicates that the system is getting m ore
and m ore stable In general by experiencing continuous
attacks and repairs. This gure is sin ilar to the enve-
Iope function ofBak-Sneppen evolution m odel. W ithout
Interference from outside world, the netw ork evolres to a
stationary state, and the process takes place over a very
long transient period.

B . Stationary states of random graphs

In this section we w ill present the properties of sta—
tionary value I}9 in the stationary state for RG net-
works. In RG netw orks, the average degree bk i,4 is deter-
m ned by the connection probability p,4y and the sizeN ,
Mkig = prgN . W ith hkig = 20 xed and pre = Prgs We

nd that I}9 staysunchanged at 02 w ith sizeN ranging
from 100 to 10 000. This result is Interesting, because i
show s that the stationary value I79 depends not on the
network size N , but the average degree hki,g.

To get the relationship between I59 and hkiy, we show
in Fig. 3 II? as a function oftki,y in a Jog-Jog plot. W e
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FIG .3: P ot of I7? versushkiyg with size N ranging from 100
to 10 000.

nd that I}9 hasa powerdaw dependence on the average
degree hki,g,

29 (kiyg) / tkiyg; @)

w here the exponent isabout1l.5. Fig. 3 illustratesthat
after the netw ork has relaxed to the stationary state, the
stability of the network will Increase rapidly with the
decrease of average degree hki.y. Thus, when the hkig
is am all, ie., Jess com m unications and interactions in the
netw ork, the system willbe m ore stable.

C . Stationary states of scale—free netw orks

T he properties of stationary value IcSf In the stationary
state for SF networks w ill be illustrated in this section.
In Fig. 4, we plot I5* asa function of repair probability
Psf N a sam Hog coordinate with N = 1000 (circles);
5000 (squares) and 10 000 (triangks). W e nd that ISf
decreasesw ith the increase 0ofN orpss . W hilke argeN or
Pse M eansthe large num ber of links in netw orks. In other
words, the stability of the system relies on the intemal
Interactions w ithin the system , that is, the stronger the
Interactions, the lss stable the system . From Fig. 4 we
can also cbserve that in this sem Hog plot ISf has an
approxin ately linear decrease w ith psr under xed N,
ie., an exponential relationship between It and pg¢,

I per)  exp( a® )pss + b )); 3)

wherea® ) and bN ) are two tting param eters related
to the size N .

D . Topologicalchanges of com plex netw orks

In order to o er fiurther inform ation of com plex net—
works in the stationary states, we com pare som e struc—
turalproperties of the netw orks in the niial states w ith
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FIG . 4: Pt of ISY versus repair probability pss with size
N = 1000 (circles); 5000 (squares); and 10 000 (triangles).

TABLE I: Comparison of topological changes in initial and
stationary states between RG and SF networks under N = 10
000 and pre = 0:005.

I | hki® Wki® | L* 1»®| C* c*® r r’
RG |0.037(50.16 19.34|2.77 3.68| 0.005 0.57 [0.00041 0.35
SF |0.042| 40 335|509 717{0.0039 0.014| -0.049 0.39

those in the stationary states. In Tabk,l, we display the
topological changes of RG and SF networks under N =
10 000 and pre = 0:005. W e use the superscript 1 and s
to distinguish the iniial and stationary states.

Average degree. W e nd that the average degree in
stationary states hki® decreases dram atically ©orRG net—
works but slightly for SF netw orks. T his result is rooted
in the hom ogeneity of RG networks. Since in RG net-
works allnodes have approxin ately the sam e num ber of
links, m a prity of nodes in the network w illbe in pacted
by the attacks and, hence, the rapid decrease ofhki.

Characteristic path lngth. The characteristic path
length L is the average length of the shortest paths be-
tween any two nodes in the network. L° in the stationary
state is a little Jarger than L+, which exhibits that it w ill
take a little longer for the nodes in the network to com —
m unicate w ith each other after the evolution.

C lustering coe cient. The clustering coe cient of
node i is de ned as the existing numbers n; am ong
the links of node i over all the possible links, that is,
C;= ni=k;k; 1)=2]. Tlhe clustering coe cient of the
whole network isC = 3~ C;. C® HrRG and SF net-
works are increased by 99% and 72% , com pared w ith C *
In the niial states. &t suggests that the nodes are highly
clustered in the stationary states.

A ssortativity. The assortativity r in the range 1
r 1 isanother Interesting feature of com plex netw orks.
A network is said to show assortative, r > 0, ifthe high—
degree nodes In the network preferentially connect to
other high-degree nodes. By contrast, a netw ork isdisas-
sortative, r < 0, ifthe high-degree nodes tend to connect
to other low -degree nodes. T he values of r' and r° have
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FIG.5: A com parison of degree distribbutions underN = 10
000 and pre = 0005 in initial (circles) and stationary (aster—
isks) states for (a) random graphs; and (b) scale-free netw orks
. Solid lines are the t curves.

shown that both RG and SF networks tum to strongly
assortative netw orks in the stationary states from initial
weakly assortative or even disassortative ones.

D egree distrbution. Fig. 4 (@) and 4 () display the
degree distrdbbutions P (k) of RG and SF networks in
the initial and stationary states under N = 10 000 and
Pre = 0:005. For RG networks, the degree distribution
P (k)ig n the stationary state is a G aussian one w ith
mean value tki?, * 19 and standard deviation 7, * 7,
whil the P k);; In the initial state is a Poisson distri-
bution with tkif, / 50 and %, = tkil, / = 50. For
SF networks, P k). and P k), are both powerJaws,
P k)sg kg ,wih the sin flar exponent about 2.4. The
di erences between P (k)_if and P (k)I; are that the fat
tail in P k), vanishes; and the maxinum degree de-
creases from the iniial valie of 241 to 50 in stationary
state. Besides, Fig. 4 (@) and 4 (o) show that the shape of
the degree distrbutions is alm ost the sam e for RG and
SF networks in iniial and stationary states. Tt suggests
that the general structures of the system s do not change
even after a Iong tim e evolution to the stationary states.

In general, the system 1In the stationary state has
an aller average degree hki but larger clustering coe -

cient C and stronger assortativity r. It in plies that the
system afterundergoing a long period ofevolution iscom —
posed of am allhighly clustered clusterings, which well ts
the naturalworld. In ecosystam s, agents autonom ously
form communities, in which individuals are highly cor-
related. Comm ercial airlines, for reasons of e ciency,
prefer to have a an all num ber of hubs where all routes
would connect.
IVv. CONCLUSIONS

In this paper we study the stability of random graphs
and scale-free networks w ith a sin pl attack and repair
evolution m odel. W e introduce a new qualiy, invuher—
ability I (s), to describe the stability of the networks. A
stationary state wih xed I(s) is ocbserved during the
evolution of the network. T he stationary valie of nvul-
nerability I. is found to have a power-law dependence
on hki.y or RG networks; and an exponential relation—
ship wih repair probability psr for SF networks. W e
give further inform ation on the evolution ofthe netw orks
by com paring the topological changes between the initial
and stationary states. W e conclide that the networks In
the stationary states are com posed of an allhighly clus—
tered clusterings, which well tsthe evolution of com plex
system s In naturalworld.

Still, there arem any issuesto be addressed, such asthe
correlationsand the uctuationsin ky 5x In the evolution,
egoecially after the stationary state. These uctuations
m ay tellusm ore about the nature ofthe stationary state.
T he behavior of the average degree in the evolution also
m ay shed som e light on the dynam ics ofthe netw orks. In
addition, it is worthw hile to investigate w hether the evo-
ution of netw orks dem onstrate selforganized criticality
(SO C ), according to the sim ilarity betw een the evolution
of nvulerability T (s) w ith that of the envelope function
G (s) in Bak-Sneppen m odel. A 1l these topics can not be
covered In this paper, and w ill be discussed later.
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