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A bstract

M any networks are characterized by highly heterogeneous distributions of links,

which are called scale-free networks and the degree distributions follow p(k) �

ck� �.W e study the robustnessofscale-free networks to random failures from the

characteroftheirheterogeneity.Entropyofthedegreedistribution can bean average

m easureofa network’sheterogeneity.O ptim ization ofscale-freenetwork robustness

to random failureswith averageconnectivity constantisequivalentto m axim izethe

entropy ofthe degree distribution.By exam ining the relationship ofthe entropy

ofthe degree distribution,scaling exponent and the m inim alconnectivity,we get

the optim aldesign ofscale-free network to random failures.W e conclude thatthe

entropy ofthe degree distribution isan e�ective m easure ofnetwork’sresilience to

random failures.
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1 Introduction

M any com plex system s are characterized by the network ofinteractions

am ongitscom ponents.Ithasbeen shown thatm ostofthenetworksarehighly
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heterogeneousin theirconnectivity patterns.Heterogeneity can beeasilyiden-

ti�ed by looking atthe degree distribution p(k),which givesthe probability

ofhaving a node with k links.M ost com plex networks can be described by

degreedistributionsp(k)� ck� �,with � 2 (2;3).These networksinclude so-

cialnetworks(such asm ovie-actornetworks,sciencecitationsand cooperation

networks),the Internet and the W orld W ide W eb,m etabolic networks and

protein interaction networks,etc[1{5].

Since Albertetal.raised the question ofrandom failuresand intentional

attack on networks [6],enorm ous interest has been devoted to the study of

the resilience ofnetworks to failures ofnodes or to intentionalattacks [7{

12].M agonistudied a generalstrategy ofattacks on the Internet [13].It is

im portantto understand how to design networkswhich areoptim ally robust

againstboth failuresand attacks.

M ost ofresearchers use percolation theory to study this problem [7,14].

A fraction p ofthe nodes and theirconnections are rem oved random ly�the

integrity m ight be com prom ised:for� > 3,there exists a certain threshold

value pc.W hen p > pc,the network disintegrates into sm aller,disconnected

parts.Below thatcriticalthreshold value,therestillexistsaconnected cluster.

For2< � < 3 ,thenetworksarem oreresilientand thethreshold valuepc ap-

proaches1 [7].Also,som eresearcherswork on optim izing network robustness

to both random failuresand attackswith percolation theory [15{17].

A sim plebutessentialcharacterofscale-freenetwork isitsheterogeneous

link distribution.M oreover,heterogeneity is in direct relationship with the

network’s resilience to attacks.M any real-world networks are scale-free and

they are robust to random failures but vulnerable to targeted attacks.Het-

erogeneity can bem easured by entropy [18,19].Sol�eetal.used entropy ofthe

rem aining degree and m utualinform ation to study som e m odelnetworks of

di�erentheterogeneity and random ness[19].

In thispaper,di�erentfrom percolation theory,wetry an alternativepoint

ofview�theentropy ofthedegreedistribution todescribescale-freenetwork’s

heterogeneity.To determ ine the optim aldesign ofscale-free network to ran-

dom failures,we m axim ize the robustness ofscale-free network to random

failureswhile keeping the costconstant(thatis,the average num beroflinks

pernoderem ainsconstant).W e�nd thatoptim ization ofscale-freenetwork’s

robustness to random failures is equivalent to m axim ize the entropy ofthe

degree distribution.By optim izing theentropy ofthedegree distribution,we

getthescenario ofoptim aldesign ofscale-freenetwork to random failures.
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2 Entropy ofthe degree distribution

In general,scale-free networkshave the degree distributionsp(k),p(k)�

ck� �,k = m ;m + 1;:::;K ,where m is the m inim alconnectivity and K is

an e�ectiveconnectivity cuto� presentin �nitenetworks.Then theentropy of

thedegreedistribution can bede�ned asfollows:

H = �

N � 1
X

k= 1

p(k)logp(k) (1)

whereN isthetotalnum berofnodesin thenetwork and therestriction tothe

degree distribution isp(k)� ck� �.W ithin the contextofcom plex networks,

theentropyofthedegreedistributionprovidesanaveragem easureofnetwork’s

heterogeneity,sinceitm easuresthediversity ofthelink distribution [19].Two

extrem e cases are the m axim alvalue and the m inim alone.The m axim um

value isH m ax = log(N � 1)obtained forp(k)= 1

N � 1
(8k = 1;2;:::;N � 1).

H m in = 0 occurswhen p(k)= f0;:::;1;:::;0g.

For the power-law degree distribution ofscale-free network,the im pact

ofdiversity (long tails)isobvious,increasing the uncertainty.Asthe scaling

exponentincreasesorthecut-o� decreases,thenetwork becom eslesshetero-

geneousand asa resulta lowerentropy isobserved [19].

In thispaper,westudy theentropy ofthedegreedistribution forscale-free

networks.W ith continuousapproxim ation,forthepowerlaw degreedistribu-

tion ofscale-freenetwork,entropy H can beexpressed asfollows:

H = �

Z
K

m

p(k)logp(k)dk

= �

Z
K

m

ck
� �

log(ck
� �
)dk

= �
clogc

1� �
� (K

1� �
� m

1� �
)+

c�

1� �
� [logK � K

1� �
� logm � m

(1� �)

�
1

1� �
� (K

1� �
� m

1� �
)] (2)

Thelargestconnectivity K � m N
1

� � 1 [7],Thecoe�cientcisobtained from
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1=

Z
1

m

p(k)dk =

Z
1

m

ck
� �
dk =

c

1� �
� (�m

1� �
)

(3)

and thus

c= (� � 1)� m
�� 1

(4)

Then entropy H can be expressed as a function ofscaling exponent �,the

m inim alconnectivity m and network scaleN .

H (�;m ;N )= (log(
� � 1

m
)+

�

1� �
)� (

1

N
� 1)�

�

� � 1
�
logN

N
(5)

Fig.1 displaysthe relationship between entropy H and � fordi�erentN

when them inim alconnectivity m isde�ned.W eknow thatwith theincrease
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Fig.1.H fordi�erentN versus� with m = 1.

ofscaling exponent�,thecut-o� connectivity K decreases,which m akesthe

network lessheterogeneous.Asaresult,alowerentropy isobserved.So di�er-

entscaling exponent� bringsthenetwork di�erentdegreeofheterogeneity.

The average connectivity < k > isobtained with continuousapproxim a-

tion,

< k > =

Z
K

m

k� p(k)dk =

Z
K

m

k� ck
� �
dk =

c

2� �
� (K

2� �
� m

2� �
) (6)
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and thus

< k >�
� � 1

2� �
� m � (N

2� �
� � 1 � 1) (7)

According to the above results,we can form ulate the scale-free network’s

resiliencetorandom failuresproblem asthefollowing nonlinearm ixed integer

program m ing.

m ax H (�;m ;N )

s:t:< k >= const

(8)

The problem m entioned above is di�erent from the usualm axim izing the

entropy ofthenetwork problem .Notethatthehighestentropy fora network

withagiven < k > isexponentialrandom graph[20].Togettheoptim aldesign

ofscale-free networks,we restrict the degree distribution to be a power-law

distribution.Theproblem can berewritten asfollows:

m ax H (�;m ;N )

s:t:
� � 1

2� �
� m � (N

2� �
� � 1 � 1)= const

2< � < 3

1� m � (N � 1)

m 2 integer (9)

By solving them ixed integerprogram m ing problem ,wegettheoptim alvalue

H ,the optim alsolutions� and m fordi�erentaverage connectivity < k >.

Theresultsareshown in Fig.2.

From Fig.2,we can see that,in general,with the increase ofaverage

connectivity< k >,entropyH aswellasthem inim alconnectivitym increases,

too.In part,theoptim alm inim alconnectivity m keepsconstantfora certain

rangeof< k >,wherescalingexponent� decreaseswith theincreaseof< k >.

Asa result,theoptim alnetwork becom esm uch m oreheterogeneousthan the

onewith biggerscaling exponent.

To provetheentropy ofthedegreedistribution isindeed an e�ectivem ea-

sure ofnetwork robustnessundernode rem oval,we exam ine the relationship
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Fig.2.The optim alvalue H ,the optim alsolutions � and m versus < k > with

N = 1000.

between the entropy ofthe degree distribution and the network threshold

valuepc,which waspresented by Cohen etal.with percolation theory [7].The

criterion to calculatethepercolation criticalthreshold valuepc ofa random ly

connected network is:

1� pc =
1

�0 � 1
(10)

where�0 =
< k

2
>

< k>
iscalculated from theoriginaldistribution beforetherandom

failures.W ith K � m N
1

� � 1,�0 can beexpressed asfollows:

�0 t
� � 2

3� �
� m � (N

3� �
� � 1 � 1) (11)
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Fig.3. pc and m versus< k > with N = 1000.
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In Fig.3,pc is calculated from the optim alvalue � and m which are

obtained from m axim izing H for di�erent average connectivity < k >.The

results indicate that for som e constant m ,pc increases with the increase of

< k >.

Since both � and N a�ect network’s resilience to random failures,we

m ay ask how thenetwork’srobustnesschangeswith N .W ejustexam ine the

relationship between pc and � fordi�erentN .The resultsare shown in Fig.

4.From Fig.4,wecan seethatwith theincreaseof�,pc decreases,whilethe
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Fig.4.pc fordi�erentN versus� with m = 1.

threshold valuepc becom esbiggerwith theincreaseofnetwork scaleN ,which

areconsistentwith theresultsshown in Fig.1.

Togetan intuitiveunderstandingoftherelationship between thetwom ea-

sures,weshow theresultsofthethreshold valuepc and H fordi�erentaverage

connectivity < k > in Fig.5.Itcan beseen thatpc and H vary consistently,

thatis,pc increaseswith H fordi�erentaveragedegree< k >.Also,with the

increaseof< k >,both pc and H getim proved.
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Forallcurves,� 2 (2;3),N 2 [104;9� 104].
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3 C onclusions

In real-world networks one is often interested in the question ofhow to

design arobustnetwork whilekeeping thecostconstant.Itiswellknown that

scale-freenetworksareresilienttorandom failuresfortheirheterogeneouslinks

distributions.

In thispaper,di�erentfrom percolation theory to evaluate the threshold

valuepc,weusetheentropy ofthedegreedistribution to study theresilience

ofscale-free networks to random failures.Heterogeneity is a sim ple but es-

sentialcharacter ofscale-free networks and it is in direct relationship with

thenetwork’sresiliencetorandom failures.Thischaracterm otivatesustouse

theentropy ofthe degree distribution,which providesan average m easure of

heterogeneity to study the e�ect ofrandom failures on scale-free networks.

By optim izing the entropy ofthe power-law degree distribution,we get the

optim alvalue ofentropy H ,the optim alsolutions of� and m for di�erent

< k >.The resultsindicate thatwhen the network scale N isgiven,the op-

tim alsolution m is constant for a certain range of< k >,in which range

thescaling exponent� decreases.So a higherentropy isobtained.Ofcourse,

largeaverageconnectivity bringshigh cost.W ethen exam inetherelationship

between threshold value pc and N for di�erent �.The results are also con-

sistentwith thatofthe entropy ofthe degree distribution.W e also show the

relationship ofthetwo m easures�pc and H .The resultsindicatethatpc and

H vary consistently,thatis,pc increaseswith H fora certain average degree

< k >.Also,both pc and H get im proved with the increase ofthe average

degree< k >.

W e justtry an alternative pointofview to analyze the robustnessofthe

network from its heterogeneity.The results indicate thatthe entropy ofthe

degreedistribution isan e�ectivem easureofscale-freenetwork’sresilienceto

random failures.Deep discussions on the resilience ofscale-free networks to

targeted attackswillbem adein thefuture.
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