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R esilience ofC om plex N etw orks to R andom B reakdow n
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Using M onteCarlo sim ulationswecalculatefc,thefraction ofnodeswhich arerandom ly rem oved

beforeglobalconnectivity islost,fornetworkswith scale-freeand bim odaldegreedistributions.O ur

resultsdi�erwith the resultspredicted by an equation forfc proposed by Cohen,etal.W e discuss

the reasonsforthisdisagreem entand clarify the dom ain forwhich the proposed equation isvalid.

PACS num bers:84.35.+ i,02.50.Cw,05.50.+ q,64.60.A k

I. IN T R O D U C T IO N

It has been shown [1,2,3,4]that random uncorre-

lated networkswith degreedistribution P (k)lose global

connectivity when

� �
hk2i

hki
< 2: (1)

Asexplained in Ref.[2,4],random rem ovalofa fraction

f ofnodesfrom anetwork with degreedistribution P0(k)

resultsin a new degreedistribution

P (k)=

KX

k0= k

P0(k0)

�
k0

k

�

(1� f)
k
f
k0�k : (2)

Using this degree distribution to calculate hki and hk2i

after random rem ovalofsites it was determ ined [2,4]

that

fc = 1�
1

�0 � 1
(3)

where�0 isthevalueof� com puted from theoriginalde-

gree distribution,before the random rem oval. Equation

(3)wasobserved to hold fora num berofnetwork types,

including random networks that have a Poisson degree

distribution,and was used in the analysis ofscale-free

networksthathavepower-law degreedistributions[2,4].

Using M onte-Carlo sim ulations we � nd that Eq.(3)

doesnothold fornetworkswith (i)self-loopsand m ultiple

edgesand/or(ii) high variance in fc. W e illustrate our

� ndingsusingscale-freeandbim odalnetworksand clarify

the dom ainswhereEq.(3)isvalid.

II. M O N T E C A R LO SIM U LA T IO N S

W e create random networks having speci� ed degree

distributionsusing them ethod described in Ref.[1].W e

then random lydeletenodesin thenetworkand aftereach

node is rem oved,we calculate �. W hen � becom es less

�Electronic address:gerryp@ bu.edu

than 2 we record the num ber ofnodes irem oved up to

thatpoint. Thisprocessis perform ed form any realiza-

tionsofrandom graphswith a speci� ed degreedistribu-

tion and,foreach graph,form any di� erentrealizations

ofthesequenceofrandom noderem ovals.Thethreshold

fc isde� ned as

fc �
hii

N
(4)

wherehiiisthe averagevalueofi.

III. SC A LE-FR EE N ET W O R K S

W e study scale-freerandom networkswith degreedis-

tribution

P (k)� k
�� [m � k � K ]: (5)

W e choose the lowercuto� m = 4 and the uppercuto�

K = N . In Figs.1(a), (b) and (c), we show the de-

pendence on � of1� fM C
c obtained by the M onte Carlo

sim ulationsand com pare itwith 1� fthc obtained theo-

retically from Eq.(3).The sim ulation resultsagreewell

with Eq.(3)for� > ��,where�� � 3,and theagreem ent

becom es better for increasing N . However,for � < ��

there is signi� cant disagreem ent,and the disagreem ent

becom eslargerasN increases,asseen clearly Fig.1 (d)

in which weplotthe norm alized di� erence

� �
fthc � fM C

c

fM C
c

: (6)

Thenonzerovalueof� hasitsrootin theuseofEq.(2)

to derive Eq.(3). Equation (2) is valid only if,in the

originalnetwork,two conditions hold: (i) There are no

selfloops,i.e.alllinksfrom node iareto distinctnodes

j with j6= iand (ii)there areno m ultiple linksbetween

iand j. In graph theory networks satisfying these two

conditions are called sim ple. Ifthe originalnetwork is

notsim ple,Eq.(2)m ustthen beinterpreted asoperating

on the originalnetwork butwith self-loopsand m ultiple

linksdeleted.Butthisdeletion changesthepropertiesof

the degree distribution. Asseen in Figs.2 (a),(b),and

(c) the cuto� is changed,and for large N,the slope of

the tailofthe distribution ism odi� ed.Also the degrees

ofadjacent nodes becom e correlated as seen in Fig.3,
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which showsthe �-dependence ofthe degree correlation

[5]

r�
1

�2q

X

j;k

(ejk � qjqk): (7)

Hereejk isthejointprobability oftherem aining degrees

[11]ofthetwoverticesateitherend ofarandom lychosen

edge,qk is the probability ofthe rem aining degree ofa

singlevertex atthe end ofa random ly chosen edge,and

�
2
q �

X
k
2
qk �

 
X

k

kqk

! 2

: (8)

Becauseofthe degreecorrelations,Eq.(1)no longerap-

pliesand thereforeEq.(3)nolongerholds.Thesim ilarity

in appearancebetween Fig.1(d)and Fig.3con� rm sthat

the nonzero correlationsplay a m ajorrole in the di� er-

encebetween fM C
c and fthc .

W e can explain the dom ain ofvalidity ofEq.(3) as

follows.Itisknown [6,7,8,9]thatforany desired ran-

dom degree distribution,the networks created by such

m ethodsasthoseofM olloy-Reed [1]orChun-Lu [6]cre-

atesim plegraphsonly ifP (k)= 0 fork greaterthan the

structuralcuto�

K s �
p
hkiN : (9)

Itisalso known thatforscale-freenetworksthe num ber

ofnodeswith degreegreaterthan the naturalcuto�

K c � m N
1=(��1) (10)

is statistically insigni� cant [2,10]. These two facts are

su� cienttounderstand thatEq.(3)isvalid forscale-free

networksonly if� > 3 (in which case the naturalcuto�

K c resultsin nodeswith degree&
p
N being statistically

insigni� cant)orfor� < 3 ifthe m axim um degree isless

than the structuralcuto� Ks.

IV . B IM O D A L N ET W O R K S

A . Star N etw orks

First,wediscussa sim pleexam plewith a bim odalde-

greedistribution forwhich Eq.(3)fails.Considera star

network ofN nodeswith degreedistribution

P (k)=

(

(N � 1)=N [k = 1]

1=N [k = N � 1]
(11)

and P (k) = 0 for allother values of k. If nodes are

random ly rem oved,the criterion for losing globalcon-

nectivity,� < 2,is obtained when the single node with

degreeN � 1,thehubnode,isrem oved orwhen alm ostall

ofthe degree 1 nodes,the leafnodes,are rem oved.The

probabilitythatalm ostalltheleafnodesarerem oved be-

fore the hub node isrem oved approaches0 forlarge N .

Letibe the num berofnodeswhich are rem oved before

thehub nodeisrem oved.Sincetherem ovalisrandom ,i

isuniform ly distributed between 0 and N � 1 and,from

Eq.(4),fc = 1=2. O n the otherhand,Eq.(3)predicts

fc = 1� 2=N which asym ptotically approachesunity for

largeN .

As for the case ofscale-free networks,we can under-

stand thisdisagreem entasa resultofthepresenceofself

loops.W ecan alsousethisstarnetworkexam pletoiden-

tify anotherim plicitassum ption used in thederivation of

Eq.(3),nam ely that

hii� h(ij�(i)= 2)i= (ijh�(i)i= 2) (12)

where�(i)isthevalueof� afterthe rem ovalofinodes.

Thatis,we de� ne hiito be the averageofisuch thatin

each random rem oval�(i)= 2;the derivation ofEq.(3)

assum esthathiiisequaltoisuch thattheaverageof�(i)

over allrandom rem ovals equals 2. Equation (12) will

be true in the lim itin which the variance h(i� hii)2iis

zero.Butwhen thevariancebecom eslargeasisthecase

forthestarnetwork,Eq.(12)m ay benothold.Figure4

illustratesgraphicallyan exam pleforwhich Eq.(12)does

nothold becausethe variancein iislarge.

B . O ther B im odalN etw orks

In orderto study otherbim odalnetworks,we extend

the star network to networks with q high degree hubs

connected to the rem aining nodes of degree one. For

networkswith averagedegreehki,thedegreedistribution

isspeci� ed as

P (k)=

(

(N � q)=N [k = 1]

q=N [k = k2]
(13)

where

k2 =
(hki� 1)N + q

q
; (14)

and P (k) = 0 for allother k. W e � rst consider net-

works with hki = 2. In Fig.5(a),for the distribution

ofEqs.(13)and (14),we plot1� fc asa function ofq

forN = 102,103,104,and 105.Also shown in Fig.5(a)

areplotsforapproxim ationsfhighc and flowc which weex-

pect to be valid respectively for high and low values of

q. W e willuse these approxim ations to determ ine how

fc(q) scales and for which values ofq Eq.(3) is valid.

Theapproxim ationsaredeterm ined asfollows:

(i) W hen q � N ,(i.e.,the network is hom ogeneous)

weexpectEq.(3)to hold so fhighc = 1� 1=(�0� 1).

(ii) For sm allq,the network loses globalconnectivity

when allq high degree nodes are rem oved. The
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probabilitythatallqhigh degreenodesarerem oved

afterthe� rstinodesofalltypeshavebeen rem oved

is

g(q;N ;i)=
q

N

�
i�1
q�1

�

�
N �1
q�1

� : (15)

Here i is now the average num ber ofnodes that m ust

be rem oved before allq high degree nodesare rem oved.

Then hii=
P N

i= q
ig(q;N ;i)and

f
low
c =

hii

N
=

P N

i= q
ig(q;N ;i)

N
: (16)

Note that flowc does not depend on hki since changing

hkiresultssim ply in a di� erentnum beroflinksbetween

the high degreenodes;ifourcriterion forcollapseisthe

rem ovalof allhigh degree nodes, the num ber of links

between them is irrelevant. As expected, the plots of

flowc and fhighc approxim ate the valuesoffc forlow and

high valuesofq,respectively.

In Fig.5(b),we plot the the num ber ofhubs,q�,for

which the functions flowc (q) and fhighc (q) intersect. W e

� nd that

q
�
� N

0:5 (17)

Sim ilar plots (see Fig.6) for hki = 3 and hki = 4 also

exhibit scaling ofq� as N 0:5 with only a change in the

prefactor;the scaling isindependentofhki.

The sim ulation results suggestthat q� scales as
p
N .

W e can show this to be the case by solving analytically

forq� forlarge N asfollows: Forgeneralhki,using the

distribution in Eqs.(13),we� nd forN � q� 1

f
high
c = 1�

q

(hki� 1)N
: (18)

Forflowc ,the sum in Eq.(16)can be perform ed analyti-

cally,yielding

f
low
c =

� (N + 2)(� (q+ 2)� � (q+ 1))

N � (N + 1)� (q+ 2)
(19)

forq> 0.ForlargeN,

f
low
c =

� (q+ 2)� � (q+ 1)

� (q+ 2)
: (20)

To � rstorderin 1=q,Eq.(20)yields

f
low
c = 1�

1

q
+ O (

1

q2
): (21)

Equating Eqs.(21)and (18)we � nd

q� =
p
hki� 1

p
N (22)

consistentwith the plotin Fig.5(b)and Eq.(17).From

the fact that q� scales like
p
N , we conclude that all

characteristicvaluesoffc scalelike
p
N with a prefactor

dependenton hki. In particularthe value ofq atwhich

fM C
c (found from M onteCarlosim ulations)agreestoany

desired degree with the value offthc (from Eq.(3))will

scalewith N in thesam efashion in which q� scaleswith

N ,Eq.(17). For sim plicity,we consider Eq.(3) to be

valid forq> q�.

W enow con� rm thatthevariancein fc isin factsm all

forvaluesofq forwhich Eq.(12)holds.In Fig.7(a),for

N = 103 and q= 1,5,10,and 20,we plotP (1� fc)vs.

1� fc.Asexpected,forq= 1(starnetwork)thedistribu-

tion isuniform becausethereisan equalprobability that

thesinglehigh degreenodewillberem oved atany value

ofi.Forthelargervaluesofq,thedistributionsP (1� fc)

develop awell-de� ned peak.Toquantify thede� nition of

thesepeaks,weplotin Fig.7(b),thestandard deviation

offc

� =

p
hi2i� hii2

N
(23)

versus q for N = 102,103,104,and 105. Each ofthe

plots has a large deviation at q = 1 and decrease to a

localm inim um ,the position ofwhich ~q increases with

increasing N . Forq greaterthan the ~q,the deviation is

sm alland decreaseswith increasing N . In Fig.5(b)we

plot~qasa function ofN .W eseethatthevaluesofthese

m inim a are essentially the sam e asthe valuesofq�,the

valueofqabovewhich Eq.(3)isvalid.Thisisconsistent

with our understanding that Eq.(3) is valid when the

varianceissm all.

C . D om ain ofV alidity

Since q and the degree ofthe hubs k2 are related by

Eq.(14),wecan determ ineforwhatvaluesofk2 Eq.(12)

is valid. Substituting Eq.(22)in Eq.(14) we � nd that

Eq.(12)isvalid when

k2 <
p
(hki� 1)N : (24)

Thusthe criterion forEq.(12)holding isessentially the

sam e asthe criterion discussed in Sec.IIIforthe graph

being sim ple. The bim odalnetworks we study here in

which a relatively sm all num ber of nodes control the

globalconnectivity ofthe network yield large variances

in fc fornetworkswith a given num berofnodes;in fact,

forq = 1 the worstcase variance isobtained. Thissug-

geststhatthecriterion ofEq.(24)m ayhold foralldegree

distributionsasa requirem entfora low variancein fc.If

thisisthecase,wecan usetherequirem entthatP (k)= 0

for k . K c as the criterion for both the network being

sim ple and fc having a sm allvariance. Note,however,

thatwhile the criteria aresim ilar,itisnottruethatthe

presenceofself-loopsand m ultipleedgesim pliesthatthe

distribution offc hasa large variance;forexam ple,the

variance offc in scale-free networksissm alleven in the

presenceofself-loopsand m ultiple edges,asseen in Fig.

8.
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V . D ISC U SSIO N A N D SU M M A R Y

W e have clari� ed the dom ain ofvalidity ofEq.(3),a

generalequation fordeterm iningfc,thefraction ofnodes

which m ustbe random ly rem oved before globalconnec-

tivityislost.ForEq.(3)tobevalid,(i)thehighestdegree

ofany nodespresentin statistically signi� cantnum bers

in a random network m ust be less than the structural

cuto� Ks �
p
hkiN and (ii)the variance offc m ustbe

sm all. Forbim odalnetworksthe variance in fc issm all

when thehubshavedegreelessthan
p
(hki� 1)N .That

the bim odalnetworkswehavestudied representa worst

caseforlargevariancesuggeststhatin generalthecrite-

rion thatthe network be sim ple issu� cientforEq.(12)

to hold. It is not clear ifthere is a deeper connection

between these two criteria both ofwhich scaleas
p
N .
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FIG .1: For N = 10
2
;10

3
;and 10

4
respectively in (a),(b)

and (c),1� fc versus�.The solid line representsthe results

ofM onte-Carlo sim ulations;the dashed line isthe prediction

ofEq.(3). (d) The di�erence � (see Eq.(6)) between the

prediction ofEq.(3) and M onte-Carlo sim ulations for (from

top to bottom ) N = 102;103;104. Note that ifwe had used

a larger value ofthe uppercuto� K ,then � would decrease

m onotonically from � = 3 to � = 1 instead ofhaving a m ini-

m um near� = 2.
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FIG .2: P (k) versus k for N = 10
2
;10

3
;10

4
in (a),(b) and

(c)respectively.The solid line representsP (k)afternetwork

construction using the M olloy-Reed m ethod;the dashed line

isthedistribution aftertherem ovalofself-loopsand m ultiple

edges.



7

FIG .3: Correlation r as a function of � for (from top to

bottom at left) N = 102;103,and 104 for distributionsafter

rem ovalofself-loops and m ultiple edges. Note thatthe cor-

relation increaseswith N for� . 3 and decreaseswith N for

� & 3

.

FIG . 4: Exam ple illustrating case in which h(ij� = 2i 6=

(ijh�i = 2) for star network of 1 hub of degree 99 and 99

nodesofdegree 1. Thin linesare � vsi,where idenotesthe

num ber ofthe step at which a node is deleted,for cases in

which the hub is deleted at step (from left to right) 1,10,

20,30,40,50,60,70,80,90 and 100. The thick line is the

average ofthe thin lines. Note that the value ofiat which

the average crosses the horizontalline � = 2 is m uch higher

than 50,theaverage ofthevaluesofiatwhich the thin lines

crossthe horizontalline � = 2.
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FIG . 5: For hki = 2 and for (from left to right) N =

10
2
;10

3
;10

4
and 10

5
(a) 1 � fc vs. num ber ofhubs q. The

solid linesrepresentM onte-Carlo sim ulation results. D ashed

lines(short) are approxim ation f
low
c ; dashed lines(long) are

approxim ation f
high
c . (b)Num ber of hubs, q versus N .

Squaresrepresentcharacteristic valuesq
�
atwhich high and

low q approxim ationsintersect.Trianglesrepresentvaluesof

q atwhich the standard deviation in 1� fc ism inim al.

FIG .6:(a)Num berofhubs,q
�
,atwhich approxim ationsfor

low and high q intersectvs.N .Squares,trianglesand circles

representnetworkswith hki= 2;3;and 4 respectively.
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FIG .7: (a) P (1 � fc) the probability distribution of1 � fc

forN = 10
3
and q = 1(dashed line)and (from leftto rightin

order ofincreasing position ofpeaks) q = 5;10;and 20. (b)

Standard deviation � versusq for N = 102;103;104 and 105

(from left to right in order ofincreasing length ofthe tails

ofthe distributions). Note thatthe second peak in thisplot

which ism ostpronounced forsm allerN isan artifactof�nite

size

.

FIG .8: For random scale-free networks with 4 � k � N ,

standard deviation �fc versus� forN = 102;103;104 and 105

(from top to bottom ).


