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R esilience of C om plex N etw orks to R andom B reakdow n
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U sing M onte C arlo sin ulationswe calculate f., the fraction ofnodeswhich are random ly rem oved
before global connectivity is lost, for netw orksw ith scale-free and bin odaldegree distrdbutions. O ur
results di er w ith the results predicted by an equation for f. proposed by Cohen, et al. W e discuss
the reasons for this disagreem ent and clarify the dom ain for which the proposed equation is valid.

PACS numbers: 8435+ 1, 02.50Cw, 0550+ g, 64.60 Ak

I. NTRODUCTION

Tt has been shown i_]:, :_2, :_I%, Eﬂ] that random uncorre-
lated netw orks w ith degree distribution P (k) lose global
connectivity when

hk?i

hki

< 2: @)

A sexplained in Ref. i_i,:ff], random rem ovalofa fraction
f ofnodes from a netw ork w ith degree distrdbution P, (k)
results In a new degree distribution

k
ko=k

P k)= £ £F0 ¥ . 2)

U sing this degree distrbution to calculate hki and'hk'zi
after random rem oval of sites i was detem ined g:, -_4]
that

1 ®3)
0

where ( isthevalieof oomputed from the origihalde—
gree distrlbution, before the random rem oval. E quation
6'_3) w as observed to hold for a num ber of netw ork types,
Including random networks that have a Poisson degree
distrbbution, and was used In the analysis of scale-free
netw orks that have pow er-Jaw degree distributions 'Q, '4] .

Using M onteC arlo sinulations we nd that Eq. -rjb)
doesnothold fornetw orksw ith (i) selfdoopsandmultiple
edges and/or (i) high variance n f.. W e illustrate our

ndingsusing scale-free and bin odalnetw orksand clarify
the dom ainswhere Eg. (r_ZJ.) isvald.

II. MONTE CARLO SIM ULATION S

W e create random networks having speci ed degree
distrdbutions using the m ethod described in Ref. E:]. We
then random ly delete nodes in the netw ork and aftereach
node is ram oved, we calculate . W hen becom es less

than 2 we record the number of nodes i rem oved up to

that point. T his process is perform ed for m any realiza—
tions of random graphsw ith a speci ed degree distribbu-—
tion and, for each graph, form any di erent realizations
ofthe sequence of random node rem ovals. T he threshold

f. isde ned as

fo — 4
N @)

w here hii is the average value of i.

ITII. SCALE-FREE NETW ORK S

W e study scale—free random netw orks w ith degree dis—
tribution

P k) k m k KI ©)

W e choose the ower cuto m = 4 and the upper cuto
K = N. In Figs. l@@), () and (o), we show the de-
pendenceon ofl f ¢ obtained by the M onte C arlo
sinulations and compare it with 1 £" obtained theo-
retically from Eq. (:3). T he sim ulation resuls agree well
wih Eq. ‘_ﬂ) for > , wWhere 3, and the agreem ent
becom es better for increasing N . However, or <
there is signi cant disagreem ent, and the disagreem ent
becom es larger as N Increases, as seen clkarly Fjg.:;' d)
In which we plot the nom alized di erence

£ (6)

fuc

Thenonzerovalueof hasisrootin theuseofEq. ('_22)
to derive Eq. C}’). E quation {_2) is valid only if, n the
original network, two conditions hold: (i) There are no
self oops, ie. all links from node i are to distinct nodes
jwih j6 iand (i) there are no multiple links between
iand j. In graph theory networks satisfying these two
conditions are called sinplke. If the original network is
notsinpl, Eqg. (;2:) m ust then be interpreted as operating
on the original network but w ith selfdoops and m ultiple
links deleted. But this deletion changes the properties of
the degree distrbution. As seen in Figs.2, @), b), and
() the cuto is changed, and for large N, the slope of
the tail of the distribution ism odi ed. A lso the degrees
of ad-pcent nodes becom e correlated as seen In Fig. :_3,
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which shows the -dependence of the degree correlation
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Here ey is the pint probability of the ram aining degrees
tlL] ofthe tw o vertices at either end ofa random Iy chosen
edge, g is the probability of the rem aining degree of a
single vertex at the end of a random ly chosen edge, and

I
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B ecause of the degree correlations, Eq. (-'14') no longer ap—
pliesand thereforeEq. B) no longerholds. T he sin ilarity
In appearance between F ig. -]. d) and F ig. 3 con m sthat
the nonzero correlations play a m a pr role in the di er-
ence between £ ¢ and £2.

W e can explain the dom ain of validity of EqQ. @1) as
follow s. It is known {é -7., 6’ -55 that for any desired ran-
dom degree distribution, the networks created by such
m ethods as those ofM olloy-R eed 'g:] or Chun-Lu E_G] cre—
ate sin ple graphsonly ifP (k) = 0 fork greater than the
structural cuto

P
K HkiN : ©)

It is also known that for scale-free netw orks the num ber
of nodes w ith degree greater than the natural cuto

K. mN¥©=C1D 10)
is statistically insigni canti2,,10]. These two facts are
su cient to understand that Eq. {_3) isvalid for scale—free
networksonly if > 3 (n which %ase the natural cuto
K ¢ results in nodesw ith degree & N being statistically
Insigni cant) or or < 3 ifthem axinum degree is less
than the structuralcuto Ksg.

IV. BIMODALNETW ORKS

A . Star N etworks

F irst, we discuss a sin ple exam ple w ith a bin odalde-
gree distribution forwhich Eq. (_IJ.) fails. Consider a star
network ofN nodes w ith degree distribution

(

P k)= N =N k=1] a1)

1=N k=N 1]

and P (k) = 0 for all other values of k. If nodes are

random ly rem oved, the criterion for losing global con—
nectiviy, < 2, is obtained when the singlke node w ith

degree N 1, the hub node, is rem oved orwhen aln ost all
of the degree 1 nodes, the kaf nodes, are ram oved. The

probability that alm ost allthe leafnodes are rem oved be—
fore the hub node is rem oved approaches 0 for large N .

Let 1 be the num ber of nodes which are rem oved before

the hub node is rem oved. Since the rem ovalis random , i
isunifom ly distributed between 0 and N 1 and, from

Eq. {4), f. = 1=2. On the other hand, Eq. @) predicts

fo=1 2N which asym ptotically approaches uniy for
large N .

A s for the case of scale—free networks, we can under—
stand this disagreem ent as a result ofthe presence of self
loops. W e can also use this star netw ork exam ple to iden—
tify another in plicit assum ption used in the derivation of
Eqg. 6'_3), nam ely that

hii h@j @ = 2)i= @h @Di= 2) 12)
where (i) isthe value of after the rem ovalof i nodes.
That is, we de ne hii to be the average of i such that in
each random removal (i) = 2; the derivation ofEq. @)
assum esthat hii isequalto i such that the averageof (i)
over all random rem ovals equals 2. Equation {_ig‘) will
be true In the lin i in which the variance h(@  hiifi is
zero. But when the variance becom es large as is the case
for the star network, Eq. (14) m ay be not hold. F igure 4
illustrates graphically an exam ple orwhich Eq. C_lg.) does
not hold because the variance in i is lJarge.

B. Other Bin odalN etworks

In order to study other bin odal netw orks, we extend
the star network to networks wih g high degree hubs
connected to the rem aining nodes of degree one. For
netw orksw ith average degree hki, the degree distribution
is speci ed as

(

N =N k= 1]
P k)= 13)
=N k= kz]
w here
K, = (ki 1)N + q; 14)
q
and P k) = 0 for allother k. We 1rst consider net—

works with ki = 2. In Fig. (@), or the distrbution
of Egs. {I3) and (l4), weplt 1 £ asa function of g
PrN = 102, 10%, 10%, and 10°. Also shown in Fig.i§ (@)
are plots for approxin ations £2%" and £ which we ex—
pect to be valid respectively for high and low valies of
g. W e will use these approxin ations to determ ine how
f. (@) scales and for which values of g Eq. Q'j) is valid.
T he approxin ations are detem ined as follow s:

@ W hen g
we expect EqQ.

N ', (ie., the network is hom ogeneous)
@ tohod so £29" = 1 1=(, 1).

(i) For am all g, the network loses global connectiviy
when all g high degree nodes are rem oved. The



probability that allghigh degree nodes are rem oved
afterthe rstinodesofalltypeshavebeen rem oved
is

Q P
[
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Here i is now the average number of nodes that must
be rem ovedE]oeﬁ)re all g high degree nodes are rem oved.

Then hii= l_qlg(q,N ;1) and
.. Py \ .
glow _ hJ_l_ i:qlg(q;N i1) . 16)
c - - .
N N

N ote that fclow does not depend on hki since changing
hki results sin ply In a di erent num ber of links between
the high degree nodes; if our criterion for collapse is the
rem oval of all high degree nodes, the number of links
between them is irrelevant. A s expected, the plots of
£ and £2%" approxim ate the values of £, for ow and
high values of q, respectively.

In Fig. :5 ©), we plot the the num ber of hubs, g , or
which the finctions £ (q) and £59" (@) intersect. W e

nd that

g N°® a7

Sin ilar pots (see Fig.i) Hrki = 3 and tki= 4 also
exhibit scaling of g as N °® wih only a change in the
prefactor; the scaling is Independent of hki.

The sin ulation results suggest that g scals as N .
W e can show this to be the case by solving analytically
forg for large N as Pollow s: For general hki, using the
distrbution in Egs. (13),we nd orN g 1

grn g 4, 18)
ki 1)N

For £°", the sim i Eq. @-Q‘) can be perform ed analyti-

cally, yielding

fclow _ A 2)( @+ 2) @+ 1)) 19)
N N+1) @t+2)
forg> 0.For largeN,
g — @+ 2) @+ 1) 20)
@+ 2)

To rstorder in 1=q, Eq. [20) yields

1

£ =1 —+O(i); @1)
Si T
E quating Egs. C_Z-_ and {_Ié)we nd
p P —

q = ki 1IN ©2)

consistent w ith the plot In F i
the fact that g

.:_5(b) and Eq. C_l-j) From
scales likke N, we conclude that all

characteristic values of £, scale lke P N wih a prefactor
dependent on hki. In particular the value of g at which
fM ¢ (®und from M onte C arlo sin ulations) agrees to any
desired degree w ith the value offth (from Eqg. G)) will
scale wih N in the sam e fashion in which g scalesw ith
N, Eq. {{7). For sinplicity, we consider Eq.(3) to be
vald org> g .

W enow con m that the variance in £ isin fact am all
frvalies of g orwhich Eq. (I2) hods. In Fig.il @), for
N = 10° and gq= 1, 5,10, and 20, wepbtP (I £) vs.
1 £.Asexpected, org= 1 (starnetwork) the distrlbbu—
tion isuniform because there is an equalprobability that
the single high degree node w illbe rem oved at any value
ofi. Forthe largervalues ofq, the distrbbutionsP (1 £)
develop a welkde ned peak. To quantify thede nition of
these peaks, weplbt n F jg.:j (), the standard deviation
of f,

r -
hi?i  hi?
- 23)
N
versus g or N = 10%, 103, 10, and 10°. Each of the

plots has a lJarge deviation at g = 1 and decrease to a
Jocalm inin um , the position of which g increases w ith
Increasing N . For g greater than the g, the deviation is
an all and decreases w ith increasing N . In Fjg.g(b) we
pbtgasa function ofN . W e see that the values ofthese
m Inin a are essentially the sam e as the values of g , the
value ofgabovewhich Eq. {3’) isvalid. T his is consistent
w ith our understanding that Eqg. (d) is valid when the
variance is sm all.

C. Domain ofValidity

Since g and the degree of the hubs k; are related by
Eq. {14), we can detem ine ﬁ)rwhatva]uesosz Eq. {12)

is valid. Substituting Eq. (:22) in Eq. Cl4) we nd that
Eq. (14) is valid when
P
Ky < (ki DN : ©4)

T hus the criterion for Eq. lei ) holding is essentially the
sam e as the criterion discussed In Sec. -]Ii for the graph
being simple. The bin odal networks we study here in
which a relatively sm all number of nodes control the
global connectivity of the network yield large variances
In f. for networksw ith a given num ber ofnodes; n fact,
org= 1 the worst case variance is obtained. This sug-
gests that the criterion ofEqg. C_ZZ_L') m ay hold foralldegree
distrdbutions as a requirem ent fora low variance n f.. If
this isthe case, we can use the requirem ent that P k) =

fork . K. as the criterion for both the network being
sin ple and f. having a sm all variance. Note, however,
that while the criteria are sim ilar, it is not true that the
presence of selfdoops and m uliple edges in plies that the
distrbbution of f. has a large variance; for exam ple, the
variance of f. In scale—free networks is an all even in the
presence of selfdoops and m ultiple edges, as seen in Fig.

d.



V. DISCUSSION AND SUMM ARY

W e have clari ed the dom ain of validity of Eq. -'_(B), a
generalequation fordeterm ining f., the fraction ofnodes
which must be random Iy rem oved before global connec—
tivity islost. ForEq. @) tobevalid, (i) thehighest degree
of any nodes present in statistically signi cant numbers
n a random jhetwork must be less than the structural
cuto Kg hkiN and (@) the varance of £, m ust be
an all. For bim odal netw orks the vagance in £, is small
when the hubshave degree lessthan (ki 1)N . That

the bin odalnetw orks we have studied represent a worst
case for Jarge variance suggests that in generalthe crite-
rion that the network be sinple is su cient rEqg. C_lé)
to hold. It is not clear if there is a deeper oonri@c_tjon
betw een these two criterda both of which scaleas N .
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FIG.1: ForN = 10%;10°; and 10* respectively n (a), ©)
and (c),1 £f. versus . The solid lne represents the resuls
ofM ontel—C arlo sim ulations; the dashed line 'J§ the prediction
of Eq. @). (d) The di erence (see Eg. (6)) between the

prediction ofEq. ('3) and M onte-C arlo sim ulations for (from

top to bottom ) N = 10%;10°;10°. N ote that if we had used
a larger value of the upper cuto K , then would decrease

m onotonically from = 3 to = 1 instead ofhaving am ini-
mum near = 2.



FIG.2: P (k) versus k or N = 10%;10%;10° ;n @), () and
(c) respectively. T he solid line represents P (k) after network
construction using the M olloy-R eed m ethod; the dashed line
is the distribution after the rem ovalof selfdoops and m ultiple
edges.



FIG. 3: Correlation r as a function of for (from top to

bottom at left) N = 10?;10°, and 10° for distrbutions after

rem oval of selfdoops and m ultiple edges. N ote that the cor-

relation increaseswith N for . 3 and decreaseswith N for
& 3
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FIG. 4: Exampl illustrating case n which h(ij = 2i 6
(ih i = 2) for star network of 1 hub of degree 99 and 99
nodes of degree 1. Thin lines are vs i, where i denotes the
num ber of the step at which a node is deleted, for cases in
which the hub is deleted at step (from left to right) 1, 10,
20, 30, 40, 50, 60, 70, 80, 90 and 100. The thick line is the
average of the thin lines. N ote that the value of i at which
the average crosses the horizontal line = 2 ismuch higher
than 50, the average of the values of i at which the thin lines
cross the horizontal line = 2.
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FIG. 5: For hki = 2 and for (from lft to right) N =
10°;10%;10" and 10° (@) 1 fc vs. number of hubs q. The
solid lines represent M onte-C arlo sim ulation resuls. D ashed
lines(short) are approxim ation fi"w; dashed lines(long) are
approxin ation fé‘igh. ©)Number of hubs, g versus N .
Squares represent characteristic values g at which high and

low g approxim ations intersect. T riangles represent values of
g at which the standard deviation in 1  f; ism inim al.
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FIG.6: (@) Numberofhubs, g , at which approxin ations for
low and high g intersect vs. N . Squares, triangles and circles
represent networks w ith hki= 2;3; and 4 respectively.
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FIG.7: @ P (1 f£f.) the probability distrbbution of 1 £,
HrN = 10° and g= 1(dashed line) and (from Ieft to right in
order of increasing position of peaks) g= 5;10; and 20. (o)
Standard deviation versusq forN = 10%;10%;10* and 10°
(from left to right in order of increasing length of the tails
of the distribbutions). N ote that the second peak in this plot

which ism ost pronounced for an allerN isan artifact of nite
size
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FIG . 8: For random scale-free networks with 4 k N,
standard deviation ¢, versus fOrN = 102;103;104 and 10°
(from top to bottom ).



