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A recipe for an unpredictable random num ber generator
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In this work we present a m odelfor com putation ofrandom processes in digital

com puters which solves the problem ofperiodic sequences and hidden errors pro-

duced by correlations.W eshow thatsystem swith non-invertiblenon-linearitiescan

produceunpredictablesequencesofindependentrandom num bers.W eillustrateour

resultwith som enum ericalcalculationsrelated with random walkssim ulations.

PACS num bers:05.10.-a,05.40.a,05.40.Fb,07.05.Tp

M any challenging problem s in com putationalphysics are associated with reliable re-

alizations of random ness (e.g M onte Carlo sim ulations). In a typical 32-bit form at a

m axim um of 232 oating points num bers can be represented. Therefore, a recursive

function X n+ 1 = f(X n;X n�1 ;:::;X n�r+ 1 ) acting on these num bers generates a sequence

X 0;X 1;X 2;:::;X N �1 which m ustrepeatitself.Itisknown thatforany recursivefunction,a

digitalcom putercan only generateperiodicsequencesofnum bers[1,2,3,4,5,6,7].These

generatorsarenotunpredictable.

De�nition oftruly unpredictable: The next values are not determ ined by the previ-

ous values. A process X n = P(�TZn) is said to be unpredictable if for any string of

values X 0;X 1;X 2;:::;X m oflength m + 1,generated using som e � = �1,there are other

valuesof� forwhich function X n = P(�TZn)generatesexactly thesam estring ofnum bers

X 0;X 1;X 2;:::;X m ,butthenextvalueX m + 1 isdi�erent,wherem isany integer.Notethat

thiskind ofprocesscannotbeexpressed asa m ap oftypeX n+ 1 = f(X n;X n�1 ;:::;X n�r+ 1 )

[8,9,10]

Allknown generators(in som especi�cphysicalcalculations)giveriseto incorrectresults
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because they deviate from random ness[2,4,5,7].Itistrivialthatany periodic processis

notunpredictable.Supposem T istheperiod ofthegenerated sequence.Given any string of

m T values: X s;X s+ 1;:::;X m T �1 ;the nextvalue X m T
isalwaysknown,because the process

isperiodic.On theotherhand,forany generatoroftypeX n+ 1 = f(X n;X n�1 ;:::;X n�r+ 1 ),

given any string ofr values:X s;X s+ 1;:::;X s+ r�1 ;thenextvalueX s+ r isalwaysdeterm ined

by the previous r values. Thus it is not unpredictable. So the subsequences m ust be

correlated.

An exam ple ofthis can be found in Ref.[5],where the authors have shown that using

com m on pseudo random num ber generators,the produced random walks present sym m e-

tries,m eaning that the generated num bers are not independent. On the other hand,the

logarithm icplotofthem ean distance< d > versusthenum berofstepsN isnota straight

line(asexpected theoretically,< d >� N 1=2)afterN > 105 (in fact,itisa rapidly decaying

function).Here d isde�ned asthe end to end m ean-square distance from the origin ofthe

random walk as a function ofthe num ber ofsteps. Other papers on the inuence ofthe

pseudorandom num bergeneratoron random walk sim ulationsarethefollowing [11,12,13]

In thefollowing,wewillshow thatusingnon-invertiblenonlinearfunctions,wecan create

an unpredictablerandom num bergeneratorwhich doesnotcontain visiblecorrelationswhile

sim ulating a random walk with thelength 109.

Letusinvestigate thefollowing function[8,9,10]:

X n = P(� TZ
n
); (1)

where P(t)isa periodic function,� isa realnum ber,T isthe period ofthe function P(t),

and Z isa nonintegerrealnum ber.

Let Z be a rationalnum ber expressed as Z = p=q,where p and q are relative prim e

num bers.Now letusde�nethefollowing fam ily ofsequences

X
(k;m ;s)
n = P

�

T(�0 + q
m
k)

�
q

p

� s�
p

q

� n�

; (2)

where k, m and s are non-negative integers. The param eter k distinguishes the dif-

ferent sequences. For all sequences param etrized by k, the strings of m + 1 values

X s;X s+ 1;X s+ 2;:::;X s+ m arethesam e.Thisisso because

X
(k;m ;s)
n = P

�

T�0

�
q

p

� s�
p

q

� n

+ Tkp
n�s

q
(m �n+ s)

�

= P

�

T�0

�
q

p

� s�
p

q

� n�
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foralls� n � m + s.Notethatthenum berk p(n�s)q(m �n+ s) isan integerfors� n � m + s.

So wecan havean in�nitenum berofsequencesthatsharethesam estring ofm + 1 values.

Nevertheless, the next value X
(k;m ;s)

s+ 1 = P

�

T �0

�
q

p

�s�
p

q

�(s+ 1)

+
T kp(m + 1)

q

�

is uncer-

tain. In general X
(k;m ;s)

s+ 1 can take q di�erent values. In addition, the value X
(k;m ;s)

s�1 ,

X
(k;m ;s)

s�1 = P

�

T �0

�
q

p

�s�
p

q

�(s�1)

+
T kq(m + 1)

p

�

,is also undeterm ined from the values ofthe

string X s;X s+ 1;X s+ 2;:::;X s+ m . There can be p di�erent possible values. In the case ofa

generic irrationalZ,there are in�nite possibilities forthe future and the past. From the

observation ofthe string X s;X s+ 1;X s+ 2;:::;X s+ m ,there isno m ethod fordeterm ining the

nextand thepreviousvaluesofthesequence.

Butthis is not the only feature ofthese functions. It can be dem onstrated that there

are no statisticalcorrelationsbetween X m and X n ifm 6= n,and thatthey are also inde-

pendentin the sense thattheirprobability densities satisfy the relationship P(X n;X m )=

P(X n)P(X m )[14,15].

M oreover, we will show that, given the function (1), any string of sequences

X s;X s+ 1;:::;X s+ r constitutesa setofstatistically independentrandom variables.

W ithout loss ofgenerality,we assum e that P(t) has zero m ean and can be expressed

using thefollowing Fourierrepresentation P(t)=
P 1

k= �1
ake

i�kt:

W ecan calculatether{ordercorrelation functions[14,15]:

E (X n1 � � � Xnr) =

Z

X

d�P(T�Z
n1)� � � P(T�Z

nr)

=

1X

k1= �1

� � �

1X

kr= �1

ak1 � � � akr

Z
1

0

d�expfi�(k1Z
n1 + � � � + krZ

nr)T�g

=

1X

k1= �1

� � �

1X

kr= �1

ak1 � � � akr�(k1Z
n1 + � � � + krZ

nr;0); (3)

where thecoe�cientsk i can bedi�erentintegers,and �(n;m )= 1 ifn = m or�(n;m )= 0

ifn 6= m .

W hen allni areeven,thefollowing equation issatis�ed

E (X
n1
s X

n2
s+ 1� � � X

nr
s+ r)= E (X

n1
s )E (X

n2
s+ 1)� � � E (X

nr
s+ r): (4)

The m ain problem in thisequation occurswhen one ofthe num bers ni isodd. In this

case,the correlationsE (X n1
s X

n2
s+ 1� � � X

nr
s+ r)m ustbe zero. A nonzero correlation in Eq.(4)

exists only forthe sets (n1;n2;:::;nr)thatsatisfy the equation k1Z
n1 + � � � + krZ

nr = 0.

Fora typicalrealnum berZ,thisequation isneversatis�ed.
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Ifweusenon-invertiblenonlinearfunctions,typeof(1),wecan im plem enta Truly Ran-

dom Num berGenerator(TRNG).In thiscase,weproposethefollowing function

X n = [�sZ
n
] m od 1 (5)

Function (5) is an exam ple ofthe generalcase X n = P[�TZn]studied in this paper.

W e have shown thatthe subsequences X s;X s+ 1;:::;X s+ r constitutes a setofstatistically

independentrandom variables.Theparticularcaseoffunction (5)iswell{known toproduce

uniform ly distributed num bers[8,9,10].

Now wewillform ulateacentrallim ittheorem .Usingtheorem sproved in previousstudies

[14,15,16,17,18,19]and the results obtained from this paper,we obtain the following

form ula:IfZ isa genericrealnum berand X n = 2(Yn � 1=2),Yn = [�Zn]m od1,then

lim
r! 1

P

�

� <
X 1 + X 2 + � � � Xr

p
r

< �

�

=
1
p
�

Z �

�

e
�� 2

d�: (6)

The Gaussian distribution ofthe sum siscorrecteven forotherfunctionsX n = P[�Zn],

whereP(t)isperiodic.Thishasbeen shown in num ericalsim ulations[14].

The num bers X n = [�Zn] m od 1 are uniform ly distributed[8,9,10]. W e can sim u-

late di�erent stochastic processes (with di�erent distributions) using di�erent functions

X n = P[�TZn]. As �(X n) = 1,�(X n+ 1) = 1,�(X n;X n+ 1) = 1,it is trivialthat they

areindependent.

Itis interesting to check the theoreticalpredictions using num ericalsim ulations ofthe

behaviorofdi�erentstochasticprocesses.

Forinstance,letusstudy thefunction

Un = cos[2��Z
n
]: (7)

Allthem om entsand higher{ordercorrelationscan becalculated exactly [14,15]:

Forodd m :

E (U
m
n )= 0: (8)

Ifany ni isodd,then

E (U
n0
s U

n1
s+ 1� � � U

nr
s+ r)= 0 (9)

Supposenow thatallni areeven:

E (U
n0
s U

n1
s+ 1� � � U

nr
s+ r)= 2

�(n 0+ n1+ ���+ nr)

0

@
n0

n0
2

1

A

0

@
n1

n1
2

1

A � � �

0

@
nr

nr
2

1

A ; (10)
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E (U
n0
s )= 2

�n 0

0

@
n0

n0
2

1

A ; (11)

E (U
n1
s+ 1)= 2

�n 1

0

@
n1

n1
2

1

A ;:::; (12)

E (U
nr
s+ r)= 2

�n r

0

@
nr

nr
2

1

A : (13)

Notethatthecondition forindependence issatis�ed

E (U
n0
s U

n1
s+ 1� � � U

nr
s+ r)= E (U

n0
s )E (U

n1
s+ 1)� � � E (U

nr
s+ r); (14)

forallintegern0;n1;:::nr.

W e have perform ed extensive num ericalsim ulations that con�rm the values ofthese

m om entsand theindependentconditions.

An additionalchecking isthefollowing.

The probability density ofUn is �(U) = 1

�
p
1�U 2

. De�ne Vn = Un+ 1. The probability

density ofVn is�(V )=
1

�
p
1�V 2

. W e have checked both theoretically and num erically that

�(U;V )= 1

�2
p

(1�U 2)(1�V 2)
,thatis�(U;V )= �(U)�(V ).Thiscan beobserved in Fig.1 and

Fig.2. In ordertoavoid com putation problem s,wehaveused thefollowing procedure.W e

FIG .1: Probability densities for random variables Un = cos[2��Z n]and Vn = Un+ 1. a)�(U ) =

1

�
p
1�U 2

;b)�(V )= 1

�
p
1�V 2
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FIG .2:Probability density �(Un;Un+ 1),when Un = cos[2��Z n].Here �(U;V )= 1

�2
p
(1�U 2)(1�V 2)

changeparam eter� aftereach setofM valuesofX n,whereM isthem axim um num berfor

which therearenotoverow problem s,in such away thatthenextvalueofX n+ 1 isobtained

with thenew �.Letusde�ne

�s = A(Cs + X s)+ 0:1 (15)

where Cs isa sequence obtained using the digitsoftheCham pernowne’snum ber[20](i.e.,

0:1234567891011:::): C0 = 0:123456 , C1 = 0:234567, C2 = 0:345678,C3 = 0:456789,

C4 = 0:567891,and so on. Thissequence isnonperiodic. Index s isthe ordernum berof�

in such a way thats = 0 correspondsto the � used forthe �rstsetofM sequence values

X 1;X 2;:::;X M ;s= 1 forthesecond setX M + 1;X M + 2;:::;X 2M ,and so on.X 0 representsthe

TRNG’sseed.

Using thism ethod we have generated a very long sequence ofrandom num berswithout

com putationalproblem s.

Totestfunction (5)asatruly random num bergenerator,wehaveim plem ented arandom

walk sim ulation program in C++. W e have m ade a sam pling testofa random walk with

N = 109 stepswith 100 realizationswith di�erentinitialseeds.Them ean distancehdiwas

calculated every 1000 stepsoftherandom walk.

TheCham pernownesequenceofnum bersused in thegeneratorwasproduced previously

by a shortC++ program ,who created a sequenceofam axim um of40000Cham pernowne’s

num bers.Ifa largeram ountofvaluesto Cs isnecessary,itcan beobtained using a segm ent

code thatusesthe 40 thousand valuesalready stored in Cs and m ixing them ,e.g thealgo-
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rithm takesthe �rstvalue ofthe seriesC 1,the third C3 and so on,and addsthem atthe

end oftheseries,obtaining thatCs+ 1 = C1,Cs+ 2 = C3,...;ifm orevaluesarenecessary,this

procedure orcycle isrepeated butnow skipping two valuesC1,C3,C5,... three valuesC1,

C4,C7 and so on.In thisway,wecan m aketheCs sequence aslargeaswewish.

W e present a logarithm ic plotofthe m ean distance < d > versus the num ber ofsteps

N with N = 109 stepswith A = 6:9109366 and Z = �=2 (See Fig. 3). W e can verify that

thereisno deviation from thetheoreticalstraightline,even forN >> 105 steps,which isa

very good testofthereliability oftheRandom Num berGeneratorused in therandom walk

sim ulations.
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FIG .3: Logarithm ic plotofthe m ean distance < d > versusthe num berofstepsN = 109 steps.

a)forgenerator(5),b)thesam e sim ulation fora generatoroftype X n+ 1 = aX n m od T.

W ehavepresented arandom num bergeneratorbased on thepropertiesofnon{invertible

transform ationsoftruncated exponentialfunctions.Theobtained random processisunpre-

dictable in the sense thatthe nextvalues are notdeterm ined by the previous values. W e

haveapplied thisgeneratorto thenum ericalsim ulation ofstatistically independentrandom

variables.In thesim ulation ofa random walk with thelength 109,therandom processdoes

notcontain visiblecorrelations.
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