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Abstract

Tt isshown how correlations in the generalized feedback shiftregister (GFSR)
random -num ber generator are greatly din inished when the num ber of feed—
badk taps is increased from two to four (or m ore) and the tap o sets are
lengthened. Sin ple form ulas for producing m axim alcycle fourtap rules from
available prin itive trinom ials are given, and explicit three—- and fourpoint
correlations are found for som e of those rules. A num ber of generators are
also tested using a sin ple but sensitive random -walk sin ulation that relates
to a problem in percolation theory. W hile virtually all two-tap generators
fail this test, fourtap generators w ith o set greater than about 500 pass i,
have passed tests carried out by others, and appear to be good m ulipurpose

high-quality random -num ber generators.
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I. NTRODUCTION

T he generalized feedbadk shiftregister (GFSR) random -num ber generator R (@;b;c;:::)

produces pseudorandom num bers by the linear recursion [L{3]
Xn = Xn a Xn p Xn ¢ ie @

where  is the exclusive-or operation (addition m odulo 2) and a;b;c; ::: are the feedback
taps. Here the x, are either singlke bits or m ultibit words, n which case the  operation
is carried out bitwise. This recursion was rst studied extensively by Golomb R] in the
context of com puter science, where it has m any other applications, lncluding cryptology
and error-correcting codes. Its use as a random -num ber generator was introduced to the
com putational physics com m unity by K irkpatrick and Stoll 4], who suggested the two-tap
rule R (103;250), and becam e fairly popular due to its sim plicity and generally acospted
qualiy.

However, it isnow w idely know n that such generators, in particularw ith the two-tap rules
such as R (103;250), have serious de ciencies. M any years ago, C om pagner and H oogland
B] reported irregularities in an Ising m odel sin ulation using R (15;127) . The present author
found problem susing R (103;250) in a hulkwalk sin ulation ['ﬁ], and sw itched to an em pircal
combination generator []]. M arsaglia [R] observed very poor behavior with R (24,55) and
an aller generators, and advised against using generators of this type altogether.

M ore recently, Ferrenberg et al. [-SI] found that R (103;250) lads to results being m ore
than 100 standard deviations from the (known) true values, In sin ulations ofthe Ising m odel
with the W ol cluster- ipping M onte€ arlo algorithm . C oddington [10i] con m ed this ob-
servation w ith an extensive study Involving a Jarge num ber of various random -num ber gener-
ators. G rasberger ound striking errors in an e cient depth- rst selfavoiding random -walk
algorithm when R (103;250) wasused {11]. Vattulainen et al. 2] devised a num ber of sin ple
tests that clearly show the e ective correlations and de ciencies in two-tap GF SR genera—

tors. And very recently, Shchur et al. 13] sinpli ed the onedin ensionalW ol algorithm to



a repeating onedin ensional random walk test, which they showed fails dram atically when
R (103;250) isus=d.

T he basic problem oftwo-tap generators R (@;b) is that they have a built-in threepoint
correlation between x,, X, 1 , and x,  , Sin ply given by the generator itself, such that ifany
two of the x, are known, the third follow s directly from the recursion x, = X, 4 Xy b .
W hile these correlations are spread over the size p= m ax @;b;c; :::) of the generator itself,
they can evidently still lead to signi cant errors. T hese threepoint correlations have been
recently brought out clearly in a sinulation by Schm id and W iding f14]

O ther problem s w ith this generator are also known. C om pagner and Hoogland [H] have
shown how a pattem ofall 1’s in the initialization string leads to com plex (and beautifi1l)
pattemn of subsequent bits that persists fora surprisingly Jong tin e. Shchuretal. 3] showed
that, ifan event occurs w ith a probability close to one (such as 31/32), it is not too unlikely
for say 249 successive true outcom es to occur, which then lads to a very serious error at
the 250-th step, when the R (103;250) generator is used.

For reasons lke these, m any people have, over the years, advocated using larger tap
o setvalues a;b; :::and increasing the num ber of those taps from two to fourorm ore (they
are always even In num ber form axin alcycl generators). C om pagner and co-w orkers have
considered generatorsw ith o sets as Jarge as 132049 PR3], and have proposed com bining two
generators to e ectively m ake multitap rules, which possess good behavior RP4,25]. The
advantages of using larger o sets are well docum ented; for exam ple, Ferrenberg et al. found
the generatorR (216;1279) to be nearly acosptable fortheirproblem , and C oddington showed
that R (1393;4423) reduces the error below the m easurabl lin it for the sinulation cuto
that he used. Sim ilar trends were seen by by C om pagner and Hoogland ] and Vattulinen
et al 12].

However, the use of m ore than two taps has not been comm on In practice. O ne reason
is undoubtedly that tables of prin itive polynom ials on GF 2) (the Galois eld on binary
num bers) of order higher than three, which are needed to construct m axin alcyclke ruls,

have been lin ited (although som e have appeared m ore recently [5,16]), and their direct



determm ination is a non-trivial exercise in num ber theory. G olomb has given a prescription
form aking new generators from existing ones based upon sequence decin ation [17], which
can be used to construct m ultitap rules. In the present paper, I sin plify this procedure by
giving explicit form ulas for 3— 5— and 7-decin ation oftwo-tap rules, in which cases fourtap
rules always result. These fourtap rules generate, In single calls, the sam e sequences that
com e from D -decin ation of the the two-tap generators they derive from .

Tt tums out that this decim ation procedure has been frequently em ployed In a literal
sense: simply by using every D -th call of a given generator. For exam ple, Ferrenberg et
al. considered using every fth call of the generator R (103,250), and found that is severe
problem s seem to disappear. Below Ishow that this vecallprocess is equivalent to m aking
a singlke call of the fourtap generatorR (50,103,200,250), and also discuss the inherent our-
point correlations that that generator possesses. C oddington [L(]and Vattulainen et al [12]
also utilized this decin ation procedure. From a speed point of view , however, it is clearly
advantageous to use the equivalent fourtap rulk instead of having to m ake m ultiple calls of
a twotap muk for each random number needed.

R ecently, som e lists ofhigher-orderprin itive polynom ialshave appeared in the literature.
Those of Andre et al. 18] concem relatively snallo set values p and have nsu clent cycle
lengths. Note that these (@and other) authors advocate using m any m ore feedback taps |
of the order of p=2 | which however would be In practical for the large p recom m ended
here. Som e larger prim itive pentanom ials have been given by Kurita and M atsum oto {15]
and m ore recently by Zivkovic fL6]; but none of these have been tested here. (T he present
work was carried out In 1992-94.)

T he form ulas for constructing new fourtap generators are given in Section IT, along w ith
proofs. In Section ITTI, the correlations on an aller generators are found explicitly, and show
that fourtap rules are vastly superior to two-tap rules in regards to three- and fourpoint
correlations, exospt for certain classes of ourtap rules which have strong fourpoint cor-
relations and probably should not be used. In Section IV, a new test for random -num ber

generatorswhich m akes use of a kinetic selfavoiding random walk related to percolation and



the lattice Lorentz gas (9] is introduced . W hile the two-tap and an aller fourtap generators
badly fail the test, fourtap generators w ith m oderately large o sets pass, and suggest that
w ith larger o sets, the errors should be nearly unm easurable. This test is evidently partic—
ularly sensitive to the type of asym m etric correlation that occurs these generators. Som e of
our fourtap generators have also been tested by C oddington {1J]and Vattulainen et al. 12],

who con m ed the trends seen here.

II. RULES FOR FOUR-TAP GENERATORS.

Thetaps (a;b;c; : 13 are chosen so that the corresponding polynom iall+ z2+ z°+ z°+ :::is
prn itive over G F (2), guaranteeing that the cycle length w illbe them axim um possble valie
2® 1,wherep= max(@;bjc;::3) B20]. Besides giving the m axinum num ber of random
num bers before repeating, m axin al rules have the advantage that they can be initialized
w ith any sequence (other than all zeros). For two-tap rules, values of a and b can be found
from extensive tables of prin itive trinom ials £1{23]. G olomb has shown that higher-order
polynom ials can be generated from trinom ials by using a form alprocedure based upon the
concept of decin ation [2].

In D -decim ation, every D -th tem of a given sequence is selected to produce a new
sequence. The resulting sequence also satis es a recursion lke @), corresponding to a
polynom ial of order p, although the number of taps is in generaldi erent. For som e soecial
cases of interest here, Thave found sin ple form ulaswhich give fourtap rules directly. Before
deriving them , T rst introduce the ©llow ing altemate notation for the recursion @): Let

B;b;c; 1] ndicate that the x,, satisfy the relation
Xy a Xn b X, :::=0 )

foralln. Thus, D;a;b] is an equivalent way to w rite (_1:) forR (@;b). These relations satisfy
som e obvious properties: If |;bjc:::] is satis ed on a given sequence, then B+ k;b+ k;c+

k :::] will also be satis ed for any k on that ssquence (shift operation). Furthem ore, if



both B;b;:::] and B%E; :::] are satis ed, then their union or sum R;a%b;; :::] will also
be satis ed (addition property). Finally, ifan o set occurs twice In the list, then it can be
elin lnated, because x; x;= 0: B;bybyci::l= Bc il

N ow , when a shift-register sequence is decin ated by any power of2, the original sequence
is reproduced exactly, only shifted R]. To prove this, consider the sequence generated by
R @)= [;a;b]. By the shift property, B;2a;a + b] and [;a + b;2b] are also satis ed on
this sequence. A dding these three relations together yields D;a;a;b;bja + bja + b;2a;2b]
= [0;2a;2b], which In plies that every other tetm in the original sequence satis es 0;a;b].
T hus, it follow s that the original sequence and the tw o-decin ated sequencem ustbe identical.
Because the decim ation wraps around the entire sequence, which is odd In length, the
decin ated sequence is of the sam e m axim al length as the original one. This proof can be
easily generalized for any (even) number of taps, and decim ation by any power of 2.

W hen decin ation by a number that is not a power of 2, a new sequence representing
a di erent rule will, in general, be produced. W hile In general the number of taps varies
and m ay be large, it tums out that fourtap rules always result when a two-tap rule R @;b)

isdecinated by D = 3;5 and 7. Those ourtap rules are given explicitly by the follow ing

form ulas:

8
< R (@;a=3;2a=3;b) 3h (3a)

R @by 3= 3)
"R @ Ra+ b)=3; @+ 2b)=3;b) 3j@ b Bb)
8
% R (@;a=5;4a=5;b) 54 (4a)
2 R @; Ga+ b)=5; @+ 4b)=5;b) 5j@ b) (4b)

R@b) 5= @)
% R @; @+ D)=5;2@+ b)=5;b) 5j@+ b) (4c)
"R @; Ba+ b)=5; @+ 2b)=5;b) 5jRka b) (4d)
8
<R @@+ b=7;3@+ b)=7;b) 7i@+ b) ba)

R @b 7= ©)
"R @;Ga+ b)=7; @+ 3b)=7;b) 7ijRka b) b)

where D g indicates that a isdivisblke by D (\D divides a"). The rem aining cases follow

by switching a and b In the various form ulas | forexample, when 2b  a isdivisblke by D,



then a and bmust be swiched n {4d) and @b). Cases for 7 and 7j@ b) are not listed
because these cases do not occur am ong the prin itive trinom ials.

I deduced these decin ation form ulas by generating speci ¢ exam ples using G olomb’s
m ethods P17], and nding generalizations. I then veri ed the formulas by application of
the shift and add properties given above.

For exam ple, consider the case a). Shifting D;a;b] by b;2a;2b and a + b respectively

yields the follow Ing ve relations,

0;a;b] orighalrule

b;a + b;2b] rulk shifted by b
Ra;3a;2a+ b] rule shifted by 2a
Pb;2b+ a;3b] nle shifted by 2b

B+ bj2a+ b;2b+ al]mulke shiffed by a+ b
Sum m Ing these and canceling out comm on tem s, one nds

0;a;2a;3a;3b]
The nalreltionship @ vepoint correlation) holds forany rule R (@;b). However, when a
isdivisble by 3, then all ve elem ents are divisbl by 3, so it ollow s that the 3-decin ated
sequence satis es [0;a=3;2a=3;a;b] or the muke R @=3;2a=3;a;b) as given in @a) .

Likew ise, for @b), we sum :

0;2a;2b] 2-decin ated rule
Ra;3a;2a+ b] rulke shifted by 2a

RPb;2b+ a;3b] rulk shifted by 2b
to nd

0;3a;2a+ byja+ 2b;3b]
which inplies @b) when 2a+ band a+ 2bareboth divisble by 3, which occurswhen a  bis
divisble by 3. Forprin itive trinom ials, it is always true that eithera, b, ora bisdivisbl
by 3 B1 so @) contains all cases. P roofs or 5-and 7-decin ation are sin ilar. Note that
decin ations by m ore than 7 (@nd not a power of 2) do not, In general, give fourtap rules

but ones having m any m ore taps. In thisregard, D = 3;5; and 7 appear to be special cases.



U sing the above form ulasw ith a and b taken from existing tables of prin iive trinom ials
2,231, num erous fourtap generators can be found. H owever, som e of these generators w ill
not be of m axin al cycke length. In order that the cyclk of the decin ated sequence be the
sam e as that of the original sequence, it is necessary that D and 2° 1 have no comm on
divisors, ie., the gcd.D ;22 1) = 1. This requirem ent is satis ed for 3-decin ation when
pmod 26 0, for 5-decin ation when pmod 46 0, and for 7-decim ation when pmod 36 0.
(© n the other hand, when these requiram ents are not satis ed, the cyclke length is less than
them aximum sin ply by a factorof 3, 5 or 7, and is therefore still enom ous w hen p is large,
o this consideration m ay not be so In portant.) An additional criterion for selecting which

rules to decim ate, conceming fourpoint correlations, w ill be discussed below .

IIT.CORRELATIONS

The relation B|;b;c; @1 1] represents a correlation between thepoints X, 2, X s Xn cr 200
T hese are very strong correlations; for exam ple, 0;a;b], in plies that ifany two ofx, ;x, a7
and x, , are known, the third is com pletely determ ined, asm entioned above. T he sequences
generated by () are literally Jaced w ith such correlations. F irst of all, the basic correlation
is given by the de ning ruke itself, R @;b;c;:::), n that 0;a;b;c;:::] is satis ed for each
n. Then there is also a whole spectrum of threepoint correlations in the system : By the
socalled \cycle and add" property [&,5], there exists an s such that ;r;s] is satis ed for
each value of r= 1;2;3;:::2° 1. The value ofm ax (r;s) is typically on the order of 2°=2
to 2P, when the de ning ruk is a pentanom ial or higher. H owever, when the de ning ruk
is a trnom 21 R (@;b), s willbe of the oxder p for r = a; by 2a; 2b; 4a; 4b; etc. Thes
clossly space threepoint correlations Interact to form num erous closely spaced fourpoint,

vepoint, and higher correlations.

For m ost application, correlations lnvolving the fewest num ber of points should be the

m ost serious. For exam ple, if a kinetic random walk retums to the sam e region In space

at stepsn,n aandn b for some n, then is behavior would undoubtedly be a ected



by the threepoint correlation [0;a;b] in the random -num ber sequence. H igher correlations
would correspond to m ore coincidences in the m otion of the walk and should therefore be
Jess lkely. I will assum e that the reduction of threepoint correlations is m ost In portant,
followed by fourpoint correlations, and so on.

U sing a ourtap ruk R @;b;c;d) Inm ediately elin nates the overriding threepoint cor-
relation 0;a;b] nherent n a two-tap nulke R @;b), and the ram aining threepoint correlations
are w idely spaced as m entioned above. The fourpoint correlations of a fourtap rule care
also generally widely spaced. An exception occurs when the fourtap rul follows from a
D decim ation ofa twotap ruke R @;b) and a,b, ora b isdivisble by D . In this cass, the
correlation o sets are an all and can be derived explicitly. For exam ple, the 3-decin ation of
R @;b) yvields D;a=3;2a=3;a;b] according to @a) . By shifting this vepoint correlation and

adding, one nds the urpoint correlation
0;a=3;2a=3;a;b]+ @=3;2a=3;a;4a=3;a=3+ b]= [;4a=3;b;a=3+ b] (6)

T he spread of this correlation is of the order of p, not 2P. Such a fourpoint correlation in
R (38;89) 3=R (38;55;72;89) (where 89 38 isdivisbleby 3) wasnoted in [13]. A sin ilar
result holds for the 5-decin ation rules {'f!a,b) . Therefore, to avoid these relatively close four-
point correlations, all 3-decin ations 3) and the 5-decim ations (4ab) should not beused, and
w illnot be considered furtherbelow , exoept forthe rule R (103;250) 5= R (50;103;200;250)
which was considered In [8]. Here, 250 is divisble by 5, and as a consequence the sequence
cbeys the relatively closely spaced fourpoint correlation 0, 309, 359, 800].

For generators produced by other rules, it appears that the correlations can only be found
by a searcth procedure, n which a sequence of bits is generated, and di erent correlations
are checked untilthe sequence ism atched. Tom ake this feasbl for largerp, Im ade a list of
up to 2?' 32-bit sub-sequences, and sorted them w ith keys pointing to their Jocation in the
sequence, In order to be ablk to quickly nd if a sequence generated by a tral correlation
occurs. D etails w ill be presented elsew here. T his procedure tumed out to be practical for

nding three—-and fourpoint correlations for p up to about 50.



Som e representative results from this search are given below . Each line show s regpectively
the way the rule was generated from the two-tap rulks of P2], the equivalent fourtap rule
from @) or @) (Whih also represents the snallest ve-point correlation [D;a;bjc;d] in the

sequence), and the an allest ur-and threepoint correlations found by our search. These

resuls are:

R (5;17) 7= R (5;6;8;17)= [0;77;79;101]1= [0;67;83] (7a)
R (5;23) 7= R (4;5;12;23)= [0;13;50;421]= [0;1153;4933] (7b)
R (3;31) 5= R (3;8;13;31)= [0;87;199;397]= [0;30189;34284] (7c)
R (6;31) 7= R (6;7;23;31)= [0;40;623;2216]= [0;14487;101088] (7d)
R (8;39) 7= R (8;9;29;39)= [0;111;1072;7006]= [0;172074;758257] (Te)
R (3;41) 7= R (3;8;18;41) = [0;4280;6131;8713]= [0;351102;1716109] (75)

R 20;47) 7= R (20;21;23;47)= [0;33579;138448;150900]= [0;8474125;11136544] (79)

R 21;47) 5= R (21;22;23;47)= [0;63608;148485;156350]= [0;11941097;13215912] (7/h)

Thus, for exam ple, the Purtap ruk R (5,6,8,17) generates a series that has the threepoint
correlation 0, 67, 83], fourpoint correlation 0,77,79,101], aswell as the Inherent vepoint
correlation [0,5,6,8,17] (ot shown explicitly). Note that the two-tap ruke R (67,83) corre—
soonding to this threetap correlation can only be used to generate the sequence produced
by R (5;6;8;17) if it is started up correctly w ith the 83 bits from the latter’s sequence, be-
cause the sequence generated by R (5;6;8;17) isonly one ofm any cycles of the non-m axin al
rnule R (67;83). Therefore, the correlations in brackets, such as [0, 67, 83], should not be
Interpreted as suggested rules for random -num ber generators.

T he above results clearly show that the ssparation In the threeand fourpoint correlations
Increases rapidly as p increases. In fact, the extent of the an allest threepoint correlation
grow s roughly as 2°~2, and the extent of the sm allest ourpoint correlations as 2°=3. C learly,
for larger p, such correlations w ill be irrelevant, and the m ost in portant correlations in

fourtap ruleswillbe the vepoint ones generated by the rule itself.
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A dditionalm axin al length rules can be generated by G olom b’s m ethod of repeated 3—
decim ation f17]. For some cases of p, repeated 3-decin ation of a single m axin alHength
rule yields the com plte cycle of allpossble m axin alHength rules.) For com parison, I have
studied the behavior of som e of these other rules. I found that, for a given p, the three—and
fourpoint correlations have roughly the sam e ssparation as found for the rules that follow
from sin ple 5-and 7-decim ation. For exam ple, for the ourtap rulke R (23;27;40;41), found
by successively 3-decin ating R (3;41) 107005025 tim es | equivalent to decim ating once by

3107005025 m od (%' 1) = 1962142349662 | I nd

R (3;41) 1962142349662 = R (23;27;40;41)

= [0;20573;22443;25575]= [0;429959;1013792] 8)

which m ay be com pared with (7f). Six-tap rulesw ith p= 41 were found to possess sin ilar
three-and urpoint correlations.
Thus, for usefil generators, we tum to rules w ith larger p. Follow ing are som e larger

urtap rules generated by {b,c) and @):

R (38;89) 5= R (33;38;61;89) (9a)
R (11;218) 7= R (11;39;95;218) (%b)
R (216;1279) 5= R (216;299;598;1279) (9c)
R (216;1279) 7= R (216;337;579;1279) (9d)
R (471;9689) 5= R (471;2032;4064;9689) (%e)
R (471;9689) 7= R (471;1586;6988;9689) (99)
R (33912;132049) 5= R (33912;46757;59602;132049) (99)
R (33912;132049) 7= R (33912;43087;61437;132049) (h)

T he three—and fourpoint correlations for these rules are undoubtedly m uch lJarger than can
be found by my search program . To assess the quality of these generators, I tum to a test

based upon a problem from percolation theory.
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IVv.TEST ON RANDOM WALK PROBLEM

The test Tuse is shown n Fig. 1. A walker starts at the lower keft-hand comer of a
square lattice, and heads in the diagonal direction tow ard the opposite comer. At each step
it tums at a right angl either clockw ise or counterclockw ise. W hen it encounters a site i
had never visited before, the walker chooses w hich direction to tum w ith a 50-50 probability,
while at a site that has been previously visited, it always tums so as not to retrace its path
(@ socalled kinetic selfavoiding trail on a square lattice). T he boundary of the lattice is a
square; the Iower and left-hand sides are re ecting, w hike the upper and right-hand side are
adsorbing. Clarly, by the perfect symm etry of the problem , the waker should rst reach
either the top or the right-hand sides w ith equal probability. W e shall see, however, that
not all these random -num ber generators yield this sin ple result.

Tt tums out that this walk is precisely the kinetic selfavoiding walk that generates the
hull of a bond percolation cluster at crticality. T he lattice vertices visited by the walk are
Jocated at the centers of the bonds, and the two choices correspond to placing either a bond
on the lattice or one on the dual lattice across that vertex point. The 1/2 probability of
reaching the upper side rst corresoonds to a spanning or crossing probability of exactly
1/2 for this system P6{28]. The wak is also dentical to a latticeLorentz gas ntroduced
by Ruijgrok and Cohen {[9] with random Jy ordented m irrors, to m otion through a system
of rotators as introduced by Gunn and O rtuno R9], and to paths on the random tiling of
Roux et al. 30]. N ote that this test isan actualalgorithm that hasbeen used in percolation
studies 28;33,35]; it is not a \cooked-up" problem designed speci cally to reveal aws in a
goeci ¢ random num ber generator.

U sing this procedure, I tested a variety of generators, including the two-tap gen-
erators R (11,218), R (103,250), R (216,1279), R (576,3217), and R (471,9689), the four-
tap generators R (20,27,34,41), R (3,26,40,41), R (1,15,38,41), R (1,3,4,64), R (33,38,61,89),
R (11,39,95,218), R (50,103,200,250), R (216,337,579,1279), and R (471,1586,6988,9689), and

the six-tap generators (detemm ined through successive 3-decin ation 7)) R (1,5,8,30,35,41),
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R (5,14,20,36,37,41), and R (18,36,37,71,89,124) . Between 100,000 and 2,000,000 trials were

sin ulated w ith each generator, yilding an error of about 0:001. The Jattice was of size

recorded. Figs. 2 and 3 show the fraction ofwalks that st arrived at the upper boundary
In each ofthese runs as a function of L . C learly, som e generators are very bad; for exam ple,
w ith the notorious R (103,250), the top ofthe 4096 4096 square was reached only 32% of
the tin e! This error clearly cannot be statistical in origin; In fact, it is about 180 tim es
the standard deviation = 0:001. A 1l of the an aller two-tap generators are clearly quite
poor, but even the largest one wih p = 9689 is barely within two standard deviations at
L = 4096.

O n the other hand, the fourtap generator w ith p = 89 begins to show deviations only
at the lJargest L, and the generator with p = 218 show s no visbl deviations at all in this
work. (However, In m ore recent tests of 10 runs on a lattice of size 256 256, I found
som e error creeping In for R (11,39,95,218), w ith the crossing probability at L = 256 given
by 050030 0:00005 3]) Clarly, as p is ncreased, m ore random numbers need to be
generated before the errors can be seen. For fourtap rules w ith p larger than about 500, it
appears that deviations in this test would be nearly im possible to uncover w ith present-day
ocom puters.

T here are a num ber of interesting and puzzling aspects of these results. Evidently, two—
tap generators were give low resuls, fourtap generators give high results, and six-tap ones
again give Jow ones. T he supposedly bad generator R (50,103,200,250), w ith is strong four-
point correlationsm entioned above, actually yields excellent results. F nally, the generators
R (3,26,40,41) and R (1,15,38,41) are m irrors of each other, and so have identical (out m ir-
rored) correlations ofall points, and yet give noticeably di erent behavior. T he explanation
of these iIntriguing properties is a sub fct Hor fiture ressarch. O ne m ight also investigate
w hether the choice to grow a new hullin m ediately after the previoushas com pleted, w thout
any gap the random num ber sequence, has any bearing on the resuls.

N ote that the plots In Figs. 2 and 3 are nearly, but not quite, lnear. In fact, one can
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argue that the behavior must grow with a power of I that is less than or equal to 7/8.
For, say that the error grow s as L* with increasing L. This eror will st be discemble
when the number of runs N ,,,s satis es N 12 L*¥ or Nyyns L 2* . The number of
random num bers generated per run grows asL’~*, where 7/4 is the fractaldin ension of the
hull. Thus, the total num ber of random num bers generated growsas L'~ %* . Now, the
exponent In the Jatter expression cannot be negative, since that would In ply that going to
an in nie system would allow the errorto be found with nowork. Sowe deduce x  0875.
N um erically, a value of about x = 0:7 seam s to give the best tto thedata n Fig.2. That
X is lessthat 0:875 in plies that doing m ore runs on a am aller lattice, rather than fewer runs
on a larger Jattice, isactually a m ore e cient way to uncover the errors in these generators,
assum Ing the sam e power-Jdaw behavior of the error holds for an all L.

Because this test is com plktely sym m etric, the errors seen here highlight the fiindam en—
tal asymm etry of the GFSR generator. Indeed, the basic exclisive-or operation has an
asymmetry to it, astwo 0’s or two 1’s both result in a 0. For a correlation or generator
0;a;b], the three points x,, X, 4 » and X, , can have only the values (0,0,0) and (0,1,1)
(and pem utations) which is clearly not symm etric. (This asymm etry is not In the total
abundance of 0’s and 1’s, which are equally probable, but in their correlations.) Another
way of dem onstrating this asym m etry is to note that changing 1’sto 0’sand 0’sto 1’s in the
Initial seed sequence does not result in the com plem entary sequence being generated. That
is, com plem entary sub-sequences are not equally likely.

W e also carried out test with 31— and 48-bit linear congruence generators, and no er-
rors were found. Evidently, these generators have a symm etry such that com plem entary
sequences are generated w ith equal probability, which leads to a probability of reaching the
top ofexactly 1/2. T his result undersocores the proviso that the test used here is not relevant

for all random num ber generators | as, Indeed, no test is.
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V.CONCLUSIONS

C learly, allG F SR random -num ber generatorsw illeventually show som e detectable errors
if a su ciently Jong run is m ade. However, when the fourtap generators w ith p greater
than about 500 is used, the am ount of com puter tin e needed to uncover those errors will
be prohbitive. Three- and fourpoint correlations of these generators are profcted to be
enom ously spread apart. T hus, such large fourtap generators appear usefill as a practical,
high quality pssudorandom -num ber generator.

Two-tap generators, in contrast, do not pass the test carried out here, except perhaps
those w ith the lJargest tap o sets. Thus, for crtical applications, it appears that all two-tap
generators, not just R (103,250), should be excluded.

If a problam is sensitive to the buil-in vepoint correlations of a fourtap generator,
then a higher num ber of taps should be usad. For this, the com bination generator discussed
by C om pagner P4,25] is useful.

In spite of their known problem s, there are m any reasons that GFSR random -num ber
generators ram ain of Interest. In contrast to som e com bination generators, they are clean
and welkcharacterized; a large body of fundam ental theory on their properties has been
produced (ie. (4]). Even with four taps, they rem ain fast and easy to program . Each bit
is entirely independent, which is not the case for linear congruence generators or \lagged-—
F bonacci" generators w ith addition orm uliplication. A though they require storing a long
list to exhibit good behavior, the m em ory requirem ents are not a problm for present-day
oom puters.

Over the last 10 years, we have carried out num erous extensive sim ulations on a vari-
ety of problem s In percolation and interacting particle m odels using the fourtap generators
derived here. O ur earlier work (ie. 1] made use ofR (157;314;471;9689) which derives
from R (471;9689) 3;more recently (ie. P833/32]) we switched to the 7-decin ation gen-
erator (9f) given above, because of the inherent fourpoint correlations in a 3-decin ation

rule as discussed In this paper (@lthough we never observed any problem with the fom er,
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presum ably because of its lJarge p). In all this work, in which we often m ade checks w ith
exact results when available, we never found any indication of error. In a recent paper de—
termm ining the bond percolation threshold for the K agom e Jattice [B2], we also checked the
results of using R (471,1586,6988,9689) against runs using a 64-bit congruential generator,
aswellasthe 3-decin ation ofR (471,1586,6988,9689) (thusequivalenttoR (471,9689) 21),
and found com plete consistency throughout.

In closing, I give an explicit exam ple to of the generator, w ritten in a single line of the
C program m ing language. It m akes use of the define statem ent, which resuls in in—text

substitution during the precom piling stage, so that no tin e is Jost in a function call:

#define RandomInteger (++nd, ra[nd & M] = ra[ (nd-A) & M] \

~ ra[(nd-B) & M] ©~ ra[(nd-C) & M] * ra[(nd-D) & M])
T he generator is called sin ply as ollow s
if (RandomInteger < prob)

where, for mule (9f) for exam ple, A=471, B=1586, C=6988, D=9689; and M = 16383 (de-
ned as constants), ra is an integer array over 0. .M that is typically initialized using a
standard congruential random -num ber, nd is its index (an integer), & is the bitwise \and"
operation, and * is the biwise \xor" operation. \Anding" with M e ectively causes the
num bers to cyck endlessly around the list, when M+l is chosen to be a power of two as
above. T he list In this exam ple requires 64 kilobytes ofm em ory (16384 4), if32-bit (d-byte)
Integers are used. Here, prob is the probability of the event occurring, converted to an
Integer n the range of 0 to the maximum integer. A oating-point number can also be
produced by dividing RandomInteger by the m axinum integer Which depends upon the
num ber of bits in the generator), but this added step consum es additional tin e. U sing the
above program , an HP 9000/780 w orkstation com puter generates a random num ber in about
50 nanoseconds, or one billion (10°) i less than a m nute.
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FIGURES

FIG.1l. The random walk algorithm used to test the random num bers, shown for a system
of size L = 4. The test is whether the waker, which tums 90 to the kft or right with equal
probability at each new Iy visited site, rst reaches the right or top w ith equalprobability. T he left

and bottom sides are re ecting.

FIG .2. P ot ofthe probability ofthe wak reaching the top ofan L. L system , vs.L, show ing

large deviations from the expected value of 1/2 for m any of the generators.

FIG . 3. Centralportion ofF ig. 1 expanded vertically.
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