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Abstract— Turbo coding is a powerful class of forward error To share a secret key, a few steps must be performed.
correcting codes, which can achieve performances close thet First, quantum states are sent from Alice to Bob, or vice-
Shannon limit. The turbo principle can be applied to the yer55 on the so-called quantum channel. This processitiges
problem of side-information source coding, and we investigte . .
here its application to the reconciliation problem occuring in a tW’f’ parties C(.)rrelated. random yarlablééA and XB,' Then,
continuous-variable quantum key distribution protocol. using a classical public authenticated channel, Alice aold B
compare a sample of the transmitted data, from which they
can determine an upper bound on the amount of information
a possible eavesdropper may have acquired. Finally, trstyl di
a common secret ke, which is conventionally a function
of X 4.

A. Side-Information Source Coding Secret key distillation [5] usually involves two steps. In
Given a source of two correlated random variahlesand the first step, calledeconciliation Alice and Bob exchange
Y, the minimal achievable rate of encoding Xfis H(X|Y) information over the public authenticated channel in such a

when Y is given losslessly to the decoder. Surprisinglyvay that Bob can recovek 4 knowing X. The exchanged
this rate is also achievable whér is known only to the information is considered known to an eavesdropper. The sec
decoder, not to the encoder [1]. In this settifig,is called ond step consists in applyingpaivacy amplificationprotocol

the side informationand the encoding ak is known asside- [6] to wipe out the enemy’s information on both quantum and
information source coding classical transmissions, at the cost of a reduction in the ke

The construction of efficient side-information source aggdi length. This reduction is roughly equal to the number of bits
schemes is a difficult problem [2]. Recently, turbo codesehalthown to an eavesdropper [6].

shown to be good candidates for this coding application [3]. It thus appears clearly that reconciliation should not give
more information than necessary any, otherwise resulting in

B. The Turbo Principle a penalty in the key length. Hence, the interest of invetitiga

, . ) the use of (efficient) turbo coding in this context.
Turbo coding was first introduced in 1993 by Berrou et

al. [4]. Since then it has been intensively studied and hgs Problems with Interactive Reconciliation
proved to approach the Shannon limit closer than any otheryn 4qgitional motivation for using turbo codes in the scope
known forward error correcting code. The efficiency of thg¢ ok p Jies in that reconciliation is traditionally perfoed

turbo codes is due to the use of an iterative process at i, nteractive protocols, such as Cascade [7]. Whilg the
d.ecoder.3|de and the presence_of an interleaver at the encoglg perfectly suited to discrete QKD protocols, such as BB84
side, which adds randomness-like effect to the code. g1 ey suffer from both practical and fundamental protse
Our motivation for studying side-information coding iNyhen ysed for continuous-variable QKD protocols [9]. For a
general, and turbo codes specifically, is described next. g en number of reconciliation bits transmitted from Alite
Bob, interactive protocols impose an additional penaltyten
C. Quantum Key Distribution key length over one-way protocols, due to the information
Quantum key distribution (QKD), also called quantunieaked from the reconciliation bits originating from Bob.
cryptography, allows two parties, Alice and Bob, to share Rurthermore, the evaluation of this leaked informationetets
secret key that can be used for encrypting messages usin@nathe particular eavesdropping strategy, which rules et t
classical cipher, e.g., the one-time pad. The main intevestuse of this method when no assumption on the enemy'’s side
such a key distribution scheme is that any eavesdroppiriig ismay be made. More details are given in Jed. Ill.
principle, detectable as the laws of quantum mechanicsyimpl Replacing interactive reconciliation protocols by effitie

that measuring a quantum state generally disturbs it. side-information coding is thus another strong motivafion
studying this application of turbo coding.

Index Terms— Distributed source coding, turbo principle, rec-
onciliation, quantum secret key distribution.
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constituent codes are usually two identical recursivessyatic best estimate ob; given thel values of X 5, thus producing

convolutional codes. The input sequence to be encodedtlig -bit string S; for eachi. (*) Using a binary reconciliation

divided into blocks of lengthV. Each block is encoded by theprotocol, Bob then recovers; given his knowledge ob;.

first encoder and interleaved before passing through ttensec  Even though we started from continuous variables, we thus

encoder. In channel coding, the systematic output of the fireach a situation where Alice and Bob need to reconciliage th

encoder, along with the parity check bits of both encodees dsinary stringS;, given that Bob knows the correlated binary

transmitted through the channel. Such a scheme usually useig S;. The two strings are related by the error rate

rate half constituent encoders, so the overall rate is oing. ththat is the probability that a bit of; is not equal to the

The rate can be increased by puncturing a fraction of théypar¢orresponding bit inS;. Overall, the reconciliation produces

bits. H(S:1...m) uniform bits by disclosing _,_, . f(e;) bits, with
The turbo decoder consists of two, or more, Soft-In Soft-Oyte) the number of bits needed to encodé it string given

(SISO) maximum likelihood decoders. Those decoders opergiat the decoder knows a correlated string with bit erroe rat

in parallel, passing extrinsic information to one anotlean e. The net result is thu$f (S1...m) — >, . f(e:).

iterative way. The error rate is lowered after each iterabat

the gain in bit error rate decreases as the number of iteitio

increases, so for complexity reasons the decoder typicafly Binary Reconciliation

performs between 6 and 20 iterations. Let us discuss the different options for the binary recancil

, Two families'of decoding algori'thmg are c.ommonly usegtion of a given slice with error rate Of course, it is always
in turbo decoding: Soft Output Viterbi Algorithms (SOVA)possible to encods using! bits, so thatf(e) < .

and Maximum A Posteriori (MAP) algorithms. The MAP
algorithm [10] is more efficient but more complex than th
SOVA. However, simplified versions of this algorithm such
MAX-Log-MAP and Log-MAP perform almost as well with
a reduced complexity.

Using a interactive reconciliation protocol such as Cascad
] implies that Alice and Bob exchange parities of various
ubsets of their strings. After running Cascade, Alice and B
have disclosed?S and RS for some binary matrix? of size
d x 1. They thus have communicated the parities calculated
over d identical subsets of bit positions. The matik and
B. Application to Side-Information Source Coding the numberd of disclosed parities are not known beforehand
In the turbo coding principle, the systematic output of theut are the result of the interactive protocol, dependinghen
first component encoder is sent through the channel togetHierging parities encountered. For Cascatle; [(1+)h(e),
with the parity bits from the two encoders. Turbo coding cathereh(e) = —eloge—(1—e)log(1—e) and¢ is some small
be used for side-information source coding if we consider t®verhead factog < 1.
input bit sequence as the random variallle the systematic  In the case of balanced bit strings (i.e., the probabilities
output of the channel as the side informatiénand the parity 0 and 1 are the same), the pariti&s give Eved bits of
bits from the two encoders as the information provided t9formation onS, but RS does not give any extra information
recoverX fromY. since it is merely a noisy version @S, or stated otherwise,
Thus, in practiceY is a noisy version of that is known by S — RS — RS is a Markov chain.
the receiverX is encoded with a turbo encoder by the emitter However, in the more general case where we need to take
but only the parity bits are transmitted, and the receivessusinto account that Eve gathered ii some information on
those parity bits and” to recoverX by turbo decoding. To both S and S by eavesdropping on the quantum channel,
achieve a transmission rate close to the Slepian-Wolf lianit S|E — RS|E — RS|E does not necessarily form a Markov
appropriate puncturing pattern must be used to transmit omhain. Instead, the actual number of bits disclosed during
a fraction of the produced parity bits. reconciliation, namelyI(RS, RS; S|E), must be explicitly
evaluated. This quantity is in general larger thartherefore
I1l. RECONCILIATION FOR CONTINUOUS-VARIABLE QKD  adding an extra cost due to interactivity.

Gaussian-modulated QKD protocols using coherent Stateg:uryhermore, itis gnfortunately im'possible o evaluaie th.
have shown to deliver higher secret bit rates than thosedbadsantity W',thOUt maklngdan ass‘f_m_ﬁt'on on the ke}avesql;&ppmg
on single photons while using standard telecom optical Corit_ragegy,h.smce we nee to ei(p :cﬁ;gefxpreﬁs the varidhle |
ponents [9]. Since they produce continuous variables (Xg. n [9], t. IS q'ﬁ'ﬁ.nt't{] was ca cfu ﬁte or t.e most genera
and X p are correlated Gaussians), a reconciliation procedLﬁ’asfumpt'on within the scope of that paper i.e., assumiyg an

adapted to this situation must be used. We here assume tﬁgt"‘d“a' Gaussian eavesdropping strategy). Howevemibe

the variableX 4 is converted into bits, as described in [11]t Is assumption, the calcul.at|on Ioses' 't_s, vql|d|ty.
and implemented in [9]. To remove any assumption, a possibility is to upper bound

Without going into the details, each instance &f; is the number of disclosed bits as if both parties disclosed
transformed inton bits, makingm I-bits Strings{S; }sc 1.y, ndependent information, that id,(RS, BS; S|E) < 2d ~
each called alice, when a run of the QKD protocol produces21(1 +&)h(e). This is unfortunately too expensive in practice,
[ instances of Gaussian variables. Theskbits will serve as | . .

Actually, the slices are corrected sequentially, fo= 1...m, so that

input to the priV?Cy arnplific_ation protocol. _On his side, Bolye estimation ofS; can also depend on the knowledge acquired from the
needs to determine Alice’s bit values. For this, he calegl&iis previous corrected slices;, j < i [11].



Modulation | Losses| Results from [9] | Cascade and Turbd

except where is small, and causes the secret key rate to vanish Variance | (dB) rate (kbs—1) | Code rate(kbs—1)

if this worst-case measure is taken for all slices. 417 0 1690 1605

Another option for reconciliation is of course to use side- 38.6 1.0 470 450
information source coding, as we will do in Sd]IV. This 23 1 1o o
provides a non-interactive reconciliation protocol thas lthe ' TABLE |

advantages of being independent of the eavesdroppinggyrat

and free of interactivity cost. Net secret key rate with modulation frequency of &J0z.

IV. APPLICATION TO AN EFFICIENT QKD ProOTOCOL

. Slice Estimated | Binary Correction Bits Shannon Limit
A. Settings Number | BER e; (%) Protocol Disclosed h(e;)
- e L1 49.68 Full disclosure l 0.99
We u;ed a turbo. code as a bhinary reconC|.I|at|on protocoljin 34.89 Full disclosure ! 0.93
the continuous-variable QKD protocol described in [9]. 3 6.38 Turbo code 0.461 0.34
The component encoders are two 16-state duo-binary requr- 4 002 Cascage 2 x 0.005! 0.0027
sive systematic convolutional encoders with generatoy-pol—> 610 Cascade 2> 00041 | 3x10
nomials (23, 35) [12]. The interleaver is a variation of the TABLE Il

odd/even interleaver presented by Barbulescu [13]. O@r-int Disclosed bits for each slice, corresponding to the 2nd réwWablell.

leaver separates the information bits into two groups: grbu

contains bits whose corresponding parity bits have beeh sen

and group 2 contains bits whose corresponding parity bits ha

been punctured. The two groups are interleaved separatelysing turbo codes allows close, if not better, results than b
a pseudo-random manner. Then, the bits are rearrangedusing Cascade and an evaluation of interactivity costs unde
that when the second component encoder computes his pasggumptions. Furthermore, this opens the way to enhancing
bits, those corresponding to bits from group 1 are puncturdte secret key rate for lossy (long-distance) transmissifor

in priority, and vice versa. This procedure prevents us fromhich the interactivity seems to play a critical role.
transmitting the two parity bits from one bit, while anotér
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