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A bstract

W e Investigate explicit functions that can produce truly random numbers. W e
use the analytical properties of the explicit fiinctions to show that certain class
of autonom ous dynam ical system s can generate random dynam ics. T his dynam ics
presents findam ental di erences w ith the known chaotic system s. W e present real
physical system s that can produce this kind of random tim e-series. W e report the
results of real experim ents w ith nonlinear circuis containing direct evidence for
this new phenom enon. In particular, we show that a Jossphson junction coupled
to a chaotic circui can generate unpredictable dynam ics. Som e applications are
discussed.
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1 Introduction

O ver the Jast three decades or so, a revolution has happened in the devel-
opm ent of science. W e are talking about Chaos theory [L{10]. In the chaotic
regin e, the behavior of a detemm inistic system appears random . This nd-
Ing has forced m any experin entalists to reexam ine their data to detemm ine
w hether som e of the random behaviors attributed to noise are due to deter-
m nistic chaos instead.
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Chaos theory has been successfully applied to m any scienti ¢ and practical
situations [L{10].

In the philosophical realn , however, the im portance of this developm ent was
that chaos theory seem ed to o er scientists the hope that alm ost \any" random
behavior observed in N ature could be described using low —-din ensional chaotic
system s. Random —looking inform ation gathered In the past (and shelved be-
cause i was assum ed to be too com plicated) perhaps could now be explained
In term s of sim ple law s.

The known chaotic system s are not random [11]. If the previous values of a
tin e-serdes determ ine the future values, then even ifthe dynam icalbehavior is
chaotic, the futurem ay, to som e extent, be predicted from the behavior ofpast
values that are sin ilar to those ofthe present. T he so—called \unpredictability"

In the known chaotic systam s isthe result ofthe sensitive dependence on initial
conditions. It is not an absolute unpredictability.

Truly random system s are di erent from the chaotic ones. Past sequences of
values of a random dynam ical variable that are sim ilar to present ones tell as
much or little about the next value as about the next hundredth value. The
so-called nonlinear orecasting m ethods for distinguishing chaos from random
tin e-serdes are based on these ideas [11].

Reoently, we have introduced explicit functions that produce truly random
sequences [12{14].For instance, kt us de ne the function:

X,=sn’( 2); 1)

where z isa realnumber and is a param eter.

For an Integer z > 1; this is the solution to som e chaotic m aps [12{14] (see
Fig.1l@)).For a non-integer z, function (1) can produce truly unpredictable
random sequences w hose values are ndependent.

Functions (1) with non-integer z cannot be expressed as a m ap of type

Xpnr1= £ XniXn 17025X, 1)t @)

In the present ltter we address the follow ing question: can an autonom ous
dynam ical system w ith several variables produce a random dynam ics sin ilar
to that of function (1)? W e w ill present several dynam ical system s w ith this
kind ofbehavior.W e w ill report the results of real experim ents w ith nonlinear
circuits, which contain direct evidence for this new phenom enon.W e discuss
som e applications.
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Fig.l.Firstretum m aps produced by function (1): @) z= 5; ) z= 7=3.

2 Random functions

Let us discuss rst som e properties of function (1). W e will present here a
short proof of the fact that the sequences generated by functions (1) are un-—
predictable from the previous values. T his proof is presented here forthe rst
tin e. H owever, a m ore detailed discussion of the properties of these functions

(Ihcluiding statistical tests) can be found n Ref. [12{14].

Let z be a rational num ber expressed as z = p=q, where p and g are relative

prin e num bers.

W e are going to show that ifwe have m + 1 numbers generated by fiinction
(1):X ;X 1;X ;X 35u5X, M can be as large aswe w ish), then the next value
X n+1 Isstill unpredictable. T his is valid for any string ofm + 1 numbers.

Let us de ne the llow Ing fam ily of sequences:
" Po#

X &™) = sin?  (o+ ¢ k) ; 3)

Q 1o

where k is an integer. T he param eter k distinguishes the di erent sequences.

For all ssquences param etrized by k, the rstm + 1 values are the same. This

is so because
" !n # " !n#
.2

X7 =sn® g + kp'g" P =sn® g ;

ralln m .Notethat the numberkp’q®™ ™ isan integerorn m .Sowe



can have in nie sequencesw ith the same rstm + 1 values.

N evertheless, the next value

2 N 3
m +1
KB s
d

(km )

x KR ogin2d (—2 + )

isuncertain.

In genera X_m(kfnl) can take gdi erent values. T hese gvalues can be asdi erent
as 0;1=2; 2=2;1=e;1= ; or 1.From the observation of the previous values
X0iX 13X ;X 3;:025X 0, there isno m ethod for determ ining the next value.

This result show s that ora given set of nitial conditions, there exists always
an In nie number of values of that satisfy those initial conditions. The
tin e-serdes produced for di erent values of satisfying the initial conditions
is di erent In m ost of the cases. Even if the iniial conditions are exactly the
sam e, the follow ing values are com pletely di erent. T his property is, In part,
related to the fact that the equation sh® = , where 0 1, possesses
In nite solutions for

W e should stressthat from the cbservation ofa string ofvaluesX ¢;X 1;X ;X 35 15X 0
generated by fiinction (1) it is In possbl to detem ine which value of was
usd.

Figures1(a) and 1 (o) show the rstxretum maps forz= 5 and z= 7=3.

For z imational we exclide the numbers of type z = m ™), the numbers
generated by function (1) are com plktely independent (see Fig. 2(@) that
show s the rstwetum map for z = e). A fter any string of m + 1 numbers
X9iX1;X5;X3;u5X, ,thenext outcome X, , 1 can take n nite di erent val-
ues.

T he num bers produced by function (1) are random but are not distributed
unifom ly. T he probability density behaves asP X ) 1= X (@1 X).Ifwe
need uniform ly distributed dom numbers, we should m ake the follow ing
transform ation Y, = 2 arcsin® X,.In thiscaseP (Y ) = const (see Fig.2 ®)).

Tt is in portant to m ention here that the argum ent of function (1) does not
need tobeexponentialallthetine, forn ! 1 .In fact, a sest of nite sequences
(Where each elem ent—sequence is unpredictable, and the law for producing a
new elam ent-sequence cannot be ocbtained from the observations) can form an
In nite unpredictable ssquence. See the discussion in the follow ing paragraph.

So if we wish to produce random sequences of very long length, we can de-



Fig.2.F irstretum m aps produced by function (1): @) z= e (irrational); ) z= ¢,
1=2

Y, = @= )arcsin X g
term ine a new value of param eter aftera nite numberN ofvaliesofX, .
T his procedure can be repeated the desired num ber of tim es. Tt is In portant
to have a nonperiodic m ethod for generating the new value of .Forexample,
we can use the follow ngm ethod In order to change the param eter aftereach
st of N sequence values. Let usde ne = AW ,, where W  is produced by
a chaotic map ofthe form W1 = £ W g); s is the order number of 1n a
way that s= 1 corresoonds to the used forthe st sest ofN values of X,
s = 2 for the seocond set, etc. The nequality A > 1 should hold to ensure the
absolute unpredictability. In this case, from the ocbservation of the values X ,
it is in possble to detem ne the realvalue of

A ftera carefulanalysisof functions (1), we arrive at the prelin nary conclusion
that (to produce unpredictable dynam ics) the m ain characteristics for any
finctions are the ©llow ing: the fnction should be ablk to be rew ritten in the
form

Xp=hi( @0); ©)
where the argum ent function £ () grow s exponentially and the function h )
should be nite and periodic. T his result allow s us to generalize this behavior

to other functions as the follow ing

X,=P (2); (7)

where P (t) is a periodic function.

However, a m ore desp analysis show s that (to produce com plex behavior) the
function f (n) does not have to be exponential all the tim e, and function h )



does not have to be periodic. In fact, it is su cient for function £ h) tobe a
nite nonperiodic oscillating fiinction which possesses repeating ntervalsw ith
nite exponentialbehavior. For instance, this can be a chaotic function.O n the

other hand, function h (y) should be nonnvertible. In other words, i should

have di erent m aximn a and m Inim a In such a way that equation h (y) = (for
som e speci ¢ intervalof , ;< < ) possesses several solutions fory.

3 A utonom ous dynam ical system s

T he follow ing autonom ous dynam ical system can produce truly random dy-
nam ics:
aXn,; ifX,<Q,

Xopl= ) 8
1 bY,; ifX,> Q, ®)

Yn41 = Chnj ©)

Zny1= S0’ ( Xp); (10)

Here a > 1 can be an immationalnumber, b> 1, c> 1.W e can note that for
0< X, < Q, the behavior of function 7, is exactly lke that of function (1).

ForX, > Q the dynam ics is rein pcted to the region 0 < X, < Q wih a new
Initial condition.W hike X , is in the interval0 < X, < Q, the dynam icsofZ,
is unpredictable as it is function (1). Thus, the process of producing a new
Iniial condition through the equation (9) is random .

Ifthe only observabl is Z ,, then it is in possible to predict the next values of
this sequence using only the know ledge of the past values.

An exam pl of the dynam ics produced by the dynam ical system (8)—(10) is
shown In Fig. 3. If we apply the nonlinear forecasting m ethod analysis to a
comm on chaotic system , then the prediction error ncreases w ith the number
of tim e-steps Into the fiture. O n the other hand, when we apply thism ethod
to the tim eseries produced by system (8)—(10), the prediction error is inde-
pendent of the tim e-steps into the future, as in the case ofa random sequence.
O ther very strong m ethods[l5], which allow to distinguish between chaos and
random noise, produce the sam e resul.

Here we should m ake an in portant rem ark.M athem atical m odels can be of
di erent types. For Instance, naturalphenom ena can be described by di eren—
tial equations, di erence equations, cellular autom ata, neural netw orks, etc.
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Fig. 3. Firstretum m aps produced by the dynam ics of the dynam ical system
®)—-@10). @ a= 7=3, b= 171, c= 15, Q = 1000=a; ) a = e (irrational),
b= 171,c= 15,Q = 1000=a.

Even explicit functions can be m athem atical m odels. If we consider finc-
tion (1) as the m athem atical m odel of som e dynam ical process, then this
process can be com pltely random . If all we know is the serdes of outcom es
X ;X 1;X 555, then it does not m atter how m any values we already have, the
next value is unpredictable. However, this is because from the cbservation
of the values X ;X 1;X 2; 115X o , it is In possble to determ ine the \variablk"
Y, = 7' . This could be considered as a \hidden variabk". O f course, we
cannot say that this is just a problem ofhidden varables, because not for any
hidden variablk Y, , the finction X, = sin? (Y,) isa random system .Here we
have obtained necessary conditions for this phenom enon to occur.

Let us extend this analysis to the dynam ical system (8)—(10) . In this case the
oom pletely random variable is Z, . T he rok of \hidden variablk" is played by
X , . If one could observe the series X ,,, then the com plete random ness of the
data set is Jost. W e could say that som e profction of the com plete set of
variables onto a proper subset is necessary for the e ect.

Tt is In portant to notice that the dynam icalsystem (8)—(10) isa wellposed s=t
of di erence equations w ith unique forward tim e evolution. G ven the iniial
conditions Ko, Yo, Zo), the future evolution of the dynam ics is fully deter—
m ined. H owever, if the only cbservabl is Z, , then this variable w illbehave as
a com plktely random tim e-serdes. How can one reconcilke the unique forward
tin e evolution w ith this random ness? T he answer is related to the fact that
only a subset of the variables are observed.

W ih this resul we are uncovering a new m echanisn for generating random

dynam ics. T his is a fundam ental resul because it is very im portant to under—
stand di erent m echanisn s by which the natural system s can produce truly
random (ot only chaotic) dynam ics.



4 P seudorandom num ber generators

T here is a large literature dedicated to pssudorandom num ber generators (see
eg. [16{38] and references quoted therein).A very ne theory hasbeen devel-
oped in this area and this theory has produced m any in portant resuls.

H ow ever, we should say here that the know n pssudorandom num ber generators
are not supposed to generate truly random num bers.

Tn his in portant review article [17], Jam es says : \Truly random num bers are
unpredictable in advance and m ust be produced by a random physical process,
such as radioactive decay”.

In fact, pssudorandom num bers are produced using recurrence relations, and
are therefore not truly random [17,18,24{26,33].

D 'Souza et al R4] say in their paper: \P ssudorandom num ber generators are
at best a practical substitute, and should be generally tested for the absence
of undesired correlations”.

M any known pseudorandom num ber generators are based on m aps of type:

Xnr1= £ KniXn 135X, 1)t 11)
Now we will present the m aps behind som e of the most fam ous and best
pseudorandom num ber generators.

M uliplicative linear congruential generators [16,17] are de ned by the follow -
Ing equation:

Xnai1= @X,+ cgmodm 12)
Som e fam ous values for these param eters are the Pllowing: a = 23, m =
108+ 1,c= 0;a= 65539, m = 2?°,c= 0;a= 69069, m = 2%,c= 1;
a= 16807, m = 2’8 1,c= 0;ja= 1664525,m = 2°%,c= 0 (this is the best
generator Hrm = 2%, according to the criteria of K nuth R0]).
T he F dbonacci-like generators obey the follow ing equation:
Xn+l: (an Xn q)mOdm; (13)

where issom e binary or logical operation.For instance, can be addition,
subtraction or exclisive-or.



O ther extended algorithm s use equations as the follow ing:

Xpr1= @Xyg+IX, 1+ cgmodm : 14)

T he add-and-carry generators are de ned as:

Xn+l: (Xn r Xn s C)mOdm: (15)

Am ong the high quality generators investigated In the fam ous paper [16] are
the follow ing

X1 = (16807X ,)mod 23 1 ; (16)
Xpt1= Kp 103X OR Xy 250) 5 @)
Xpn+1= Kpn 103X OR Xy 1279) 5 18)

where X OR : is the biw ise exclusive OR operator,

Xn= Kpn 22 Xj43 0Oy 9

here orX, 0,c= 0,and HrX,< 0,X,=X,+ 2* 5),c= 1.

A 1l known generators (in som e speci ¢ physical calculations) give rise to in—
correct results because they deviate from random ness [16,24,25].

The problm is that these algorithm s are predictable.

An exam pl of this can be found in the work of Ferrenberg et al [16]. T hey
found that high quality pssudorandom num ber generators can yield incorrect
answers due to subtle correlations between the generated num bers.

Suppose we have an idealgenerator for truly random num bers. In this cass, no
m atter how m any num bers we have generated, the value of the next number
w il be still unknown. T hat is, there is no way to write down a form ula that
w il give the value of the next num ber in temm s of the previous num bers, no
m atter how m any num bers have been already generated.

T he authors of paper [16] related the errors In the sin ulations to the depen-—
dence In the generated numbers. Indeed, they are allbased on m aps of type
11).

In the present paper we have shown that both the sequence of numbers X
de ned by function (1) and the ssequence of numbers Z,, de ned by the dy-
nam ical system (8)—(10) cannot be expressed as a m ap of type (11). In fact,



Fig.4.Nonnvertble IV characteristic. Two extram a.

these num bers are unpredictable and the next value cannot be detem ined as
a function of the previous values.

R ecently, sin ulations ofdi erent physical system shave becom e the \strongest"
tests for pssudorandom num ber generators. Am ong these systam s are the ol
Jow ing: the two-dim ensional Ising m odel [16], ballistic deposition R4], and
random walks R5].

N ogues et al R5] have found that using com m on pssudorandom num ber gen—
erators, the produced random walks present symm etries, m eaning that the
generated num bers are not Independent.

O n the other hand, the logarithm ic plot ofthe m ean distance versus the num —
ber of steps N is not a straight line (as expected theoretically) after N > 10°
(in fact, it is a rmpidly decaying function).

D ’Souza et al R4] use ballistic deposition to test the random ness of pssu—
dorandom num ber generators. T hey found correlations in the pssudorandom

num bers and strong coupling between the m odel and the generators (even
generators that pass extensive statistical tests).

O ne consequence of the K ardarP arisitZhang theory is that the steady state
behavior forthe interface uctuations (in ballistic deposition in one din ension)
should resambl a random walk. Thus, a random walk again serves as a good
test or psesudorandom num bers.

W e have produced random walksusing the num bers generated by our system s.
T he produced random w alkspossess the correct properties, ncluding them ean
distance behavior hd*i N .

T he present paper is not about random num ber generators. In the present pa-
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perwe discuss a new phenom enon : the fact that unperturbed physical system s
can produce truly random dynam ics.

O f ocourse, one of the applications of this phenom enon is random number
generation.

T he art of random num ber generation requires m ore than the random ness of
the generated num bers. It requires good program m ing skills and techniques
to obtain the desired distrbutions for the num bers.

T he functions and system s described in this paper can be used to create very
good random num ber generators. A Igorithm s designed for this purpose along
w ith the statistical tests w ill be published elssw here.

In this section we only wished to present a theoretical com parison between

the sequences produced by the pssudorandom -num bergenerator algorithm s
(11)-(19) and the system s described In the present paper.

5 Experim ents

W hen the Input is a nomn al chaotic signal and the system is an electronic
circuit w ith the IV characteristics shown in Figures 4 and 5, then the output
w illbe a very com plex signal.

In Ref. B9] a theory of nonlinear circuits is presented. There we can nd
di erent m ethods to construct circuits w ith these IV characteristic curves.

T he schem e of this com posed system is shown in Fig. 6. A st of equations

11
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Fig. 6. Schem e of a nonlinear system where a chaotic voltage source is used as the
Input signal for a nonlinear circuit w ith a noninvertble IV characteristic.

describing this dynam ical system is the follow ing:

Xn+l: Fl O<n;Yn); (20)
Yn+l = F2 O<n;Yn); (21)
Znt1=9g&n); @2)

w here the equations (20) and (21) describe a nom al chaotic dynam ics where
the variablk X , presents ntem ittent intervals with a truncated exponential
behavior and g X ;) is a function wih severalm axin a and m Inin a as that
shown In Fig. 5.

Figures7 (@) and 7 (o) show nonlinear circuits that can be used asthe nonlinear
system shown on the right of the schem e ofF ig. 6.

The system on the left of the schem e can be a chaotic circuit, eg. the Chua’s
circuit 40].

W e have constructed a circuit sin ilar to the one shown In Fig.7@).W e pro—
ducad chaotic tin e—serdes using a comm on nonlinear m ap and then we trans-
form ed them into analog signals using a converter. T his analog signals were
Introduced as the voltage-input to the circuit shown in Fig. 7@). Sin ilar re-
suls are cbtained when we take the input signal from a chaotic electronic
circuit.

T he s=t of equations that describes one of our experin ental situations is the
follow ing:

Xn+1=a-Xn|.1 (Xn q)]+an (Xn CI); (23)

12
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Fig. 7. Nonlihear circuits w ith noninvertible IV characteristics. (@) T he resistors
possessR = 22k , the source voltage in the battery is 10V and the tw in transistors

are 2N 2222 with = 140).The IV characteristic of this circuit is shown In Fig. 4.
(o) Another circuit w ith a sin ilar IV characteristic.
q___

Yo.1= sh? darcsin Y, ; 4)

Znyr= 4W . 3W,; (25)

whereW , = %2 1,g= 2,5=10,b= 7,a= 5,d= 3, () istheHeaviside

s 27
function.

The rst+etum m aps of the sequence Z , produced by the theoretical m odel
(23)—(5) and the experin ental tin e-series producad by the nonlinear system
ofFigs. 6 and 7 @) are shown in Figures 8 (a) and 8 (o).

W hen the nonlinear circui hasan IV characteristic w ith m any m orem axin a
and mnina, eg.Fig. 5 (@nd this can be done in practice, see Ref. B9]), we
can produce a m uch m ore com plex dynam ics.

N onlinear chaotic circuits can be described successfully by discrete m aps as
the equations (20)-@22) (seeeg. B1]).

However, in som e cases it can be very helpfiilto have a physical situation w ith
amodelbased on a set of welkposed ordihary di erential equations.

In Ref. @2]we can nd ssveralm odels for chaotic circuits as the follow Ing:

dx
—= & YI; @20)
dt
dy
—=Y X Z; @7)
dt

13
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Fig.8.M odelling vs experin ent. (@) Num erical sin ulation ofthe dynam ical system
(23)-@25); ) rstretum m ap produced w ith the realdata (current m easurem ents)
from experim ents using the schem e of F ig. 6, where the circuit of the right is the
one ofFig.7(@).

2 _ Y+ Z (28)
dt ’
o X)) 29)
dt J
3 B i
wheref x)= X+ X ,gX)= a;x’.

i=1

A ocom parison of di erent tim e-serdes is shown In Fig. 9. The xed param eter
values are: = 285:714, = 149925,c= 0144, = 051325.Note that
when the IV characteristic of the circuit shown on the right of Fig. 6 is a
function wih m any extrem a, the produced tin e-series ism ore com plex (see
Fig.90)).

U sing our theoretical results we can m ake a very im portant prediction here. A
nonlinear physical system constructed w ith chaotic circuits and a Jossphson
Junction B3] can be an dealexperim ental sstup forthe random dynam icsthat
we are presenting here.

Tt isweltknown that the current in a Jossphson jinction m ay be w ritten as

I=I.sh ; (30)

where

14



Here isthe phase and V is the voltage across the jinction. N ote that Na-
ture has provided us w ith a phenom enon w here the sine-flinction is intrinsic.
A Ihough we have already explained that other noninvertible functions can
produce sin ilar results, it is rem arkable that we can use this very im portant
physical system to Investigate the real consequences of our results w ith fiinc-
tion (1). In a superconducting Jossphson Jjunction k is de ned through the
findam ental constants k = 2e=h. However, In the last decades there have
been a wealth of experim ental work dedicated to the creation of electronic
analogs that can sin ulate the Jossphson junction B5{48]. In that case k can
be a param eter w ith di erent num erical values.

W e have perfom ed real experin ents w ith a nonlinear chaotic circuit coupled
to an analog Jossphson junction.

In ourexperin ents we have used the Jossphson junction analog constructed by
M agerkin B8].This is a very accurate device that hasbeen found very usefiil
In m any experin ents for studying Jjunction behavior In di erent circuits. T he
Junction voltage is Integrated using appropriate resstting circuitry to calculate
the phase , and a current proportionalto sin can be generated. T he circuic
diagram can be found In K8].

The param eter k is related to certain integrator tine constant RC in the
circuit. So we can change its value. This is In portant for our experin ents.
W e need large values ofk In order to ncrease the e ective dom aln ofthe sine
function. In other words, we need the argum ent of the sine function to take
large values In a truncated exponential fashion. This allow s us to have a very
com plex output signal. In our case the value ofk is 10000.

The voltage V (t) across the junction is not taken constant. T his voltage will
be produced by a chaotic system . In our case we selected the Chua’s circuit
[40]. For this, we have In plem ented the Chua’s circuit follow Ing the recipe of
Ref. @4].

T he scham e of the Chua’s circuit constructed by us can be found n Fig.1 of
Ref. [4].

T he follow ing com ponentswere used:C; = 10nfF,C, = 100nF,L = 19mH,
and R isa 20K trmpot.

Chua’s diode was built using a two-operationalam pli er con guration sug-
gested In [#4].

In our experin ent, the voltage n C; was used as the driving signal for the

Josephson junction. W e were interested in the fam ous double scroll attractor
attained with R~ 1880

15
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Fig. 9. T in e-series generated by the dynam ical sys—
tem 26)-(29): @) g (x) = 4% 3 3X ; b)
g () = 5z 88179x ' 230945X °+ 218790X 7 90090X ° + 15015X * 693X

T he di erential equations that describe our experin ental system are the fol-
low Ing:

M _ 63w, Vi) 9Fwh); (32)
at 2 1 1/r
o 0a W V)4 L (33)
at . 1 2 L7
T (34)
at 27
vy (35)
at 1
d
O an; (36)
dt
where £ (V;) = 05N+ 03 (1 + 13 3 1jland k = 10%. Notice that

this system has been rew ritten using adin ensional variables (see Ref. B4]).

T he resuls of the experim ents are shown in Fig. 10 which is the rstretum
m ap ofthe tin e-serdes data produced by direct m easurem ents of the jinction
current. T he tim e-intervalsbetween m easurem entswas 10m s. T his system can
produce unpredictable dynam ics. F igure 11 show s the resuls ofthe sim ulation
ofdynam ical system (32)-(36).

16



Fig.10.F irstretum m ap of the tim e-series generated w ith realdata from an exper—
In ent w th an analog Jossphson junction coupled to the Chua’s circuit.

6 Conclusions

In conclusion, we have shown that functionsoftypeX , = P ( Z2'),whereP ()
is a periodic function and z is a noninteger num ber, can produce com pltely
random num bers. Certain class of autonom ous dynam ical system s can gener—
ate a sim ilar dynam ics. T his dynam ics presents fiindam ental di erences w ith
the known chaotic system s. W e have presented real nonlinear system s that
can produce this kind of random tin e-series. W e have reported the resuls of
realexperin ents w ith nonlinear circuits containing direct evidence supporting
this phenom enon.

Besides the findam ental im portance of these ndings, these system s possess
m any practical applications. For Instance, gam e theory tells us that in certain
com petitive situations the optin al strategy is a random behavior. Speci cally,
it is necessary to lim it the com petition’s ability to predict our decisions. W e
can produce random ness using the discussed system s. Another exam pl is
secure com m unications @A9]. In this context, the m ost im portant application
of our systam s ism asking m essages using random signals B0]. In som e cases,
when we use the usual chaotic system s, the m essages can be cracked because
the tin e-serdes are not truly unpredictable.

Now we will analyze very general ideas.

Just to facilitate our discussion (pecause it is always in portant to have a
nam e), we w ill call the phenom enon studied in this paper \determ nistic ran—
dom ness". T he words \determ nistic random ness" have been used (m etaphor-
ically) in the past as a nam e for chaos. H owever, the known chaotic system s
are not random . So we think this is a good nam e for the present phenom enon.

17



Fig. 11. Firstretum m ap of the tin eseries generated by the dynam ical system

_ 40
(32)-(36).Here I = .
D etermm inistic random ness in poses fundam ental lim its on prediction, but it
also suggests that there could exist causal relationships where none were pre—
viously sugpected.

D etemm inistic random ness dem onstrates that a system can have them ost com —
plicated behavior that em erges as a consequence of sin ple, nonlinear interac—
tion ofonly a few e ective degrees of freedom .

O n one hand, determ inistic random ness in plies that ifthere is a phenom enon
In theW orld Whosem echanian from rst principles is not known) described
by a dynam ical system oftype (8)—(10) or (20)—(22), and the only cbservable
is a physicalvariable as Z ,, then the law ofthisphenom enon cannot be leamt
from the experin ental data, or the cbservations. A nd, situations in which the
fundam ental law should be Inferred from the cbservations alone have not been
uncomm on in physics.

O n the other hand, the fact that this random dynam ics is produced by a rel-
atively sin ple, wellkde ned autonom ous dynam ical system in plies that m any
random phenom ena could be m ore predictable than have been thought.

Suppose there is a system thought to be com pletely random . From the cb-
servation of som e single variable, scientists cannot obtain the generation law .
However, suppose that in som e cases, studying the desp connections of the
phenom enon, we can deduce a dynam ical system oftype (8)—(10) or (20)-(22).
In these cases, som e prediction is possble.

In any case, what is certain at thispoint is that som e dynam ical system s can

generate random ness on their own w ithout the need for any extemal random
nput.

18
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