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Abstract

D i erent chaos synchronization based encryption schem es are reviewed and com pared from the
practical point of view . As an e cient cryptanalysis tool for chaos encryption, a proposal based
on the E rror Function A ttadk ispresented system atically and used to evaluate system security. W e
de ne a quantitative m easure (Q uality Factor) of the e ective applicability of a chaos encryption
schem e, which takes Into acoount the security, the encryption speed, and the robustness against
channelnoise. A com parison ism ade of several encryption schem es and it is found that a schem e
basaed on one-w ay coupled chaoticm ap lattices perform soutstandingly well, as Judged from Q uality
Factor.
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I. NTRODUCTION

Chaotic system s and conventional cryptosystem s share m any comm on properties, such
as the sensitivity to initial conditions and param eters, high com plexity and unpredictabil-
iy, stochastic and random -like behaviors, and so on [l]. Shanon, In his sam inal paper of
cryptography, wrote ]: "In a good m ixing transformm ation ... fiinctions are com plicated,
Involwing all variables In a sensitive way. A sm all variation of any one (variablk) changes
(the outputs) considerably." T hese requirem ents, which are also known asthe di usion and
conflusion properties In conventional cryptography theory, are just som e of the findam ental
characteristics of chaotic dynam ical system s w idely studied in the last several decades. It is
Indeed a cekebrated property of chaotic systam s that they can produce highly com plex signals
whilke having relatively sinple system structures. W hereas the conventional cryptography
ismanly based on som e particular algebraic or num bertheoretic operations, chaosbased
cryptography depends entirely on som e physical law s, this m akes chaos cryptography not
only easy to form ulate and analyze in theory, but also sin ply to design and operate in ap-—
plications. Because of these advantages, chaos encryption has been an extrem ely popular
topic of Investigation, pursued In recent years by ressarchers from di erent elds.

T he conventional cryptography works on discretevalue system s whilke chaotic cryptog—
raphy works on continuousvalue system s. Because of this, the early attem pts In this eld
mahly ocused on usihg chaotic system s as pssudorandom number (PN) generators in
discretevalue in plem entations [3]. Later, di erent encryption algorithm s were developed
based on the di erent properties of chaos: algorithm s that build upon discretization and
m apping, ergodicity, perturbation and control, targeting, alphabet units portion etc., have
been proposed for di erent purposes [4]. Each algorithm has its special characteristics and
can be well utilized under certain restrictions. In 1990, Pecora and C arroll published the

rst paper on chaos synchronization and assum ed its application in secure com m unication
B]. From then on, chaos synchronization based encryption (CSE) hasbeen a hot topic both
in theory and in applications [@,\7,l8]. C om paring w ith other algorithm s, the C SE algorithm
is advanced in m any aspects. Firstly, the well developed theory of chaos synchronization
provides a solid basis for its feasbility and perform ance analysis. Seocondly, experin ents
show that chaos synchronization can be robust and easily realizable in applications. F inally,

it is easy to synchronize high-din ensional chaotic system s constructed by coupling or cas—



cading low -din ensional system s, which has been used as a standard m ethod for generating
highly com plex signals In practical operations. As a resul, di erent encryption schem es
based on the idea ofC SE , such as chaosm asking, chaos key shifting and chaoticm odulation
etc., have been proposed In recent years.

hitially, chaos encryption was inplam ented on low-dim ensional chaotic system s both
theoretically and experin entally. T hese encryption m ethods are reasonably fast, sin ple to
In plam ent, and have been assum ed secure. H owever, various security aw shave been found,

aw s that allow the private m essage to be extracted w ithout a know ledge of the secret keys,
or of the underlying dynam ics [9, [10, [11]. Th order to overcom e these drawbacks, recent
developm ents have focused on hyperchaos system s which possess m any positive Lyapunov
exponents (LE s) and arem ore com plex In dynam ics. In particular, soatiotem poralchaoshas
been investigated w idely for its excellent perform ance in correlations and spread spectrum
muliple access comm unication [14]. However, whik the early works on chaos encryption
were discussed In the comm unity of applied cryptography, recent works are aln ost exclu-
sively considered inside the nonlinear system s comm unity. Even a casualevaluation ofthese
algorithm s show s a lot of potential pitfalls and inherent drawbacks [l, [13]. For a good
practical encryption algorithm , security is not the only requirem ent; other properties such
as encryption speed and error rate should be considered as well. Unfortunately, so far n
the eld of chaos encryption, m ost e orts are still directed at Im proving system security,
w ith the other properties receiving little attention. In general, when the din ension of a
chaotic system is increased, its encryption speed will su er, and for a CSE system , the
synchronization tim e w ill increase too. Together these will e ect the system oost and the
globalperform ance in di erent m anners. T herefore, it isnecessary to analyze di erent chaos
encryption schem es by taking all these crucial aspects Into acoount.

In this paper, we w ill analyze di erent chaos synchronization based encryption schem es
from the application point of view . For each schem e, three properties: security, encryp-—
tion speed, and error propagation length EPL), will be investigated and com pared. W e
propose an e cient cryptanalysis m ethod, the E rror Function Attack EFA) method, for
the evaluation of chaos encryption system s. M oreover, we de ne a quantity, which we call
the Quality Factor QF'), that allow s us to com pare the practical applicabilities of di erent
cryptosystem s. Based on the sin ulation results, we give a rough ranking of various chaos
encryption schem es according to their feasbilities for application.



This paper will be arranged as follows. In Sec. II, we propose and analyze the EFA
m ethod In detail. W e then evaluate the security of di erent chaos encryption schem es using
the EFA method In Sec. ITI, and de ne the Quality Factor. Com parison of the di erent
encryption schem es using the QF is presented In Sec. IV . A brief conclusion is then given

in Sec.V.

IT. ERROR FUNCTION ATTACK

A cryptosystam is usually designed in such a way that its security relies on as few as
possble secrets expressed as keys, and it is also believed that a public-structure encryption
system ism ore reliable than a secret one [14]. A findam ental assum ption In cryptanalysis
enunciated by K ercdkho s in the nineteenth century isthat the security ofan algorithm must
reside entirely on the key (theK erckho sprinciple) . A coording to thisassum ption, fora good
encryption algorithm , if Eve (the eavesdropper) wants to extract the m essage tranan itted
between A lice (the tranam itter) and Bob (the receiver), the only thing she needs to do istry
to nd out the secret key used; she will not need to spend tin e on extracting the systam ’s
structure. In contrast, m ost chaos encryption schem es do not cbserve this principle rigidly
and the iIn plem entations try to hide everything from the public. This approach has m any
negative im pacts both on the system safety and its com m ercial applications.

Based on the requirem ent of publicstructure encryption, there are four general types
of cryptanalytic attacks, am ong them the known-plaintext attack is the m ost comm on one.
In the realworld, it is easy for an cryptanalyst to get som e past plaintext m essages that
have been encrypted. Hence, when we evaluate the securities of chaos encryption schem es,
vulnerability to the known-plaintext attack should be considered st [14]. In this paper,
we will propose a know n-plaintext and publicstructure cryptanalysis m ethod, the E rror
Function Attack EFA ), forthe analysis of chaos encryption. Since the only thing Eve needs
to do isto nd out the secret key k, the m ost straightforw ard approach would be for her to
try every possbl key, kO, that A lice and Bob probably can use (the keyspace). This is the

0 called brute—force attack. By de ning the EFA function
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Eve can scan the whole keyspace to nd out the proper key k"= k which satis ese(ko) = 0.



Here T represents the am ount of data Eve w ill use, dt represents the length of each block
of plamntext P (t)) and ciphertext (C (t)), Ex P ) represents the encryption process and
D 0 (C (©)) denotes the decryption process.

Forpublicstructure and know n-plaintext attadk, there are m any well developed m ethods
In conventional cryptanalysis, such as the linear attack and the di erential attack. These
m ethods have proved to be ne ective when used on chaos encryption system s [8]. Aswe
mentioned In Sec. I, the basic di erence between conventional cryptography and chaos
cryptography is that the conventional encryption is de ned on discrete sets and the chaos
encryption is de ned on continuous sets. This m akes the keyspace behavior of chaotic
system s very di erent from that of conventional system s [g,115]. D ue to is continuousvalue
property, In chaos encryption systam s keys that are not identicalbut are very close can still
be used to synchronize the two system s very well, thus will orm a key kasin around the
actual secret key [1,19,113,115]. Because of this, Eve w illnot need to try all the keys in the
keyspace; she can, acoording to the special characters of key basin, nd som e optin ization
m ethod to system atically adjist the trialkey k' untillk = k.B y thisway, the cryptanalysis
tin e can be greatly reduced.

In addition to this, EFA also attacks the weakest part In chaos encryption system s {
the nonchaotic receiver. Since the dynam ics of the receiver is de nitely not sensitive to the
Iniial conditions and m ay not be sensitive to the param eter m ism atch as well, it ismuch
easier to attack the receiver than to attack the tranam itterwhose sensitivity depends on both
param eters and Initial conditions. Thus, as a publicstructure and know n-plaintext attack,
EFA notonly fully exploits the inform ation ofthe know n structure and know n plaintext, but
also enpys the advantage of considerable keyspace reduction by attacking the nonchaotic

receiver.

ITT. EFA ANALYSISON DIFFERENT CHAOSENCRYPTION SCHEMES

For any encryption schem e, the m ost In portant evaluation is about its security. In
Sec. II, we had m entioned that EFA hasm any advantages for cryptanalysis of chaos based
encryption. In this section, we w illem ploy thism ethod to evaluate the security of som e pop-—
ular encryption schem es. Speci cally, the active-passive decom position m odel, the pieocsw ise
Iinear function m odel, the tin e delay m odel, the noise driving sequential synchronization



m odel, and the oneway coupled m ap lattices m odel. A 1l these m odels apply chaos syn—
chronization and m ake use of high din ensional hyperchaocs, ie. they are assum ed to have
better security than low dim ensional chaos. A coording to the requirem ent ofthe K erdkho s
principle, we consider only system s w ith the publicstructure, ie., the entire dynam ics is
opened to the public except a singlke param eter which serves as the secret key. M eanw hile,
we assum e that the eavesdropper could cbtain som e past plaintext-ciphertext pairs, nam ely,
we consider the public-structure and know n-plaintext attack. EFA w illbe used foranalyzing

all these cryptosystem s.

A . A ctivepassive decom position (APD ) m odel

P roposed In 1995 by K ocarev et al and later generalized w idely, the active-passive decom —
position A PD ) m odel hasbeen one of the m ost popular chaos encryption schem es studied
during the past years [L6]. Thism odel has two in portant characteristics: (@) the m essage
is not added directly to the chaotic carrier but drives the dynam ical system constituting
the tranan itter; (o) the din ension of encryption system can be arbitrarily high by cascad-
Ing identical or di erent Individual system s, and thus the APD m odel had been assum ed
w ith high securty in early tin e. For the consideration of the publicstructure and know n—
plaintext attadk, each param eter in the equations can be regarded as a secret key in the
APD model. Here we use cascaded R ossler systam s investigated in Ref. [L6] as ourm odel:

T rangn itter:
X = 2+ x (1 4);
3:/1 = X  Z; @)
Z:l = v1t+ aisi;
w ith
s = z3+ 025pP; 3)
and

V.= x oz @)

Z;i = yit aisi;



w ith

s;i= z;+ 025s;,, 1= 2;3;::n: )

Here P stands for the m essage to be tranam itted privately and s, represents the output
ciphertext. A 1l the param eters a;, 1= 1;2; ::;n, can be used as secret keys and are chosen
carefully to keep the last oscillator staying within chaos. In order to sin plify the related
analysis,wesstP ) = 0 nhEqg. (1) oreach schem e nvestigated In thispaperw ithout losing
generality. In fact, the APD m odel perform s a m ultiple encryption process: the plaintext
is rst encrypted to s; by the st Rossler oscillator, then s; is regarded as the new nput
plaintext and encrypted to s, by the second R osskr oscillator, and the sam e process repeated
dow n to the Jast R ossker oscillator which generates s, as the Jast output ciphertext. O n the

receiver side, the whole system is identical to the tranam itter except the encryption process

be reversed,
R eceiver:
:0 0 0
X, = 2+ X, (yn 4);
0 0
Yn T Xn o Zyi 6)
0 0 0
Zn T Y + an S
w ith
0
S, = Sni (7)
and
:0 0 0
X, = 2+ x;(y;  4);
:0 0 0
Vi = Xy Zi; ®)
0 0 00
Zl = Yi+ aisj_;
w ith

si= (sh1 25,)=025, i=n 1;n 2:mul: )

By setting ai = a;, the receiver can be synchronized w ith the tranam itter and the m essage
can be recovered step by step using Eq. (9), and the originalm essage w ill be recovered at

the last oscilatorby using P = (s z))=025.



Now we use EFA to analyze the key behavior of this encryption m odel. Setting a; =
045, j = 1;2;:un, the tranan itter is gpatiotem porally chaotic wih n positive LEs. In
our sin ulations we choose the m ost e ective (For the APD m odel, systam s are cascaded
unidirectionally. The m ore last the param eter is, the m ore sensitive the decryption process
w il be, this is also veri ed by our num erical sin ulations.) param eter a, the param eter
of the last R osskr oscillator, as the secret key for encryptions and de ne the keyspace by
keys that keep the last Rossler oscillator in the chaotic regin e. For Eve, she has all the
know ledge about the tranam itter and the receiver except a,, and she also know s the range
of the keyspace. C onsequently, she can run the receiver, Egs. (6)—(9), by choosing the trial
key aTO1 random 1y w ithin the keyspace, and calculate the corresponding error function resuls
by ushg Eq. (1). In Fig. 1 (@), we plot the key basin forthen = 2 APD m odelby using
EFA Z .

0

l 0 0
e@,) = ? Z, (@)  z (@) dt: (10)
0

Tt is found that the whole keyspace a; 2 [044;0:46] fom s a shglk key basin, two straight
lines w ith reversed slopes dom inate the behavior ofe(@)). The secret key aJ = a, = 045 is
Jocated at them inin um pojnte(ag = a,) = 0.W ih this structure, Eve can nd the correct
key easily through som e adaptive adjustm ents. For exam ple, Eve can rst try arbitrarily
two trialkeys In the keyspace, aj (1) and aJ (2), and by com paring the respective values of e,
she w illknow which direction she should be adjusting her next attem pt. In our sin ulations,
only 6 to 8 tests are needed to nd the properly location of a,. Furthem ore, by usihg
the slopes, we can evaluate a, proxin ately only by two trdalkeys. W e refer to this kind of
key basin as the triangk kasin and the m ethod for key searching m entioned above as the
adaptive adjistm ent m ethod @A AM ). It is obvious that this m odel has no security against
EFA .

In order to Investigate the relationship between the din ension and the security in this
type of scham e, we also plot the key basins forn = 3;4;5 n Fig. 1 (). A s the din ension
of the system increases, the key basin changes only in shape, but the structure of trangle
basin still persists. This kind of basin structure can also be found in other APD based
models, and In Fig. 2 we plot the related key basins for the m odelused in Ref. [17]. A1l
param eters and dynam ics of the systam s are those of the original paper and the param eter
In the equation ofthe rstvariabl ischosen asthekey. W e nd thatnom atterhow high the



system din ension is (the din ension changes from 5 to 101 In our sim ulations), the trangle
basin ram ains. W e should m ention that as the system din ension is ncreased, we also see
a longer transient tin e before the trangle basin becom es m anifest.) T herefore, Increasing
the system size (ie., the din ension of hyperchaos) does not kad to an increase in security
for this encryption scheme. This result is rather surprising, and this behavior should be
seriously considered whenever one hopes to reach high security by Increasing the dim ension

of chaotic system , or say, by applying spatiotem poral chaos.

B. Coupled piecew ise linear function (CPLF) m odel

For a long tin g, the piecew ise linear function m odel has been another popular nonlin-—
ear m odel Investigated extensively [18, 119, 120]. There exists a welldeveloped theory of
piecew ise linear m aps which generate uniform Iy distributed signals, and it is known that
piecew ise linear m aps share nice properties of nvariant m easures, ergodicity and statistical
Independence [L3]. In Ref. [L9], the authors proposed an e cient encryption schem e based
on coupled piecew ise linearm aps, and they declared that such cryptosystem s not only enpy
high security, but also have an "inm ense param eter space" for key choosing even in lower
din ensional encryption system s. Here we choose the ve-din ensional system used there as
ourm odel and analyze its security by using EFA . T he dynam ics of the tranam itter and the
receiver can be w ritten as:

T rangn itter:

xsk 1) = fiksk D]+ asxik 1)+ asxxk 1)+ assxsk 1)
tasgxsk 1)+ kyxp k 1)sinkgxsk 1)];
k)= HLksk 1]+ c P k);
X, (k) = faksk 1)+ x4k DI+ x&K)+ apxk 1)+ axpnxsk 1)
tayx,sk L)+ kixpok 1)sinkyxsk 1)J; 11)
x3k) = f1ksk DI+ apxek 1)+ ap;xsk 1)+ ayxak 1)
+ksxsk 1)sinkyxsk 1))

X4 (k) = agx,k 1D+ awxsk 1+ ksxgk 1)snkexzk 1)J;



w ith the piecew ise lnearm ap

R
fix)=Co+ C1x+ Dy X EJj mod : 12)
=1
R eceiver:
0 _ 0 0 0 0,0 : 0
X, k) = apxk 1+ a,ux,k D+ kexyk 1)snkexe k 1)J;
xIk) = £k &k DI+ alxk 1)+apxik 1+alxik 1)

+kixyk  1shkixik 1))
x{k) = xp(k) Hk& D+x&k 1)] a,xk 1)
adxik 1) alxik 1) kixxk DLsnkdxik 1)k  (3)
x0k 1) = K&k DI+alxlk 1)+ alx,k 1)

+adxik L+alxik D+kxk 1Lshkixik 1)k

P°k) = fx) fikek 1)g=c:

T his is a delicately designed cascaded system where the plaintext P is added to the rst
variabl and in uences all the other varables through couplings. The variabl x, serves as
the ciphertext and also acts as the driver signal of the receiver for chaos synchronization. In
the piecew ise Inearmap f; x),E; < E; < 2Ey arrbreaking pointsand C; = % Mmo+my),
Dy= % fmy my,),Coareparam etersused form odeladjustm ent, andm 5 isthe slope forthe
jth segm ent. In our sinulations, we set N = 20, = 100 and set E j uniform ly distributed

P_
51

> > 1 0

In D; ]so asto sinplifying our analysis. W e also set the slopem 5 = N
that the system staysw ithin the chaotic regine. W ith Cy = 50, the function of one singke
piecew ise Inearm ap isplotted n Fig. 3@).

In this cryptosystem , all coupling param eters and param eters In each m ap function can
be used as secret keys. Here we use the m ost sensitive param eter ayy as the secret key and

keep all the other param eters public. A ccording to the requirem ent of convergence we x

the whole param eter s=t as
dpy = 0:1,' dpz = 0209,' apg = 0:1,' adzy = 0:1,' az3z = 0:1,' adzg = 0:2,'
dapy = 023; ds] = 0:1,' dgy = 0:3,' dgz = 0:1,' dsgg = 0:31;
g = 006; =34, x=0;,c=129; = 0378; s = 0:99; 14)
g = 0001; = 1:
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Foras = 0:89,weplt in Fig. 3 () the key basin for a}, by using the EFA
11Xt

; P& P °k%7: 15)

k=1
It is found that there exists a key bash aj, 2 [ 0:895; 0:885]which occupies a param eter
interval of order 10 2 around the actual secret key. Compared wih the entire keyspace
a, 2 [ 1; 0:75],which isofthe order of10 !, it is stillan relatively easy b to expose the
secret key. For exam ple, In order to attack this system , Eve can divide the whole keyspace
iInto som e key basin sized intervals, then test a few trialkeys n each Intervalsto nd where
the actual key basin is located. Once this Interval is identi ed, Eve can the focus her
searching in this basin and determm ine the secret key by AAM asused for the APD m odel.
For the above m entioned ve-din ensionalm odel, we can extract the secret key w ithin 200
tests, a considerably reduced searching tim e in com parison to the brute-force attack which
needs about 10™ tests [19].

A Though stillnot quite secure enough, the security ofthe CP LF m odelhasbeen In proved
greatly com pared to the APD m odel. M oreover, the security of CPLF can be considerably
In proved by increasing the number of m odulo operations. W ith all other param eters un—
changed, weplot In Fig. 3(c) and (d) the EFA results forCy = 0 (the function of one singlke
piecew ise lnearmap shown In Fig. 3@) is divided Into two separate parts this tine) and

m.=10 N —=21, repectively { both settings hcrease the num ber ofm odul operations.
J 2

Tt is apparent that the system securty is signi cant in proved.

C . Delaydi erentialequations (DD E)

The tin e delay system em ploying delay-di erential equations is an e cient m odel for
constructing high din ensional hyperchaos. Tts dynam ics structure is rather sin pl, but its
sequences can be very com plex R1]. Besides, DDE can be easily In plam ented In electronic
system s R2]. Com paring w ith other hyperchaotic system s, DDE has som e special advan—
tages for encryption. First of all, DDE is an in nie din ensional dynam ics with a high
din ensional attractor w ith m any positive LE s; these guarantee high com plexity of its out-
put signals. Secondly, the com plexiy and the number of positive LE s can be controlled
easily by adjisting the delay tine . In these system s, we do not need to worry about the
problem ofweak keys, since the system will always be chaotic and the num ber of positive

11



LEswill increase linearly, once exceeds the critical value. F nally, synchronization between
DD E hasbeen established and proved to be robust R3]. T herefore, DD E hasbeen a popular
m odel for encryption in both theoretical and experim ental investigations [9,124,125].
Forthis kind of cryptosystam s, the delay tine  isthem ost suitable choice for the secret
key. Here we employ the M ackey-GlassDDE MG DDE) cryptosystem used in Ref. 26]
as our m odel and analyze is security by EFA . The dynam ics of the tranan itter and the

receiver are

T rangn itter:
dx (&) ax (t )
— = @B+ -———+ P @); (16)
dt 1+ x°@k )
receiver:
dy () aytc 9
— = —_— ; 17
at by (©) + 1+ vk 0)+ E y©I @7
w ith
sth=x®+ P (@©: (18)

It was shown that with parametersb= 01,a= 02, and c= 10, the above system will
always be kept In the chaotic regine for > 168. For = 300, there are altogether 15
positive LE s and the system din ension is about 30. As  increases, both the number of
positive LE s and the K aplan-Y orke din ension increase R1]. In our sin ulations, we consider
the keyspace w ith the range °2 [150;450]and choose = 300 asthe actual secret key. The
key basin ispltted In Fig. 4 using the EFA

X O yo@idy 19)

In this case, the key basin isthe range °2 [R30;340], and considering the O (10?) size ofthe
entire keyspace, it is cbviously an easy b to detem Ine the secret key by AAM as In the

cases discussed above.

D . N oise driven sequential synchronization (ND SS) m odel

A hierarchically structured cryptosystem is proposed recently R7], em ploying sequen-—
tially synchronized chaotic system s. Sequential synchronization is attained by st feeding
a noiselke signal to a variable of the rst tranam itter and its receiver sin ulaneously and

then feeding a variable of the rst tranam itter and its receiver to a variable of the sscond

12



tranam itter and is receiver, regpectively, and repeating the feedings of successive variables in
sequence. P laintext is added directly to the variables to form the ciphertext on the tranan it—
ter side, and is recovered by synchronization on the receiver side. T his is di erent from the
encryption schem es m entioned above, as the plaintext here is not involved In the dynam ics.
Such an encryption schem e appears to have high security, which can be enforced selectively:
di erent users can m aintain di erent security levels according to the synchronization level
that can be reached. Here we consider the cryptosystem com posed of one N avier-Stokes
oscillator and one Lorenz oscillator, asused in Ref. 27], w ith both the tranan itter and the

receiver sharing the sam e dynam ics,

x = 19x+ 4[ 1y+ f@®k+ duv;

y= 72[1y+ ,f@©1+ 32xz;

z = 47z TO0k[.y+ £@®I1+ k;

u = 53u xv;

v= v 30xu; N avierStokes) 20)
p=[(.9+ ,2) pk

a= @ (.q+ 22)  PL;

r= p( 29+ ,z) kr; (Lorenz)
where ,, ,, ; and , arethe couplings, £ (t) is the noise signalwhich reads
) 1 0
f@=5 snP 0:8% + )t] (21)

where and ’ are pssudorandom num bers w thin (0;1).
W ith the parametersk, , ¢, and b taken to be 36, 10:0, 280, and 8=3, respectively, for
1=12, =09, ,=09,and , = 22:5,Dboth the tranan itter and the receiver Exhibit
chaotic behaviorbut can be synchronized. For publicstructure and know n-plaintext attadk,
we choose the parameter k = 36 in the NavierStokes equations as the secret key and
consider the keyspace k° 2 [35;37], where the whole system stays in the chaotic regin e
and synchronization between the transm itter and the receiver can be achieved. In our

sin ulations, we choose the variables v and r as the carriers, and use the EFA
K vik)idy ©2)
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ek’) = T ¥ k) rk)jdt: 23)
0

T he key basins are plotted for the N avierStokes system and the Lorenz system in Fig. 5@)
and Fig. 5({), reypectively. Again we nd the trianglk basin In the N avierStokes system ,
w ith a sin ilar one for the Lorenz system , except w ith a little distortion. (T his appears to
be typical for every varable In this system chosen as the secret key.) The conclusion is
clear: the secret key can be easily determ ined using AAM Just as in the cases that we have
discussed, and the clain for high security does not seem to be justi ed. From the results
of our sin ulations, we do not see any in provem ent w ith m ore com plicated coupled chaotic

system s.

E. Oneway coupled m ap lattices (OCM L)

Fora Jong tin e, coupled m ap lattices (CM L) have been used to investigate the com plex
behavior of spatiotem poral chaos in many elds of nonlinear science 28]. Recently, this
kind of system has been utilized for secure communication In a number of encryption al-
gorithm s. In particular, the oneway coupled m ap lattices (OCM L) is extensively used for
selfsynchronizing, spatiotem poral chaosbased cryptosystem s 29,130].

The earlier works on OCM L inherited the classical ideas of chaos encryption: they re-
garded OCM L as a special spatiotem poral chaos system w ith Inherent high com putational
com plexity and yet am endable to easy analysis R9]. Later, modi ed OCM L m odels were
proposed to m ake the system sm ore feasble for encryption application. These m odi cations
Include the adoption of selfsynchronization, the use of binary sequences m ore suitablk for
digitalcom m unications [12], and the application ofm odulo operations to in prove the system
security [B0], etc. Further studies show that O CM L ciphers can be In proved to have not only
com petitive security when com pared against conventional ciphers, but also respectable en—
cryption speed and low bit error30]. In the follow ing, we shallm ainly evaluate the property
of security n a OCM L system by em ploying the EFA .

W euse amodi ed twodin ensional O CM L encryption system recently proposed in Ref.

31] as our model. The tranam itter is com prised of two parts: the st part is a one-
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din ensionalOCM L wih m ooupled lattices,

Xo M) = Sy_omw— 0)=27;

x@+ 1) @ "Eky@)I+ "6 ki @) 24)

£ x) ax(l x), 1= 1;2;2m;
while the seocond part is a two-din ensional O CM L driven by the st part through lattice z,

znh+ 1)

T "MEf@)]+ "L K. @)

Voo ) = z@) 2" mod1,

vio@+ 1) = @ MEkue @)+ "Ene )]

voa @+ 1) = @ "MEko @)+ "Ele )]

Vio+ 1) = @ "Elio @)1+ "F0BE i1 )]+ 02f i o0 M)Ig 1= 2N ;  (@25)

Vo + 1) = @ "MEko; )]+ "E02F o, 1 )1+ 0BE oy 2 )G, I= 273N ;

vizym+ 1) = @ "Efly;s @)+ "f05f ;4,5 @)1+ 05ffys5 1 M)lg, 2 i+ J Ny
fx) = 4x(1 x):

T he output ciphertext reads

Siy) = Kism)+ Pys@)] mod 27;

Kiym) = fntfis) 21 mod 27, 2 i+ j N (26)

T he dynam ics of the receiver is identical to that of the tranan itter. W hen the two system s
are synchronized, m essages can be recovered by the reverse process of Egs. (26). The
detailed explanation on the structure of Egs. (25) and Egs. 26) is found in Ref. [31],
and In thiswork we shall focus on analyzing its security and other encryption properties.
For this cryptosystem , the param eters a;, 1= 2;3; ::m , can be used as the secret keys. In
the ollow Ing sim ulations, we set the parametersN = 6, m = 3; "= 099, h= 26, = 60,
v= 30,a;= 39,1= 2;3;:m , and choose jist one param eter (jist aswe did forthe previous
four m odels), a;, as the secret key. Exosgpt for the lattice yp,0, each lattice in the second
part can be used as an encryption unit, thus signi cantly enhancing the encryption speed.
W ih the above settings, for exam ple, the system can generate a total of 25 sequences
sin ultaneously.) M oreover, the m odulo operations used In Egs. 5) and Egs. (26) also

15



serve to greatly in prove the system security. T his is therefore a system that potentially has
both high security and fast encryption soeed.
W ith the requirem ent of publicstructure and known-plaintext, we study system ’s key

basin by usinhg the EFA

1K
ey @)) = T K 0) K S0 @) 5 27)

n=1
with K j?_j;ag representing the corresponding output in the receiver for the trialkey al. In F ig.
6 we plot the sin ulation resuls fore;;; w ith the secret key chosen asa; = 3:9. The key basin
isdbserved to bew ithin the range B:9 4 10 2;3:9+ 4 10 2 ]. Sihoe the whole keyspace
for this kind of system is at least w ithin range a) 2 [3:6;40], it needs at Jleast 10™ tests to
determm ine the correct secret key using EFA . W e have also investigated through sim ulations
the key basins for other output sequences S;;;, and found that the w idths of the key basins
typically range from 10 ! to 10 '? , depending on where the output lattice is Jocated. T his
suggests that any one output sequence is a good candidate for encryption. In com parison

w ith other fourm odelsm entioned above, thism odel appears to possess m uch higher system
Securiy.

IV. QUALITY FACTOR

In conventional cryptography, three criteria are com m only considered when designing an
e ective and applicable cryptosystem : security, the encryption speed, and the error rate
[14]. For chaos based encryption, relatively little attention has been paid to the latter two
criteria [1,113,118], which are intim ately linked to the attem pts to achieve greater security.
First of all, security of a cryptosystem depends m ainly on its dim ension: the higher the
din ension, them ore com plex the signal it can generate. H owever, high din ensional system s
usually incur greater encryption tin e cost in both software and hardware In plam entations.
O bviously there will have to be a tradeo between these two In considering the realistic
application ofa system . Furthem ore, higher system security usually In plies higher system
sensitivity, and this brings about another problm for chaos encryption, nam e the system
stability. Both the encryption system s and the com m unication channels can be disturbed
unavoidably for various reasons like intentional attacks or unintentional perturbations). The

system sensitivity of a high security systam will am plify these disturbances rapidly. This
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is particularly problem atic for chaos synchronization based cryptosystem s which have to
oend a certain tin e to elim nate these disturbances before any correct com m unication can
be acoom plished. A 1l these highlight the relevance of considerations beyond jist system
seaurity In evaluating the overall perform ance and applicability of any given encryption
scham e. In this section, we w ill analyze the encryption m odels used In Sec. IIT by studying
their perform ance In all the three agoects m entioned above, and com pare their advantages
and draw backs from the point of application.

Before going further, we need to give the security a quantitative description. Based on
the analysis of EFA , there always exists a key basin around the actual secret key. W ithout
the know ledge of this basin, one m ay not be abl to extract the secret key by brute-foroe
or other m eans of searching. W e de ne the key basin w idth, denoted by w, by the distance
between two trialkeys located on the two sides of the key basin, which exceeds the average
EFA result of the entire keyspace (see the m arked regions in Fig. 3(), Fig4, and Fig. 6).
Here, we call the num ber of intervals which are potential key basins) w ith this width in
the whole keyspace as the key num ber. (For di erent choices of the secret key, there can be
an all di erences In the basin widths.) The security of the system is broken as soon as the
actualkey basin is exposaed, since the searching cost of extracting the secret key then once
is negligble. Thism otivates us to de ne the security of a cryptosystam as the entropy of
the key number [15]

S = log, K;; (28)

w ith K denoting the length of the entire keyspace and ff,— being the key num ber.

W e de ne the am ount (megabit) of data that can be encrypted in each second as the
encryption speed, denote it by V. The number L of bits that are a ected when one bit is
In error in the cphertext is de ned as the error propagation kngth EPL). O ur sinulation
study is based on software In plem entation, and treat each variablk as a 8-byte (ie. 64-bit,
double precision, real) data. In com puting the EPL, random perturbation is added w ithin
the range of the output signals, and the average over 1000 runs is taken.

A swe had em phasized above, there exist som e tradeo relations between security, en—
cryption speed and EP L, so from thepoint ofapplication, we need to strike a balance between

these aspects so0 as to ocbtain a better overall perform ance. In this paper, we represent this
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balance by the Quality Factor, which we de ne as
VS
B=—:
L

29)

A Tthough this de nition m ay not re ect the precise relationship In real applications, the
Quality Factor does param eterize the interplay of the factors a ecting the overall perfor-
m ance ofa cryptosystem in a concrete and reasonable way. but it can fairly wellre ect som e
basic properties for evaluating system ’s overall perform ance. W e nd the ollow ing results
for the di erent encryption m odels discussed in Sec. III:

APD | CPLF | DDE [NDSS|OCML

log, 1| Jog, 10°|Iog, 10| Iog, 1 |log, 10**
316| 28 245 | 226 | 21677

1737 681 719 | 2213 22

W< | wn

0 0:041 | 0413 0 360

T he above results are obtained on SGTOCTANE workstation (wo 195M HZ IP30 CPU
256M RAM , Fortran90 com pikr). W e have also carried out com putations on other work—
stations and com pilers and obtained qualitatively sin ilar results. For the sinulations, we
choose the param eters as for Fig. 1 @) forthe APD model, Fig. 3 @) for the CPLF m odel],
Fig. 4 orthe DDE model, Figs. 5@) and () for the ND SS mode], and Fig. 6 for the
OCM L m odel, respectively, so as to m axin ize the overall perform ance for each schem e.

Based on the above table, we w ish to m ake the follow ing observations.

1. From the security point of view , the OCM L and CPLF m odels perform much better
than the other m odels. This ismainly due to the m odulo operations em ployed In
these two schem es. The m odulo operation digposes the m ost signi cant digits in the
signals and keesp only those kss signi cant digits, m aking the system s m ore sensitive
to the key values. A s veri cation, we have also tried applying m odulo operations on
the output signals ofthe ND SS m odel (the sam e param etersas n Figs. 5@) and (®)),
and the related EFA results are plotted in Fig. 7@) and () for the N avierStokes
system and the Lorenz system , respectively. T he in provem ent in the system security

is ocbvious.

2. TheOCM L m odelpossesses excellent encryption soeed due to its sin ple functions and
muliple outputs. In our sin ulation, we nd that although the m odulo operation can
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In prove appreciably the system security greatly, it is also a tin e-consum Ing fiinction.
This is largely responsble for the low encryption speed of the CPLF m odel. In con—
trast, the 25 sin ultaneous outputs and the sin plicity of the m apping functionsm ore
than com pensate for the extra processing tin e linked to the m odulo operations.

3. Finally, from the results on the EPL, i is clkar that lower dim ensional, m apping
system sperform better than high-din ensional, di erential system s. M oreover, system s
w ith m ultiple outputs but w ith only one as the driving signalhas a clear advantage in
EPL perfom ance. W hike the errors in the tranan itted bits of the driving signal are
responsibl for the EP L, the rem aining nondriving ciphertext bis do not give rise to
such a problem , ie., one bit error of the tranam itted ciphertext causes only one bit
error In the received plaintext. Togetherw ith the two din ensional structure design and
strong couplings, these features give the O CM L m odel an outstanding perform ance as

faras EFL is concemed.

V. CONCLUSION

In this paper, we proposed an e cient cryptanalysis tool, the EFA m ethod, to study the
security of som e wellkknown chaos encryption schem es. O ur systam atic com parison suggests
that even m odels (such asthe APD and ND SS m odels) w ith high din ensionalities (@nd hence
the supposed higher security) failto m aintain their security under the EFA . W e are also of
the opinion that In addition to security consideration, there are other in portant aspects
of cryptosystam s which a ect their overall Perform ance. M ore speci cally, we consider,
additionally, the encryption speed and the error propagation Length, and suggest in this
paper a quantity (the Q uality Factor) as a possble m easure of the overall perform ance, or
applicability, of chaosbased cryptosystem s. T hrough com parisons, we nd thatthem odi ed
OCM L m odelhas the best overall perform ance am ong the m odels considered, and som e the

reasons responsible for this perform ance are brie y discussed.
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F igure C aptions:

Fig. 1l (@) Key bash ofa) orthe APD m odelcom posed oftwo coupled R osskr oscillators,
a; = 045 is chosen as the secret key. () Key bash ofaj, aj, and al or APD m odels w ith
3, 4, and 5 couplkd R ossler oscillators, respectively.

Fig. 2 Key basins for them odelused in Ref. [17].

Fig. 3 The coupling az4 In Egs. (11) is chosen as the secret key. @) M ap of CPLF for

P_
Co= 50andmy= 20 —32+,3= 1;2;:3;20. (b) Keybasihn of CPLF modelw ith the sam e

param eters as for @). (€) Key basin orCy = 0, and, d) key basin form ;= 10 20 szl ,
J= 1;2; 2520, other param eters being the sam e as or @).

Fig. 4 Key basn forthe DDE model, with b= 0d,a= 02, and c= 10. For The secret
key = 300, there are 15 positive LE s and system din ension is about 30.

Fig. 5 The secret key k = 36 is chosen here, and the di erence between the trialkey k°
and the secret key k, k= k 0 k, isused as variabk for the horizontal axis. @) The key
basin for the N avier-Stokes system , ()T he key basin for the Lorenz system .

Fig. 6 The key basih for the OCM L m odel with the chosen secret key a; = 39. The
variable for the horizontal axis is the di erence between the trialkey a¢ and the actual secret
key a;, a=aj a.

Fig. 7 The key basins after the introduction of m odulo operations for @) the Navier-
Stokes system and (o) the Lorenz system , resoectively. T he param eters are the sam e as for

Fi. 5
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