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Abstract

Di� erentchaossynchronization based encryption schem esare reviewed and com pared from the

practicalpointofview. Asan e� cient cryptanalysistoolforchaos encryption,a proposalbased

on theErrorFunction Attack ispresented system atically and used to evaluatesystem security.W e

de� ne a quantitative m easure (Q uality Factor)ofthe e� ective applicability ofa chaosencryption

schem e,which takes into account the security,the encryption speed,and the robustness against

channelnoise.A com parison ism ade ofseveralencryption schem esand itisfound thata schem e

based on one-way coupled chaoticm ap latticesperform soutstandingly well,asjudged from Q uality

Factor.

PACS num bers:05.45.Vx,05.45.Ra,43.72.+ q
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I. IN T R O D U C T IO N

Chaotic system s and conventionalcryptosystem s share m any com m on properties,such

asthe sensitivity to initialconditionsand param eters,high com plexity and unpredictabil-

ity,stochastic and random -like behaviors,and so on [1]. Shanon,in his sem inalpaper of

cryptography,wrote [2]: "In a good m ixing transform ation ... functions are com plicated,

involving allvariables in a sensitive way. A sm allvariation ofany one (variable)changes

(theoutputs)considerably." Theserequirem ents,which arealso known asthedi�usion and

confusion propertiesin conventionalcryptography theory,arejustsom eofthefundam ental

characteristicsofchaoticdynam icalsystem swidely studied in thelastseveraldecades.Itis

indeed acelebrated propertyofchaoticsystem sthattheycan producehighlycom plexsignals

while having relatively sim ple system structures. W hereas the conventionalcryptography

is m ainly based on som e particularalgebraic ornum ber-theoretic operations,chaos-based

cryptography depends entirely on som e physicallaws,this m akes chaos cryptography not

only easy to form ulate and analyze in theory,butalso sim ply to design and operatein ap-

plications. Because ofthese advantages,chaos encryption hasbeen an extrem ely popular

topicofinvestigation,pursued in recentyearsby researchersfrom di�erent�elds.

The conventionalcryptography works on discrete-value system s while chaotic cryptog-

raphy workson continuous-value system s. Because ofthis,the early attem ptsin this�eld

m ainly focused on using chaotic system s as pseudo-random num ber (PN) generators in

discrete-value im plem entations [3]. Later,di�erent encryption algorithm s were developed

based on the di�erent properties ofchaos: algorithm s that build upon discretization and

m apping,ergodicity,perturbation and control,targeting,alphabetunitsportion etc.,have

been proposed fordi�erentpurposes[4].Each algorithm hasitsspecialcharacteristicsand

can be wellutilized under certain restrictions. In 1990,Pecora and Carrollpublished the

�rstpaperon chaossynchronization and assum ed itsapplication in secure com m unication

[5].From then on,chaossynchronization based encryption (CSE)hasbeen a hottopicboth

in theory and in applications[6,7,8].Com paringwith otheralgorithm s,theCSE algorithm

is advanced in m any aspects. Firstly,the welldeveloped theory ofchaos synchronization

provides a solid basis for its feasibility and perform ance analysis. Secondly,experim ents

show thatchaossynchronization can berobustand easily realizablein applications.Finally,

itiseasy to synchronize high-dim ensionalchaotic system sconstructed by coupling orcas-
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cading low-dim ensionalsystem s,which hasbeen used asa standard m ethod forgenerating

highly com plex signals in practicaloperations. As a result,di�erent encryption schem es

based on theidea ofCSE,such aschaosm asking,chaoskey shifting and chaoticm odulation

etc.,havebeen proposed in recentyears.

Initially,chaos encryption was im plem ented on low-dim ensionalchaotic system s both

theoretically and experim entally. These encryption m ethodsare reasonably fast,sim ple to

im plem ent,and havebeen assum ed secure.However,varioussecurity awshavebeen found,

awsthatallow theprivatem essageto beextracted withoutaknowledgeofthesecretkeys,

or ofthe underlying dynam ics [9,10,11]. In order to overcom e these drawbacks,recent

developm ents have focused on hyperchaossystem s which possessm any positive Lyapunov

exponents(LEs)and arem orecom plex in dynam ics.In particular,spatiotem poralchaoshas

been investigated widely foritsexcellentperform ance in correlationsand spread spectrum

m ultiple access com m unication [12]. However,while the early works on chaos encryption

were discussed in the com m unity ofapplied cryptography,recent works are alm ostexclu-

sively considered insidethenonlinearsystem scom m unity.Even acasualevaluation ofthese

algorithm s shows a lot ofpotentialpitfalls and inherent drawbacks [1,13]. For a good

practicalencryption algorithm ,security isnotthe only requirem ent;otherpropertiessuch

asencryption speed and errorrate should be considered aswell. Unfortunately,so farin

the �eld ofchaos encryption,m ost e�orts are stilldirected at im proving system security,

with the other properties receiving little attention. In general,when the dim ension ofa

chaotic system is increased,its encryption speed willsu�er,and for a CSE system ,the

synchronization tim e willincrease too. Togetherthese wille�ectthe system costand the

globalperform ancein di�erentm anners.Therefore,itisnecessary toanalyzedi�erentchaos

encryption schem esby taking allthesecrucialaspectsinto account.

In thispaper,we willanalyze di�erentchaossynchronization based encryption schem es

from the application point ofview. For each schem e,three properties: security,encryp-

tion speed,and error propagation length (EPL),willbe investigated and com pared. W e

propose an e�cient cryptanalysis m ethod,the Error Function Attack (EFA) m ethod,for

the evaluation ofchaosencryption system s. M oreover,we de�ne a quantity,which we call

theQuality Factor(QF),thatallowsusto com parethepracticalapplicabilitiesofdi�erent

cryptosystem s. Based on the sim ulation results,we give a rough ranking ofvariouschaos

encryption schem esaccording to theirfeasibilitiesforapplication.
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This paper willbe arranged as follows. In Sec. II,we propose and analyze the EFA

m ethod in detail.W ethen evaluatethesecurity ofdi�erentchaosencryption schem esusing

the EFA m ethod in Sec. III,and de�ne the Quality Factor. Com parison ofthe di�erent

encryption schem esusing the QF ispresented in Sec. IV.A briefconclusion isthen given

in Sec.V.

II. ER R O R FU N C T IO N AT TA C K

A cryptosystem is usually designed in such a way that its security relies on as few as

possiblesecretsexpressed askeys,and itisalso believed thata public-structure encryption

system ism ore reliable than a secretone [14].A fundam entalassum ption in cryptanalysis

enunciated by Kerckho�sin thenineteenth century isthatthesecurity ofan algorithm m ust

resideentirelyonthekey(theKerckho�sprinciple).Accordingtothisassum ption,foragood

encryption algorithm ,ifEve (the eavesdropper)wantsto extractthe m essage transm itted

between Alice(thetransm itter)and Bob (thereceiver),theonly thingsheneedstodoistry

to �nd outthesecretkey used;she willnotneed to spend tim e on extracting the system ’s

structure.In contrast,m ostchaosencryption schem esdo notobserve thisprinciple rigidly

and the im plem entationstry to hide everything from the public. Thisapproach hasm any

negativeim pactsboth on thesystem safety and itscom m ercialapplications.

Based on the requirem ent ofpublic-structure encryption,there are four generaltypes

ofcryptanalytic attacks,am ong them theknown-plaintextattack isthem ostcom m on one.

In the realworld,itis easy foran cryptanalyst to getsom e past plaintext m essages that

have been encrypted.Hence,when we evaluate thesecuritiesofchaosencryption schem es,

vulnerability to the known-plaintext attack should be considered �rst[14]. In thispaper,

we willpropose a known-plaintext and public-structure cryptanalysis m ethod,the Error

Function Attack (EFA),fortheanalysisofchaosencryption.Sincetheonly thingEveneeds

to do isto �nd outthesecretkey k,them oststraightforward approach would beforherto

try every possible key,k
0

,thatAliceand Bob probably can use(thekeyspace).Thisisthe

so called brute-force attack.By de�ning theEFA function

e(k
0

)=
1

T

Z T

0

jD
k
0(C(t))� P(t)jdt=

1

T

Z T

0

jD
k
0(E k(P(t)))� P(t)jdt; (1)

Evecan scan thewholekeyspaceto �nd outtheproperkey k
0

= k which satis�ese(k
0

)= 0.
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Here T representsthe am ountofdata Eve willuse,dtrepresentsthe length ofeach block

of plaintext (P(t)) and ciphertext (C(t)), E k(P) represents the encryption process and

D k
0(C(t))denotesthedecryption process.

Forpublic-structureand known-plaintextattack,therearem any welldeveloped m ethods

in conventionalcryptanalysis,such asthe linearattack and the di�erentialattack. These

m ethodshave proved to be ine�ective when used on chaosencryption system s [8]. Aswe

m entioned in Sec. I,the basic di�erence between conventionalcryptography and chaos

cryptography isthatthe conventionalencryption isde�ned on discrete setsand the chaos

encryption is de�ned on continuous sets. This m akes the keyspace behavior of chaotic

system svery di�erentfrom thatofconventionalsystem s[8,15].Duetoitscontinuous-value

property,in chaosencryption system skeysthatarenotidenticalbutarevery closecan still

be used to synchronize the two system s very well,thus willform a key basin around the

actualsecretkey [7,9,13,15].Because ofthis,Eve willnotneed to try allthekeysin the

keyspace;she can,according to the specialcharactersofkey basin,�nd som e optim ization

m ethod tosystem atically adjustthetrialkey k
0

untillk
0

= k.By thisway,thecryptanalysis

tim ecan begreatly reduced.

In addition to this,EFA also attacks the weakest part in chaos encryption system s {

thenonchaoticreceiver.Sincethedynam icsofthereceiverisde�nitely notsensitive to the

initialconditionsand m ay notbe sensitive to the param eterm ism atch aswell,itism uch

easiertoattackthereceiverthan toattackthetransm itterwhosesensitivity dependson both

param etersand initialconditions.Thus,asa public-structure and known-plaintextattack,

EFA notonlyfully exploitstheinform ation oftheknown structureand known plaintext,but

also enjoys the advantage ofconsiderable keyspace reduction by attacking the nonchaotic

receiver.

III. EFA A N A LY SIS O N D IFFER EN T C H A O S EN C RY P T IO N SC H EM ES

For any encryption schem e, the m ost im portant evaluation is about its security. In

Sec.II,wehad m entioned thatEFA hasm any advantagesforcryptanalysisofchaosbased

encryption.In thissection,wewillem ploy thism ethod toevaluatethesecurity ofsom epop-

ularencryption schem es.Speci�cally,theactive-passivedecom position m odel,thepiecewise

linear function m odel,the tim e delay m odel,the noise driving sequentialsynchronization
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m odel,and the one-way coupled m ap lattices m odel. Allthese m odels apply chaos syn-

chronization and m ake use ofhigh dim ensionalhyperchaos,i.e. they are assum ed to have

bettersecurity than low dim ensionalchaos.According to therequirem entoftheKerckho�s

principle,we consider only system s with the public-structure,i.e.,the entire dynam ics is

opened to the public excepta single param eterwhich servesasthe secretkey. M eanwhile,

weassum ethattheeavesdroppercould obtain som epastplaintext-ciphertextpairs,nam ely,

weconsiderthepublic-structureand known-plaintextattack.EFA willbeused foranalyzing

allthesecryptosystem s.

A . A ctive-passive decom position (A P D ) m odel

Proposed in1995byKocarevetal andlatergeneralized widely,theactive-passivedecom -

position (APD)m odelhasbeen oneofthem ostpopularchaosencryption schem esstudied

during the pastyears[16]. Thism odelhastwo im portantcharacteristics: (a)the m essage

is not added directly to the chaotic carrier but drives the dynam icalsystem constituting

the transm itter;(b)thedim ension ofencryption system can bearbitrarily high by cascad-

ing identicalordi�erent individualsystem s,and thus the APD m odelhad been assum ed

with high security in early tim e. Forthe consideration ofthe public-structure and known-

plaintext attack,each param eter in the equations can be regarded as a secret key in the

APD m odel.Hereweusecascaded R�osslersystem sinvestigated in Ref.[16]asourm odel:

Transm itter:

:
x1 = 2+ x1(y1 � 4);

:
y
1
= �x1 � z1; (2)

:
z1 = y1 + a1s1;

with

s1 = z1 + 0:25P; (3)

and

:
xi = 2+ xi(yi� 4);

:
yi = �xi� zi; (4)

:
zi = yi+ aisi;
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with

si= zi+ 0:25si�1 , i= 2;3;::::n: (5)

Here P stands for the m essage to be transm itted privately and sn represents the output

ciphertext. Allthe param etersai,i= 1;2;:::;n,can be used assecretkeysand are chosen

carefully to keep the lastoscillator staying within chaos. In order to sim plify the related

analysis,wesetP(t)= 0in Eq.(1)foreach schem einvestigated in thispaperwithoutlosing

generality. In fact,the APD m odelperform sa m ultiple encryption process: the plaintext

is�rstencrypted to s1 by the �rstR�ossleroscillator,then s1 isregarded asthe new input

plaintextand encrypted tos2 bythesecond R�ossleroscillator,and thesam eprocessrepeated

down to thelastR�ossleroscillatorwhich generatessn asthelastoutputciphertext.On the

receiverside,thewholesystem isidenticalto thetransm itterexcepttheencryption process

bereversed,

Receiver:

:
x
0

n = 2+ x
0

n(y
0

n � 4);

:
y
0

n = �x
0

n � z
0

n; (6)

:
z
0

n = y
0

n + a
0

ns
0

n;

with

s
0

n = sn; (7)

and

:
x
0

i = 2+ x
0

i(y
0

i� 4);

:
y
0

i = �x
0

i� z
0

i; (8)

:
z
0

i = y
0

i+ a
0

is
0

i;

with

s
0
i= (s

0
i+ 1 � z

0
i+ 1)=0:25, i= n � 1;n � 2:::::1: (9)

By setting a
0

i = ai,the receivercan be synchronized with the transm itterand the m essage

can be recovered step by step using Eq. (9),and the originalm essage willbe recovered at

thelastoscillatorby using P = (s0
1
� z0

1
)=0:25.

7



Now we use EFA to analyze the key behavior ofthis encryption m odel. Setting aj =

0:45,j = 1;2;:::n,the transm itter is spatiotem porally chaotic with n positive LEs. In

our sim ulations we choose the m ost e�ective (For the APD m odel,system s are cascaded

unidirectionally.Them orelasttheparam eteris,them oresensitive thedecryption process

willbe,this is also veri�ed by our num ericalsim ulations.) param eter an the param eter

ofthe lastR�ossleroscillator,asthe secretkey forencryptionsand de�ne the keyspace by

keys that keep the last R�ossler oscillator in the chaotic regim e. For Eve,she has allthe

knowledge aboutthe transm itterand the receiverexceptan,and she also knowstherange

ofthekeyspace.Consequently,shecan run thereceiver,Eqs.(6)-(9),by choosing thetrial

key a0n random ly within thekeyspace,and calculatethecorresponding errorfunction results

by using Eq. (1). In Fig. 1(a),we plotthe key basin forthe n = 2 APD m odelby using

EFA

e(a
0

2
)=

1

T

Z T

0

�
�
�z

0

1
(a

0

2
)� z1(a2)

�
�
�dt: (10)

Itisfound thatthe whole keyspace a
0

2
2 [0:44;0:46]form sa single key basin,two straight

lineswith reversed slopesdom inatethebehaviorofe(a0
2
).The secretkey a0

2
= a2 = 0:45 is

located atthem inim um pointe(a0
2
= a2)= 0.W ith thisstructure,Evecan �nd thecorrect

key easily through som e adaptive adjustm ents. Forexam ple,Eve can �rst try arbitrarily

two trialkeysin thekeyspace,a0
2
(1)and a0

2
(2),and by com paring therespectivevaluesofe,

shewillknow which direction sheshould beadjusting hernextattem pt.In oursim ulations,

only 6 to 8 tests are needed to �nd the properly location ofa2. Furtherm ore,by using

the slopes,we can evaluate a2 proxim ately only by two trialkeys. W e referto thiskind of

key basin asthe triangle basin and the m ethod forkey searching m entioned above asthe

adaptive adjustm entm ethod (AAM ).Itisobviousthatthism odelhasno security against

EFA.

In orderto investigate the relationship between the dim ension and the security in this

type ofschem e,we also plotthe key basinsforn = 3;4;5 in Fig. 1(b). Asthe dim ension

ofthe system increases,the key basin changesonly in shape,butthe structure oftriangle

basin stillpersists. This kind ofbasin structure can also be found in other APD based

m odels,and in Fig. 2 we plotthe related key basinsforthe m odelused in Ref. [17]. All

param etersand dynam icsofthesystem sarethoseoftheoriginalpaperand theparam eter

in theequation ofthe�rstvariableischosen asthekey.W e�nd thatnom atterhow high the

8



system dim ension is(thedim ension changesfrom 5 to 101 in oursim ulations),thetriangle

basin rem ains. (W e should m ention thatasthe system dim ension isincreased,we also see

a longertransienttim e before the triangle basin becom esm anifest.) Therefore,increasing

the system size (i.e.,the dim ension ofhyperchaos)doesnotlead to an increase in security

for this encryption schem e. This result is rather surprising,and this behavior should be

seriously considered wheneveronehopesto reach high security by increasing thedim ension

ofchaoticsystem ,orsay,by applying spatiotem poralchaos.

B . C oupled piecew ise linear function (C P LF) m odel

Fora long tim e,the piecewise linearfunction m odelhas been anotherpopularnonlin-

ear m odelinvestigated extensively [18,19,20]. There exists a well-developed theory of

piecewise linear m aps which generate uniform ly distributed signals,and it is known that

piecewise linearm apssharenicepropertiesofinvariantm easures,ergodicity and statistical

independence [13].In Ref.[19],theauthorsproposed an e�cientencryption schem e based

on coupled piecewiselinearm aps,and they declared thatsuch cryptosystem snotonly enjoy

high security,butalso have an "im m ense param eterspace" forkey choosing even in lower

dim ensionalencryption system s.Herewe choose the�ve-dim ensionalsystem used thereas

ourm odeland analyzeitssecurity by using EFA.Thedynam icsofthetransm itterand the

receivercan bewritten as:

Transm itter:

x5(k� 1) = f1[x3(k� 1)]+ a51x1(k� 1)+ a52x2(k� 1)+ a53x3(k� 1)

+a54x4(k� 1)+ k7x2(k� 1)sin[k8x3(k� 1)];

x1(k) = f2[x5(k� 1)]+ c� P(k);

x2(k) = f3[x3(k� 1)+ x4(k� 1)]+ x1(k)+ a22x2(k� 1)+ a23x3(k� 1)

+a24x4(k� 1)+ k1x2(k� 1)sin[k2x3(k� 1)]; (11)

x3(k) = f4[x4(k� 1)]+ a32x2(k� 1)+ a33x3(k� 1)+ a34x4(k� 1)

+k3x3(k� 1)sin[k4x4(k� 1)];

x4(k) = a42x2(k� 1)+ a44x4(k� 1)+ k5x4(k� 1)sin[k6x2(k� 1)];
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with thepiecewise linearm ap

fi(x)= C0 + C1x +

N
X

j= 1

D j � jx� Ejj, m od �: (12)

Receiver:

x
0
4
(k) = a

0
42
x2(k� 1)+ a

0
44
x
0
4
(k� 1)+ k

0
5
x
0
4
(k� 1)sin[k

0
6
x2(k� 1)];

x
0
3
(k) = f

0
4
[x

0
4
(k� 1)]+ a

0
32
x2(k� 1)+ a

0
33
x
0
3
(k� 1)+ a

0
34
x
0
4
(k� 1)

+k
0
3
x
0
3
(k� 1)sin[k

0
4
x
0
4
(k� 1)];

x
0
1
(k) = x2(k)� f

0
3
[x

0
3
(k� 1)+ x

0
4
(k� 1)]� a

0
22
x2(k� 1)

�a
0
23
x
0
3
(k� 1)� a

0
24
x
0
4
(k� 1)� k

0
1
x2(k� 1)sin[k

0
2
x
0
3
(k� 1)]; (13)

x
0
5
(k� 1) = f

0
1
[x

0
3
(k� 1)]+ a

0
51
x
0
1
(k� 1)+ a

0
52
x2(k� 1)

+a
0
53
x
0
3
(k� 1)+ a

0
54
x
0
4
(k� 1)+ k

0
7
x2(k� 1)sin[k

0
8
x
0
3
(k� 1)];

P
0
(k) = fx

0
1
� f

0
2
[x

0
5
(k� 1)]g=c:

Thisisa delicately designed cascaded system wheretheplaintextP isadded to the�rst

variableand inuencesallthe othervariablesthrough couplings.The variable x2 servesas

theciphertextand alsoactsasthedriversignalofthereceiverforchaossynchronization.In

thepiecewiselinearm ap fi(x),E 1 < E 2 < :::E N arebreaking pointsand C1 =
1

2
(m 0+ m N ),

D j =
1

2
(m j� m j�1 ),C0 areparam etersused form odeladjustm ent,andm j istheslopeforthe

jth segm ent.In oursim ulations,we setN = 20,� = 100 and setE j uniform ly distributed

in [0;�]so as to sim plifying our analysis. W e also set the slope m j = N �
p
5�1

2
> 1 so

thatthesystem stayswithin thechaoticregim e.W ith C0 = �50,thefunction ofonesingle

piecewise linearm ap isplotted in Fig.3(a).

In thiscryptosystem ,allcoupling param etersand param etersin each m ap function can

beused assecretkeys.Herewe usethem ostsensitive param etera44 asthesecretkey and

keep allthe otherparam eterspublic. According to the requirem ent ofconvergence we �x

thewholeparam etersetas

a22 = 0:1;a23 = �0:09;a24 = 0:1;a32 = 0:1;a33 = 0:1;a34 = 0:2;

a42 = �0:23;a51 = 0:1;a52 = 0:3;a53 = 0:1;a54 = 0:31;

c1 = 0:06;c2 = 3:4;c3 = 0;c4 = 12:9;c5 = 0:378;c6 = �0:99; (14)

c7 = 0:001;c8 = 1:
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Fora44 = �0:89,weplotin Fig.3(b)thekey basin fora0
44
by using theEFA

e(k
0
)=

1

T

T
X

k= 1

jP(k)� P
0
(k

0
)j: (15)

Itisfound thatthereexistsa key basin a0
44
2 [�0:895;�0:885]which occupiesa param eter

intervaloforder 10�2 around the actualsecret key. Com pared with the entire keyspace

a0
44
2 [�1;�0:75],which isoftheorderof10�1 ,itisstillan relatively easy job toexposethe

secretkey.Forexam ple,in orderto attack thissystem ,Eve can dividethewhole keyspace

into som ekey basin sized intervals,then testa few trialkeysin each intervalsto �nd where

the actualkey basin is located. Once this intervalis identi�ed, Eve can the focus her

searching in thisbasin and determ ine the secretkey by AAM asused forthe APD m odel.

Forthe above m entioned �ve-dim ensionalm odel,we can extractthe secretkey within 200

tests,a considerably reduced searching tim ein com parison to the brute-forceattack which

needsabout1015 tests[19].

Althoughstillnotquitesecureenough,thesecurityoftheCPLF m odelhasbeen im proved

greatly com pared to the APD m odel.M oreover,thesecurity ofCPLF can beconsiderably

im proved by increasing the num ber ofm odulo operations. W ith allotherparam eters un-

changed,weplotin Fig.3(c)and (d)theEFA resultsforC0 = 0 (thefunction ofonesingle

piecewise linearm ap shown in Fig. 3(a)isdivided into two separate partsthistim e)and

m j = 10� N �
p
5�1

2
,respectively {both settingsincreasethenum berofm odulooperations.

Itisapparentthatthesystem security issigni�cantim proved.

C . D elay-di�erentialequations (D D E)

The tim e delay system em ploying delay-di�erentialequations is an e�cient m odelfor

constructing high dim ensionalhyperchaos. Itsdynam icsstructure israthersim ple,butits

sequencescan bevery com plex [21].Besides,DDE can beeasily im plem ented in electronic

system s [22]. Com paring with other hyperchaotic system s,DDE has som e specialadvan-

tages for encryption. First ofall,DDE is an in�nite dim ensionaldynam ics with a high

dim ensionalattractorwith m any positive LEs;these guarantee high com plexity ofitsout-

put signals. Secondly,the com plexity and the num ber ofpositive LEs can be controlled

easily by adjusting the delay tim e �.In these system s,we do notneed to worry aboutthe

problem ofweak keys,since the system willalwaysbe chaotic and the num berofpositive
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LEswillincreaselinearly,once� exceedsthecriticalvalue.Finally,synchronization between

DDE hasbeen established and proved toberobust[23].Therefore,DDE hasbeen apopular

m odelforencryption in both theoreticaland experim entalinvestigations[9,24,25].

Forthiskind ofcryptosystem s,thedelay tim e� isthem ostsuitablechoiceforthesecret

key. Here we em ploy the M ackey-Glass DDE (M G DDE)cryptosystem used in Ref. [26]

as our m odeland analyze its security by EFA.The dynam ics ofthe transm itter and the

receiverare

Transm itter:

dx(t)

dt
= �bx(t)+

ax(t� �)

1+ xc(t� �)
+ �P(t); (16)

receiver:

dy(t)

dt
= �by(t)+

ay(t� �0)

1+ yc(t� �0)
+ [s(t)� y(t)]; (17)

with

s(t)= x(t)+ �P(t): (18)

Itwasshown thatwith param etersb= 0:1,a = 0:2,and c= 10,the above system will

always be kept in the chaotic regim e for � > 16:8. For � = 300,there are altogether 15

positive LEs and the system dim ension is about 30. As � increases,both the num ber of

positiveLEsand theKaplan-Yorkedim ension increase[21].In oursim ulations,weconsider

thekeyspacewith therange�02 [150;450]and choose� = 300astheactualsecretkey.The

key basin isplotted in Fig.4 using theEFA

e(�
0
)=

1

T

Z T

0

jx�(t)� y�0(t)jdt; (19)

In thiscase,thekey basin istherange�02 [230;340],and considering theO(102)sizeofthe

entire keyspace,itisobviously an easy job to determ ine the secretkey by AAM asin the

casesdiscussed above.

D . N oise driven sequentialsynchronization (N D SS) m odel

A hierarchically structured cryptosystem is proposed recently [27],em ploying sequen-

tially synchronized chaotic system s. Sequentialsynchronization isattained by �rstfeeding

a noiselike signalto a variable ofthe �rsttransm itterand itsreceiver sim ultaneously and

then feeding a variable ofthe �rsttransm itterand itsreceiver to a variable ofthe second

12



transm itterand itsreceiver,respectively,and repeatingthefeedingsofsuccessivevariablesin

sequence.Plaintextisadded directly tothevariablestoform theciphertexton thetransm it-

terside,and isrecovered by synchronization on thereceiverside.Thisisdi�erentfrom the

encryption schem esm entioned above,astheplaintexthereisnotinvolved in thedynam ics.

Such an encryption schem eappearsto havehigh security,which can beenforced selectively:

di�erentuserscan m aintain di�erentsecurity levelsaccording to the synchronization level

that can be reached. Here we consider the cryptosystem com posed ofone Navier-Stokes

oscillatorand oneLorenzoscillator,asused in Ref.[27],with both thetransm itterand the

receiversharing thesam edynam ics,

:
x = �1:9x + 4[�1y+ �

1
f(t)]z+ 4uv;

:
y = �7:2[�1y+ �

1
f(t)]+ 3:2xz;

:
z = �4:7z� 7:0x[�1y+ �

1
f(t)]+ k;

:
u = �5:3u � xv;

:
v = �v� 3:0xu; (Navier-Stokes) (20)

:
p = �[(�2q+ �

2
z)� p];

:
q = cp� (�2q+ �

2
z)� pr;

:
r = p(�2q+ �

2
z)� br; (Lorenz)

where�1,�2,�1 and �2 arethecouplings,f(t)isthenoisesignalwhich reads

f(t)= 50� sin[2� � 0:8(
1

2
+ �

0

)t] (21)

where� and �
0

arepseudorandom num berswithin (0;1).

W ith the param etersk,�,c,and btaken to be 36,10:0,28:0,and 8=3,respectively,for

�1 = 1:2,�
1
= 0:9,�2 = 0:9,and �

2
= 22:5,both thetransm itterand thereceiverExhibit

chaoticbehaviorbutcan besynchronized.Forpublic-structureand known-plaintextattack,

we choose the param eter k = 36 in the Navier-Stokes equations as the secret key and

consider the keyspace k0 2 [35;37],where the whole system stays in the chaotic regim e

and synchronization between the transm itter and the receiver can be achieved. In our

sim ulations,wechoosethevariablesv and r asthecarriers,and usetheEFA

e(k
0
)=

1

T

Z
T

0

jv
0
(k

0
)� v(k)jdt; (22)
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and

e(k
0
)=

1

T

Z T

0

jr
0
(k

0
)� r(k)jdt: (23)

Thekey basinsareplotted fortheNavier-Stokessystem and theLorenzsystem in Fig.5(a)

and Fig. 5(b),respectively. Again we �nd the triangle basin in the Navier-Stokessystem ,

with a sim ilarone forthe Lorenz system ,exceptwith a little distortion. (Thisappearsto

be typicalfor every variable in this system chosen as the secret key.) The conclusion is

clear:thesecretkey can beeasily determ ined using AAM justasin thecasesthatwehave

discussed,and the claim forhigh security doesnotseem to be justi�ed. From the results

ofoursim ulations,we do notsee any im provem entwith m orecom plicated coupled chaotic

system s.

E. O ne-w ay coupled m ap lattices (O C M L)

Fora long tim e,coupled m ap lattices(CM L)havebeen used to investigate thecom plex

behavior ofspatiotem poralchaos in m any �elds ofnonlinear science [28]. Recently,this

kind ofsystem has been utilized for secure com m unication in a num ber ofencryption al-

gorithm s. In particular,the one-way coupled m ap lattices(OCM L)isextensively used for

self-synchronizing,spatiotem poralchaos-based cryptosystem s[29,30].

The earlierworks on OCM L inherited the classicalideas ofchaos encryption: they re-

garded OCM L asa specialspatiotem poralchaossystem with inherenthigh com putational

com plexity and yet am endable to easy analysis [29]. Later,m odi�ed OCM L m odels were

proposed tom akethesystem sm orefeasibleforencryption application.Thesem odi�cations

include the adoption ofself-synchronization,the use ofbinary sequencesm ore suitable for

digitalcom m unications[12],and theapplication ofm odulooperationstoim provethesystem

security [30],etc.Furtherstudiesshow thatOCM L cipherscan beim proved tohavenotonly

com petitive security when com pared againstconventionalciphers,butalso respectable en-

cryption speed and low biterror[30].In thefollowing,weshallm ainly evaluatetheproperty

ofsecurity in a OCM L system by em ploying theEFA.

W euse a m odi�ed two-dim ensionalOCM L encryption system recently proposed in Ref.

[31]as our m odel. The transm itter is com prised oftwo parts: the �rst part is a one-
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dim ensionalOCM L with m coupled lattices,

x0(n) = SN =2;N =2(n)=2
v
;

xl(n + 1) = (1� ")fl[xj(n)]+ "fl�1 [xl�1 (n)]; (24)

fl(x) = alx(1� x), l= 1;2;:::m ;

whilethesecond partisa two-dim ensionalOCM L driven by the�rstpartthrough latticez,

z(n + 1) = (1� ")f[z(n)]+ "fm [xm (n)];

y0;0(n) = z(n)� 2
h

m od 1,

y1;0(n + 1) = (1� ")f[y1;0(n)]+ "f[y0;0(n)];

y0;1(n + 1) = (1� ")f[y0;1(n)]+ "f[y0;0(n)];

yi;0(n + 1) = (1� ")f[yi;0(n)]+ "f0:8f[yi�1;0 (n)]+ 0:2f[yi�2;0 (n)]g,i= 2;::N ; (25)

y0;j(n + 1) = (1� ")f[y0;j(n)]+ "f0:2f[y0;j�1(n)]+ 0:8f[y0;j�2(n)]g,j= 2;::N ;

yi;j(n + 1) = (1� ")f[yi;j(n)]+ "f0:5f[yi�1;j(n)]+ 0:5f[yi;j�1 (n)]g,2� i+ j� N ;

f(x) = 4x(1� x):

Theoutputciphertextreads

Si;j(n) = [K i;j(n)+ Pi;j(n)] m od 2
v
;

K i;j(n) = fint[yi;j(n)� 2
�
]g m od 2

v
, 2� i+ j� N : (26)

Thedynam icsofthereceiverisidenticalto thatofthetransm itter.W hen thetwo system s

are synchronized, m essages can be recovered by the reverse process ofEqs. (26). The

detailed explanation on the structure ofEqs. (25) and Eqs. (26) is found in Ref. [31],

and in thiswork we shallfocuson analyzing itssecurity and otherencryption properties.

Forthiscryptosystem ,the param etersal,l= 2;3;:::m ,can be used asthe secretkeys. In

the following sim ulations,we setthe param etersN = 6,m = 3;" = 0:99,h = 26,� = 60,

v = 30,al= 3:9,l= 2;3;:::m ,and choosejustoneparam eter(justaswedid fortheprevious

four m odels),a1,as the secret key. Except for the lattice y0;0,each lattice in the second

partcan be used asan encryption unit,thussigni�cantly enhancing the encryption speed.

(W ith the above settings,for exam ple,the system can generate a totalof25 sequences

sim ultaneously.) M oreover,the m odulo operations used in Eqs. (25) and Eqs. (26) also
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serveto greatly im provethesystem security.Thisisthereforea system thatpotentially has

both high security and fastencryption speed.

W ith the requirem ent ofpublic-structure and known-plaintext,we study system ’s key

basin by using theEFA

ei;j(a
0
1
)=

1

T

T
X

n= 1

�
�
�K i;j;a1(n)� K

0

i;j;a0
1

(n)

�
�
�; (27)

with K 0
i;j;a0

1

representing thecorrespondingoutputin thereceiverforthetrialkey a0
1
.In Fig.

6weplotthesim ulation resultsfore3;3 with thesecretkey chosen asa1 = 3:9.Thekey basin

isobserved tobewithin therange[3:9� 4� 10�12 ;3:9+ 4� 10�12 ].Sincethewholekeyspace

forthiskind ofsystem isatleastwithin rangea0
1
2 [3:6;4:0],itneedsatleast1011 teststo

determ inethecorrectsecretkey using EFA.W ehavealso investigated through sim ulations

thekey basinsforotheroutputsequencesSi;j,and found thatthewidthsofthekey basins

typically rangefrom 10�11 to 10�12 ,depending on wheretheoutputlatticeislocated.This

suggeststhatany one outputsequence isa good candidate forencryption. In com parison

with otherfourm odelsm entioned above,thism odelappearstopossessm uch highersystem

security.

IV . Q U A LIT Y FA C T O R

In conventionalcryptography,threecriteria arecom m only considered when designing an

e�ective and applicable cryptosystem : security,the encryption speed,and the error rate

[14].Forchaosbased encryption,relatively little attention hasbeen paid to the lattertwo

criteria [1,13,15],which are intim ately linked to the attem ptsto achieve greatersecurity.

First ofall,security ofa cryptosystem depends m ainly on its dim ension: the higher the

dim ension,them orecom plex thesignalitcan generate.However,high dim ensionalsystem s

usually incurgreaterencryption tim ecostin both softwareand hardwareim plem entations.

Obviously there willhave to be a trade-o� between these two in considering the realistic

application ofa system .Furtherm ore,highersystem security usually im plieshighersystem

sensitivity,and thisbringsaboutanotherproblem forchaosencryption,nam e the system

stability. Both the encryption system s and the com m unication channels can be disturbed

unavoidably forvariousreasonslikeintentionalattacksorunintentionalperturbations).The

system sensitivity ofa high security system willam plify these disturbances rapidly. This
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is particularly problem atic for chaos synchronization based cryptosystem s which have to

spend a certain tim eto elim inatethesedisturbancesbeforeany correctcom m unication can

be accom plished. Allthese highlight the relevance ofconsiderations beyond just system

security in evaluating the overallperform ance and applicability ofany given encryption

schem e.In thissection,wewillanalyzetheencryption m odelsused in Sec.IIIby studying

theirperform ance in allthe three aspectsm entioned above,and com pare theiradvantages

and drawbacksfrom thepointofapplication.

Before going further,we need to give the security a quantitative description. Based on

theanalysisofEFA,therealwaysexistsa key basin around theactualsecretkey.W ithout

the knowledge ofthisbasin,one m ay notbe able to extractthe secret key by brute-force

orotherm eansofsearching.W ede�nethekey basin width,denoted by w,by thedistance

between two trialkeyslocated on thetwo sidesofthekey basin,which exceedstheaverage

EFA resultofthe entire keyspace (see the m arked regionsin Fig.3(b),Fig.4,and Fig.6).

Here,we callthe num ber ofintervals (which are potentialkey basins) with this width in

thewholekeyspaceasthekey num ber.(Fordi�erentchoicesofthesecretkey,therecan be

sm alldi�erencesin the basin widths.) The security ofthe system isbroken assoon asthe

actualkey basin isexposed,since the searching costofextracting thesecretkey then once

isnegligible. Thism otivatesusto de�ne the security ofa cryptosystem asthe entropy of

thekey num ber[15]

S = log
2

K

w
; (28)

with K denoting thelength oftheentirekeyspace and K

w
being thekey num ber.

W e de�ne the am ount (m egabit) ofdata that can be encrypted in each second as the

encryption speed,denote itby V . The num berL ofbitsthatare a�ected when one bitis

in errorin the ciphertextisde�ned asthe errorpropagation length (EPL).Oursim ulation

study isbased on software im plem entation,and treateach variableasa 8-byte(i.e.64-bit,

double precision,real)data. In com puting the EPL,random perturbation isadded within

therangeoftheoutputsignals,and theaverageover1000 runsistaken.

Aswe had em phasized above,there existsom e trade-o� relationsbetween security,en-

cryptionspeed andEPL,sofrom thepointofapplication,weneed tostrikeabalancebetween

these aspectsso asto obtain a betteroverallperform ance.In thispaper,we representthis
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balanceby the Quality Factor,which wede�neas

B =
V S

L
: (29)

Although this de�nition m ay not reect the precise relationship in realapplications,the

Quality Factor does param eterize the interplay ofthe factors a�ecting the overallperfor-

m anceofacryptosystem in aconcreteand reasonableway.butitcan fairlywellreectsom e

basic propertiesforevaluating system ’soverallperform ance. W e �nd the following results

forthedi�erentencryption m odelsdiscussed in Sec.III:

APD CPLF DDE NDSS OCM L

S log
2
1 log

2
103 log

2
101 log

2
1 log

2
1011

V 31:6 2:8 24:5 22:6 216:7

L 1737 681 719 2213 22

B 0 0:041 0:113 0 360

The above resultsare obtained on SGIOCTANE workstation (two 195M HZ IP30 CPU

256M RAM ,Fortran90 com piler). W e have also carried outcom putationson otherwork-

stationsand com pilers and obtained qualitatively sim ilarresults. Forthe sim ulations,we

choose theparam etersasforFig.1(a)fortheAPD m odel,Fig.3(a)forthe CPLF m odel,

Fig. 4 for the DDE m odel,Figs. 5(a) and (b) for the NDSS m odel,and Fig. 6 for the

OCM L m odel,respectively,so asto m axim izetheoverallperform anceforeach schem e.

Based on theabovetable,wewish to m akethefollowing observations.

1.From the security pointofview,the OCM L and CPLF m odelsperform m uch better

than the other m odels. This is m ainly due to the m odulo operations em ployed in

these two schem es. The m odulo operation disposesthe m ostsigni�cantdigitsin the

signalsand keep only those lesssigni�cantdigits,m aking the system sm ore sensitive

to the key values. Asveri�cation,we have also tried applying m odulo operationson

theoutputsignalsoftheNDSS m odel(thesam eparam etersasin Figs.5(a)and (b)),

and the related EFA results are plotted in Fig. 7(a) and (b) for the Navier-Stokes

system and theLorenzsystem ,respectively.Theim provem entin thesystem security

isobvious.

2.TheOCM L m odelpossessesexcellentencryption speed duetoitssim plefunctionsand

m ultipleoutputs.In oursim ulation,we�nd thatalthough them odulo operation can
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im proveappreciably thesystem security greatly,itisalso a tim e-consum ing function.

Thisislargely responsible forthe low encryption speed ofthe CPLF m odel. In con-

trast,the 25 sim ultaneousoutputsand the sim plicity ofthe m apping functionsm ore

than com pensatefortheextra processing tim elinked to them odulo operations.

3.Finally, from the results on the EPL,it is clear that lower dim ensional, m apping

system sperform betterthan high-dim ensional,di�erentialsystem s.M oreover,system s

with m ultipleoutputsbutwith only oneasthedriving signalhasa clearadvantagein

EPL perform ance. W hile the errorsin the transm itted bitsofthe driving signalare

responsible fortheEPL,the rem aining nondriving ciphertextbitsdo notgive rise to

such a problem ,i.e.,one biterrorofthe transm itted ciphertext causes only one bit

errorinthereceived plaintext.Togetherwith thetwodim ensionalstructuredesign and

strong couplings,thesefeaturesgivetheOCM L m odelan outstanding perform anceas

farasEFL isconcerned.

V . C O N C LU SIO N

In thispaper,weproposed an e�cientcryptanalysistool,theEFA m ethod,to study the

security ofsom ewell-known chaosencryption schem es.Oursystem aticcom parison suggests

thateven m odels(such astheAPD andNDSSm odels)with high dim ensionalities(andhence

thesupposed highersecurity)failto m aintain theirsecurity undertheEFA.W earealso of

the opinion that in addition to security consideration,there are other im portant aspects

ofcryptosystem s which a�ect their overallPerform ance. M ore speci�cally, we consider,

additionally,the encryption speed and the error propagation Length,and suggest in this

papera quantity (the Quality Factor)asa possible m easure ofthe overallperform ance,or

applicability,ofchaos-based cryptosystem s.Through com parisons,we�nd thatthem odi�ed

OCM L m odelhasthebestoverallperform anceam ong them odelsconsidered,and som ethe

reasonsresponsibleforthisperform ancearebriey discussed.
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FigureCaptions:

Fig.1(a)Keybasin ofa0
2
fortheAPD m odelcom posed oftwocoupled R�ossleroscillators,

a2 = 0:45 ischosen asthesecretkey.(b)Key basin ofa0
3
,a0

4
,and a0

5
forAPD m odelswith

3,4,and 5 coupled R�ossleroscillators,respectively.

Fig.2 Key basinsforthem odelused in Ref.[17].

Fig. 3 The coupling a44 in Eqs. (11)ischosen asthe secretkey. (a)M ap ofCPLF for

C0 = �50 and m j = 20�
p
5�1

2
,j= 1;2;:::;20.(b)Key basin ofCPLF m odelwith thesam e

param etersasfor(a).(c)Key basin forC0 = 0,and,(d)key basin form j = 10� 20�
p
5�1

2
,

j= 1;2;:::;20,otherparam etersbeing thesam easfor(a).

Fig.4 Key basin fortheDDE m odel,with b= 0:1,a = 0:2,and c= 10.ForThe secret

key � = 300,thereare15 positiveLEsand system dim ension isabout30.

Fig.5 The secretkey k = 36 ischosen here,and the di�erence between the trialkey k0

and the secretkey k,�k = k 0� k,isused asvariable forthe horizontalaxis. (a)The key

basin fortheNavier-Stokessystem ,(b)Thekey basin fortheLorenzsystem .

Fig. 6 The key basin forthe OCM L m odelwith the chosen secret key a1 = 3:9. The

variableforthehorizontalaxisisthedi�erencebetween thetrialkey a0
1
and theactualsecret

key a1,�a = a 0
1
� a1.

Fig. 7 The key basins after the introduction ofm odulo operations for(a) the Navier-

Stokessystem and (b)theLorenzsystem ,respectively.Theparam etersarethesam easfor

Fig.5
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