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W e analyze the security ofquantum cryptography schem es for d-levelsystem s using 2

or d + 1 m axim ally conjugated bases,under individualeavesdropping attacks based on

cloning m achines and m easurem ent after the basis reconciliation. W e consider classical

advantage distillation protocols, that allow to extract a key even in situations where

the m utualinform ation between the honest parties is sm aller than the eavesdropper’s

inform ation.In thisscenario,advantagedistillation protocolsareshown to beaspowerful

asquantum distillation:key distillation ispossible using classicaltechniques ifand only

ifthe corresponding state in the entanglem ent based protocolisdistillable.
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1. Introduction

Q uantum Cryptography(Q C)isaphysicallysecureprotocoltodistributeasecretkeybetween
two authorized partners,Alice and Bob,atdistantlocations[1].Itssecurity isbased on the
no-cloning theorem :ifAlice encodesthe correlation in the stateofa d-dim ensionalquantum
system (qudit) that she sends to Bob,an eavesdropperEve cannotextractany inform ation
withoutintroducing errors.By estim ating a posteriorithe errorsin theircorrelations,Alice
and Bob can detect the presence ofthe spy on the line. O fcourse,zero errorcan neverbe
achieved in practice,even in the absence ofEve. By continuity,ifthe erroris \sm all" one
expects thatit willstillbe possible to extracta secretkey from the noisy data [2]. Atthe
other extrem e,ifthe erroris large,then Eve could have obtained \too m uch" inform ation,
so the only way forAlice and Bob to guaranteesecurity isto stop the protocoland waitfor
bettertim es.Itbecom esthen im portanttoquantify theam ountoferrorthatcan betolerated
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on the Alice-Bob channel:thisvalue m easuresthe robustnessofa Q C protocol.
The problem ofthe extraction ofa secret key from noisy data is ofcourse not speci�c

ofquantum key distribution (Q K D).In a typicalcryptography scenario,Alice,Bob and Eve
shareN independentrealizationsofa triple(a;b;e)ofclassicalrandom variables,distributed
according to som e probability law,P (A;B ;E ). The variablesa and b are both d-valued,we
say thatAlice and Bob encode theirinform ation in dits.Evecan alwaysprocessherdata to
obtain the optim alguessesforthe valuesofa and b,ea;eb,with ex the d-valued guessforx.
From P ,one can in particularcalculatethe m utualinform ation:

I(A :B ) = H (A)+ H (B )� H (AB ); (1)

I(A :E ) = H (A)+ H (E A )� H (AE A ); (2)

I(B :E ) = H (B )+ H (E B )� H (B E B ); (3)

whereH istheShannon entropy,m easured in dits,e.g.H (A)= �
P d� 1

k= 0
P (a = k)logd P (a =

k).
Toextractasecretkeyfrom theraw datam eansthatAliceand Bobareabletoprocesstheir

data and com m unicate classically in orderto end with n < N realizationsofnew variables
(a0;b0;e0)such thatasym ptotically I(A 0:B 0)= 1,and I(A 0:E 0)= I(B 0:E 0)= 0.In other
words,the processed variablesm ustbe distributed according to a probability law P 0 ofthe
form P 0(A 0;B 0)P 0(E ),with P 0(a0 = b0) = 1. To date,no necessary and su�cient criterion
isknown to decide whethera secretkey can be extracted from a given classicaldistribution
P (A;B ;E ).Basically two resultsareknown:

CK criterion. IfI(A :B ) > IE = m in[I(A :E );I(B :E )],then a secretkey oflength
n = [I(A :B )� IE ]N can beextracted usingone-wayclassicaldataprocessing.Thistheorem ,
given by Csisz�ar and K �orner in 1978 [3],form alizes the intuitive idea that ifEve has less
inform ation than Bob on Alice’s string (or,than Alice on Bob’s string),the extraction of
a secretkey is possible. It consists ofthe following two steps: errorcorrection followed by
privacy am pli�cation [4].The wholeprocessisdoneusing unidirectionalcom m unication.

AD criterion. Even ifI(A :B )� IE however,in som e casesa secretkey between Alice
and Bob can be extracted. This is because (i) Eve has m ade som e errors,her inform ation
isbounded,and (ii)Alice and Bob sharea classicalauthenticated and error-freechannel:in
otherwords,Eve can listen to the classicalcom m unication butcan neitherm odify noreven
disturb it.Theseprotocolswereintroduced in 1993by M aurer[5],whocalled them advantage

distillation protocols. They require two-way com m unication between Alice and Bob and are
ratherine�cient. Very little isknown aboutthe conditions(forinstance,in term sofEve’s
errorprobability orinform ation)such thata key can be distilled using theseprotocols.

M ostoftheworksofQ C de�nerobustnessby using CK .AD protocolsin Q C wereconsid-
ered a few yearsagoby G isin and W olf[6],who studied thecaseofqubitencoding (d = 2).In
thispaper,weanalyzeQ C protocolswith d-levelquantum statesorqudits[7]underindivid-
ualattacksbased on cloning m achines.In Section 2,we describe ourscenario:the protocols
and the individualattacksconsidered.W e also presenttheentanglem entbased version ofall
these protocols. Indeed,although entanglem entisin principle notrequired fora secure key
distribution,itisknown thatany Q K D protocolcan be easily translated into an analogous
entanglem entbased protocol.In Section 3,we generalizethe resultofG isin and W olfto the
case ofqudits: we show that,under ourassum ptions,classicaladvantage distillation works
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ford-levelprotocolsifand only ifthequantum stateshared by Aliceand Bob beforethem ea-
surem entin the corresponding entanglem entbased protocolisentangled and distillable. In
Section 4,wediscussthelink between theCK criterion and theviolation ofBell’sinequalities,
noticed forqubitsin Refs[8,9].Section 5isa conclusion,in which wereview som einteresting
open questions.

2. Q C w ith qudits

2.1. T he protocol

A generalschem e for Q C with qudits,generalizing BB84 protocolfor qubits [10],has been
presented by Cerfetal. [7]. Centralto thisdevelopm entisthe notion ofm utually unbiased
bases:two basesB 1 =

�
jki

	
and B 2 =

�
j�li
	
are called unbiased (orm axim ally conjugated)

ifjhkj�lij2 = 1

d
forallvectorsin each basis.Forqudits,one can �nd atm ostd+ 1 m axim ally

conjugated bases [11]. O nce a com putationalbasis B 1 =
�
j0i;j1i;:::;jd� 1i

	
is arbitrarily

chosen,onecan alwaysconstructatleastoneunbiased basis,theso-called Fourier-dualbasis

j�li =
1
p
d

d� 1X

k= 0

e
2�ikl=djki: (4)

LetB =
�
B 1;:::;B n

	
,with 2 � n � d+ 1,a setofn m utually unbiased bases,where B 1

is chosen as the com putationalbasis. Alice preparesatrandom one state belonging to one
ofthese bases and sends it to Bob. Bob receives the qudit,and m easures it in one ofthe
basesofthe setB. Then,(i)ifAlice and Bob use the sam e basis,theirresultsare perfectly
correlated;(ii)ifthey use di�erentbases,theirresultsare totally uncorrelated. Later,they
revealpublicly thebasisthatthey used:they keep theitem swherethey used thesam ebasis
and discard theothers.So,afterthissifting procedure,Aliceand Bob areleftwith a fraction
1

n
oftheraw list.In the absenceofany disturbance,and in particularin theabsenceofEve,

theseditsareperfectly correlated.
Itisstraightforward to constructthecorresponding entanglem entbased protocol[12,13].

Alice preparesa m axim ally entangled state

j�i =
1
p
d

d� 1X

k= 0

jki
A
jki

B
; (5)

keeps one qudit and sends the other to Bob. The m axim ally entangled state is m axim ally
correlated in allthe bases,sinceforallunitary operationsU 2 SU (d),

(U 
 U
�)j�i = j�i: (6)

After the state distribution, Alice and Bob m easure at random in one ofthe bases of B
(m oreprecisely Bob’ssetofbasesisB�).They announcethem easurem entbases.O nly those
sym bols where they chose the sam e basis are accepted,giving a list ofperfectly correlated
dits. Note thatAlice’sm easurem entoutcom e iscom pletely equivalentto the previousstate
preparation.

Fortherestofthearticle,and forconsistency in thepresentation,wewillm ainly concen-
trate on entanglem entbased protocols. Butithasto be stressed thatsom e ofthe ideasare
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especially m eaningfulforprotocolswithoutentanglem ent. Forinstance,wheneverwe speak
aboutclassicalkey distillation protocols,wealso referto protocolswithoutentanglem ent.

2.2. G eneralities about Eve’s attacks

Now we m uststudy Eve’sattackson the quditstravelling to Bob. To �nd the m ostgeneral
eavesdroppingattack fora Q C protocolisa very hard problem .In thisarticlewerestrictour
considerationsto individualattacks: �rst,Eve letsthe incom ing quditinteractin a suitable
way with som eauxiliary quantum system shehasprepared in a referencestatejRi.Then she
letsthe quditgo to Bob and storeshersystem .W hen Alice revealsthe bases,Eve perform s
the m easurem entthatallowsherto gain som e inform ation aboutthe qudit. Note that: (i)
no coherentattackswillbe considered,(ii)Eve issupposed to m easure hersystem afterthe
basisreconciliation and (iii)theindividualattack doesnotchangefrom sym bolto sym bol[4].

Thus,afterEve’sintervention,the totalquantum statereads

j	i
A B E

=
�
11A 
 UB E

�
j�i

A B

 jRi

E
: (7)

Since Eve does not m odify the localdensity m atrix �A = 1

d
11 ofAlice,we have H (A) = 1

. W e also focuson attackssuch thatEve introducesthe sam e am ountoferrorin allbases:
P (a 6= bjB i)� D foralli= 1;:::;j. Indeed,itwasproven in [14]that,given an asym m etric
eavesdropping strategy,one can always design a sym m etric attack as powerfulas it. The
m utualinform ation Alice-Bob isthussim ply

I(A :B ) = 1� H (fD ;1� D g): (8)

To go further,onem ust�nd Eve’soptim alindividualattack.Since Evecan gain m oreinfor-
m ation by introducing largererrors,it is naturalto optim ize Eve’s attack conditioned to a
�xed am ountoferrorD in the correlationsAlice-Bob.Thisim pliesthat,afteroptim ization,
P (A;B ;E )isultim ately only a function ofD ,and thecondition forAliceand Bob to extract
a secretkey willbe ofthe form D < �D ,fora bound �D to be calculated. IfAlice and Bob
�nd D � �D ,they sim ply stop the protocol. Therefore,the value of �D does not quantify
the security,but the robustness ofthe protocol. If �D turns outto be very sm all,the Q K D
protocolisnotpractical.AccordingtowhetherweusetheCK ortheAD criterion toquantify
the robustness,we shall�nd two di�erentrobustnessbounds,D C K and D A D ,with ofcourse
D C K � D A D .

Thequestion is:which quantity should theindividualattack \optim ize"? Itiscom m only
accepted thatwem ustm axim ize the m utualinform ation Alice-EveI(A :E )and/orBob-Eve
I(B :E ) | it willturn out that the optim alincoherent eavesdropping yields I(A :E ) =
I(B : E ). W e follow this de�nition,although,as one ofthe conclusions ofthis work,it
willbe stressed thatdi�erent optim izations are worth exploring. Even ifnow,with allour
assum ptions,the problem of�nding Eve’s attack is form ulated in a m ore precise way,the
optim alattack isstillnoteasy to �nd. W e analyze the individualattacksbased on cloning
m achines given in Ref. [7]. These individualattacks are proven to be optim alfor d = 2,
with two [9]and three bases [16],and d = 3 and four bases [17]. For larger d,they are
optim alunder the assum ption that Eve’s best strategy consists ofusing one ofthe cloning
m achines described in [18];this assum ption seem s plausible but has not been proven. The
nextsubsection describestheseattacks.
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2.3. C loning m achine eavesdropping

FollowingCerfetal.[7],weconsideronly 2-basesprotocols,choosingthetwobasisasFourier-
dualofone another,and (d+ 1)-basesprotocols[15]. These are the naturalgeneralizations,
respectively,ofthe BB84 [10]and ofthe six-state[16]protocolsfortwo qubits.

The evolution induced by Eve’s action is built using the cloning m achines introduced
in Ref. [18]. The reference state for Eve is the m axim ally entangled state oftwo qudits,
jRi� j�i.Theinitialstate j�i

A B
j�i

E 1E 2

issentonto

j	i
A B E 1E 2

=
d� 1X

m ;n= 0

am ;n U
(B )

m ;nj�iA B U
(E 2)

m ;� nj�iE 1E 2

(9)

whereUm ;n isthe unitary operation thatactson the com putationalbasisas

Um ;njki = e
2�ikn=dj(k+ m )m oddi: (10)

In other words,Um n introduces a phase shift m easured by n and an index shift m easured
by m .U (B )

m ;n and U (E 2)

m ;� n indicatethatthesetransform ationsapply to Bob’sand Eve’ssecond
system .The coe�cientsa m ;n are determ ined by im posing the requirem entsdiscussed above
(sam eam ountoferrorsforallbases),and then optim izing Eve’sinform ation fora given error
D .Thedetailed calculation ofthesecoe�cientscan be found in [7].W riting F = 1� D ,the
�delity ofthe cryptography protocol,one�ndsforthe 2-basesprotocol,

a0;0 = F ;

am ;0 = a0;n � x =
q

F (1� F )

d� 1
form ;n 6= 0;

am ;n � y = 1� F

d� 1
form ;n 6= 0:

(11)

Forthe (d+ 1)-basesprotocol,one�nds

a0;0 � v =
q

(d+ 1)F � 1

d
;

am ;n � z =
q

1� F

d(d� 1)
form 6= 0 orn 6= 0.

(12)

Notethatthe statesjB m ;ni= [11
 Um ;n]j�iarem utually orthogonal| in fact,they form a
basisofm axim ally entangled statesoftwo qudits.In particularthen

�A B (F ) =
d� 1X

m ;n= 0

jam ;n(F )j
2 jB m ;nihB m ;nj: (13)

Thetransform ation de�ned by (9)can beseen asa cloning m achine,whereBob’sstateis
the state to be copied,the �rstquditofEve,E 1,isEve’sclone,and hersecond quditE 2 is
the ancilla.Afterthisinteraction Evewaitsforthe basisreconciliation.O nce the used basis
has been announced,Eve can gain partialinform ation aboutAlice’s and Bob’s sym bols by
m easuringhertwoqudits.W ewillconsiderthem easurem entsdiscussed in Ref.[7]forboth 2-
basesand (d+ 1)-basesprotocolsthatm axim izeEve’sinform ation.Thesem easurem entsalso
m inim izeEve’serrorprobabilityandareanexam pleoftheso-calledsquare-rootm easurem ents
[19]. Itturns outthat (i) the m easurem enton E 1 givesthe estim ate ea for Alice’s dit;(ii)
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the m easurem ent on E 2 gives determ inistically the value ofthe error introduced on Bob’s
side,� = b� a. Since Eve determ inistically knowsthe di�erence between Alice’sand Bob’s
sym bols,shehasIA E = IB E .

W e have presently collected allthe tools we need to study the robustness bounds D A D

(Section 3)and D C K (Section 4)on Q C protocolswith entangled qudits.

3. A dvantage distillation and distillation ofentanglem ent

In thisSection,weprovethe following

Theorem :LetD A D and D E D denote the two bounds:(i)a secretkey can be extracted by

advantage distillation for D < D A D ,and (ii) �A B (F ) is distillable for D = 1� F < D E D .

Then,for any d,and for both the 2-basesand the the (d+ 1)-basesprotocols,

D
A D = D

E D
: (14)

In words: advantage distillation protocolscan be used to extracta secretkey ifand only if
the state�A B (13),obtained afterthe cloning based attack,isentangled and distillable.

Actually,we have rigorousproofsforthe d+ 1-basesprotocolsforalldim ension and for
the 2-basesprotocolsup to d = 15. Fortwo basesand d > 15 the validity ofthe theorem is
conjectured.

The m eaning ofthis result is schem atized in Fig. 1. W e start with a quantum state
j	i

A B E
,and wantto end up with a probability distribution P (A;B )P (E )with P (a = b)= 1.

In the Introduction,we considered the following protocol: (i) the state is m easured,giving
P (A;B ;E )[20];(ii)Alice and Bob processtheirclassicaldata,using AD,to factorEve out.
Let us again em phasize here that no entanglem ent is actually required for distributing the
probabilities P (A;B ;E ). But one can as wellconsider quantum privacy am pli� cation: (i’)
Alice and Bob distilla m axim ally entangled state j�i,and since pure state entanglem ent
is \m onogam ous" Eve is certainly factored out;(ii’) They m ake the m easurem ents on j�i,
and obtain the secret key. O ur Theorem thus m eans that these two protocols work up to
exactly the sam eam ountoferror �D .In otherwords,asfarasrobustnessisconcerned,there
seem to be no need forentanglem entdistillation in Q C,one can aswellprocessthe classical
inform ation.

ΨABE1E2

Measurements

Quantum
Distillation

Φ ΨAB E1E2

Measurements

P(A,B,E ,E )A B

Classical
Distillation

Secret key

Fig.1.D iagram illustrating them eaning of(14):thetwo protocols\m easurethestate,then apply

advantage distillation" and \distilltheentanglem ent,then m easurethestate" work up to thesam e

am ount oferrorin the correlations A lice-Bob.
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The proofofthe Theorem isgiven in two steps:

Step 1 (subsection 3.1):wecalculateD E D atwhich �A B ceasesto be distillable.W e also
prove | for allthe (d + 1)-basesprotocols,and num erically for the 2-basesprotocolup to
d = 15 | that�A B becom esseparableatthatpoint,thatis,forno valueofD thestate�A B
isbound entangled.

Step 2 (subsection 3.2):weconstructan advantagedistillation protocolthatworksforall
D < D E D ,so thatD A D � D E D .

These two stepsconclude the proofof(14),taking into accountthe following result[21]:
Ifj	i

A B E
is such that �A B is separable,then,whatever Alice and Bob do,there exists a

m easurem entofEvesuch thattheintrinsicinform ation Alice-Bob forthederived probability
distribution P (A;B ;E )

I(A :B #E ) = inf
E ! �E

I(A :B j�E ) (15)

goes to zero. In fact,the vanishing ofthe intrinsic inform ation im plies that no secret key
can be extracted [21]. Since for D = D A D the quantum state shared by Alice and Bob is
separable,Eve can sim ply apply this m easurem entpreventing Alice and Bob to establish a
key.

O ne m ay wonder whether,at this criticalpoint,the m easurem entm axim izing Eve’sin-
form ation is also optim alfrom the point ofview ofthe intrinsic inform ation. This sounds
very plausible.W eexplorethispossibility in subsection 3.3:forthe(d+ 1)-basesand 2-bases
protocolwith d = 3,we constructexplicitly the channelE ! �E thatEve m ustapply to her
data in orderto obtain I(A :B j�E )= 0.Forthe 2-basesprotocoland d = 2,the channelwas
given in Ref.[21].

3.1. Step 1: Entanglem ent distillation

W ewanttostudy theentanglem entdistillation propertiesof�A B forboth 2-basesand (d+ 1)-
basesprotocols.In ordertodothat,we�rstcalculateitspartialtransposition.Itiswellknown
thata statewith positivepartialtranspose(PPT)isnotdistillable[22].Thiswould de�nea
criticalD ,denoted by D E D ,abovewhich thestatecannotbedistilled.M oreover,wewillsee
thatbelow thisvaluethe�delity of�A B with a two-quditm axim ally entangled statesatis�es

h�j� A B (F )j�i >
1

d
: (16)

This condition is su�cient for distillability [23]. Therefore,� A B is distillable ifand only if
D < D E D ,i.e. the non-positivity ofthe partialtransposition is a necessary and su�cient
condition forthe distillability ofstates(13).

3.1.1. (d+ 1)-basesprotocols

Inserting (12) into (13),we �nd that for the (d + 1)-basesprotocols the state ofAlice and
Bob afterEve’sattack issim ply

�A B (F ) = � j�ih�j+ (1� �)
11

d2
(17)
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with � = v2 � z2 = dF � 1

d� 1
. The sm allest eigenvalue ofthe partialtranspose �TA

A B
is sim ply

�m in = �(� 1

d
)+ (1� �)1

d2
= 1� (d+ 1)�

d2
,where � 1

d
is the m inim aleigenvalue of(j�ih�j) TA .

The partialtranspose �TA
A B

is non-negative if�m in � 0,that is if� � 1

d+ 1
or equivalently

F � 2

d+ 1
. This is precisely the range ofvalue ofF for which (16)does nothold. W e have

thusproven that:

(d+ 1)-bases: D
E D
d+ 1 =

d� 1

d+ 1
: (18)

M oreover,a stateoftheform (17)cannotbebound-entangled,i.e.thepositivity ofitspartial
transposition isequivalentto separability [23].

3.1.2. 2-basesprotocols

Inserting (11)into (13),and noticing thatx2 = F y,we�nd thatforthe2-basesprotocolsthe
stateofAlice and Bob afterEve’sattack is

�A B (F ) = (F 2 � y
2)j�ih�j+ y

2
11 +

+ (F � y)y
� X

m 6= 0

Pm ;0 +
X

n6= 0

P0;n

�

(19)

where Pm ;n = jB m ;nihB m ;nj,and recallthaty = 1� F

d� 1
. In the com putationalproductbasis

wehave:

dhkkj�A B (F )jkki = F

dhkk0j�A B (F )jkk0i = y

dhkkj�A B (F )jk0k0i = F (F � y)
dhkk0j�A B (F )jjj0i = y(F � y)�(k� k0);(j� j0)

(20)

wherek;k0;j;j02 f0;1;:::;d� 1g,k06= k and j6= k.NotethatforF = �F itholdsy = F (F � y),
thatishkk0j�A B (�F )jkk0i= hkkj�A B (�F )jk0k0i

Condition (16)isful�lled forF > �F = 1p
d
,so certainly D E D � 1� 1p

d
. Now we should

prove thatstrictequality holds,by proving that�A B (�F )isPPT.Ford = 2,thatisforthe
entanglem entversion ofthe BB84 protocol,the calculation isparticularly sim ple and ithas
been proven in [6]. Note thatbecause fortwo qubitsthe negativity ofthe partialtranspose
isnecessary and su�cientcondition forentanglem ent,� A B (�F )is also separable. Ford > 3
wehavedem onstrated num erically (seeAppendix A)that�A B (�F )isindeed PPT.So wecan
conclude

2-bases: D
E D
2 = 1�

1
p
d
: (21)

Ford = 3;:::;15,we can num erically prove(see Appendix B)that�A B (�F )isseparabletoo.
Indeed,itseem svery plausible thatPPT isa necessary and su�cientforseparability when
the statesarediagonalin a basisofm axim ally entangled states,asithappensfor�A B (13).

3.2. Step 2: A dvantage distillation protocol

W e turn now to provethatadvantagedistillation worksforallD < D E D .Thiscan be done
by generalizingtheadvantagedistillation protocoldescribed in Ref.[6]forqubits.Itworksas
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follows:Alicewantsto establish thesecretditX with Bob.SheconsidersN item sofherlist,
fai1;:::;aiN g,and sends to Bob on the public channelthe list fi1;:::;iN g and the num bers
f~aik g such thataik + ~aik = X .Bob takesthe corresponding sym bolsofhislist,fbi1;:::;biN g
and calculatesbik + ~aik . Ifhe �ndsthe sam e resultY forallk,he noti�esto Alice thatthe
ditisaccepted;otherwise,both discard theN sym bols.Thisprotocolshowsthefeaturesthat
we discussed foradvantage distillation protocols: itrequirestwo-way com m unication (Alice
m ustannounce and Bob m ustcon�rm ),and itsyield isvery low with increasing N . Asfar
as Eve is concerned,she can only listen to the com m unication and com pute from her list
~eik = eik + ~aik .IfBob accepts,she cannotdo betterthan a m ajority guess.

Now,recallthe purpose we wantto achieve:we startin a situation in which I(A :E )=
I(B :E )islargerthan I(A :B ),and we wantto reverse thissituation in orderto enterthe
region in which the m uch m ore e�cient one-way protocols can be used. Thus,we want to
show that,afterrunning the above protocolwith N su�ciently large,the m uch shorterlists
ofdits are such that Bob’s error�N in guessing Alice’s dit has becom e sm aller than Eve’s
error�N (noted 
N in [6]).So now wem ustestim ate �N and �N .

Bob acceptsaditwhen eitherallhissym bolsareidenticaltothoseofAlice,which happens
with probability F N ,orallhissym bolsaredi�erentfrom Alice’sby thesam eam ount,which

happens with probability D N = (d � 1)
�

D

d� 1

�N
. Thus,the probability ofBob accepting a

wrong dit,conditioned to the acceptance,is

�N =
D N

F N + D N

� (d� 1)

�
D

(d� 1)F

� N

: (22)

Notethatin the lim itoflargeN the previousexpression becom esan equality.

Itism oretricky to obtain an estim atefor�N .W hen Bob acceptsa sym bol,Evem akesa
m ajority guess.O fcourse,there areenorm ously m any possibilitiesforEveto guesswrongly,
and it would be very cum bersom e to sum up allofthem . The idea is rather to �nd those
errorsthatarethem ostfrequentones.W eshallobtain a bound �N which issm allerthan the
true one,but very close to it forlarge N (equalwhen N ! 1 ). The estim ate is based on
thefollowing idea:beforethe advantagedistillation protocol,Eveisstrongly correlated with
Alice and Bob. O n the one hand,thisim pliesthatwhen one sym bolism ore frequentthan
alltheothersin Eve’sprocessed ~E list,itwillalm ostalwaysbethecorrectone.O n theother
hand,itis very im probable that three orm ore sym bolsappearwith the sam e frequency in
the ~E list. Allin all,the dom inating term forEve’serrorsshould be associated to the case
where two sym bolsappearin ~E with the sam e frequency,in which case Eve guesseswrongly
halfofthe tim es.

Suppose then thattwo sym bols x and x0 appearM tim es in ~E ,and allthe other d� 2
sym bols appear M 0 = N � 2M

d� 2
. Suppose now that one ofthe two sym bols is the good one:

thisishighly probable when M > M 0,and a situation in which M 0> M isvery unlikely to
happen. M oreover,we suppose that aik = bik = x (the other situation,aik = bik + c = x,
addsonly correctionsoforder�N ). The probability that ~E containsM tim esx and x0 and

M 0 tim esallthe othervaluesis�M
�
1� �

d� 1

�N � M

where � isthe probability thatEve guesses

correctly Bob’sdit,conditioned to thefactthatAlice’sand Bob’sditsareequal.Aswesaid,
halfofthe tim esEve willguessx correctly,and halfofthe tim esshe willguessx0 wrongly.
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Adding the com binatorialfactor that counts allthe possible ways ofdistributing x and x0

am ong the d sym bolsweobtain the estim ate

�N �
1

2

N =2X

M = 0

N !

(M !)2
h�

N � 2M

d� 2

�
!
id� 2 �

M

�
1� �

d� 1

� N � M

(23)

and applying Stirling’sapproxim ation (x!)m ’
(m x)!

m m x we�nd the asym ptoticbehavior

�N � k

 

2

r

�
1� �

d� 1
+ (d� 2)

1� �

d� 1

! N

(24)

with k som epositiveconstant.Com paringthisexpression with (22),weseethat�N decreases
exponentially fasterthan �N whenever

D

(d� 1)F
< 2

r

�
1� �

d� 1
+ (d� 2)

1� �

d� 1
: (25)

The value of� is found reading through Ref. [7]. For the 2-basesprotocol,the probability
thatEveguessescorrectly isindependentofthe correlation Alice-Bob,so �2 = FE given by

FE =
F

d
+
(d� 1)(1� F )

d
+
2

d

p
F (1� F )(d� 1): (26)

Forthe(d+ 1)-basesprotocols,�d+ 1 = (F + FE � 1)=F ,whereFE = 1� d� 1

d
(v� z)2.Inserting

these valuesinto (25),we �nd aftersom e algebra thatthe condition issatis�ed precisely for
D < D E D given by (21),resp.(18).Thus,ouradvantagedistillation protocolworksatleast
up to D E D .

3.3. Intrinsic inform ation at D = D E D for d = 3

In this subsection,we wantto prove that the intrinsic inform ation (15) ofP (A;B ;E ) goes
to zero atD = D E D ,when Eve applies the m easurem ents ofRef. [7]. As said above,this
quantity providesan upperbound fortheam ountofsecretbitsthehonestpartiescan extract
from a probability distribution. Since �A B atD = D E D isseparable,we already know that
there exists a m easurem ent for Eve such that I(A :B # E ) = 0 for allAlice’s and Bob’s
m easurem ents [21]. Thus,the state is com pletely useless for establishing a key. Here,we
study whetherthem easurem entsm axim izing Eve’sm utualinform ation arealso optim alfrom
the pointofview ofthe intrinsic inform ation,when D = D E D . W e shallgive the com plete
proofonly ford = 3,butwe startwith generalconsiderations.

Afterbasisreconciliation,Alice,BobandEvesharetheprobabilitydistributionP (a;b;ea;�),
thatcan befound reading through Ref.[7]| recallthat� = b� a determ inistically.Forthe
2-basesprotocol,wehave:

P (a;b= a;ea = a;0) = F FE =d

P (a;b= a;ea 6= a;0) = F D E =d

P (a;b6= a;ea = a;b� a) = D FE =d

P (a;b6= a;ea 6= a;b� a) = D D E =d:

(27)
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For(d+ 1)-basesprotocols,writing � = (F + FE � 1)=F ,wehave:

P (a;b= a;ea = a;0) = F �=d

P (a;b= a;ea 6= a;0) = F (1� �
d� 1

)=d
P (a;b6= a;ea = a;b� a) = D =d

P (a;b6= a;ea 6= a;b� a) = 0:

(28)

Forboth these distributions,the conditionalm utualinform ation isI(A :B jE )6= 0. W e are
looking fora classicalchannelC thatEvecould apply to herinform ation

C :E = f(ea;�)g ! �E = f�ug (29)

in such a way thatI(A :B j�E )= 0 [24].Thechannelisde�ned by theprobabilitiesC (�ujea;�)
thatthe sym bol(ea;�)ofE issentonto the sym bol�u of �E . O fcourse,these probabilities
ful�llthe condition

P

�u
C (�ujea;�)= 1. The new probability distribution forAlice,Bob and

Eveisgiven by

P (a;b;�u) =
X

ea ;chi

C (�ujea;�)P (a;b;ea;�); (30)

whenceconditionalprobabilitiesP (a;bj�u)areobtained in the usualway.

Atthisstage,we know ofno system atic way of�nding the channelthatm inim izesI(A :
B j�E ),so we shalltry to describe ourintuition. Basically,one m ustkeep in m ind thatI(A :
B j�E )= 0ifand onlyifP (a;bj�u)isin facttheproductprobabilityP (aj�u)P (bj�u).In particular,
identitieslike

P (a;bj�u)P (a0;b0j�u) = P (a;b0j�u)P (a0;bj�u) (31)

should hold forallvaluesofthe sym bols.

For d = 3,we tried the \sim plest" form ofthe channeland veri�ed thatit givesindeed
I(A :B j�E )= 0 forD = D E D .Itisde�ned asfollows:

� The sym bol�E isa trit:

�E = fu0;u1;u2g: (32)

� W hen Evehasintroduced no error(� = 0),Eve’sguessissentdeterm inistically on the
corresponding valueofthe trit:

C (ukjea;� = 0) = �k;ea : (33)

� W hen Evehasintroducedsom eerrors,Eve’sguessesarem ixed accordingtothefollowing
rule:

C (ukjea;� 6= 0) =
c ; k 6= ea � �

1� 2c ; k = ea � �
: (34)
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Thevalueoftheparam etercwasfound on thecom puter.Forthe2-basesprotocol,wefound
c� 0:4715;forthe 4-basesprotocol,c� 0:4444.

4. T he C K bound and the violation ofB ell’s inequalities

Aswesaid,although strictly speakinga secretkey can beextracted forD < D A D ,in practice
the extraction can be m ade e� ciently only for D < D C K ,and this criterion is the m ost
studied in the literature. The value ofD C K for the protocols we are considering is given
in Ref. [7]. For 2-bases protocols,D C K

2 = 1

2

�
1 � 1p

d

�
= 1

2
D A D
2 . For the (d + 1)-bases

protocols,itiscum bersom e to give a closed form ula forD C K
d+ 1

,butitisslightly largerthan
D C K
2 :in otherwords,(d+ 1)-basesprotocolsare m ore robustthan 2-basesprotocolsalso if

oneconsidersthe CK bound.

W esaw in thepreviousSection thatD A D = D E D :advantagedistillation istightly linked
to entanglem entdistillation. According to this intuition,one expects D C K to be linked to
entanglem ent distillation using one-way com m unication [25]. As far as we know,there are
few results in this direction. Rem arkably, the bound D C K also seem s to be linked with
the violation ofa Bell’s inequality,but it is unclear whether this link is as tight as (14),
because it is a hard problem to characterize allthe Bell’s inequalities. M ore precisely,the
state-of-the-question isdescribed by the following

Statem ent:De� nethetwo bounds:(i)I(A :B )> m in
�
I(A :E );I(B :E )

�
forD < D C K ,

and (ii)�A B (F )violatesa Bell’sinequality forD = 1� F < D B ell.Then,forany d,forboth

the 2-basesand the the (d+ 1)-basesprotocols,and for allknown Bellinequalities,itholds

D
B ell � D

C K
: (35)

In words:ifthe state �A B violatesa Bell’sinequality,then certainly the correlationscan be
used to extracta secretkey in an e�cientway. Thisisone ofthe situationsin which Bell’s
inequalitiesshow them selvesaswitnessesofusefulentanglem ent.

W e startwith a review ofthe d = 2 case.Consider�rstthe 2-basesprotocol.W riting as
usualj�� i= 1p

2
(j00i� j11i)and j	 � i= 1p

2
(j01i� j10i),the state (19)becom esF 2P� + +

F (1� F )
�
P� � + P	 +

�
+ (1� F )2P	 � ,thatis

�A B (F ) =
1

4

�

11+
X

k= x;y;z

tk(F )�k 
 �k

�

(36)

with tx = tz = 2F � 1 and ty = � (2F � 1)2. Applying the Horodeckis’result [26],the
expectation value forthe CHSH-Belloperator[27]with the optim alsettingsisgiven by S =
p
t2x + t2z = (2F � 1)

p
2.TheBellinequality isviolated forS > 1,thatisforF > 1

2
(1+ 1p

2
),

thatisagain forD < D B ell = 1

2
(1� 1p

2
)= D C K .So forthequbitprotocoltheequality holds

in (35).

Thisseem stobenolongertruewhen wem ovetothe3-basesprotocol(six-statesprotocol).
The state (17)hasthe sam e form as(36),with tx = tz = � ty = 2F � 1. The condition for
theviolation oftheCHSH-Bellinequality isthen exactly thesam easbefore,so we�nd again
D B ell = 1

2
(1� 1p

2
). Butfor the six-statesprotocol,the bound D C K is slightly largerthan

thisvalue.
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O ne m ight start questioning the choice ofthe inequality. In the CHSH inequality [27],
Aliceand Bob chooseeach am ong two possiblesettings.Forthisreason,theinequality seem s
suited for the 2-basesprotocol(although the settings are notthe sam e ones),while forthe
3-basesprotocolone should �nd an inequality with three settings per qubit. Recently,the
com plete characterization ofallthe inequalitieswith three settingsoftwo outcom esperside
hasbeen achieved [28,29].None ofthese inequalities�llsthe gap between D C K and D B ell.

M oving now to thed > 2 case,theknowledgeiseven m orevague.G ood Bell’sinequalities
fortwoentangled quditsford > 2havebeen found only recently[30,31].W hen applied toour
problem ,allthese inequalitiesgive D B ell < D C K both forthe 2-basesand the (d+ 1)-bases
protocols.Notethattheinequality with twosettingsperquditofCollinsetal.[30]isin som e
senseoptim al[29,32].

5. C oncluding rem arks

In thisarticlewehavestudied the relation between quantum and classicaldistillation proto-
colsforquantum cryptography. W e have shown thatclassicaland quantum key distillation
protocolswork up tothesam epointordisturbancefortheschem esusing twoand d+ 1 bases,
when individualattacksbased on cloning m achinesare considered. Indeed,thisequivalence
hasbeen recently extended in Ref.[33]to alltwo-qubitentangled states,and thereforeto all
theso-called one-copy distillablestates(which include thestatesstudied in thisarticle),and
to allindividualattacks. W e would like to conclude the presentwork with a listofseveral
open questionsconnected to m any ofthepointsraised here.Thesolution ofany ofthem will
provide m ore insight into the relation between classicaland quantum distillation protocols
forquantum key distribution.

� The �rstopen question concernsofcoursethe validity ofourresultswhen som e ofthe
assum ptionsm ade forEve arerelaxed.Although these assum ptionsseem very reason-
able taking into account present-day technologicallim itations,they are quite strong
from a theoreticalpointofview. First,one m ay wonderwhathappensifEve changes
herattack,stillindividual,from sym bolto sym bol. In thism ore generalscenario,the
so-called collision probability providesthe honestpartieswith a bound on the am ount
ofprivacy am pli�cation needed fordistilling a securekey [4,34].O necan also consider
collectiveattackswhereEveinteractswith m orethan onequdit[35].O reven ifthein-
teraction isdonesym bolby sym bol,shem ay delay her�nalm easurem entuntiltheend
ofthe classicalcom m unication between the honestparties[36]. In allthese situations,
the eavesdropper is m ore powerfulthan in this work,so they clearly deserve further
investigation.

� Anotheropen question isthevalidityoftheconjecturethatthecloningm achinesde�ned
above provide really the optim alindividualeavesdropping,also ford > 3. W hile this
seem svery plausibleforthe(d+ 1)-basesprotocols,also when theTheorem (14)ofthis
paper is taken into account,som e doubts can be raised for the 2-bases protocols. In
theseprotocols,thesecond basishasalwaysbeen de�ned astheFourier-dualbasisofthe
com putationalbasis. Ford = 2 and d = 3 thisisnota restriction,since the following
holds:foranyB 1,B 2 and B 3 m utuallym axim allyconjugated bases,thereexistaunitary
operation thatsendsthepair(B 1;B 2)ontothepair(B 1;B 3).Foreavesdroppingon Q C,
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thism eansthatthe cloning m achinesC12 and C13 thatareoptim ized for,respectively,
(B 1;B 2)and (B 1;B 3),are equivalentundera unitary operation,so in particularhave
the sam e �delity and de�ne the sam e bounds. For d > 3 however,it is in general
im possible to link (B 1;B 2)to (B 1;B 3)with a unitary operation [37].Thisopenssom e
intriguing possibilities: for instance, it m ight turn out that som e pairs of m utually
conjugated basesarem oredi�cultto clonethan others,and arethereforem oresuitable
for cryptography. Recent results [38]suggestthat this m ay not be the case and that
allpairs ofm utually conjugated bases m ay be equivalent for quantum cryptography,
although thisisstillan open question.

� A related open question concernsthechoiceofEve’sstrategy.Asm entioned explicitly,
we havealwayssupposed in thispaper| asisdone,to ourknowledge,in m ostofthe
papers on Q C | that Eve’s best individualattack is the one that m axim izes Eve’s
inform ation at any given error rate induced on the correlations Alice-Bob. But Eve
m ighthave a di�erentpurpose;forinstance,since afterallthe security ofQ C cannot
be beaten, she m ight be willing to decrease the robustness. Thus, she m ay decide
to apply the attack that introduces the m inim aldisturbance and lowers the intrinsic
inform ation of the resulting probability distribution. This is also connected to the
security of quantum channels. Indeed, from the cryptography point of view, Eve’s
attack com pletely de�nes a channel. Therefore,when does a given channelallow for
a secure key distribution,assum ing that allthe errors are due to the presence ofan
eavesdropper? Recent results in [33]suggest that only those channels that allow to
distribute distillable entanglem entaresecure.

� Thelastquestion dealswith m orequantitativeaspects.In Section 3,wehaveshown that
two protocolsforextracting a secretkey,nam ely \m easurem entfollowed by advantage
distillation" and \entanglem entdistillation followed by m easurem ent",work up to the
sam e errorrate. However,one ofthese two strategiesm ightturn outto have a better
yield than the other one. This is a com plicated problem since, for both advantage
distillation and entanglem entdistillation,the optim alprotocolsarenotknown.

Note added in proof: The sam e results as in section 3 have been sim ultaneously and
independently found in Ref.[39].There,the analysisisrestricted to d+ 1-basesprotocols.
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7. A ppendix A

In this Appendix,we describe the e�cient num ericalcalculation used to dem onstrate that
�A B (�F )forthe 2-basesprotocolisPPT (see paragraph ).
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W hen one resorts to num ericalm ethods,the �rst idea would be to use the brute force
ofthe com puter: write a program thattakes�A B (�F )� �,com putes�TA � M and �ndsits
m inim aleigenvalue.ButM isa d2 � d2 m atrix,and since ithasa nice structureone can do
m uch better. Actually,we show below that M is actually block-diagonal,with d blocks of
dim ension d� d.Forodd d,alltheblocksareidentical;foreven d,twodi�erentblocksappear,
each in d

2
copies.Having noticed that,onehasto �nd num erically the m inim aleigenvalueof

oneortwod� d realm atrices,and thisscalesm uch betterthan thebruteforcem ethod.Based
on this result,we could very easily check that�A B (�F )is PPT up to d = 200,this num ber
having no other m eaning than the fact that one m ust stop the com putation som ewhere |
anyway,itisunlikely thata Q C protocolusing entangled statesoftwo 200-levelssystem swill
everbe ofany practicalinterest.

To study the structureofM = �
TA
A B

,wetakethe partialtransposeof(20):

hkkjM jkki = A

hkk0jM jkk0i = B

hkk0jM jk0ki = B 0

hkk0jM jjj0i = C �(k+ k0);(j+ j0)

(37)

with A = F

d
,B = y

d
,B 0= F (F � y)

d
and C = y(F � y)

d
.RecallthatB = B 0 forF = �F ;we m ust

prove that the m inim aleigenvalue ofM is negative ifand only ifB < B 0. From (37) it is
then clearthatM iscom posed ofd blocksd� d,becausethesefourrelationsshow thatonly
the hkk0jM jjj0iwith k + k0= j+ j0 arenon-zero.Explicitly,de�ning the vectorc =

�
C C

�

and the 2� 2 blocks

A =

�
A C

C A

�

; B =

�
B B 0

B 0 B

�

; C =

�
C C

C C

�

one�ndsthe following structureforM :
odd d:allblocksareidenticalto

0

B
B
B
B
B
@

A c c ::: c

cT B C ::: C

cT C B ::: C

...
...

...
cT C C ::: B

1

C
C
C
C
C
A

; (38)

even d:the d

2
blockscharacterized by k+ k0 even areequalto

0

B
B
B
B
B
@

A C C ::: C

C B C ::: C

C C B ::: C

...
...

...
C C C ::: B

1

C
C
C
C
C
A

; (39)
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the d

2
blockscharacterized by k+ k0 odd areequalto

0

B
B
B
B
B
@

B C C ::: C

C B C ::: C

C C B ::: C

...
...

...
C C C ::: B

1

C
C
C
C
C
A

: (40)

So these arethe d� d m atriceswhosem inim aleigenvalueisto be found.

8. A ppendix B

In thisappendix weshow how to num erically provetheseparability ofthestates�A B (�F )for
the2-basesprotocol.Notethatallthestates�A B (�F )arediagonalin theBellbasisfjB m ;nig

(13).Thisturnsoutto bethecrucialpointin ourdem onstration.Indeed,itisvery plausible
that PPT is a necessary and also su�cient condition for the separability ofBelldiagonal
states,butwearenotawareofany proofofthat.

Any density m atrix,�,can be brought into a Belldiagonalform by a sequence oflo-
caloperationsassisted with classicalcom m unication (LO CC).Thisisdone by the following
depolarization protocol

D (�) =
X

m ;n

1

m n
(Um ;n 
 U

�
m ;n)�(Um ;n 
 U

�
m ;n)

y
; (41)

thatm akesthe transform ation

D (�) �!
X

m ;n

�m ;njB m ;nihB m ;nj; (42)

where �m ;n = hB m ;nj�jBm ;ni. Thus,the overlapswith the Bellstatesforthe initialand the
depolarized state arethe sam e,they arenotchanged by D .

W e considera subsetofthe setofseparablepure statesin C
d

 C

d
param eterized as

j si= j i
 j �i: (43)

Note that these states depend on 2d � 2 param eters,instead ofthe 2(d � 2) needed for a
genericseparablepure state.W e look forthose j sim inim izing the function

f( s)=
X

m ;n

(jam ;n(�F )j
2
� jhB m ;nj sij

2)2 : (44)

Aftersom e com puterruns,we always�nd (up to d = 15)a state j� sisuch thatf(� s)’ 0,
which m eans that jhB m ;nj� sij ’ jam ;n(�F )j. Therefore, after applying the depolarization
protocolto thisstate,oneobtains

�A B (�F )’ D (j� sih� sj); (45)

which m eansthat�A B (�F )isseparable.
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