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W e analyze the security of quantum cryptography schem es for d-level system s using 2
ord+ 1 maxim ally conjigated bases, under individual eavesdropping attacks based on
cloning m achines and m easurem ent after the basis reconciliation. W e consider classical
advantage distillation protocols, that allow to extract a key even in situations where
the m utual inform ation between the honest parties is sm aller than the eavesdropper’s
inform ation. In this scenario, advantage distillation protocols are show n to be aspow erful
as quantum distillation : key distillation is possible using classical techniques if and only
if the corresponding state in the entanglem ent based protocol is distillable.
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1. Introduction

Quantum C ryptography @ C) isa physically secure protocolto distribute a secret key betw een
tw o authorized partners, A lice and B ob, at distant locations [L]. Tts securiy is based on the
no-cloning theoram : if A lice encodes the correlation in the state of a d-din ensional quantum
system (qudit) that she sends to Bob, an eavesdropper Eve cannot extract any nform ation
w ithout introducing errors. By estin ating a posteriori the errors in their correlations, A lice
and Bob can detect the presence of the spy on the line. O f course, zero error can never be
achieved in practice, even In the absence of Eve. By continuity, if the error is \am all" one
expects that it will still be possble to extract a secret key from the noisy data R]. At the
other extrem e, if the error is Jarge, then Eve could have obtained \too m uch" infom ation,
so the only way for A lice and Bob to guarantee security is to stop the protocoland wai for
better tim es. Tt becom es then im portant to quantify the am ount oferrorthat can be tolerated
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on the A lice B ob channel: this value m easures the robustness ofa Q C protocol.

The problem of the extraction of a secret key from noisy data is of course not soeci ¢
of quantum key distrbution QKD ). In a typical cryptography socenario, A lice, Bob and Eve
share N independent realizationsofa triple @;b;e) of clhhssical random variables, distrbbuted
according to som e probability law , P A ;B ;E ). The variables a and b are both d=walued, we
say that A lice and B ob encode their inform ation in dits. Eve can always process her data to
obtain the optim alguesses for the values ofa and b, e, ;e,, with e, the dwvalued guess for x.
From P, one can In particular calculate the m utual inform ation:

IA:B) = H@A)+H®B) HEAB); @)
IA:E) = H@)+H Ea) H AE); 2)
IB :E) = H®B)+HEs) H BEs); 3)
P
where H isthe Shannon entropy, m easured in dits,eg. H @) = i:éP @=k)logyP @=

k).

To extract a secret key from the raw datam eansthatA lice and B ob are able to processtheir
data and comm unicate classically in order to end wih n < N realizations of new variables
@%1%e% such that asym ptotically I@°:B% = 1,and I@°:E% = I®°:E% = 0. In other
words, the processed variables m ust be distributed according to a probability law P ° of the
om P°@%BOPOE), with P°@° = K’) = 1. To date, no necessary and su cient criterion
is known to decide whether a secret key can be extracted from a given classical distribution
P A;B;E).Basically two results are known:

CK criterion. fI@ :B)> Iz = mihI@ :E);IB :E)] then a secret key of length
n= LA :B) Iz IN can beextracted using onew ay classicaldata processing. T his theorem ,
given by Csiszar and Komer in 1978 [3], fom alizes the intuitive idea that if Eve has less
Inform ation than Bob on A lice’s string (or, than A lice on Bob’s string), the extraction of
a secret key is possble. Tt consists of the ollow ing two steps: error correction followed by
privacy am pli cation #]. The whole process is done using unidirectional com m unication.

AD criterion. Even ifI@A :B) Iz however, in som e cases a secret key between A lice
and Bob can be extracted. This is because (i) Eve has m ade som e errors, her inform ation
is bounded, and (i) A lice and B ob share a classical authenticated and error-free channel: in
other words, Eve can listen to the classical com m unication but can neither m odify nor even
disturb it. T hese protocolswere ntroduced n 1993 by M aurer [b], who called them advantage
distillation protocols. T hey require two-way com m unication between A lice and Bob and are
rather ine cient. Very little is known about the conditions (for instance, in temm s of Eve’s
error probability or inform ation) such that a key can be distilled using these protocols.

M ost ofthe works ofQ C de ne robustnessby using CK .AD protocolsin Q C were consid—
ered a few yearsago by G isin and W olf [6], who studied the case ofqubi encoding d= 2). In
this paper, we analyze Q C protocolsw ith d-level quantum states or qudits [/] under individ-
ual attacks based on cloning m achines. In Section 2, we describe our scenario: the protocols
and the individual attacks considered. W e also present the entanglem ent based version of all
these protocols. Indeed, although entanglem ent is In principle not required for a secure key
distrdbution, it is known that any QKD protocol can be easily translated into an analogous
entanglem ent based protocol. In Section 3, we generalize the resultt of G isin and W olf to the
case of qudits: we show that, under our assum ptions, classical advantage distillation works
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for d-levelprotocols ifand only if the quantum state shared by A lice and B ob before them ea—
surem ent In the corresponding entanglem ent based protocol is entangled and distillable. In
Section 4, we discuss the link between the CK criterion and the violation ofB ell’s inequalities,
noticed for qubits in Refs B, 9]. Section 5 isa conclusion, in which we review som e interesting
open questions.

2.QC with qudits
2.1. The protocol

A general scheme for QC wih qudits, generalizing BB 84 protocol for qubits [L0], has been
presented by Cerfet al. [7]. Centralto this developm ent is the notion ofm utually unbiased
bases: twobasesB; = *ki and B, = Ji are called unbiased (orm axin ally conjugated)
if PkQif = é for all vectors In each basis. For qudis, one can nd atmost d+ 1 m axin ally
con jugated bases [L1]. Once a com putationalbasis B; =  Pi;li; 7 1i is arbirarily
chosen, one can always construct at least one unbiased basis, the so-called Fourierduallasis
1 Xt
i o= = e? WhFdyi. @)
dyoo
LeeB= Bi;u3B, ,with2 n d+ 1, a set of n mutually unbiased bases, where B
is chosen as the com putational basis. A lice prepares at random one state belonging to one
of these bases and sends it to Bob. Bob receives the qudit, and m easures i In one of the
bases of the set B. Then, (i) if A lice and Bob use the sam e basis, their results are perfectly
correlated; (ii) if they use di erent bases, their results are totally uncorrelated. Later, they
revealpublicly the basis that they used: they keep the item s where they used the sam e basis
and discard the others. So, after this sifting procedure, A lice and Bob are left w ith a fraction
% ofthe raw list. In the absence of any disturbance, and in particular in the absence ofEve,
these dits are perfectly correlated.
Tt is straightforw ard to construct the corresponding entanglem ent based protocol [12, 13].
A lice prepares a m axin ally entangled state
1 X!
ji = p= ki, kip 7 )

dk=0

keeps one qudi and sends the other to Bob. The m axin ally entangled state is m axin ally
correlated in all the bases, since for allunitary operationsU 2 SU d),

U U)ji = Jji: ©)

A fter the state distrlbbution, A lice and Bob m easure at random In one of the bases of B
(m ore precisely Bob’s set ofbases isB ). They announce the m easurem ent bases. O nly those
sym bols where they chose the sam e basis are accepted, giving a list of perfectly correlated
dits. Note that A lice’s m easurem ent outcom e is com pletely equivalent to the previous state
preparation.

For the rest ofthe article, and for consistency in the presentation, we willm ainly concen—
trate on entanglem ent based protocols. But it has to be stressed that som e of the ideas are
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especially m eaningful for protocols w thout entanglem ent. For instance, whenever we speak
about classical key distillation protocols, we also refer to protocols w ithout entanglem ent.

2 .2. G eneralities about Eve’s attacks

Now wemust study Eve's attacks on the qudits travelling to Bob. To nd the m ost general
eavesdropping attack fora Q C protocolis a very hard problem . In this article we restrict our
considerations to individual attacks: rst, Eve lts the lncom ing qudit interact in a suiable
way w ith som e auxiliary quantum system she hasprepared in a reference state R i. Then she
Jets the qudit go to Bob and stores her system . W hen A lice reveals the bases, E ve perfomm s
the m easurem ent that allow s her to gain som e inform ation about the qudit. Note that: (i)
no coherent attacks w ill be considered, (ii) Eve is supposed to m easure her system after the
basis reconciliation and (i) the lndividualattack does not change from symbolto symbol 4].
T hus, after Eve’s intervention, the total quantum state reads

Jisge = 1p Use Jig Rip: (7

Since Eve does not m odify the local density matrix » = %]l of Alice, wehave H @) = 1
. W e also focus on attacks such that Eve Introduces the sam e am ount of error In all bases:
P @6 bB;) D foralli= 1;::j. Indeed, it was proven in [14] that, given an asym m etric
eavesdropping strategy, one can always design a symm etric attack as powerfil as it. The
m utual nform ation A liceB ob is thus sin ply

IA:B) = 1 H@fD;1 Dg): @8)

To go further, onemust nd Eve's optim al individual attack. Since Eve can gain m ore infor-
m ation by introducing larger errors, it is natural to optim ize Eve'’s attack conditioned to a

xed am ount of error D in the correlations A liceBob. This In plies that, after optin ization,
P @ ;B ;E) isultim ately only a function ofD , and the condition for A lice and B ob to extract
a secret key willbe of the form D < D, for a bound D to be calculated. If A lice and Bob

nd D D, they sinply stop the protocol. Therefore, the value of D does not quantify
the security, but the robustness of the protocol. IfD tums out to be very an all, the QKD
protocolisnot practical. A ccording to whetherweuse the CK orthe AD criterion to quantify
the robustness, we shall nd two di erent robustnhess bounds, D ¥ and D 2P , w ith of course
D CK D AD .

T he question is: which quantity should the individual attack \optin ize"? It is comm only
accepted that we m ust m axin ize the m utual inform ation A liceEve I @ :E ) and/orBob-Eve
IB :E) | it will tum out that the optim al incoherent eavesdropping yieds I@ :E) =
IB :E). We follow this de niion, although, as one of the conclusions of this work, it
w il be stressed that di erent optin izations are worth exploring. Even if now, w ith all our
assum ptions, the problem of nding Eve’s attack is form ulated in a m ore precise way, the
optim al attack is stillnot easy to nd. W e analyze the indiridual attacks based on cloning
m achines given in Ref. [/]. These individual attacks are proven to be optimnal ord = 2,
wih two [P] and three bases [16], and d = 3 and four bases [l7]. For larger d, they are
optin al under the assum ption that Eve’s best strategy consists of using one of the cloning
m achines described in [18]; this assum ption seem s plausible but has not been proven. The
next subsection describes these attacks.
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2.3. Clning m achine eavesdropping

Follow Ing Cerfet al. [7], we consideronly 2-basesprotocols, choosing the tw o basis as Fourier—
dual of one another, and d+ 1)-basesprotocols [L5]. T hese are the natural generalizations,
regpectively, of the BB 84 [10] and of the six-state [16] protocols for two qubits.

The evolution induced by Eve’s action is built using the cloning m achines introduced
In Ref. [18]. The reference state for Eve is the m axin ally entangled state of two qudis,
Ri ji.Themnidlstate ji,,J1

ELE, is sent onto

g 1

_ B) = 2 E2) o .
- am;nUm;nleB Um; n]lElEz (9)

]lABElEQ
m ;n=0

where Uy, ;, is the unitary operation that acts on the com putationalbasis as
Unmki = & ¥ 99k+ m)moddi: (10)

In other words, Uy, , introduces a phase shift m easured by n and an index shift m easured
bym . UnfB;r)l and Um(E;2 )n indicate that these transform ations apply to Bob’s and E ve'’s second
system . The coe cients a p ;, are determ ined by in posing the requirem ents discussed above
(sam e am ount of errors for allbases), and then optin izing E ve's inform ation for a given error
D . The detailed calculation ofthese coe cients can be found in [7]. W riting F = 1 D, the

delity of the cryptography protocol, one nds for the 2-bases protocol,

a0;0 =F;

q
3m ;0 = o x = % form;n$6 0; 11)
an m y= 1L Prm;né 0:
Forthe (d+ 1l)-dases protocol, one nds
0.0 v @+ DF 1 |
' q a ! 12)
an m z= % form 6 Oorn$é 0.

Note that the states B ni= [ Uy ;n ] 1 aremutually orthogonal | in fact, they fom a
basis ofm axin ally entangled states of two qudits. In particular then

X 1
as ) = jam ;ncE‘)jz:Bm;nith;nj: 13)

m ;n=0

T he transform ation de ned by (9) can be seen as a cloning m achine, where B ob’s state is
the state to be copied, the st qudit ofEve, E 1, is Eve’s clone, and her second qudit E, is
the ancilla. A fter this interaction Eve waits for the basis reconciliation. O nce the used basis
has been announced, Eve can gain partial infom ation about A lice’s and Bob’s sym bols by
m easuring hertw o qudits. W e w ill consider them easurem entsdiscussed in Ref. [7] forboth 2-
basesand (d+ 1)-bases protocolsthat m axin ize Eve's Inform ation. These m easurem ents also
m Inin ize E ve’'serrorprobability and are an exam ple ofthe so—called square—rootm easurem ents
[19]. &t tums out that () the m easurem ent on E; gives the estin ate e, for A lice’s dit; (i)
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the m easurem ent on E, gives determm nnistically the value of the error introduced on Bob’s
side, = b a. Sihce Eve determm inistically know s the di erence between A lice’s and Bob’s
symbols, shehas g = Lrg -

W e have presently collected all the tools we need to study the robustness bounds D P
(Section 3) and D ¥ (Section 4) on Q C protocols w ith entangled qudits.

3. A dvantage distillation and distillation of entanglem ent

In this Section, we prove the ollow ing

Theorem : Let D2P and D EP denote the two bounds: (i) a secret key can be extracted by
advantage distillation ©orD < D2P, and (i) ap F) is distilablke forD = 1 F < DEP |
Then, for any d, and for koth the 2-ases and the the (d+ 1)-tases protools,

p*? = DEP: (14)
In words: advantage distillation protocols can be used to extract a secret key if and only if
the state Ay (13), obtained after the cloning based attack, is entangled and distillable.

A ctually, we have rigorous proofs for the d + l-bases protocols for all dim ension and for
the 2-bases protocols up to d= 15. For two bases and d > 15 the validity of the theoram is
con ctured.

The meaning of this result is schematized In Fig. 1. W e start wih a quantum state
Ji,gg rand wantto end up with a probability distrbution P A;B)P E) wih?P (@a= b) = 1.
In the Introduction, we considered the follow ing protocol: (i) the state is m easured, giving
P A;B;E) R0]; (i) A lice and Bob process their classical data, using AD , to factor Eve out.
Let us again em phasize here that no entanglem ent is actually required for distrdbuting the
probabilities P A ;B ;E ). But one can as well consider quantum privacy ampli cation: (i)
A lice and Bob distill a m axin ally entangled state j i, and sihce pure state entanglem ent
is \m onogam ous" Eve is certainly factored out; (i¥) They m ake the m easurem ents on J i,
and obtain the secret key. Our Theorem thus m eans that these two protocols work up to
exactly the sam e am ount oferrorD . In other words, as far as robustness is concemed, there
seam to be no need for entanglem ent distillation in Q C, one can as well process the classical
Inform ation.

Measurements
L"JABEIEZ I:> P(A’B ’EA’EB)

Quantum Classical
Distillation Distillation

q)AB LIJE]EZ — Secret key
Measurements

Fig.1l.D iagram illustrating them eaning of (14): the tw o protocols \m easure the state, then apply
advantage distillation" and \distillthe entanglem ent, then m easure the state" work up to the sam e
am ount of error in the correlations A liceBob.
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T he proof of the Theorem is given In two steps:

Step 1 (subsection 3.1): we calculate D EP atwhich .5 ceasesto be distillable. W e also
prove | for all the (d+ 1)-bases protocols, and num erically for the 2-bases protocolup to
d= 15 | that ap becom es separable at that point, that is, for no value ofD the state a3
isbound entangled.

Step 2 (subsection 32): we construct an advantage distillation protocolthat works for all
D <D®?,sothatD*” DF*P .

T hese tw o steps conclude the proof of (14), taking into account the follow ing result R1]:
Ifji,gg issuch that ap is ssparable, then, whatever A lice and Bob do, there exists a
m easurem ent ofE ve such that the Intrinsic inform ation A liceB ob for the derived probability
distribbution P @ ;B ;E)

IA :B #E) = nfIA :BE) @5)
E!E
goes to zero. In fact, the vanishing of the intrinsic inform ation in plies that no secret key
can be extracted R1]. Since orD = D 2P the quantum state shared by A lice and Bob is
separable, Eve can sinply apply this m easurem ent preventing A lice and Bob to establish a
key.

One m ay wonder w hether, at this critical point, the m easurem ent m axin izing Eve’s In—
formm ation is also optim al from the point of view of the intrinsic inform ation. This sounds
very plausble. W e explore this possbility in subsection 3.3: forthe (d+ 1)-bases and 2-bases
protocolw ith d = 3, we construct explicitly the channelE ! E that Evemust apply to her
data in orderto obtain I@A :B £ )= 0. Forthe 2-basesprotocoland d = 2, the channelwas
given in Ref. R1].

3.1. Step 1: Entanglem ent distillation

W e want to study the entanglem ent distillation propertiesof ,p forboth 2-basesand d+ 1)-
basesprotocols. In orderto do that, we rst calculate tspartialtransposition. It iswellknown
that a state w ith positive partial transpose PP T) is not distillable R2]. Thiswould de ne a
criticalD , denoted by D P, above which the state cannot be distilled. M oreover, we w ill see
that below thisvalue the delity of ap wih a twoqudim axim ally entangled state satis es

1
hjasg F)ji > a: 1e)

This condition is su clent for distillability R3]. Therefore, ,p is distillable if and only if
D < DEP, ie. the non-positivity of the partial transposition is a necessary and su cient
condition for the distillability of states (13).

311. d+ 1)-Joases protocols

Inserting (12) into (13), we nd that Por the (d+ 1)-bases protocols the state of A lice and
Bob after Eve's attack is sin ply

1
as ) = jih j+ @ )g a7
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with = v 2z = £ 1. The snalkst eigenvalue of the partial transpose ,% is sinply
min = é)+ o )d%=%,where C—liJ'sthemjninalejgenvaheof(jjhj“.
T he partial transpose ;AB is non-negative if , i, 0, that is if dT11 or equivalently

F ﬁ . This is precisely the range of value of F for which (16) does not hold. W e have

thus proven that:

d 1
d+ 1)dbases: DEP, = :
{ ) a1l d+ 1

18)

M oreover, a state ofthe form (17) cannot be bound-entangled, ie. the positivity of its partial
transposition is equivalent to separability R3].
312. 2-kases protocols
Tnserting (11) nto (13), and noticing that x> = Fy,we nd that fr the 2-bases protocols the
state of A lice and Bob after Eve'’s attack is
as @) = €7 y)jihi+ y21+
X X

+ (F Y)y Prn ;0 + PO;n (19)
m€0 né§ 0

wherePp;n = BnpniBrn;nj and recallthat y = LE  Tn the com putational product basis

d 1
we have:
dhkkjag E)kki = F
dhkkOjAB ® )j(koi =Y 20)
dhkkjas € )fkokoi = FE y)
dhkk%as E)F% = YE V) & x5 9

wherek;k%3;3°2 £0;1;:5d 1g,k°6 kand 6 k.NotethatforF = F tholdsy=F F V),
that istkk%jap @)k k%= tkkjap F)kk%

Condition (16) is ful lled orF > F = pl—a so certainly D EP 1 pl—a Now we should
prove that strict equality holds, by proving that sz ) isPPT .Ford = 2, that is for the
entanglem ent version of the BB 84 protocol, the calculation is particularly sim ple and it has
been proven In [6]. Note that because for two qubits the negativity of the partial transpose
is necessary and su cient condition for entanglem ent, .y ) is also separable. Ford > 3
w e have dem onstrated num erically (see Appendix A) that g F ) isindeed PPT .So we can
conclude

2bases: D5° = 1 @1)

QTfH

Indeed, it seam s very plausble that PPT is a necessary and su cient for separability when
the states are diagonal in a basis of m axin ally entangled states, as it happens for g (13).

3.2. Step 2: Advantage distillation protocol

W e tum now to prove that advantage distillation works orallD < D P | This can be done
by generalizing the advantage distillation protocoldescribed in Ref. [6] or qubis. kworksas
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follow s: A lice w ants to establish the secret dit X w ith Bob. She considersN item s ofher list,
fa, ; i@, 9, and sends to Bob on the public channel the list £i;; ::;73y g and the numbers
fa; g such that a;, + &;, = X . Bob takes the corresponding sym bols of his list, fl, ; iy, g
and calculatesb;, + a&; . Ifhe ndsthe same result Y for allk, he noti es to A lice that the
dit is accepted; otherw ise, both discard the N sym bols. T his protocolshow s the features that
we discussed for advantage distillation protocols: it requires two-way com m unication @ lice
m ust announce and Bob must con m ), and is yield is very low with increasing N . As far
as Eve is concemed, she can only listen to the comm unication and com pute from her list
e, = e, + &, . IfBob accepts, she cannot do better than a m a prity guess.

Now , recall the purpose we want to achieve: we start in a situation n which I@ :E) =
IB :E) islargerthan I@ :B), and we want to reverse this situation in order to enter the
region In which the much m ore e cient one-way protocols can be used. Thus, we want to
show that, affer running the above protocolw ith N su ciently large, the m uch shorter lists
of dits are such that Bob’s error y iIn guessing A lice’s dit has becom e am aller than Eve'’s
error y Moted y In [b]). Sonow wemust estimate y and y .

Bob acoeptsa dit when eitherallhis sym bols are identicalto those ofA lice, which happens

w ith probability F¥ , or allhis sym bols are di erent from A lice’s by the sam e am ount, w hich
N

happens w ith probability Dy = @ 1) % . Thus, the probability of Bob accepting a

w rong dit, conditioned to the acceptance, is

- P gy 2 @2)
Yo FN 4Dy d 1F )

N ote that In the lim i of large N the previous expression becom es an equaliy.

Tt ism ore tricky to obtain an estin ate for y . W hen Bob acogpts a symbol, Evem akes a
m a priy guess. O foourse, there are enom ously m any possbilities for E ve to guess w rongly,
and i would be very cumbersom e to sum up all of them . The idea is rather to nd those
errors that are the m ost frequent ones. W e shallobtain a bound j which is an aller than the
true one, but very close to it for large N (equalwhen N ! 1 ). The estim ate is based on
the ollow ing idea: before the advantage distillation protocol, Eve is strongly correlated w ith
A lice and Bob. On the one hand, this in plies that when one sym bol is m ore frequent than
allthe others in Eve’sprocessed E list, it w illaln ost alw aysbe the correct one. O n the other
hand, it is very in probable that three or m ore symbols appear w ith the sam e frequency in
the E" list. A1l in all, the dom inating tem for Eve’s errors should be associated to the case
w here two sym bols appear in E" w ith the sam e frequency, In which case Eve guesses w rongly
half of the tin es.

Suppose then that two symbols x and x° appear M tines in E, and allthe otherd 2
sym bols appear M ° = % . Suppose now that one of the two symbols is the good one:
this is highly probable when M > M 9, and a situation n which M °> M is very unlkely to
happen. M oreover, we suppose that a;, = by, = x (the other situation, a;, = b, + c= x,

adds only corrections of order y ). The probability that E® containsM tin es x and x° and
N M
M © tin es all the other values is ™ h where is the probability that Eve guesses

correctly Bob’s dit, conditioned to the fact that A lice’s and Bob’s dits are equal. Aswe said,
half of the tin es Eve w ill guess x correctly, and half of the tin es she w ill guess x° w rongly.
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Adding the combinatorial factor that counts all the possble ways of distrdbuting x and x°
am ong the d sym bols we obtain the estim ate

1 %72 N !

=
[l

(m x)

and applying Stirling’s approxin ation &)™ ’ me' we nd the asym ptotic behavior

|
* N

! + @d 2)l (24)
d 1 d 1

r

N k 2

w ith k som e positive constant. C om paring this expression w ith (22), we seethat y decreases
exponentially faster than y whenever

D 1 1
_— + d 2)——: (25)
a 1F d 1 d 1

The value of is found reading through Ref. [/]. For the 2-bases protoco], the probability
that E ve guesses correctly is independent of the correlation A liceBob, so ; = Fg given by

F @& 1)@ F) 2P—u——
+ ———— "+ F@Q F)d 1): (@6)
d d d

Forthe (d+ 1)Jbasesprotocols, g+1 = F +Fg 1)=F ,whereFy = 1 %1 & z)?. Inserting
these values into 25), we nd after som e algebra that the condition is satis ed precisely for
D < DEP given by (1), resp. (18). Thus, our advantage distillation protocolw orks at Jeast

up toDEP |

3.3. Intrinsic inform ation atD = DEP? for d= 3

In this subsection, we want to prove that the intrinsic inform ation (15) ofP @A ;B ;E ) goes
to zero at D = DEP , when Eve applies the m easurem ents of Ref. [7]. As said above, this
quantity provides an upper bound for the am ount of secret bits the honest parties can extract
from a probability distribution. Since a5 atD = DEP is separable, we already know that
there exists a measurement or Eve such that I@ :B # E) = 0 for all A lice’s and Bob's
measuram ents R1]. Thus, the state is com pletely useless for establishing a key. Here, we
study w hether the m easurem entsm axin izing Eve’sm utual nform ation are also optin al from
the point of view of the intrinsic inform ation, when D = D EP .| W e shall give the com plete
proofonly ford= 3, but we start w ith general considerations.

A fterbasis reconciliation, A lice, B ob and E ve share the probability distribution P @;bj;es; ),
that can be found reading through Ref. [7] | recallthat = b a detem mistically. For the
2-bases protoco], we have:

P @@;b= a;e, = 3;0) = FFg=d

P @;b= a;es 6 a;0) = FDg=d e7)
P @;b6 a;es = a;b a) = D Fg=d

P @;b6 ajes 6 a;b a) = DDg=d:
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For d+ 1l)-basesprotocols, writing = F + Fg 1)=F , we have:
P (@;b= a;e, = 3;0) = F =d
_ . _ 1 _
P (@;b= aje, 6 a;0) = F (F5)=d 28)
P @;b6 a;e, = ajb a) = D=d
P @;b6 a;e; 6§ ajb a) = 0:

For both these distrbutions, the conditionalm utual nform ation sITA :BE )6 0. W e are
Jooking for a classical channelC that Eve could apply to her inform ation

C:E=f(; )g ! E = fug (29)

nsuchawaythatI@ :B £ )= 0 R4]. The channelisde ned by the probabilitiesC U®,; )
that the sym bol (ea]g') ) of E is sent onto the symbolu of E . O f course, these probabilities
ful llthe condition | C (U®s; ) = 1. The new probability distribution for A lice, Bob and
E ve is given by

X
P (@jbju) = C (uka; )P (@ibjes; )i (30)

e, ;chi

w hence conditional probabilities P (a;bj1) are cbtained in the usualway.

At this stage, we know ofno system atic way of nding the channelthatm inin izes T @ :
B £ ), so we shall try to descridbe our intuition. Basically, onemust keep n m ind that T @ :
B £ )= 0ifand only ifP (@;bi1) isin fact the product probability P @j1)P (oj1). In particular,
dentities like

P @bi)P @%K91) = P @;p’9)P @%bi) 31)

should hold for all values of the sym bols.
Ford = 3, we tried the \sin plest" form of the channel and veri ed that it gives indeed
IA :BE)=0HrD =D"P | It isde ned as Pllows:

The symbolE isa trit:

E = fugjuijuxg: (32)
W hen Eve has introduced no error ( = 0), Eve’s guess is sent determm inistically on the
corresponding value of the trit:
Ck®as =0 = kjes - (33)

W hen Evehas introduced som e errors, E ve’sguessesarem ixed according to the follow ing
rule:
e} ; k6 e

ClPai €00 = | . . ,_ o : (34)
4 a
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T he value of the param eter c was found on the com puter. For the 2-bases protocol, we found
c 04715; for the 4-basesprotocol, ¢ 0:4444.

4. The CK bound and the violation ofB ell’s inequalities

A swe said, although strictly speaking a secret key can be extracted orD < D 2P, in practice
the extraction can be made e ciently only or D < D ©¥ , and this criterdon is the m ost
studied in the literature. The value of D ¢ ¥ for the protocols we are considering is given
in Ref. [7]. For 2-bases protocols, DS¥ = % 1 pl—a = %D 2D . For the d+ 1)-bases
protocols, i is cum bersom e to give a closed form ula or D §+K1 , but i is slightly larger than
D g K : in otherwords, (d+ 1)-Jases protocols are m ore robust than 2-bases protocols also if
one considers the CK bound.

W e saw in the previous Section that D #P = D ®P : advantage distillation is tightly linked
to entanglem ent distillation. A ccording to this intuition, one expects D © ¥ to be linked to
entanglem ent distillation using one-way com m unication R5]. A s far as we know , there are
fow results in this direction. Rem arkably, the bound D ©¥ also seem s to be linked with
the violation of a Bell's inequality, but it is unclear whether this link is as tight as (14),
because it is a hard problem to characterize all the Bell's nequalities. M ore precisly, the
state-ofthequestion is described by the follow ing

Statement: De nethetwolounds: ) I@ :B)> minI@ :E);I® :E) forD < DX,
and (i) ap F) violates a Bell's inequality forD = 1 F < DB, Then, for any d, forboth
the 2-Jases and the the (d+ 1)-ases protocols, and or allknown Bell inequalities, it holds

DBe]J. DCK . (35)

In words: ifthe state ap violates a Bell's inequality, then certainly the correlations can be
used to extract a secret key in an e cient way. This is one of the situations in which Bell's
nequalities show them selves as witnesses of usefiil entanglkm ent.

W e start w ith a review ofthe d= 2 case. Consider rst the 2-bases protocol. W riting as
usualj i= pl—z (P01 HJ1i) and j 1i= pl—z (P1i  1L0i), the state (19) becomesF 2P . +
F(L F)P +P . + (@1 F)?P ,thatis

1 X
as ) = 2 1+ &% E) x k (36)

k=x;yiz

wih t, = t, = 2F land § = 2F 1)2. Applying the Horodeckis’ result 6], the
ectation value for the CH SH Bell operator R7] w ith the optin al settings is given by S =
g2+82=@F 1) 2. The Bell inequality is violated for S > 1, that is orF > % @+ 191—5),
that isagain orD < D®¢%= 1( pl—i) = D ®¥ | 30 orthe qubit protocolthe equality holds
n (35).

T his seam sto be no Iongertrue w hen wem ove to the 3-basesprotocol (six-states protocol) .
The state (17) hasthe same form as (36), with t; = t, = & = 2F 1. The condition for
the violation ofthe CH SH -Bell nequality is then exactly the sam e asbefore, so we nd again
DEel= 1 91—5). But for the six-states protoco], the bound D ¢ ¥ is slightly larger than
this value.
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O ne m ight start questioning the choice of the inequality. In the CHSH mequality R7],
A lice and B ob choose each am ong two possible settings. For this reason, the inequality seem s
suied for the 2-bases protoool (@lthough the settings are not the sam e ones), while for the
3-bases protocol one should nd an nequality w ith three settings per qubit. Recently, the
com plete characterization of all the inequalities w ith three settings of two outcom es per side
has been achieved P8, 29]. None of these inequalities 1Is the gap between D ¥ and D BS&,

M oving now to thed > 2 case, the know ledge is even m ore vague. G ood Bell's lnequalities
fortwo entangled qudits ford > 2 havebeen found only recently [30,31]. W hen applied to our
problem , all these inequalities give D Bt < D ©¥ both for the 2-bases and the (d+ 1)-bases
protocols. N ote that the inequality w ith tw o settings per qudit ofCollinset al. 30]isin som e
sense optim al 29, 32].

5. Concluding rem arks

In this article we have studied the relation between quantum and classical distillation proto-—
cols for quantum cryptography. W e have shown that classical and quantum key distillation
protocolswork up to the sam e point or disturbance for the schem esusing two and d+ 1 bases,
when individual attacks based on cloning m achines are considered. Indeed, this equivalence
hasbeen recently extended in Ref. B3] to all two—qubit entangled states, and therefore to all
the so—called one-copy distillable states (which inclide the states studied in this article), and
to all ndividual attacks. W e would lke to conclude the present work with a list of several
open questions connected to m any of the points raised here. T he solution of any ofthem w ill
provide m ore insight Into the relation between classical and quantum distillation protocols
for quantum key distribution.

The st open question concems of course the validity of our results when som e of the
assum ptions m ade or Eve are relaxed. A though these assum ptions seem very reason-—
able taking into account present-day technological lin itations, they are quite strong
from a theoretical point of view . F irst, one m ay wonder w hat happens if Eve changes
her attack, still individual, from symbolto symbol. In this m ore general scenario, the
so—called collision probability provides the honest parties w ith a bound on the am ount
of privacy am pli cation needed for distilling a secure key 4, 34]. O ne can also consider
collective attacks w here E ve interacts w ith m ore than one qudit B5]. O reven if the in—
teraction is done sym bolby sym bol, shem ay delay her nalm easurem ent until the end
of the classical com m unication between the honest parties [36]. In all these situations,
the eavesdropper is m ore powerfiill than in this work, so they clearly deserve further
Investigation.

A nother open question isthe validity ofthe concture that the cloningm achinesde ned
above provide really the optin al individual eavesdropping, also ford > 3. W hile this
seam s very plusble for the (d+ 1)-basesprotocols, also when the Theorem (14) ofthis
paper is taken into account, som e doubts can be raised for the 2-bases protocols. In
these protocols, the second basishas alwaysbeen de ned asthe Fourierdualbasis ofthe
com putationalbasis. Ford = 2 and d = 3 this is not a restriction, since the follow ing
holds: forany B1,B, and B 3 m utually m axin ally con jigated bases, there exist a unitary
operation that sendsthe pair B1;B ;) onto thepair B1;B3). Foreavesdroppingon QC,
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this m eans that the cloning m achines C1, and C;3 that are optin ized for, respectively,
B1;B2) and B;1;B3), are equivalent under a unitary operation, so in particular have
the same delity and de ne the same bounds. For d > 3 however, it is in general
In possible to link B1;B;,) to B1;B3) wih a unitary operation [37]. This opens som e
Intriguing possbilities: for instance, it m ight tum out that som e pairs of m utually
con ugated bases arem ore di cul to clone than others, and are thereforem ore suitable

for cryptography. Recent results [38] suggest that this m ay not be the case and that
all pairs of m utually conjugated bases m ay be equivalent for quantum cryptography,
although this is still an open question.

A related open question concems the choice ofEve's strategy. A sm entioned explicitly,
we have alw ays supposed in this paper | as is done, to our know ledge, In m ost of the
papers on QC | that Eve'’s best Individual attack is the one that m axin izes Eve's
Inform ation at any given error rate induced on the correlations A liceBob. But Eve
m ight have a di erent purpose; for instance, sihce after all the security of Q C cannot
be beaten, she m ight be willing to decrease the robustness. Thus, she may decide
to apply the attack that introduces the m inim al disturbance and lowers the Intrinsic
Inform ation of the resulting probability distrdbution. This is also connected to the
security of quantum channels. Indeed, from the cryptography point of view, Eve's
attack com plktely de nes a channel. Therefore, when does a given channel allow for
a secure key distribution, assum ing that all the errors are due to the presence of an
eavesdropper? Recent results in [B3] suggest that only those channels that allow to
distrbute distillable entanglem ent are secure.

T he Jast question dealsw ith m ore quantitative agpects. In Section 3, we have show n that
tw o protocols for extracting a secret key, nam ely \m easurem ent follow ed by advantage
distillation" and \entanglem ent distillation followed by m easurem ent", work up to the
sam e error rate. H owever, one of these two strategies m ight tum out to have a better
yield than the other one. This is a com plicated problem since, for both advantage
distillation and entanglem ent distillation, the optin alprotocols are not known.

Note added in proof: The same results as In section 3 have been sim ultaneously and
Independently found in Ref. 39]. T here, the analysis is restricted to d+ l-bases protocols.
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7.Appendix A

In this Appendix, we describe the e cient num erical calculation used to dem onstrate that
ap E ) forthe 2-bases protocolisPPT (see paragraph ).
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W hen one resorts to num erical m ethods, the st idea would be to use the brute force
of the com puter: write a program that takes .y ) , com putes T? M and nds is
m inin aleigenvalie. ButM isa & d? matrix, and since i has a nice structure one can do
much better. Actually, we show below that M is actually block-diagonal, w ith d blocks of
dinension d d. Forodd d, allthe blocks are identical; foreven d, two di erent blocks appear,
each In % copies. Having noticed that, one hasto nd num erically the m inin al eigenvalue of
oneortwod drealm atrices, and this scalesm uch better than the brute forcem ethod. B ased
on this result, we could very easily check that g ) isPPT up to d= 200, this number
having no other m eaning than the fact that one must stop the com putation som ew here |
anyw ay, i isunlkely that a Q C protocolusing entangled states oftwo 200-Jevels system sw i1l
ever be of any practical interest.

To study the structure ofM = T2, we take the partial transpose of (20):

AB/

tkk# kki = A
k¥ %kk% = B

hk k%i = BO 67
kM 353% = C ek 0

witha =5,B=12%,B%= EE Y angc = L&Y RecallthatB = B orF = F;wemust
prove that the m inin al eigenvaluie of M is negative if and only ifB < B From (37) it is
then clearthat M is com posed ofd blocksd d, because these four relations show that only
the tk kM fj¥iwih k+ k°= j+ 3% are non—=zero. Explicitly, de ning the vectorc= C C

and the 2 2 blocks

A Cc B B° c C

one nds the follow Ing structure forM :
odd d: allblocks are identical to

0 1

A C C C
g ct B C C

T

g ct Cc B C ; 38)
B
@ A

ct c cC B

even d: the § blocks characterized by k + k° even are equalto

0 1
A C C C
Bc B ¢ c
E C C B C ; 39)
B
@ A
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the § blocks characterized by k + k° odd are equalto

0 1
B C C ::: C
g C B C = C
g cC ¢ B = C . 40)
S : .. YA
c C ¢C i B

So these arethed dm atrices whosem inin al eigenvalue is to be found.

8. Appendix B

In this appendix we show how to num erically prove the separability ofthe states ,pz E ) for
the 2-bases protocol. N ote that allthe states ag F ) are diagonalin the Bellbasis £B ;nig
(13). Thistums out to be the crucialpoint in our dem onstration. Indeed, it is very plausble
that PPT is a necessary and also su cient condition for the sgparability of Bell diagonal
states, but we are not aw are of any proof of that.

Any densiy matrix, , can be brought into a Bell diagonal form by a sequence of lo—
cal operations assisted w ith classical com m unication (LOCC). This is done by the follow ing
depolarization protocol

X 1
D() = ﬂ Un n Um ;n) Un n Um m )y; (41)
m ;n
that m akes the transform ation
X
D () ! m;n:Bm;nil'Bm;nj; (42)
m ;n

where ;n = BBy ;nJ Bn ni. Thus, the overlaps w ith the Bell states for the initial and the
depolarized state are the sam e, they are not changed by D .
W e consider a subset of the set of separable pure states in ¢ ¢ ¢ param eterized as

Jsi=31 3 i: 43)

N ote that these states depend on 2d 2 param eters, instead of the 2(d 2) needed for a
generic separable pure state. W e look for those j sim inin izing the function

X
£(s)= (Baom @)F  IBnajif)*: (44)

m ;n

A fter som e com puter runs, we always nd (up tod= 15) a state j gisuch that £( 5) " 0O,
which means that 3 Bp ;nJ siJ’ Bn;n F)J TherefPre, affer applying the depolarization
protocolto this state, one obtains

AB(F)’D(jsihs?; (45)

which meansthat Ay E ) is separable.
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