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We demonstrate a multipartite protocol to securely digtgtand reconstruct a quantum state. A secret quan-
tum state is encoded into a tripartite entangled state astdhiited to three players. By collaborating, any two
of the three players can reconstruct the state, whilst iddal players obtain nothing. We characterize this
(2;3) threshold quantum state sharing scheme in terms of fidslggal transfer and reconstruction noise. We
demonstrate a fidelity averaged over all reconstructiompeations of0:73  0:04, a level achievable only
using quantum resources.

Secret sharinQ[1] is a powerful technique in computer sci-<complete basis for all quantum states, arbitrary statesean
ence, which enables secure and robust communication in irshared by this scheme.
formation networks, such as the internet, telecommuninati  The quantum states of interest in this paper reside at the fre
systems and distributed computers. The security of theise nequency sidebands of an electromagnetic field. In the Heisen-
works can be enhanced using quantum resources to protect therg picture of quantum mechanics, a quantum state can be
information. Such schemes have been teropehtumsecret ~ represented by the field annihilation operatoe ' * +
sharing[2]. Many applications in quantum information sci- iX' )=2, whereX = X i+ ¥ are the amplitude (+)
ence, however, require the distribution of quantum st@®®  and phase (-) quadratures, with variances of= h¢{ )21
such example are quantum information networks, which arén our dealer protocol, the dealer interferes the secré¢ sta
expected to consist of nodes where quantum states aredyreata;, with one of a pair of EPR entangled beams z;, on a
processed and stored, connected by quantum charinelsfd]. It1:1 beam splitter (Figld1). The two output fields and the sec-
of paramount importance that the quantum channels in thesend entangled bear; » z » form the three shares which are
networks allow the robust and secure distribution of quantu distributed to the players. The entangled state ensurés tha
states between nodes. Clexal.[4] proposed the secret shar- the secret is protected from each player individually and is
ing of quantum states as a protocol that provides these cgenerated by interfering a pair of amplitude squeezed beams
pabilities, overcoming failures or conspiracies by nod#&s. 4.1 andag,,.[d]. The dealer can further enhance the secu-
term thisquantumstate sharing to differentiate from the quan- rity of the scheme by displacing the coherent amplitudes of
tum secret sharing of classical information. ¢yn) thresh-  the shares with correlated Gaussian white ngise[8]. Choos-
old quantum state sharing[4], the “dealer” node encodes a séng the Gaussian noise to have the same correlations as the
cret state into am-party entangled state and distributes it to quadrature entanglement, the shares can be expressed as
n “player” nodes. Anyk players (the access structure) can

j o
collaborate to retrieve the quantum state, whereas theinema a4 = @ntagpr1t N)= 2 (1)
ing n k players (thg adver_sary structure),.even when con- 4 = @y A&pri N ):p 2 2)
spiring, acquire nothing. This scheme provides quantum in- A = 4 + N 3)
formation networks with a secure framework for distributed 3 BER2
guantum computation and quantum communication.
dealer playerl & 2

The original quantum state sharing scheme by Cletve ,-------==-=mmmmmmmmmmmmmmnnnnnn, .
al. was formulated for discrete states and requires thq' (Win> ;
control and coupling of quditsdédimensional extensions : secret state
of qubits), which is extremely experimentally challeng-:
ing. In the continuous variable regime, however, quantum:
state sharing is feasible utilizing Einstein-Podolskys&o EPR ,
(EPR) entanglemeni[5], an experimentally accessible quar: 1:1} entangled :
tum resource[€.J7]. We demonstragg 3) threshold quantum ! beams : player3
state sharing in this regime. In our scheme, a secret cohe, |
ent state is encoded into a tripartite entangled state amd di T Y player2& 3
tributed to three players. We demonstrate that any two of
the three players can form an access structure to reconstrug. 1: Schematic of thez; 3) quantum state sharing scheme,:
the state. The state reconstruction is characterized mster secret quantum state, OPA: optical parametric amplifier,elec-
of fidelity, signal transfer, and reconstruction noise. §éhe tronic gain, AM: amplitude modulator, LO: optical local de
measures show a direct verification of our tripartite camtin {or. x¥: beam splitter with reflectivitk=(x+ y) and transmitivity
ous variable entanglement. As coherent states form an ovef=** ¥)-



http://arxiv.org/abs/quant-ph/0311015v2

where N = ( N* +i N )=2represents the Gaussian noise0:44 002 < 1[4, [10]. To enhance the security of the

with meanh N i= 0 and variancean( N )%2i= vy, and secret state against the adversaries, the coherent quiadrat
denotes the complex conjugate. amplitudes of the entangled beams are displaced with Gaus-
The reconstruction protocol used for the;3) quantum  sian noise of variancey = 35  0:1dB. Experimentally,

state sharing scheme is dependent on the correspondirggaccthis noise can be actively applied using electro-optic mod-
structure (Figdl). The access structure formed when ptayeulation techniques, but in our case it appears naturally as a
1 and 2 collaborate, henceforth denoteld2g, reconstructs result of de-coherende[16]. A homodyne detector is used to
the secret quantum state by completing a Mach-Zehnder intecharacterize the secret, adversary and reconstructedusan
ferometer using a 1:1 beam splitier[5]. The access strestur states using a configuration of removable mirrors. To en-
£2,3g and £1,3g reconstruct the quantum state by utilizing a sure accurate results, the total homodyne detection eftigje

2:1 beam splitter and an electro-optic feedforward Ibapl3] nom = 0:89 0201, is inferred out of each measurement.

the latter protocol, combining the shares on the beamaplitt We characterize the quality of the state reconstruction
with appropriate relative phase reconstructs the phasgrgua for the access and adversary structures using fidelity

ture of the secret state on one of the beam splitter outpuits. |h i, oucj 11, Which measures the overlap between the se-
contrast, the amplitude quadrature has additional noiae@s cret and reconstructed quantum states[11]. Assuming that a
sult of this process. This noise, however, is correlated thié  fields involved have Gaussian statistics and that the siscaet
amplitude quadrature of the other beam splitter outputciwvhi  coherent state, the fidelity can be expressed in terms of-expe
is detected. The resulting photocurrent is fedforward 8 di imentally measurable parameters as

place the amplitude quadrature of the first output. Assuming

. d
EZ Ieoxspsreess,stgg ;qij?g]ratures of the reconstructed secrei@an t F o= 2e & +k )=4 AL+ VEL) A+ V) ©6)
j o=
A A 3 - A wherek =m0 g )?=@+V,,). Inourexperiment
+ — + + _ - + + + ] . in out i !
Rowe = 9 Xt 2 39 ) (Kggy * X, )+ the fidelity for £1,2g can be determined directly; however, for
1 P-4 N p—
S0 (K, K )+ (3 ) NT(4)
A 1 A A4 A4
Xoue = ?—é(xjnJr Xz Xagz) (5) 100

whereg = n{'_, i=h{, iare the opfical quadrature gains. 3
The phase quadrature gain = 1= 3is set by the 221 10
beelgn_ splittgr,_ whilst the amplitude quadrature ggin = .
(1= 3+ G= 6) has an additional term which is a function 1
of the electronic feedforward gam. We refer to the specific
gain ofg* g = 1 as theunitary gain point. At unitary gain
and in the limit of perfect squeezing, tfbe quadratures of the
reconstructed state are given by .. = ( 3) * X, . This
state is directly related to the secret state via a locabmit
parametric operation. Although not in the same form as the
secret state, such a reconstructed state is only achiewable
ing entanglement. On the other hand, the unitary parametric ~ 5[
operation is local and requires no entanglement. Thergfore

o

the essence of the reconstruction protocol is containgdmwit o 05 % L5 2
the feedforward scheme. 0 ! L . |
. . 0 5 10 15 20
In our experiment we use a Nd:YAG laser producing a co- XD

herentfield at 1064nm to provide a shared time frame between

all parties; to yield the dealer secret state, produced by di

placing the sideband vacuum state of the laser field using aRlG. 2: Experimental results for thel,2y access structure. (a) and
amplitude and a phase modulator at 6.12MHz; and to pro(b) show the spectra of the amplitude and phase quadrature va
duce two amplitude squeezed states generated in hemilithf\ces for the secret (input, blue/dark grey) and recortegiUoutput,

0 - . I green/light grey) quantum states £ is the offset from the signal fre-
MgO:LINbO; optical parametric amplifiers (OPAs) pumped uency at 6.12 MHz. Resolution Bandwidth = 1 kHz, Video Band-

with 532nm light. The output fields Pf egch OPAare Squeezea/idth = 30 Hz. (c) Standard deviation contours of Wigner tiots
45 02dB below the quantum noise limit. These squeezed the secret (blue/dark grey) and reconstructed (gregm/irey)
beams are interfered on a 1:1 beam splitter with an observeghantum states. (d) Measured fidelity as a function of gaifatien
visibility of 99:1  02% . The beam splitter outputs are EPR r* = &, i K%+ &, .4 B 1), (d) Grey area highlights
entangled and satisfy the wave-function inseparabilify cr the accessible fidelity region. Points plotted are from sffexent

terion h( X“E+PR L+ XAE+PR2 )2 ih( XAEPR ) XAEPRZ )2i=4 = experimental runs.
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£2,3g and £1,3g a unitary parametric transformation must be F ¢; ,,= 0:93 0:03with g* = 0:94 0:0landg = 0:97 001
applied before a meaningful fidelity is obtained. This unjita The corresponding adversary structuiey gets a fidelity of
transform can be applied git_her optically or a posteriohie T F ¢34 = 0 since the share contains no component of the secret
final state is thenxApam= ( 3) ' X, sointheideal case state. Figurl2 (d) shows several measured fidelity poings as
X ... = ¥X.. Under ideal conditions and at unitary gain, function of phase space distanegbetween the coherent am-

para

any one of the access structures can achieve 1 corre- plitudes of the secret and reconstructed states. Ea.Chtyldell
sponding to perfect reconstruction of the secret quantata,st Point has a non-zero distance due to mode mismatch, optical
whilst the corresponding adversary structure obtairso. losses and imperfect phase locking.

When no entanglement is used, the maximum fidelity Similarly, Figurel8 shows an example of the secret and re-
achievable byf2,3g and £1,3g is F fc%a;g = chﬁ;g = 1=2, constructed state for the2,3g protocol. In this case, to al-
whilst £1,2g can still achiever c23 _ 1 s0 the’ average fi- low a direct comparison between the secret and reconstfucte

X b K fl;.2g 1 . . . . .
delity achieved by all permutations of the access structur§tates, the inferred Wigner function standard deviatiom- co
cannot exceed 25 = 2=3. This defines the classical bound- ©°Ur of the reconstructed state after the a posteriori lonal

avg ' . . . .

ary for ;3) threshold quantum state sharing. Note that forl@'y Parametric operation is also shown. Figire 4 shows the
general (;n) threshold quantum state sharing of a coherenff€asured fidelity for a range gains. Around the unitary gain
state, independent of the dealer protocol, the maximum a\f-’?'”t’ we achieve a fidelity of 3, = 063 0:02 with
erage fidelity achievable without entanglement resourses i9 9 = 102 0:03. The corresponding adversary structure
FCBS_ ko flgachieves a fidelity of only ¢, = 003 0:01. The quan-

a&\j’t;] the £1:3 d£2:3 tocols bei valent tum nature of our protocol is demonstrated by the fidelity av-
! efljgan 739 Protocols being equivaient, our eraged over all the access structurgs, = 0:74 0:04, which

(2;3) threshold qua_mtum state _sharing scheme is demone'xceeds the classical linHtees = 2=3,

strated through the implementations of thig 2g and £2;3g o _ avd ,
reconstruction protocols. FigUEk 2 shows the noise spantta Fidelity is a smgle_state dependent measure of thg efficacy
corresponding inferred Wigner function standard deviatio ©f duantum information protocols. There are alternativame
contours for the secret and reconstructed state forthgy ~ Sures which provide complementary information about these

protocol. The fidelity obtained from these noise spectra ifrocesses. One obvious technique is to measure the signal
transfer to € ), and the additional noise o}, the recon-

structed state[12]. Such analysis has been used to charac-

— —————— ———— terize quantum non-demolitian]/13] and quantum telepimtat
(@) Vi) v experiments[14]. Unlike the fidelity measure, bathandv
100¢ Fa\ EN V2N are invariant to unitary transformations of the reconstdc
5 fo it ] state. Therefore, for the andv analysis, an a posteriori uni-
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FIG. 3: Experimental results for the?,3g access structure. (a) and

(b) show the spectra of the amplitude and phase quadratuire va FIG. 4: Experimental fidelity for thef2,35 access structure as a
ances for the secret (input, blue/dark grey) and recortstioutput,  function of the product of" g . Dashed line: calculated theoretical
green/light grey) quantum states. (c) Standard deviatmrtonirs  curve with squeezing of 4:5 dB, added noise of 35 dB, elec-
of Wigner functions of the secret (blue/dark grey) and retarcted  tronic noise of 13 dB with respect to the quantum noise limit, and
(greenl/light grey) quantym states. The dashed circle septs the  feed forward detector efficiency 0f:93. Solid line and dotted lines:
quantum state XApara = ( 3) ' X, after the a posteriori local experimental fidelity for the adversary structure and epar Grey

out

unitary parametric operation. area highlights the classical boundary for the accesstateic
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tary transform is not required. The signal transfer is giogn ceed the information cloning limit[14] and demonstratet tha
T=T"+T ,whereT = SNR_,=SNR, are the quadra- the £2,3g protocol has better access to information encoded
ture signal transfer coefficients, wisNR being the stan- on the secret state than any other parties. The adversacy str
dard signal-to-noise ratios. The additional noise is giggn ture obtains amear,,;= 0:41 0:01andv¢; 4= 3:70 0:08.
v=vZiv,, wherev,=v, . hxX; X! if=v . arethe The separation of the adversary structnrandv points from
conditional variances. Experimentally, the signal-tdsseada-  that of thef2,3g protocol in Figurdb illustrates that in such
tios that definer can be obtained from our measured noisea protocol the access structure performs far better than any
spectra (Figil2 and 3), whilst,, can be determined from the adversary structure.
output quadrature variance and the optical quadraturesgain
V., = V.,. (g )2 Intheideal case, any one of the access
structures can achieve perfect state reconstructionmvithe
andv = 0, whilst the corresponding adversary structure ob-
tains no information witlt = 0andv=1 .

Figure[® (inset) shows the experimerttahndv points for

Our experimental demonstration @; 3) threshold quan-

tum state sharing is the first application of continuousalzg

the £1,2g protocol. We measure a best state reconstructioﬁ“part'te entanglement, Furthermore, It is e>.<tendablano
arbitrary k;n) scheme, without a corresponding scale-up of

Of Tf1;2g = 1:77 0:05 andel;zg = 001 0:01. BOth Of . 1 . .
these values are close to optimal, being degraded only h')yoptthe required quantum resources[15]. The implementation of

cal losses and experimental inefficiencies. SimilarlyLFeih qua_ntum state sharing_ broadens the scope (.)f q_uantum infor-
shows the points for th€2,3g protocol for a range of gains, matpn networks aII_owmg qga.mtum cor_nmunlc_atlon bgtvyeen
together with the corresponding adversary structileg The mult.|ple. nodes, whilst providing security against mgluso
majority of the experimental points are in agreement with th parties in the network as well as node and channel failures.
theoretical prediction, with the discrepancies accouptédr

by drifts in our control system. The accessible region for

the £2,3g protocol without entanglement is illustrated by the

shaded region. The quantum nature of the state reconstnucti  \We wish to thank Timothy Ralph, Tomas Tyc, Roman Schn-
is demonstrated by the experimental points which exceed thiabel and Hans Bachor for useful discussions and the support

classical region. For thé2,3g protocol we measure a low- of the Australian Research Council and iCORE.
est reconstruction noise 9,5, = 0:46 0:08 and a largest

signal transfer off¢, 3, = 103  0:05. Points withT > 1 ex-
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