arXiv:quant-ph/0401013v3 17 Aug 2004

Universal Test for Quantum One-Way Permutations

Akinori Kawachi** Hirotada Kobayashi Takeshi Koshib& Raymond H. Putra

T Quantum Computation and Information Project,
ERATO, Japan Science and Technology Agency
406 Iseya-cho, Kawaramachi-Marutamachi, Kamigyo-ku, tyg02-0873, Japan.
{kawachi,koshiba,raymond}@qci.jst.go.jp

¥ Quantum Computation and Information Project,
ERATO, Japan Science and Technology Agency
5-28-3 Hongo, Bunkyo-ku, Tokyo 113-0033, Japan.
hirotada@qci.jst.go.jp

¥ Graduate School of Informatics, Kyoto University
Yoshida-Honmachi, Sakyo-ku, Kyoto 606-8501, Japan.

1 Secure Computing Laboratory, Fujitsu Laboratories Ltd.
4-1-1 Kamikodanaka, Nakahara-ku, Kawasaki 211-8588,nlapa

Abstract

The next bit test was introduced by Blum and Micali and probgdyao to be a universal test for
cryptographic pseudorandom generators. On the other mandniversal test for the cryptographic one-
wayness of functions (or permutations) is known, thoughehkistence of cryptographic pseudorandom
generators is equivalent to that of cryptographic one-wagcfions. In the quantum computation model,
Kashefi, Nishimura and Vedral gave dfstient condition of (cryptographic) quantum one-way pertions
and conjectured that the condition would be necessary.idrptiper, we fiirmatively settle their conjecture
and complete a necessary andfisient for quantum one-way permutations. The necessary affidisnt
condition can be regarded as a universal test for quanturwagepermutations, since the condition is
described as a collection of stepwise tests similar to tixelmetest for pseudorandom generators.

1 Introduction

One-way functions are functiorfssuch that, for eack, f(x) is eficiently computable but, only for a negligible
fraction ofy, f~1(y) is computationally tractable. While the modern crypt@ima depends heavily on one-
way functions, the existence of one-way functions is onehefrhost important open problems in theoretical
computer science. On the other hand, Shal [12] showed thaiua candidates of one-way functions such as
the RSA function or the discrete logarithm function are najler one-way in the quantum computation model.
Nonetheless, some cryptographic applications based ariuquaone-way functions have been considered (see,
e.g., [15]).

As a cryptographic primitive other than one-way functiopseudorandom generators have been studied
well. Blum and Micali [3] proposed how to construct pseudmiam generators from one-way permutations
and introduced the next bit test for pseudorandom gensrat@rhey actually constructed a pseudorandom


http://arxiv.org/abs/quant-ph/0401013v3

generator assuming the hardness of the discrete logaritbinlen.) Since Yad [13] proved that the next bit test
is a universal test for pseudorandom generators, the BluoahH@ construction paradigm of pseudorandom
generators from one-way permutations was accomplishethelicase of pseudorandom generators based on
one-way permutations, the next bit unpredictability carpbmsed by using the hard-core predicates for one-
way permutations. After that, Goldreich and Levin [6] shdvikat there exists a hard-core predicate for any
one-way function (and also permutation) and Hastadl. [9] showed that the existence of pseudorandom
generators is equivalent to that of one-way functions.

Yao’s result on the universality of the next bit test assuthasany bits appeared in pseudorandom bits are
computationally unbiased. Schrift and Sharnirl[11] extehdao’s result to the biased case and proposed uni-
versal tests for nonuniform distributions. On the othercharo universal test for the one-wayness of a function
(or a permutation) is known, although pseudorandom gemrsraind one-way functions (or permutations) are
closely related.

In the quantum computation model, Kashefi, Nishimura andaldd(] gave a necessary andftient
condition for the existence aforst-casequantum one-way permutations. They also consideredrtyo-
graphic (i.e., average-casguantum one-way permutations and gave figant condition of (cryptographic)
guantum one-way permutations. They also conjecturedhiatdndition would be necessary. Their conditions
are based on thefficient implementability of reflection operators about sor@s<s of quantum states. Note
that the reflection operators are successfully used in tlwegs algorithm [[8] and the quantum amplitude
amplification technique_[4]. To obtain affigient condition of cryptographic quantum one-way permoite,

a notion of “pseudo identity” operators was introduced [18ihce the worst-case hardness of reflection oper
ators is concerned with the worst-case hardness of thesioveof the permutatiori, we need some technical
tool with which the inversion process dfbecomes tolerant of some computational errors in order tairob

a suficient condition of cryptographic quantum one-way permotet Actually, pseudo identity operators
permit ofexponentiallysmall errors during the inversion process|[10].

In this paper, we complete a necessary arfiigent condition of cryptographic quantum one-way permu-
tations conjectured iri.[10]. We incorporate their basi@glevith a probabilistic argument in order to obtain
a technical tool to permit gbolynomiallysmall errors during the inversion process. Roughly sayisgudo
identity operators are close to the identity operator inrgsse The similarity is defined by an intermediate
notion between the statistical distance and the computidistance. In[]10], it is “by upper-bounding the
similarity” that the stfficient condition of cryptographic quantum one-way perniotet was obtained. By us-
ing a probabilistic argument, we can estimate the expectaif the similarity and then handle polynomially
small errors during the inversion of the permutation

Moreover, the necessary andffizient condition of quantum one-way permutations can berdega a
universal test for the quantum one-wayness of permutatibmsliscuss universal tests for the one-wayness of
permutations, we briefly review the universality of the neitttest for pseudorandom generators. gét) be
a length-regular deterministic function such tlgét) is of length£(n) for any x of lengthn. The universality
of the next bit test says that we have only to check a colleabiostepwise polynomial-time tesis, ..., T¢(n)
instead of considering all the polynomial-time tests thata distinguish the truly random bits from output bits
from g, where eacT; is the test whether, given the-{ 1)-bits prefix ofg(x) (and the value of(|x))), thei-th
bit of g(x) is predictable or not with probability non-negligibly thigr than 12. Our necessary and figient
condition of quantum one-way permutations says that thetgua one-wayness of a given permutatibean



be checked by a collection of stepwise tebfs..., T, instead of considering all the tests of polynomial-size
quantum circuit, where eadlf is the test whether, given some quantum stptgthat can be defined by using
the ( — 1)-bits prefix off(x), some other quantity is computable with polynomial-size quantum circuit or not
and the next statg can be determined from_; andt;. In this sense, our universal test for quantum one-way
permutations is analogous to the universal test (i.e., ¢ it test) for pseudorandom generators.

2 Preliminaries

We say that a unitary operator (onqubits) iseasyif there exists a quantum circuit implementitfy with
polynomial size im and a setF of unitary operators igasyif every U € ¥ is easy. Throughout this paper,
we assume that : {0, 1}* — {0, 1}" is a length-preserving permutation unless otherwise ctdtamely, for
any x € {0,1}", f(X) is ann-bits string and the sdtf(x) : x € {0, 1}"} is of cardinality 2 for everyn. First, we
mention some useful operators in describing the previodsoanresults. The tagging operat@s are defined
as follows:

=Polyy if F(Y)2j2j+1) = X@j2j+1)

DY) i T(Y)@j2j+1) # X2j2j+1)

whereyj; jy denotes the substring from tixh bit to the j-th bit of the bit stringy. Note that these unitary
operatorL); are easy. Next, we consider the reflection operaf($) as follows:

Oj¥ly) =

Qi) = D> XXX Wj0wix - 1)

xe{0,1)"

where
1

=2
2" inf(y)(1,2j)=x<1.2j)

(See Fig. 1 for the reflection operator.) We sometimes usadtaionQ); instead ofQ;(f).

Wix) = 1y)-

—9(¢)-0,[x)0)

Fig. 1: Reflection operator

Actually, these reflection operators are somewhat speciabdir purpose. In general, reflection operators
are commonly and successfully used in the Grover’s algorif8] and the quantum amplitude amplification
techniquell4].



Theorem 2.1 (Kashefi, Nishimura and Vedrdl[[10Det f : {0,1}" — {0,1}" be a permutation. Then f is
worst-case quantum one-way if and only if theBgt {Q;(f)}j=01 -1 of unitary operators is not easy.

.....

As a part of the proof of Theorem 2.1, Kashefi, Nishimura andrake[10] give a quantum algorithm (we
call Algorithm INV in what follows) computingf =% by using unitary operator®; and Q;. The initial input
state tdNV is assumed to be 1

—=I% y),
w0 2

ye{0,1

wherelNV trys to computef ~1(x). ThenINV performs the following steps:

foreachj=0to5 -1
(step W.j.1) Apply O;j to the first and the second registers;
(step W.j.2) Apply Q; to the first and the second registers.

After each step, we have the following:

(the state aftestep W.j.1)

2] .

Nkl V2l -2 Yy
2 Vif (V) 1,2j42)=X1.2+2)

2j+1
N AND I

YF (W) (w2j+2=X12j+2)

(the state aftestep W.j.2)

Before reviewing a known gficient condition of cryptographic quantum one-way permaitest, we define
two types of cryptographic “one-wayness” in the quantum potational setting.

Definition 2.1 A permutationf is weakly quantum one-wafythe following conditions are satisfied:

1. f can be computed by a polynomial size quantum circuit (andneder inputs are classical the corre-
sponding outputs must be classical).

2. There exists a polynomigi(-) such that for every polynomial size quantum circliiand all siificiently
largen’s,

1
PriA(f(Un)) # Un] > o)’

whereU, is the uniform distribution ovef0, 1}".

Definition 2.2 A permutationf is strongly quantum one-waj/the following conditions are satisfied:

1. f can be computed by a polynomial size quantum circuit (andneder inputs are classical the corre-
sponding outputs must be classical).

2. For every polynomial size quantum circéitand every polynomiap(-) and all sdficiently largen’s,
1

PrIA(f(Un)) = Un] < o0



As in the classical one-way permutations, we can show tleagxistence of weakly quantum one-way per-
mutations is equivalent to that of strongly quantum one-wegmutations (see, e.g.l[7]). Thus, we consider
the weakly quantum one-way permutations in this paper. &HileorenfiL Zl1 is a necessary antfisient con-
dition of worst-casequantum one-way permutations, Kashefi, Nishimura and V§bhalso gave a dticient
condition ofcryptographicquantum one-way permutations by using the following notion

Definition 2.3 Let d(n) > n be a polynomial inn and J, be ad(n)-qubit unitary operator. J, is called
(a(n), b(n))-pseudo identity if there exists a 9§t C {0, 1}" such thatX,|/2" < b(n) and for anyz € {0, 1}" \ X,

11— ((21(012) In(12210)2)| < a(n),

where|2); is then-qubit basis state for ea@and|0), corresponds to the ancillae dfn) — n qubits.

The closeness between a pseudo identity operator and thtéydeperator is measured by a pair of param-
etersa(n) andb(n). The first parametea(n) is a measure of a statistical property and the second@mds
a measure of a computational property. Note that we do netwhere eaclz € X, is mapped by the pseudo
identity operator,. While we will give a necessary andflaient condition of quantum one-way permuta-
tions by using the notion of pseudo identity, we introducesa motion, which may be helpful to understand
intuitions of our and previous conditions, in the following

Definition 2.4 Let d’(n) > n be a polynomial inn and P, be ad’'(n)-qubit unitary operator.P, is called
(a(n), b(n))-pseudo reflection (with respect fia(2))) if there exists a seX, € {0, 1}" such thatX,|/2" < b(n)
and for anyz € {0, 1}" \ X,

1 (@i W) © RUOXUO) - D2) Ok Prl2w)zI0)s)] < aln).
ye{0, 1"

The above definition of pseudo reflection operators is soraewbmplicated. Since Fig. 2 illustrates a
geometrical intuition, it may be helpful to understand ttea of pseudo reflection operators. Ligtbe a
d(n)-qubit (a(n), b(n))-pseudo identity operator. Theih® Jn)"(Qj ® ldm-n)(In ® Jn) is a d(n) + n)-qubit
(a’(n), b’(n))-pseudo reflection operator with respectgy), wherea’'(n) < 2a(n) andb’(n) < 2b(n). These
estimations o&’(n) andb’ (n) are too rough to obtain a necessary antigent condition. Rigorously estimating
these parameters is a main technical issue in this paper.

Theorem 2.2 (Kashefi, Nishimura and Vedral[[LO]ket f be a permutation that can be computed by a polynomial-
size quantum circuit. If f is not (weakly) quantum one-whgntfor any polynomial p and infinitely many n,
there exist a polynomialp(n) and a ry(n)-qubit (1/2PM™ 1/p(n))-pseudo identity operator,Jsuch that the
family of pseudo reflection operators

Fonlf) = {00 ® I)"(Qj(F) ® lrywy-n)(In ® In)}j=01..5-1
is easy.

Kashefi, Nishimura and Vedral [L0] conjectured that the eos® of Theoreri2.2 should still hold and
proved a weaker version of the converse as follows.



Theorem 2.3 (Kashefi, Nishimura and Vedral[[LO]ket f be a permutation that can be computed by a polynomial-
size quantum circuit. If for any polynomial p and infinitelamy n there exist a polynomiaj(n) and a r,(n)-
qubit (1/2PM p(n)/2")-pseudo identity operator,Buch that the family of pseudo reflection operators

Fon(f) = {(1n® ) (Qj(f) ® It y()-n)(In ® In)}j=0.1....5-1

is easy, then f is not (weakly) quantum one-way.

exe{0,1}"\ X, exeX

n n

[%)l#)[0) [x)4)|0)

..co...oo.o..o..»

[x)[¢)[0)

Fig. 2: Pseudo reflection operator

We mention why it is dficult to show the converse of Theor€ml2.2. To prove it by calitteon, all we can
assume is the existence of a pseudo identity operator. Tdasmathat we cannot know how the pseudo identity
operator is close to the identity operator. To overcomedifigulty, we introduce a probabilistic technique and
estimate the expected behavior of the pseudo identity tygrefaventually, we give a necessary andfisient
condition of the existence of quantum one-way permutationsrms of reflection operators. This says that we
affirmatively settle their conjecture.

3 Necessary and Sflicient Condition of Quantum One-way Permutations

We have a necessary andfitient condition of cryptographic quantum one-way permaotest as follows.
Theorem 3.1 The following statements are equivalent.
1. There exists a weakly quantum one-way permutation.

2. There exists a polynomial-time computable function iEBaig that there exists a polynomial p such that
for all syficiently large n’s, any polynomials(n) and any p(n)-qubit (1/2PM 1/ p(n))-pseudo identity
operator J, such that the family of pseudo reflection operators

Frp(f) ={(ln® Jn)T(Qj(f) ® Irp(n)—n)(ln ® Jdn)}j=01.... 11

is not easy.



To grasp the intuition of Theorem 3.1, Fig 3. may be helpfidedreni3.1l can be proved as the combination
of TheorenZZR and the following theorem.

Theorem 3.2 Let f be a permutation that can be computed by a polynonzal-gquantum circuit. If for any
polynomial p and infinitely many n there exist a polynomighy and a r,(n)-qubit (1/2PM 1/ p(n))-pseudo
identity operator J such that the family of pseudo reflection operators

Frp(f) = {Qi()} = {(In ® In)"(Qi(F) ® lryy-n)(In ® In)}j=0....0-1

is easy, then f is not (weakly) quantum one-way.

X ———— Qj ————————n

0, 1o

Fig. 3: Basic operations for the inversion

Proof.  Suppose that for any polynomia(n), infinitely manyn, and some (12P(", 1/p(n))-pseudo identity
operatorJy, the family 7, , of unitary operators is easy. Moreover, febe a weakly quantum one-way per-
mutation. By a probabilistic argument, we show that a cainttaon follows from this assumption. For more
detail, we construct arfigcient inverter forf using#,, and then, if we choose a polynomia(n) appropriately,
this dficient inverter can computefrom f(x) for a large fraction of inputs, which violates the assumptihat
f is a weakly quantum one-way permutation.

We first construct a polynomial-size algorithav-INV to invert f by using unitary operations iff .
Algorithm av-INV is almost similar to AlgorithmNV except the following change: the operaf@f is now
replaced Witrﬁj. The initial input state tav-INV is also assumed to be

1
—=1 > 19203,

@ ye{O,l}”
where|z); (resp.,|2)> and|z)3) denotes the firgt-qubit (resp., the secon@qubit and the lastr(n) — n)-qubit)

register.
Algorithm av-INV performs the following steps:

foreachj=0t05 -1
(step j.1) Apply O;j to the first and the second registers;
(step j.2) Apply Q; to all the registers.



For analysis of Algorithmav-INV, we use the following functionally equivalent descriptiofNote that the
following procedure may not bdticient though the behavior is equivalent to AlgoritlamINV.)

foreachj=0to5 -1
(step A.j.1) Apply O;j to the first and the second registers;
(step A.j.2) Apply J, to the second and third registers;
(step A.j.3) Apply Qj to the first and the second registers;
(step A.j.4) Apply Ji to the second and third registers.

Then, we can prove the following two claims.

Claim 3.1 Suppose that f is a weakly quantum one-way permutationthere exists a polynomial(m) > 1
such that for every polynomial size quantum circuit A anggficiently large n's Pr[A(f(Un)) # Un] > 1/r(n).
Then, there are at leag@"(1/r(n) — 1/9%(n))/(1 — 1/g?(n)) x’s such that A cannot compute x fronfx with
probability at leastl — 1/¢(n).

Claim 3.2 Let o(n) = p¥4(n)/ V2n. There are at mog"/q(n) x’s such that Algorithnav-INV cannot compute
x from f(x) with probability at leastl — 1/0?(n).

The proof of ClainiZ3R is delayed and that of Cldaiml 3.1 follamsnediately from the definition of a weakly
guantum one-way permutation by a counting argument.

Recall that we assume thkis a weakly quantum one-way permutation at the beginningisfiroof. Now,
we can sep(n) = 4n?(r(n) + 1)%, that is,q(n) = r(n) + 1 > 2. It follows that (¥r(n) — 1/G2(n))/(1 - 1/6%(n)) >
1/q(n), which is a contradiction sincav-INV is an inverter violating the assumption of a weakly quantum
one-way permutatiori. This implies thatf is not weakly quantum one-way.

In what follows, we present a proof of Cla[lB.2 to complete phoof of this theorem.

Proof of Claim B:2. From the definition of pseudo identity operators, theretexassetX,, < {0, 1}" with
[Xnl < 2"/p(n) such that for any € Y, = {0, 1}" \ X,

Inly)2l0)3 = ayly)2|0)3 + [y)2s,

wherelyy)2311y)2/0)3 and|1 — ayl < 5ty

In Algorithm av-INV, we applyJ, before and aftestep A.j.3 for eachj. The application of), makes an
error in computation of 1. We call the vectod,|y) — |) the error associated tqy). To measure thefiect
of this error, we use the following lemmas. (Lemina 3.2 itseds stated in[10].) We note, in the sequel, the
norm over vectors is Euclidean.

Lemma 3.1 Assume that T S C {0, 1}". Then length(S, T) of the error associated to the state

1
ST)=— 0) - 0
W(S,T)) m[ PIREDNY >]

yeS\T yeT
satisfies that

IS N Xl

I(S,T) <2
(ST S

+y(n),

wherey(n) is a negligible function in n.



Proof. First, we restate the property of the length of the error@ased to the statfy)|0) which was shown
in [2Q]. The property is that the length is at meﬁﬁw if y € Y, and at most 2 ify € X,,. Using this property
more carefully, we have a more tight bound(@, T) as follows:

IS.T) = 13w(S,T)) - (S, T))
1
= —(Jn—l)[ D.omo - Do+ > o - D) |y>|0>J
VISI YEYaN(S\T) yeYanT yeXnN(S\T) yeXnNT
1
< —(Jn—l)[ IYIO) - |y>|0>]
VISI ernﬁZ(S\T) ye;ﬂ
—(Jn |)[ IIO) - |y>|0>]
VISI yexan(S\T) yexzn;w
1
< —[ 910} = IIO] + |Jn|y>|0>—|y>|0>|]
|S| yeYaN(S\T) yeYnNT
1
—[J[ > wo- > |y>|0>]+ > wo- > |y>|0>]
S| YEXnN(S\T) yexXaNT yeXnN(S\T) yeXyNT
2 |SmYn| 2
S i gt yg VRN GATI+ X T)
_ 2 IsnYal , [ISnX
- 2pM/2 [S] S|

Let y(n) be the former term in the above inequality. Then

2 |sm(n|< 2n+1 B 1
2p(n)/2 S| op(n)/2 ~ 2n

y(n) =

and is negligible. O

Lemma 3.2 Let Ly(S,T)) = aly(S,T)) + [w(S,T)L), where|y (S, T))LIW(S, T)*). Then, ||y (S, T)L)| <
I(S,T).

By using Lemm&3]1 and LemrhaB.2, we consider thectof the additional applications of pseudo identity
operators tdNV in order to analyze Algorithnav-INV.

For eachj, we letSy; = {y : f(Y)w2)) = Xa2j)} andTyj = {y : f(Y)@w2j+2) = X12j+2)}. We assume that the
state beforestep A.j.2 is

2i
01(Sxj, Tx )23 = |x>1ﬁ[ D e ) Mz] 0)s.
2 yeSxj\Tx yeTyj
Note that the above state is the same as the one befqr2 MAIgorithm INV.
In step A.j.2, J, is applied to the state. From Lemrhal3.1 and a probabilisticiraent, we have the
following.



Lemma 3.3 For each j,

E[(Sxj, Txj)] < +y(n),

2
VP(n)

where the expectation is overeq0, 1}" andy(n) is a negligible function in n.

Proof. Sincef is a permutation, by the definition & j, |Syj| = 22l Also,y € Sy j for somex if and only
if Y25y = X@2j)- Then,

22 1
where the probability is taken overe {0, 1}" uniformly. Since, for any (22P™, 1/ p(n))-pseudo identity,
— [Xnl _ on-2j | Xnl _ 1
E[IXn N Sx,j|] = E, |Sx,j| =2 , and 7 = ﬁ’
it holds that
IXn N Sx,j|] 1
ISxil p(n)’

where the expectation is overe {0, 1}". By Lemma31L,

E[1(Sxj. Txj)| < 2E

+7y(n) <2 E[m]+ (n) =

2
+ n
M ) ()

for some negligible functioty. O

From Lemmd33I and Lemnia_B.3, we obtain a vester v, + v» wherevy/|v4| is the unit vector corre-
sponding to the state befoseep W.j.2 in Algorithm INV andv; is a vector of expected length at mo$tm
orthogonal tov;. (For simplicity, we neglect a negligible terpn).) The vecton, corresponds to an error that
happens whed, is applied beforetep A.j.3.

Next, we consider the state after step3. We assume that the state aftézp A.j.3 is

2i
X1 (Sj+1, @))23 = |X>1ﬁ[ Z |Y>2J |0)3.

yeSx j+1

Note that the above state is the same as the onesadiekV.j.2 in Algorithm INV. In order to analyze theffiect
of the application of);, afterstep A.j.3, we need another lemma similar to Lemi@a 3.3. (The proof istethi
since its proof is also similar.)

Lemma 3.4 For each j,
E[l(Sxj+1.2)] <

+y(n),

2
Vp(n)

where the expectation is overeq0, 1}" andy(n) is a negligible function in n.

By a similar argument to the above, we obtain a vegter vy + v» wherevy/|v4| is the unit vector corre-
sponding to the state aftetep W.j.2 in Algorithm INV andv; is a vector of expected length at mogtm
orthogonal tov;. (For simplicity, we neglect a negligible terpn).) The vecton, corresponds to an error that
happens whed;, is applied aftestep A.j.3.

10



From the above analysis, we can see that after the complaftidigorithm av-INV on inputx the final state
becomev(x) = vi1(X) + vo(X) wherevy(X) is parallel to

)11 f~1(%))210)3

andvs(X) is a vector orthogonal te;. By Lemmd3¥ and the linearity of expectation, we have

Ele (9] <2+ 0 —2— = 2 < 2

S RN RN ORI O
for q(n) = p4(n)/ V2n, where the expectation is overe {0, 1}". It follows that the number ok such that
[vo(X)] > 1/q(n) is at most 2/q(n), i.e.,av-INV can invertf (x) for at least 2(1 — 1/q(n)) X's with probability at
least 1- 1/0?(n). O

O

4 Conclusion

By giving a proof of the conjecture left by Kashefi, Nishimwad Vedral [1D], we have completed a neces-
sary and sficient condition of cryptographic quantum one-way permatetin terms of pseudo-identity and
reflection operator in this paper.

The necessary and féigient condition of quantum one-way permutations can berdega a universal test
for the quantum one-wayness of permutations. As long as uttees know, this is, classical or quantum,
the first result on the universality for one-way permutatiothough the next bit test is a universal test for
pseudorandom generators in the classical computation.eids/b that our universal test for quantum one-way
permutations may help to find good candidates for them, wéaietcurrently not known.
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