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The continuous variable quantum key distribution has been considered to have the potential to
provide high secret key rate. However, in present experimental demonstrations, the secret key can

be distilled only under very small loss rates.

Here, by calculating explicitly the computational

complexity with the channel transmission, we show that under high loss rate it is hard to distill the
secret key in present reverse reconciliation continuous variable scheme and one of its advantages,
the potential of providing high secret key rate, may therefore be limited. To overcome this problem,

new protocols need to be explored.

PACS numbers: 03.67.Dd, 42.50.-p, 89.70.4+c

I. INTRODUCTION

Due to its potential for providing high key rates, con-
tinuous variable (CV) quantum key distribution (QKD)
has recently attracted more and more attention. Com-
pared to single photon counting schemes, CVQKD does
not require single photon sources and detectors which
are technically challenging now. The CVQKD schemes
typically use the quadrature amplitude of light beams as
information carrier, and homodyne detection rather than
photon counting. Some of these schemes use non-classical
states, such as squeezed states |1, [2] or entangled states
13, 4], while others use coherent states [3, 6, [1, I8, 9, [10].
Because the squeezed states and entangled states are sen-
sitive to losses in the quantum channel, coherent states
are much more attractive for long distance transmission.
Among the coherent state schemes, only the reverse rec-
onciliation scheme (RRCVQKD) [14, [L1] has the poten-
tial to provide high secret key rate over 3dB transmission
losses. In addition, a table-top experimental setup at
780nm that encodes information in the phase and ampli-
tude of coherent states has been demonstrated |L1], and
recent experiments have shown the feasibility of CVQKD
in optical fibers up to a distance of 55km [12, [13], but
without obtaining the final secret keys.

Unlike the single photon QKD schemes, RRCVQKD
only provides the continuously distributed key elements
|L1] that should be converted into common binary bits.
It has been proposed that this conversion can be achieved
by reconciliation. Nevertheless, how to realize proper rec-
onciliation is still an open problem. The unique existing
reconciliation protocol was suggested by G. V. Assche
et al |15], in which they subtly combined the sliced er-
ror correction with the quantization and optimized each
step of the reconciliation. However, using this protocol,
the authors of Ref. [L1l] were able to distill the secret
key only with a small loss rate of 3.1dB, in spite of the
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very sophisticated error correction scheme they have em-
ployed. In this work, we will show that the computational
complexity is one of the key hurdles for the practical im-
plementation of RRCVQKD to provide a secret key for
long distance transmission.

It has been shown that in the RRCVQKD, under the
condition without excess noise [11], the signal to noise
ratio (SNR) and the mutual information between Alice
and Bob is certainly higher than that between Eve and
Bob. Therefore through the ideal reconciliation and pri-
vacy amplification [11], Alice and Bob can share common
secret keys without any information leakage. In principle,
if we employ ideal reconciliation, namely, ideal quantiza-
tion to convert the continuous-element into binary dig-
its without any information loss and ideal error correc-
tion [16] to correct errors without too much information
leaked to Eve, then after the reconciliation, the mutual
information between Alice and Bob can be still larger
than that between Eve and Bob, and consequently the
secret key can be distilled through privacy amplification.
However, quantitative analysis below will show that such
reconciliation may be too difficult to implement.

II. DIFFICULTY WITH RRCVQKD: AN
EXAMPLE

Here, we consider a specific example of RRCVQKD.
Different from single photon schemes, in RRCVQKD
ones, most of the transmitted information can be known
by Eve and only a very small portion of information can
be kept in secret between Alice and Bob. The SNR be-
tween Alice and Bob is only slightly higher than that
between Eve and Bob, and the difference of the two may
be overwhelmed by the fluctuation of noise. Then, the
distilling the secret key will amount to looking for a nee-
dle in a haystack. For example, let us take the line loss to
be 20dB (100km fiber with an attenuation coefficient of
0.2dB/km), under which the maximum secret informa-
tion per key element carries is about 0.007-bit [11] (i.e.,
on average, 1-bit secret key requires 1/0.007=143 key el-
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ements). Suppose the variance of Bob’s measurement
is 2Ny, where Ny denotes the variance of the vacuum
noise. Then the mutual information between Alice and
Bob is 0.5-bit and that between Eve and Bob is 0.493-
bit. On estimating Bob’s results, the difference between
Alice’s and Eve’s noise is about 0.01 Ny, which can be
calculated from Ref. [11]. To distill the secret key, at
first those associated key elements should be converted
into binary keys. The quantization will certainly induce
information loss, although the loss can be exponentially
reduced. To ensure the lost information to be less than
0.007-bit per key element, the reconciliation should be
precise enough to distinguish the slight noise change of
0.01 Ny, so each key element should be converted into at
least 0.51log,(2Np/0.01Np) ~ 4 independent binary dig-
its. After the conversion, Alice and Bob get 4 binary
digits from one key element and the secret information
contained by them will be certainly less than 0.007-bit.
Since the information per element carry is 0.5-bit, to
correct bit-errors, at least 3.5-bit additional information
should be exchanged for one key element. Then, on av-
erage, 143x4=572 binary digits contribute to less than
one secret key and at the same time 143x3.5500-bit
additional information should be exchanged. Therefore,
the distillation is equivalent to extracting a secret bit at
least in 1072 binary digits, which is quite impractical as
the error fluctuations in 572 digits may easily overwhelm
the 1-bit secret key information to be distilled.

To distill the secret key, errors in quantized bits should
be corrected. In theory, the errors in 572 bits require at
least 500-bit additional information to correct, but the
secret information carried by 572 bits is less than 1-bit
and Eve can use less than 501-bit additional information
to correct her errors, which means that if 501-bit error
correction information is exposed there may be no secret
information kept from Eve, so to correct the errors in 572
bits and to ensure corrected bits still carry secret infor-
mation, the publicly exposed reconciliation information
should not exceed 501-bit. Then the practical error cor-
rection should use less than 501/500=1+0.2% times the
theoretical minimum information to correct the errors at
a high bit error rate (BER). While in Ref. [20, 21], even
at a BER as small as 3%, this ratio can be enhanced to
120%, much higher than 1+40.2%, but still pose a tech-
nical challenge. In fact, to improve the practical channel
information capacity is a hot topic in classical commu-
nications [18]. One major goal is to correct the errors
with as little redundant information as possible. Up to
now, even under ideal situations (e.g., in the standard
channel, at fixed coding rate, under the optimized SNR
and distinguishing the BER of each bit), present state-
of-the-art error correction schemes, such as Low-Density
Parity-Check (LDPC) [18] and Turbo [19] codes, may in
theory only get information with low BER from 1.001
times (0.0045dB) of the theoretical minimum resource
[L8]. While in practice, this theoretical performance is
still hard to reach at present. In the above example, Al-
ice should get information from less than 5724-501=1073

binary digits without any error, while in theory this infor-
mation should be obtained from at least 1072 binary dig-
its. The ratio of them is 1073,/1072=1.0009 or 0.0040dB,
smaller than 0.0045dB, which is a huge challenge to the
error correction technique. In practice, the required per-
formance of error correction will be much higher. To our
knowledge there is no such error correction that can meet
its requirement.

In fact, each of the converted digit may be correlated
with each other and the channel may be binary asym-
metric, so one continuous-element should be converted
into many more digits. Also, the correlation will greatly
increase the complexity and reduce the efficiency of the
error correction. Therefore, in practice, things will be
much more difficult than what we have shown in the
above example.

IIT. COMPUTATIONAL COMPLEXITY OF
RRCVQKD

In the following, we will calculate explicitly the com-
putational complexity including channel loss. Suppose
after many communications and processes, Alice, Bob
and Eve get binary strings Ma = (May,..., Man)7T,
Mp = (Mpy,...,Mpy)" and Mg = (Mg1, ..., Mem)"
of length m, respectively. For convenience, in the fol-
lowing, it is assumed that the channel is binary sym-
metric, i.e., the binary strings contain equal probabili-
ties of 0’s and 1’s, and the bits in the strings are un-
correlated. We define eap = Pr(Ma; # Mp;), egp =
PI‘(MEi 75 MBi) and eqg = PI‘(MAi # MEZ) as the
BERs. Then the maximum amount of secret key con-
tributed by this string is m[H (egp)— H (e ap)]-bit, where
H(z) = —zlogy x — (1 —x)logy(1 —z) is the Shannon en-
tropy. To share the common secret key, Alice and Bob
should eliminate the errors in their final binary string.
Then, they can use, for example, error correction, to tol-
erate certain amount of errors. Only when the amount
of errors is below a threshold value, can they be prop-
erly corrected [16]. Suppose Alice and Bob can correct
at most me,q. errors, where e,.. is an introduced pa-
rameter. Then mH (e,..)-bit additional information is
required and after the error correction, the maximum
amount of secret key becomes m[H (egp) — H(erec)]-bit.
While the average amount of errors between Alice and
Bob is me4p, the actual amount of errors will fluctuate,
and the fluctuation obey the binomial distribution with
variance meap(1l —eap) [23]. Here, we introduce param-
eter A and suppose the number of practical errors is mA.
Then the binomial distribution of errors between Alice
and Bob can be approximated by a Gaussian:

m
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Only when A < e, can the errors be corrected, so the



probability that Alice and Bob correct their errors is
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To share common secret key with high probability, Al-
ice and Bob should guarantee that 5 — 1. To distill the
secret key, they should maintain e, < egp. Then it
requires m to be sufficiently large. For given probability

B, error correction criteria e,.. and BER e 4p, the length
m can be given by:

m— MQZ’@ - 8) (3)
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where Q(x) is defined as the solution of the equation
1/\/%]521) exp(—y?/2)dy = x and we have supposed
€rec > €AB-

On the other hand, although the average amount of
Eve’s errors relative to Bob’s is megpg, her errors also
obey the probability distribution similar to Eq. ().
Therefore, even when e,.. < egp, Eve can still correct
all of her errors with certain probability, denoted as a.
To ensure security communication, Alice and Bob should
keep « as small as possible. By the same way as getting
B, a can be given by

€rec m

(a7

—00 \/27rmeEB(1 — eEB)
(megpp — mA)?
2meEB(1 — eEB)

X exp[— JdXx 4)

For given «, e and egp, m can be given by:

_ess(l—€pB) 0o
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In practice, egp and e o g as well as e 4 g are determined
by the quantum channel, a and 8 are determined by
practical requirements, so Alice and Bob need to choose
proper e, and m to satisfy the Eq. (@) and @). Conse-
quently, the length m should satisfy:

m> BB CEE) o 102(0), Q21— B)]  (6)

(e —eaB)?

The value of m will determine the computational com-
plexity of the error correction. Generally, the computa-
tional complexity is of order O(m?) [1&]. In single photon
schemes, after the quantum communication, almost all
the information of the distributed binary string is kept
in secret from Eve, i.e., egp or esp are much larger than
eap, so the required m can be very small. However, in
RRCVQKD, most of the information may be tapped by
Eve, and consequently, the minimum egp is only slightly
larger than e 4 g, so that the required m will be very large.
In the example considered in Sec.II, the average BER € p

of the converted binary string is given by 4H(ésp) = 3.5
and the average secret information each digit carries is
less than 0.007/4=0.00175-bit. Thus é4p ~ 0.29 and
€gp —éap < 1471073, If weset 1 — 5 = 1077 and
a=10"7, then Q*(a) = Q*(1 — B) ~ 27. Using Eqs. (@)
and (H), we obtain m > 107. That means, to share com-
mon secret key with high probability and to restrain the
probability that Eve gets their key, Alice and Bob should
set the criteria of the error correction at least to 107 dig-
its. Then, even with ideal error correction technique, the
required block size should be larger than 107. For present
LDPC coding, only under the simulation condition and
with a very simple code, can this block size be realized
id).

For the general case, suppose the secret information
carried by an element is AI. Then the conversion
should guarantee the lost information to be less than
AI. Hence the quantization should be precise enough to
distinguish the noise variance change of about vAIN,
where v = 21n2. Consequently, one key element should
be quantized into at least I — 0.5log, YAI binary dig-
its, where I denotes the mutual information between
Alice and Bob. Then, on average, the secret infor-
mation carried by single digit is less than AT/(I —
0.5log, yAI)-bit, and the required additional informa-
tion for error correction is —0.5log, yAI-bit. We thus
obtain egp — eap < AI/{(I — 0.5logy, YAT)log,[(1 —
ean)/eap]}, where eap can be approximately given by
(I —0.5logoyAIH(eap) = —0.5logy yAI. Then we
have

1- eAB)Q(I —0.51og, ”yAI)Q
AT
max[Q*(er), Q*(1 - B)] (7)

From Eq. (@), we conclude that the computational
complexity of the error correction is at least of order
O(1/AI*) > O(1/G*) =~ Olexp(0.18L)], where G denotes
the channel transmission, L denotes the transmission dis-
tance in units of km, and the fiber attenuation efficiency
has been chosen to be 0.2dB/km. In the above discus-
sion, we have not considered the difference of each digit’s
BER, the correlation between them and the asymmetry
of 0 and 1. If those factors are taken into account, m will
be much larger than that given by Eq. ([@). Actually,
as the loss increase, the influence of those factors will be
more and more severe.

The authors of Ref. [11], can distill the secret key only
within 3.1dB loss (G ~ 0.5, 15km fiber), even though
high performance error correction was used. While un-
der the condition of 10dB loss (G = 0.1, 50km fiber), the
required error correction will be at least 600 times more
complex. Under the 100km fiber case, it will be at least
6°10° times more complex. Then, whether the secret key
can be distilled becomes doubtful. Moreover, as the error
correction becomes very complex, the practical compu-
tation speed of the algorithm will certainly become very
low. Therefore, even though the secret key can be dis-
tilled and the physical modulation and detection rate can

m > eap(l —eap)(log,



be very high, the practical secret key rate, which will be
limited by computational complexity, cannot be actually
improved.

IV. CONCLUSION AND OUTLOOK

In conclusion, we have discussed in detail the com-
putational complexity of RRCVQKD. For single photon
schemes, the single photon source and detector are the
main limitations to the transmission distance and the se-
cret key rate [22], while for present RRCVQKD we have
shown that the computational complexity may be the key
hurdle. Although the RRCVQKD solve the problem of
the light source and detection, it brings a new problem,
computational complexity.

With the progress of the computer and new error cor-
rection technique, the computational complexity of the
RRCVQKD may no longer be a problem, but under ex-
isting techniques, its strict requirements are difficult to
satisfy. To overcome this difficulty, new protocols need
to be developed to reduce the computational complexity.
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