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ABSTRACT

If an eavesdropper Eve is equipped with quantum com puters, she can easily break the public key exchange
protocols used today. In this paper we w ill discuss the postquantum Di eHelln an key exchange and private
key exchange protocols.
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1.WHY POSTQUANTUM KEY EXCHANGE?

Di e and Helln an proposed the rst publickey agreem ent for key exchange in 1976. This protocol relies
on the di culy of computing discrete logarithm s in a nie eld. The most popular public key algorithm
for encryption and digital signature is RSA . The security of RSA is based on the intractability of the integer
factorization problem . There are a few other cryptographic schem es that are used In practice, for exam ple, the

D igital Signature A Igorithm @ SA ) and the E llptic Curve D igital Signature A gorithm ECD SA ). T he security

of these schem es isbased on the discrete logarithm problem in the m ultiplicative group ofa prine eld or in the
group of points ofan elliptic curve overa nie eld.

But in 1994 Shor' showed that quantum com puters can break all digital signatures that are used today. In
2001 Chuang et a¥ in plem ented Shor’s algorithm on a 7 qubit quantum com puter. W hen quantum com puters
reach approxin ately 30 to 40 g bits they w ill start to have the speed (paralleliam ) needed to attack them ethods
society uses to protect data and processes, including encryption, digital signatures, random num ber generators,
key tranam ission, and other security algorithm s.

W e cannot predict exactly when this w ill happen because each advance in the number of g bits has had
radically di erent hardware architecture. W ebelieve quantum com putersw ill surpassthe gpeed of \M ocore’sLaw "
com puters in the next 15 years, break encryption in 25 years, and break the regponding enhanced encryption
(w ith m uch longer key lengths) in 30 to 50 years.

M ost planners don’t look 20 years Into the future, and propose to defend against quantum com puter attacks
by lengthening the keys. However, we can also defend against quantum ocom puter attacks by resesarching a
way which is som ew hat or wholly In m une to quantum com puter attacks. M any quantum public key exchange
protocolshavebeen studied, orexam ple BB 84 and B 923 . W ew illlook at tw o schem esthat achieve key agreem ent
protocol.

T he heart of our key exchange protocol is to use a public satellite { continually broadcasting random bits at
a rate so high that no one could store m ore than a an all fraction of them . Parties that want to com m unicate
In privacy share a relatively short key that they both use to select a sequence of random bits from the public
broadcast; the selected bits serve as an encryption key for their m essages. A n eavesdropper cannot decrypt an
Intercepted m essage w thout a record ofthe random broadcasts, and cannot keep such a record because it would
be too volum inous. How much random ness would the satellite have to broadcast? Rabin and D ing? m ention a
rate of 50 gigabits per second, which would Ilup some 800;000CD-ROM s per day.

T he general fram ework is shown in Figure 1:
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Figure 1. General fram ework of the post-quantum key exchange schem e.

G eneralK ey A greem ent Fram ew ork
1. Random source: a satellite sends random bit signals.

2. The two com m unicating parties A lice and B ob get these signals
3. They need to know when they should count the bits as the key.

4. Two ways: Telgportation or Q uantum clock synchronization.

5. They agreeto ip onebit orm ore.

A geostationary satellite can be used as a data source generating a random bit stream . Two com m unicating
parties, A lice and Bob w ith dish antennas, are able to receive the bit signal from the satellite. W hen they want
to encrypt the m essage, they catch the random bits ofthe signalas a key. T hey m ake a public agreem ent on the
key size, for exam ple, 1024 bis. The key is never stored in the com puter’s m em ory, so they essentially vanish
even as the m essage is being encrypted and decrypted.

In order for both A lice and Bob to count the sam e bits as the key from the satellite signals, three problem s
should be solved:

1. Dueto thedi erent distances between the satellite to A lice and to Bob, they w illnot count the sam e bits.

2. A lice and Bob should know the starting tin es that they can count the sam e num ber ofbits as a key.



3. A lice and Bob should determ ine the tin e di erence betw een their spatially separated clocks. For exam ple,
the determ ination ofthe di erence should be better than 100 ns.

The rstproblem is easily soled by using G lobalP osition System s (G P S) to detem ne their positions and
calculate the tin e delay due to the di erent distance from the satellite to the receivers. W e propose to use the
technology of quantum teleportation and quantum clock synchronization to solve the latter two problem s.

T he organization of the paper is as follows: In Section 2 and 3, we descrbe postquantum Di eHelln an
key, private key exchange and quantum random walk protocols. A conclusion is given in Section 4. W e pro-—
vide the findam entals of random source, random number generator, quantum teleportation, quantum clock
synchronization, and quantum random walk in the Appendix.

2.POSTQUANTUM KEY EXCHANGE

21.D1i eHellman K ey Exchange

W ih a symm etric cryptosystem , it is necessary to transfer a secret key to both com m unicating parties before
Ssecure com m unication can begin. Di eHelln an key exchange protocol allow s two parties that have no prior
know ledge of each other, to pintly establish a shared secret key over an insecure com m unication channel. The

rst practical scheme, Di eHeliman D iscrete Log (secllll ©r classes of candidate) key exchange protocol,
begins w ith two users A lice and Bob who want to exchange two secret integers a and b. They agree on two
public param eters, large prin e p and base g. The protocolis speci ed as ollow s:

Di eHellman K ey Exchange P rotocols Public announcem ent: G = hgP1i, g as generator and
p is the order of the group G Comm on input: (o; g) Output: an element k 2 G shared between
A lice and Bob

1. A lice chooses random numbera 2 U 1 and p, and send g* to Bob

2. Bdb: Choose random numberbbetween 1 and p, and send ¢° to A lice
3. A lice: com pute (@°)2
4. Bdb: compute )P

5. By commutativity, Alice’s k, = g®® = ¢ = k,. Notice that an adversary Eve intercepts
g, 9%, ¢° public inform ation and cannot break the schem e w ith non-negligble probability.
H ow ever this schem e is vulnerable to m an-in-the-m iddle attack.

2.2.PostQuantum Public K ey Exchange
Public key cryptosystem s and related protocols have been constructed on the Turing m achine m odel. T he un—
derlying theories are based on Church-Turing’s thesis, which asserts that any reasonable com putation can be
e ciently sinulated on a probabilistic Turing m achine. New m odel of com puting, quantum com putation, has
been investigated since 1980. Two m ost successfil results are Shor’s probabilistic polynom ial tin e algorithm s
for integer factorization and chxete logarithm i the quantum Turing machine Q TM ) m odel and G rover’s
unstructured search method n N 2 A Tthough Shor’s result dem onstrates the power ofQ TM s, Bennett, Bem-
stein, B rassard, and Vaziran?® show that relative to an oracle chosen uniform Iy at random , w ith probability 1,
class NP cannot be solved on a QTM in tine O 2°~2). M any researchers consider that it is hard to nd a
probabilistic polynom ialtin e algorithm to solve an N P -com plete problem even n the Q TM m odel.

Since Shor’s result and G rover’s search algorithm reduced m any practical publickey cryptosystem s RSA,
m ultip licative group/elliptic curve versions of D 1 eHelim an and E 16 am al schem es) to insecure status, we need
a quantum publickey cryptosystem QPKC).M any public key schem es such asBB 84 and B 92 were studied. In
2000, O kam oto, et al’ proposed a theoretical paradigm of QPK C that consist of quantum publickey encryption
Q@PKE) and quantum digitalsignature QD S). In our studies of quantum channeland satellite com m unication,
we realize an extension of QPKC m odel and construct two practical schem es that achieve key agreem ent. W e
discuss the possble attack and countem easure of our schem es.

If Eve has a quantum ocom puter, she can easily break the logarithm and get a and b, then the secret key
(@°mod p)® mod p).
T he protocol of the Postquantum D1 eHellm an K ey E xchange is described below :
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Figure 2. Postquantum D i eHellmn an K ey Exchange.

Quantum Public K ey E xchange Schem e
1. A lice and Bob use a quantum clock to synchronize their clocks.

2. W hen A lice sends the m essage to Bob, she publicly announces to Bob that they will start
to count the bits at tine t. O ue to the di erent distance, Bob know s when he w ill start to
count thebisattinety). The key isg. They also agree on a prin e num ber p. g and p are
public.

3. A lice teleports a quantum particle state to Bob and inform sBob that she  ips the i bit of]
g. The position ofthe bit iIpped depends on the quantum state teleported by A lice to Bob
So both A lice and Bob have the new key called g; .

4. A lice and Bob choose their secret keys a, and b, respectively. A lice sends Bob ((g1)? (m od
p)), and Bob sendsA lice ((g)® (m od p)). Both A lice and B ob have arrived at the sam e value
()P mod p) 2 mod p) or (((G)* mod p) P mod p).

5. The key vanishes after it is used on A lice and Bob’s site.

Only p is public, Eve could ntercept ()% mod p) and (g1)° tmod p). Alla,band ¢, are secret. Eve could
not gure out the key even she has a quantum com puter or this would m ake it too hard for her to com pute the
secret key. See Figure 2.

2.3.Postquantum P rivate K ey E xchange P rotocol

T he P rivate K ey Encryption uses the sam e key to encrypt and decrypt the m essage. O nly A lice and B ob know
the key. How do A lice and B ob m ake the agreem ent on the key? T hey m ust trust the security of som e m eans of
com m unications. Further, how do A lice and Bob secure the key on their site? The key m ay be stolen.



T he protocol of the postquantum private key exchange is described below :

1. First, A lice and Bob use a quantum clock to synchronize their clocks.

2. W hen A lice sends the m essage to Bob, she teleports a quantum particle state to Bob. Both
ofthem understand they will start to count the bits at tin e t, (due to the di erent distance
Bob know s when he will start to count thebitsattine ty).

3. The key vanishes after i is used by A lice and Bob.

Eve could not get this entangled inform ation, so she does not know when A lice and Bob start to count the
bits. Even Eve is at the sam e site of A lice or Bob, she could not get the key since i disappears after it is used.
T he keys used In encoding and decoding are used once and are never stored.

3.0UANTUM RANDOM WALK PROTOCOL

In this section, we look at the quantum key distrbution problem under a slightly di erent consideration. W e
assum e both A lice and Bob have a sin ple quantum device, whereas Eve has a quantum com puter. Since the
sem nar work of BB84 and B 92, quantum key distrbbution QKD ) receives w ddespread attention because is
security is quaranteed by the law ofphysics and is di erent from the classical counterparts® O ur schem e based
on the experin ental realization® and security proof®{1? extendsthe KKKP schem e'® i two ways.

T he procedure for the proposed quantum protocolis as follow s:

Quantum W alk A greem ent P rotocol
1. A lice and Bob perform a random walk on the random bits. In order to get an agreem ent,
they both m ust use the sam e operator.

2. A lice and B ob teleport or synchronize w ith a quantum clock to exchange the \operator"

3. Once they are In synchronization with the sam e operator, they apply the \operator" on
random bits stream , ie. tree-walk the graph.

4. A lice and Bob yield to the sam e key, ie. the path ofthe operator-oriented walk on the graph.

Security of our schem e which m Inin izes the comm on problem ofhigh tranam ission rate of errors and defeats
m an-in-the-m iddle attack is cleverly directed by quantum walk on one g bit. O nce quantum walk determm ines
the g bit, A lice and Bob can use the agreed operator to perform classical tree-walking on the random bits

stream and detemm Ine the key e ciently. O ur schem e can be applied to any quantum device that satis es the
above requirem ent.

In a sin ilar vein, we form ulate a quantum walk on a graph. Consider a spin 1=2 particle that shifts to left
or right depending on its spin state. Let a set of orthonom albasis states correspond to vertices of the graph. If
a particle is in the state i, that corresponds to a vertice g. @A nother nam e for this technique is com m only used
by com putational group theorists to carry argum ent through for Cayky-graphs of Abelian groups and in nite
groups.)

W e will ook at the possbl attacks from E ve’s perspective. Eve w ith a quantum com puter can intercept all
m essages and perform a quantum walk search !*/1 Our procedurem odi es the discrete quantum random walk
result'® wih a di erent quantum device. O ur quantum walk U searches the graph G as Hllow s:

Quantum W alk A greem ent Search A Igorithm
1. Initialize the quantum system in the uniform superposition j oi.

2.Do T tines: Apply them arked wak U°.

3. M easure the position register.

4. Check ifthe m easured vertex is the m arked item .




T he physical attack is that Eve can place a beam splitter attack between the quantum channel and am plify
the error rate. Another attack is by eavesdropping w ith phase shiffers. O nce Eve has an estin ate on the state
plb]SiOf%.]intum state, she clgm perform probabilistic search ofthe key space N , ie. the random bits stream , on

a N N grid n tine O ( N logN ) Seclllll ©rde nitions).

Since the quantum walk search is restricted by initial condition and localization of the quantum walk search,
Eve isnot guaranteed to nd the key in tim ely fashion for practical purpose.

4.CONCLUSION

W e have shown that our schem es are secure against weak iIn personation attack, and quantum eavesdropping
attacks. For fiiture research on quantum key agreem ent protocol, we like to consider the potential weakness of
random source generation on the satellite and carry out experim ent on the E lliptic pseudo random generation
finctions. O ne open question is whether it is possible to extend our schem es w ith the additional capability of
entity authentication and signature? Forexam ple, currently we are looking at the challenge ofdesign ing quantum
cryptographic voting protocols.t’

Another line of research undertaken by us investigates whether quantum com puter based on topological
quantum com putation'® with Anyons'® and quantum knots is easier to build and perform faster. Current
schem es of designing quantum ocom puters use techniques to control interference of quantum system with the
am bient environm ent and lower the error rates. A s an altemative approach to the open problem s of quantum
circuit com plexity,?® what can we say about braiding operator’! as the universal quantum gates?

O n the quantum search problem s, we are looking to extend the quantum random walk techniquesto arbitrary
graphs, ie. Independent of initial condition and localization problem s and provide a better bound on tin e and
Soace.
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APPENDIX A .M ISCELLANEOUSFUNDAM ENTALS

A .1.D iscrete Logarithm P roblem

We lktG = hg® ibe a cyclic group generated by g. By repeated squaring m ethod, it is easy to com pute
g® In O (log n) steps. Finding n from g and g" is a hard problem w ith exponential com plexiy. T he degree of
com putational com plexity depends on the representation ofthe group. M ore generally in group-theoretic setting,
given an isom orphisn oftwo nite group G;, and Zy fork 2 N, nding the In age of an elem ent g under the
isom orphisn m ap is equivalent to solving the discrete log problem . A large variety of groups are studied oruse
in the discrete logarithm problem .

1. Subgroups ofZp fOr som e prine p.
2. Subgroups of Fn orprimep= 2

3. Cyclic subgroups of the group of an elliptic curve E 44, Fp) overthe nite eld E with
Y?=X’+ax+b; a;b2F, @)

4. T he natural generalizations of the group of an elliptic curve to the Jacobian of a hyperelliptic curve

5. Ideal class group of an algebraic number eld

A rigorous and fom al security analysis w ith syntactical and sem antical consideration is in here 8



A 2.Random R esource

M ost com puter program m ing languages could generate random numbers. In Lisp the expression (random 100)
produces an integer in the range between 0 and 99, w ith each ofthe 100 possbl values having equalprobability.
But these are pseudo—random num bers: T hey \look" random , but under the surface there isnothing unpredictable
about them 22

The only source of true random ness in a sequence of pseudo-random num bers is a \seed" value that gets
the serdes started. If you supply identical seeds, you get identical sequences; di erent seeds produce di erent
num bers. The crucial role of the seed was m ade clear in the 1980s by Blum . He pointed out that a psesudo-
random generator does not actually generate any random ness; it stretches or dilutes w hatever random ness is In
the seed, spreading it out over a longer series of num bers lke a drop of pigm ent m ixed into a gallon of paint.

For m ost purposes, pseudorandom num bers serve perfectly well often better than true random num bers.
AImost allM onte Carlb work is based on them . Nevertheless, true random ness is still In dem and, if only to
supply seeds for pseudo—random generators. F inding events that are totally pattemless tums out to be quie
di cuk.

A obvious schem e for digitizing noise is to m easure the signalat certain instants and em it a 1 ifthe voltage is
positive or a 0 if it is negative. A nother popular source of random ness is the radioactive decay of atom ic nuclei,
a quantum phenom enon that seem s to be near the ultim ate in unpredictability.

Next we show an algorithm 23 that achieves excellent uniform distrdoution on seed generation.

A 3.Random N um ber G enerator and E lliptic7Zeta function

Random num ber generator is an in portant m athem atical tool Van D am ?? show s that m any known hard com —
putational problem s can be exploited and solved by quantum factoring m ethod and quantum search algorithm ,
eg Gauss Sum s over nite rings. W e have not seen work that reduces E llipticZeta function to G auss Sum s
estin ation. W e will reproduce de nitions and theorem s from the Anshel and G oldfeld papef® and describe
three candidates of one-way functions Fx ronecker iF & 1iptics 8Nd Fa rein «

A 3.1.Pseudorandom N um ber G enerator.

W e adopt the notion of a pseudorandom generator suggested and developed by Blum and M icali and Yao. A
pseudorandom num ber generator is a detem inistic polynom ial tin e algorithm that expands short seeds into
longer bit sequences such that the output of the ensem ble is polynom ialtin e indistinguishable from a target
probability distrdbbution. W e shall present an algorithm for a cryptographically secure pseudorandom num ber
generator that is based on the candidate one-way function for the class Z g niptic, @and Za rtin - W € shall call this
pseudorandom num ber generator PN G g njptric - It has the property that it transfomm s a short seed into a long
binary string of zeros and 1sw ith the target probability (1/3,2/3) (ie., the probability of zero appearing is 2/3
w hile the probability ofa 1 is 1/3). T he proofs of these assertions are based on T heorem s below .
De nition. LetP be a set of prin es having a certain property. W e de ne the density ofP to be
X X
Iim 1= 1;
x! 1
P2P ;p x P x
provided the lim it exists. If the lim it does not exist, then the density ofP isnot de ned.

W ih thisde nition, we now propose the ollow ing theoram s.

THEOREM 1. Let a;bdetem ine an elliptic curve E :y? = x>+ ax + b. De ne d to be the degree of the

eld obtained by adphing the roots of the cubic equation ¥ + ax+ b= 0to Q. Ifd=1,2, then o (o) willbe

even for allexcept nitem any rationalprimesp. Ifd= 3, then the density ofprines forwhich ¢ () iseven is
1/3 while ifd= 6, the density is 2/3.

THEOREM 2. (Chebotarev). Let K bea nie Galoisextension ofQ with Galisgroup G =GalK =Q).
Foreach subsetH G stable under conjigation (ie, H '=H;8 2G), kt

Py = fp2 Q;primejF rp 2 H and p unram ified in K g:

Then Py hasdensity H ¥ j where H § {5 jdenote the cardinalities of H ;G , respectively.



THEOREM 3.LetE bean elliptic curve de ned overQ . Let K denote the eld obtained by adpining the
2-torsion points of E to Q . Then there exists an entire A rtin L-function

®
Lg (s) = bn) n°2 Zp

ofK wih the property that
bp) o @) Mmod2)

for allexcept nitely m any rationalprin esp.

A 32.Coin Flipping by Telephone.

A lice and Bob want to smulate a random o©oin toss over a telephone. The Pllow ing algorithm provides a
m echanisn fr accom plishing this task. The algorithm assumesthat B ! 1 andm = (logB)* for some
constant k > 2.

Step 1: A lice chooses Integers a;b such that the roots of the equation x> + ax + b= 0 generate a eld of
degree 6 over Q , and the discrin -nant 4 = 4a° + 27K lies :n the intervalB 4 2B . A lice then com putes the
vectorv ofthe rstm coe cients

= fa(@l);a@);:=yam)g

ofthe Zeta fiinction associated to E :y? = x3 + ax + b. A lice transm its v to Bob.

Step 2:Bob random Iy chooses two prine numbersp < p’with p> m .
Step 3: A lice com putes trial (p;p0)= @) mod2),aE’) mod?2)). If
trial(e;p’) = (1;0);

then the coin toss is heads. If
trial(e;p’) = (0;1);

then the coin toss is tails. If neither of these possibilities occur, go back to Step 2.

Step 4:Bob can verify the correctness ofthe coln i when A lice announces the elliptic curve E . O therw ise
it is not feasible for hin to com pute trial @;p°) .

T he probability of either of the events, trial (p;po) = (1,0) or (0,1), is 2/9, so they will occur w ith equal
frequency.

A A4.Quantum Teleportation

Quantum teleportation QT )'®1°:2! isa particularly attractive paradigm . Tt nvolves the transfer of a quantum

state over an arbitrary spatial distance by exploiting the prearranged entanglem ent (correlation) of \carrier"
quantum system s In conjunction with the transm ission of a m inin al am ount of classical inform ation. This
concept was  rst discussed by A haronov and A berf® @A) using the m ethod of nonlocalm easurem ents.

Over a decade later, Bennett, B rassard, C repeau, Jozsa, Peres, and W ootters BBCJPW )?° developed a
detailed altemate protocol for teleportation. It consists of three stages. First, an E instein-P odolsky-R osen
EPR)?7 source of entangled particles is prepared. Sender and receiver share each a particle from a pair em itted
by that source. Second, a B ell-operator m easurem ent is perform ed at the sender on his EPR?7 particle and the
teleportation target particle, whose quantum state is unknown. Third, the outcom e of the Bellm easurem ent is
tranam itted to the receiver via a classical channel. This is ©llowed by an appropriate uniary operation on the
receiver’s EPR particle. To justify the nam e \telportation",?® notice that the unknown state of the transfer—
target particle is destroyed at the sender site and instantaneously appears at the receiver site. A ctually, the state
ofthe EPR particlk at the receiver site becom es is exact replica. T he teleported state is never located betw een
the tw o sites during the transfer.

The rst Jaboratory im plem entation ofQ T was carried out in 1997 at the University of Innsbruck by a team
Jed by Anton Zeilinger?® It involved the successfiil transfer of a polarization state from one photon to another.



A 5.Quantum C lock Synchronization

C lock synchronization?°-3° is an in portant problem w ith m any practical and scienti ¢ applications. A lice and
Bob, both have good local clocks that are stable and accurate, and wish to synchronize these clocks in their
common rest frame. The basic problem is easily formulated: detem ne the tine di erence between two
spatially separated clocks, usig the m ininum com m unication resources3! G enerally, the accuracy to which
can be determ ined is a function of the clock frequency stability, and the uncertainty in the delivery tim es for
m essages sent between the two clocks. G iven the stability of present clocks, and assum ing realistic bounded
uncertainties In the delivery tin es, protocols have been developed which presently allow detemm ination of

to accuracies better than 100 ns (even for clock separations greater than 8000 km ); i is also predicted that
accuracies of 100 ps should be achievable In the near future.

A quantum bit (gfbit) behaves naturally m uch lke a sn all clock. For exam ple, a nuclkar spin in a m agnetic
eld processes at a frequency given by its gyrom agnetic ratio tin es the m agnetic eld strength. And an optical

gbit, represented by the presence or absence of a single photon in a given m ode, oscillates at the frequency
of the electrom agnetic carrier. The relative phase between the i and i states of a gbit thus keeps tin e,
much like a clock, and ticks aw ay during transit. Unlke a classical clock, how ever, this phase inform ation is lost
after m easurem ent, since pro fction causes the gbit to collapse onto either Pi or jli, so repeated m easurem ents
and m any gbits are necessary to determ ne . On the other hand, with present technology it is practical to
com m unicate gbits over Iong distances through  bers;?/33 and even in free space 3*

Let £ and t° be the Jocaltin es on A lice and B db’s respective clocks. W e assum e that their clocks operate
at exactly the sam e frequency and are perfectly stable. The goal is to detem ine the di erence = £ -2,
which is hitially unknown to either ofthem . Q uantum synchronization®337 com es in m any schem as. C huang®?
acocom plished this goalby using the T icking qubit handshake (TQH ) protocol. He also established an upper
bound on the num ber of gbits which m ust be transm itted in order to determ Ine  to a given accuracy. C huang
found that only O (n) gbits are needed to cbtain n bitsof , ifwe have the freedom of sending gbits which tick
at di erent frequencies.

A .6.Quantum R andom W alk

W e provide the standard notation®® and m odelon tree and graph forourdiscussion. Then we also brie y describe
the connection between the coined quantum random wak and the graph representation of quantum state. W e
cite the m ain result of quantum random walk theorem ' used in our argum ents.

Let us ook at an exam plk oftree T (V;E ) that consists of vertices and edges. Considera 3 bits binary tree
T.T with depth of 3, has 2% = 8 (vertices) bihary numbers represented at its Jeaves. T he topm ost level of T
is denoted Yyoot’ and the bottom levelof T is denoted laf. The pre xes associated w ith subtrees are denoted
in italics. In this exam ple, we consider three leaves the 001,011, and 110 vertice. T he treewalking algorithm ,
a recursive depth  rst algorithm , here rst singulates the 001 leave. It does this by ©llow ing the path that
connects tw o vertices and the com plexity isO (logn).

Fom ally, given an undirected graph G = (V;E ) that each vertex v stores a variabl a, 2 £0;1g, our goalis
to ndavertex v Orwhich g = 1 (assum ing such vertex exists). W e w ill often call such vertices m arked and
vertices for which a, = 0 unm arked.

In one step, an algorithm can exam Ine the current vertex orm ove to a neighboring vertex in the graph G .
Thegoalisto nd amarked vertex in as few steps aspossble.

A quantum algorithm is a sequence of unitary transfom ations on a Hibert space’® . H; Hy . Hy isa
H ibert space spanned by states jvi corregponding to vertices of G . H ; represents the algorithm ’s intemal state
and can be of arbitrary xed dimension. A tstep quantum algorithm is a sequence Uy, Uy, :::; U where each
U; is either a query or a cal transform ation. A query U; consists of two transfom ations U2, Ul). U I is
applied to allH; jvi orwhich a, = 0 and Uil I isapplied to allH; i forwhich a, = 1.

A Ilocal transfom ation can be de ned In severalways. In this paper, we require them to be Z -local. A
transform ation U; is Z Jocalif, orany v2 V and j 12 H;, thestateU;(J 1 ji) is contained in the subspace
H; H ) whereH (, Hy isspanned by the state i and the states 3% frallv® adfacent to v. O ur resuls
also apply if the local transform ations are C local.

The algorithm starts In a xed starting state jstartl and applies Up, ::3; Up. This results in a nal state
J fina1l= UgUg 1 :::U17 startl. Then, wemeasure j searel. The algorithm succeeds ifm easuring the Hy part
ofthe nalstate gives Jyi such that g = 1.

THEOREM % 4. Theassociated quantum walk search algorithm takesO (pN JogN ) stepsand the probabil-
ity tom easurethem arked stateis (1=1ogN ). Thisyieldsa localsearch algorithm runninginhtineO ( N logN ).
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