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O ne-w ay quantum key distribution: Sim ple upper bound on the secret key rate

Tobias M oroder1;2,M arcos Curty1,and Norbert L�utkenhaus1;2

1 Institute ofTheoreticalPhysics I and M ax-Planck Research G roup, Institute ofO ptics,
Inform ation and Photonics,University Erlangen-Nurem berg, Staudtstra�e 7,91058 Erlangen,G erm any

2 Institute for Q uantum Com puting, University of W aterloo,
200 University Avenue W est, W aterloo, O ntario N2L 3G 1, Canada

(D ated:April1,2022)

W e present a sim ple m ethod to obtain an upper bound on the achievable secret key rate in

quantum key distribution (Q K D ) protocols that use only unidirectionalclassicalcom m unication

during the public-discussion phase. This m ethod is based on a necessary precondition for one-

way secret key distillation;the legitim ate users need to prove that there exists no quantum state

havinga sym m etricextension thatiscom patiblewith theavailablem easurem entsresults.Them ain

advantageoftheobtained upperbound isthatitcan beform ulated asasem ide�niteprogram ,which

can be e�ciently solved. W e illustrate our results by analyzing two well-known qubit-based Q K D

protocols: the four-state protocoland the six-state protocol. Recent results by Renneretal. [1]

also show that the given precondition is only necessary butnot su�cient for unidirectionalsecret

key distillation.

PACS num bers:

I. IN T R O D U C T IO N

Q uantum keydistribution (Q K D)[2,3]allowstwopar-

ties(Alice and Bob)to generatea secretkey despitethe

com putationaland technologicalpowerofan eavesdrop-

per(Eve)whointerfereswith thesignals.Thissecretkey

istheessentialingredientoftheone-tim e-pad orVernam

cipher[4],which can provideinform ation-theoreticsecure

com m unications.

PracticalQ K D protocolsdistinguish two phasesin or-

dertogenerateasecretkey:aquantum phaseand aclas-

sicalphase.In the quantum phase a physicalapparatus

generatesclassicaldataforAliceand Bob distributed ac-

cording to a jointprobability distribution p(ai;bj)� pij.

In the classicalphase,Alice and Bob try to distilla se-

cretkey from pij by m eansofa publicdiscussion overan

authenticated classicalchannel.

Two typesofQ K D schem esareused to createthecor-

related data pij. In entanglem entbased (EB) schem es,

a source,which is assum ed to be under Eve’s control,

produces a bipartite quantum state �A B that is dis-

tributed to Alice and Bob. Eve could even have a

third system entangled with those given to the legiti-

m ate users. Alice and Bob m easure each incom ing sig-

nalby m eans oftwo positive operator valued m easures

(POVM ) [5]fA ig and fB jg,respectively,and they ob-

tain pij = Tr(A i
 B j �A B ).

In an idealprepare and m easure (PM )schem es,Alice

preparesa pure state j’iiwith probability pi and sends

it to Bob. O n the receiving side, Bob m easures each

received signalwith a POVM fB jg. The signalprepa-

ration process in PM schem es can be also thought of

as follows [6]: First,Alice produces the bipartite state

j sourceiA B =
P

i

p
pij�iiA j’iiB and, afterwards, she

m easures the �rst subsystem in the orthogonal basis

j�iiA correspondingtothem easurem entsA i = j�iiA h�ij.

Thisaction generatesthe (non-orthogonal)signalstates

j’ii with probabilities pi. In PM schem es the reduced

density m atrix ofAlice,�A = TrB (j sourceiA B h sourcej),

is�xed and cannotbe m odi�ed by Eve.To include this

inform ation in the m easurem entprocessone can add to

the observablesfA i
 B jg,m easured by Alice and Bob,

otherobservablesfCk 
 11g such thatthey form a tom o-

graphic com plete set ofAlice’s Hilbert space [7,8]. In

the m ostgeneralPM schem e Alice isfree to preparear-

bitrarystates�iinstead ofonly purestatesj’ii.O necan

apply the sam e fram ework as for the idealPM schem e,

asreviewed in App.A.

From now on,wewillconsiderthatpij and fA i
 B jg

refer always to the com plete set ofm easurem ents,i.e.,

they include also the observables fCk 
 11g for PM

schem es.

Thepublicdiscussion perform ed byAliceand Bob dur-

ingtheclassicalphaseofQ K D can involveeitherone-way

or two-way classicalcom m unication. Two-way classical

com m unication ism orerobustthan one-way in term sof

the am ountoferrorsthat the Q K D protocolcan toler-

ate in orderto distilla secretkey [9].However,the �rst

securityproofofQ K D by M ayers[10],and them ostcom -

m only known proofby Shorand Presskill[11]are based

on one-way com m unications, and m any other security

proofsofQ K D belong also to thislastparadigm [12,13].

M oreover,any two-waycom m unication protocolincludes

a �nalnon-trivialstep thatis necessarily only one-way,

sothatthestudyofone-waycom m unication isalsouseful

forthe study oftwo-way com m unication.

In thispaperweconcentrateon one-way classicalcom -

m unication protocolsduring thepublicdiscussion phase.

Typically,theseschem esconsistofthreesteps:localpre-

processing ofthedata,inform ation reconciliation to cor-

rectthe data,and privacy am pli�cation to decouple the

data from Eve [14]. Depending on the allowed direc-

tion ofcom m unication,two di�erentcasesm ustbe con-

sidered. Directcom m unication refersto com m unication

from Alice to Bob, reverse reconciliation allows com -

http://arxiv.org/abs/quant-ph/0603270v1
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m unication from Bob to Alice only. (See,for instance,

[15,16].) W e willconsider only the case ofdirectcom -

m unication. Expressions for the opposite scenario,i.e.,

reverse reconciliation, can be directly obtained sim ply

by renam ing Alice and Bob. Note that for typicalex-

perim ents, the joint probability distribution pij is not

sym m etric,so that the qualitative statem ents for both

caseswilldi�er.

W eaddressthequestion ofhow m uch secretkeycan be

obtained from theknowledgeofpij and fA i
 B jg.This

isone ofthe m ostim portant�guresofm eritin orderto

com paretheperform anceofdi�erentQ K D schem es.W e

considertheso-called trusted device scenario,whereEve

cannotm odify the actualdetection devicesem ployed by

Alice and Bob. (See Refs. [8,17].) W e assum e thatthe

legitim ateusershavecom pleteknowledgeabouttheirde-

tection devices,which are�xed by theactualexperim ent.

In the last years,severallower and upper bounds on

the secretkey rateforparticularone-way Q K D schem es

havebeen proposed.Thelowerboundscom efrom proto-

colsthathavebeen proven tobesecure[1,11{13,18,19].

The upper bounds are generally derived by considering

som e particular eavesdropping attack and by determ in-

ing when this attack can defeat Q K D [1,19{22]. Un-

fortunately,to evaluate these known boundsforgeneral

Q K D protocolsisnotalwaysa trivialtask.Typically,it

dem andsto solve di�cultoptim ization problem s,which

can bedoneonly forsom eparticularQ K D protocols[1].

In thispaperwepresenta sim plem ethod to obtain an

upperbound on the secretkey rate forgeneralone-way

Q K D protocols. The obtained upper bound willnotbe

tightforallQ K D schem es,butithastheadvantagethat

itisstraightforward to evaluatein generalsinceitcan be

form ulated asa sem ide�nite program [23,24]. Such in-

stancesofconvexoptim izationproblem scanbee�ciently

solved,for exam ple by m eans ofinterior-pointm ethods

[23,24]. O uranalysisisbased on a necessary precondi-

tion forone-wayQ K D:Thelegitim ateusersneed toprove

that there exists no quantum state having a sym m etric

extension thatiscom patiblewith theavailablem easure-

m ent results [25]. This kind ofstates (with sym m etric

extensions)havebeen recently analyzed in Refs.[26{28].

The paper is organized as follows. In Sec.II we re-

view som e known upper bounds on the secret key rate

using one-way post-processing techniques. Sec.III in-

cludesthem ain resultofthepaper.Hereweintroducea

straightforward m ethod toobtain an upperbound on the

secretkey rate forone-way Q K D.Thisresultisthen il-

lustrated in Sec.IV fortwowell-known qubit-based Q K D

protocols: the four-state [3]and the six-state [29]Q K D

schem es. W e select these two particular Q K D schem es

becausetheyallow ustocom pareourresultswith already

known upper bounds in the literature [1,19{22]. Then

in Sec.V wepresentourconclusions.Thepaperincludes

also two Appendices.In App.A weconsidervery brie
y

the case ofQ K D based on m ixed signalstates instead

ofpure states. Finally,App.B contains the sem ide�-

nite program needed to actually solve the upper bound

derived in Sec.III.

II. K N O W N U P P ER B O U N D S

Di�erentupperboundson thesecretkey rateforone-

way Q K D have been proposed in the last years. These

resultseitherapply to a speci�c Q K D protocol[20{22],

orthey arederived fordi�erentstarting scenariosofthe

Q K D schem e [1,18,19],e.g.,one where Alice and Bob

arestillfree to design suitable m easurem ents.

O nce Alice and Bob have perform ed their m easure-

m ents during the quantum phase ofthe protocol,they

are left with two classicalrandom variables A and B ,

respectively,satisfying an observed jointprobability dis-

tribution p(ai;bj) � pij. O n the other hand,Eve can

keep her quantum state untouched and delay her m ea-

surem ent untilthe public-discussion phase,realized by

Alice and Bob,has�nished.

In orderto provide an upperbound on the secretkey

rateitissu�cientto considera particulareavesdropping

strategy. For instance,we can restrict ourselvesto col-

lectiveattacks[1,19].Thissituation can bem odelled by

assum ing that Alice,Bob,and Eve share an unlim ited

num ber ofthe so-called ccq states �ccq which are given

by [18]

�ccq =
X

i;j

pijjijiA B hijj
 �
i;j

E
; (1)

where�
i;j

E
denotesEve’sconditionalquantum state,and

thestatesfjii
A
g and fjji

B
g form orthonorm albasissets

forAliceand Bob,respectively.Asshown in Refs.[1,19],

in thisscenariotherateK ! ,atwhich Aliceand Bob can

generateasecretkeybyusingonlydirectcom m unication,

isbounded from aboveby

K ! � sup
�U  A

�T  A

S(U jE T)� S(U jB T); (2)

where the suprem um is taken over allpossible density

operators�U and �T depending on the random variable

A ofAlice.Thevon Neum ann entropyofaquantum state

� readsasS(�)= � Tr(� log�),whiletheconditionalvon

Neum ann entropy S isde�ned in term sofvon Neum ann

entropiesitself,i.e.,S(U jE T)= S(U E T)� S(E T).The

upperbound given by Eq.(2)referstothequantum state

given by Eq.(1)aftera localpost-processing step. Itis

given by [1,19]

�U T B E =
X

i;j

pij �
i
U 
 �

i
T 
 jji

B
hjj
 �

i
E ; (3)

where �iE =
P

j
p(bjjai)�

i;j

E
. Thisupper bound involves

only a single letter optim ization problem . However,

the optim ization runsoverdensity operators�U and �T
which m akesEq.(2)hard to evaluate.

Anotherupperbound thatappliestotheQ K D scenario

thatwe considerhere isthe Csisz�arand K �orner’ssecret
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key ratefortheone-wayclassicalkey-agreem entscenario

[30]. Suppose that Alice,Bob,and Eve have access to

m any independentrealizationsofthreerandom variables

A,B ,and E ,respectively,thataredistributed according

to the jointprobability distribution p(ai;bj;ek).Csisz�ar

and K �orner showed that the one-way secret key rate is

given by [30]

S! (A;B jE )= sup
U  A

T  U

H (U jE T)� H (U jB T): (4)

The single letter optim ization ranges over two clas-

sical channels characterized by the transition proba-

bilities Q (uljai) and R(tm jul), and where the con-

ditional Shannon entropy is de�ned as H (U jE T) =

�
P

p(ul;ek;tm )logp(uljek;tm ). The �rst channelpro-

ducesthesecretkey U ,whilethesecond channelcreates

the broadcasted inform ation T.

NotethatEq.(4)providesalsoanupperbound onK ! .

Eve can alwaysm easure hersubsystem ofthe ccq state

given by Eq.(1)by m eansofaPOVM fE kg.Asa result,

Alice,Bob,and Eve share the tripartite probability dis-

tribution p(ai;bj;ek) = pij Tr(E k�
i;j

E
). Unfortunately,

the optim ization problem thatone hasto solve in order

to obtain S! (A;B jE )isalso non-trivial,and itssolution

isonly known forparticularexam ples.(See Ref.[31].)

Finally, an easy com putable upper bound on K !

is given by the classical m utual inform ation I(A;B )

between Alice and Bob [32]. This quantity is de-

�ned in term s of the Shannon entropy H (A) =

�
P

p(ai)logp(ai) and the Shannon joint entropy

H (A;B )= �
P

p(ai;bj)logp(ai;bj)as

I(A;B )= H (A)+ H (B )� H (A;B ): (5)

The m utualinform ation represents an upper bound on

the secret key rate for arbitrary public com m unication

protocols,hencein particularforone-waycom m unication

protocols[32],i.e.,

K ! � S! (A;B jE )� I(A;B ): (6)

To evaluate I(A;B ) forthe case ofQ K D,we only need

to use asp(ai;bj)the correlated data pij.

III. U P P ER B O U N D O N K !

O urstartingpointisagain theobserved jointprobabil-

ity distribution pij obtained by Aliceand Bob aftertheir

m easurem ents. This probability distribution de�nes an

equivalence classS ofquantum statesthatarecom pati-

ble with it,

S = f�A B jTr(A i
 B j �A B )= pij; 8i;jg: (7)

Byde�nition,everystate�A B 2 S can representthestate

shared by Aliceand Bob beforetheirm easurem ents[47].

Now the idea is sim ple: just im pose som e particular

eavesdropping strategy forEve,and then use one ofthe

already known upperbounds. (See also Ref.[33].) The

upperbound resultingrepresentsan upperbound forany

possibleeavesdropping strategy.The m ethod can bede-

scribed with the following threesteps.

(1)Selecta particulareavesdropping strategy forEve.

Thisstrategy isgiven by thechoiceofa tripartitequan-

tum state�A B E and aPOVM fE kgtom easureEve’ssig-

nals.Theonlyrestriction hereisthatthechosen strategy

cannotalterthe observed data,i.e.,TrE (�A B E )2 S.

(2)Calculate the jointprobability distribution pijk =

Tr(A i
 B j 
 E k �A B E ).

(3)Use an upperbound forK ! given the probability

distribution pijk. Here we can use,forinstance,Eq.(4)

or just the m utualinform ation between Alice and Bob

which isstraightforward to calculate.

Thism ethod can be im proved by perform ing an opti-

m ization overallpossiblem easurem entson Eve’ssystem

and over allpossible tripartite states that Eve can ac-

cess[48].Thisgivesriseto a setofpossibleextensionsP

ofthe observed bipartite probability distribution pij for

therandom variablesA and B to a tripartiteprobability

distribution pijk forthe random variablesA,B ,and E .

Now the upperbound isgiven by

K ! � inf
P
S! ; (8)

with S! representing the chosen quantity in step (3).

In Sec.IIIA we present a necessary precondition for

one-wayQ K D.In particular,Aliceand Bob need toprove

thatthere exists no quantum state having a sym m etric

extension thatiscom patiblewith theavailablem easure-

m entsresults[25].M otivated by thisnecessary precondi-

tion,weintroduceaspecialclassofeavesdroppingstrate-

giesforEvein Sec.IIIB.Thesestrategiesarebased on a

decom position ofquantum statessim ilarto thebestsep-

arability approxim ation [34,35],butnow forstateswith

sym m etric extensions. The generalidea followed here is

sim ilarto thatpresented in Ref.[33]fortwo-way upper

boundson Q K D.

A . States W ith Sym m etric Extensions & O ne-W ay

Q K D

A quantum state �A B issaid to have a sym m etric ex-

tension to two copies ofsystem B ifand only ifthere

exists a tripartite state �A B B 0 with H B = H B 0 which

ful�llsthe following two properties[26]:

TrB 0(�A B B 0) = �A B ; (9)

P �A B B 0P = �A B B 0; (10)

where the operatorP satis�esP jijki
A B B 0 = jikji

A B B 0.

This de�nition can be easily extended to coveralso the

caseofsym m etricextensionsof�A B to twocopiesofsys-

tem A,and also ofextensionsof�A B to m ore than two

copiesofsystem A orofsystem B .

States with sym m etric extension play an im portant

role in quantum inform ation theory,as noted recently.
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They can deliver a com plete fam ily ofseparability cri-

teria for the bipartite [26,27]and for the m ultipartite

case [28],and they provide a constructive way to create

localhidden variable theories for quantum states [36].

M oreover,they are related to the capacity ofquantum

channels[37]. M ostim portant,a connection to one-way

Q K D hasalso been noticed:

Observation 1 [25]: Ifthe observed data pij originate

from a quantum state�A B which hasa sym m etricexten-

sion to two copiesofsystem B ,then the secretkey rate

forunidirectionalcom m unication K ! from Aliceto Bob

vanishes.

Proof: Suppose that the observed data pij originate

from a state �A B which has a sym m etric extension to

two copiesofsystem B . Suppose aswellthatthe third

subsystem ofthe extended tripartite state �A B B 0 is in

Eve’shands,i.e.,�A B E = �A B B 0. Thisresults in equal

m arginalstatesforAlice-Bob and Alice-Eve,i.e.,�A B =

�A E .From Alice’sperspectivethe secretkey distillation

task is then com pletely sym m etric under interchanging

Boband Eve.Sincewerestrictourselvestounidirectional

classicalcom m unication from Alice to Bob only,we �nd

that it is im possible for Bob to break this sym m etry.

Thatis,ifAlice triesto generate a secretkey with Bob

heractionswould autom atically createexactly the sam e

secretkey with Eve. To com plete the proofwe need to

verifythatEvecanaccessthesym m etricextension �A B B 0

of�A B in both kindsofQ K D schem es,EB schem esand

PM schem es. It was dem onstrated in Ref.[7]that Eve

can alwayscreateapuri�cation oftheoriginalstate�A B ,

which m eansthatEvecan haveaccessto the sym m etric

extension.�

Rem ark 1: A quantum state�A B hasa sym m etricex-

tension to two copies ofsystem B ifand only ifthere

existsa tripartitestate�A B E with equalm arginalstates

forAlice-Bob and Alice-Eve,i.e.,�A B = �A E .

Proof: Ifa quantum state�A B hasa sym m etricexten-

sion thisautom atically im pliesequalm arginalstatesfor

Alice-Bob and Alice-Eve. For the other direction,sup-

posethatthereexistsa tripartitestate ~�A B E with equal

m arginals,butwhich isnotsym m etricunderinterchange

ofsubsystem sB and E .Then thestateP ~�A B E P isalso

a possibletripartitestatewith equalm arginals.Thisal-

lows to construct the sym m etric extension ofthe state

�A B as�A B E = 1=2(~�A B E + P ~�A B E P ).�

Thereexistsentangled stateswhich dohavesym m etric

extensions[26,27].Hence,accordingly to O bservation 1,

although thesestatesareentangled and thereforepoten-

tially usefulfortwo-way Q K D [7],they are nevertheless

uselessforone-way Q K D in thecorresponding direction.

W e de�ne the best extendibility approxim ation of a

given state�A B asthedecom position of�A B into a state

with sym m etricextension,thatwedenoteas�ext,and a

statewithoutsym m etricextension �ne,whilem axim izing

the weightofthe extendible part�ext [49],i.e.,

�A B = m ax
�

��ext+ (1� �)�ne: (11)

Thisde�nition followsthesam espiritasthebestsepara-

bility approxim ation introduced in Refs.[34,35]. Since

the set ofallextendible quantum states form s a closed

and convex set[27],them axim um in Eq.(11)alwaysex-

ists.W e denote the m axim um weightofextendibility of

�A B as �m ax(�A B ),where 0 � �m ax(�A B )� 1 is satis-

�ed.

G iven an equivalence class S ofquantum states,we

de�ne the m axim um weight ofextendibility within the

equivalenceclass,denoted as�Sm ax,as

�
S
m ax = m axf�m ax(�A B )j�A B 2 Sg: (12)

This param eteris related to the necessary precondition

forone-way secretkey distillation by thefollowing obser-

vation.

Observation 2: Assum e that Alice and Bob can per-

form localm easurem ents with POVM elem ents A i and

B j,respectively,to obtain thejointprobability distribu-

tion oftheoutcom espij on thedistributed quantum state

�A B . Then the following two statem entsare equivalent:

(1)Thecorrelationspij can originatefrom an extendible

state. (2) The m axim um weight ofextendibility �Sm ax

within the equivalence class ofquantum states S com -

patible with the observed data pij satis�es�
S
m ax = 1.

Proof. Ifpij can originate from an extendible state,

then there existsa �ext such as�ext 2 S. M oreover,we

have thatany extendible state satis�es�m ax(�sep)= 1.

Theotherdirection istrivial.�

Let us de�ne Sm ax as the equivalence class ofquan-

tum statescom posed ofthose states�A B 2 S thathave

m axim um weightofextendibility.Itisgiven by

Sm ax =
�
�A B 2 S j�m ax(�A B )= �

S
m ax

	
: (13)

B . Eavesdropping M odel

An eavesdropping strategy for our purpose is com -

pletely characterized by selecting the overall tripar-

tite quantum state �A B E and the m easurem ent oper-

ators fE kg. Again, the only restriction here is that

TrE (�A B E ) 2 S. W e consider that Eve chooses a pu-

ri�cation �A B E = j�i
A B E

h�jofa state � A B taken from

the equivalenceclassSm ax.

Thequantum states�extand�ne ofthebestextendibil-

ity approxim ation of�A B can bewritten in term softheir

spectraldecom position as[50]

�ext =
X

i

qij�iiA B h�ij; (14)

�ne =
X

i

pij iiA B h ij; (15)

with h�ij�ji = h ij ji = 0 for alli 6= j. A possible

puri�cation ofthe state �A B isgiven by

j�i
A B E

=
X

i

q
�Sm axqij�iiA B jtk = ext;fiiE +

X

j

q
(1� �Sm ax)pjj jiA B jtk = ne;fjiE ; (16)
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wherethestatesfjtk = ext;fii;jtk = ne;fjigform an or-

thogonalbaseson Eve’ssubsystem .

It is im portant to note that in both kinds of Q K D

schem es,EB schem esand PM schem es,Eve can always

haveaccessto thestatej�i
A B E

given by Eq.(16).This

has been shown in Ref.[7]. In an EB schem e this is

clear since Eve is the one who prepares the state �A B
and who distributesitto Alice and Bob. In the case of

PM schem eswe need to show additionally thatEve can

obtain the state j�i
A B E

by interaction with Bob’s sys-

tem only. In the Schm idt decom position the state pre-

pared byAlice,j sourceiA B ,can bewritten asj sourcei=P
i
cijuiiA jviiB . Then the Schm idt decom position of

j�i
A B E

,with respecttosystem A and thecom positesys-

tem B E ,isoftheform j�i
A B E

=
P

i
cijuiiA j~eiiB E since

ci and juiiA are�xed by theknown reduced density m a-

trix �A to thecorrespondingvaluesofj sourceiA B .Then

one can �nd a suitable unitary operatorU B E such that

j~eiiB E = UB E jviiB j0iE where j0iE is an initialstate of

an auxiliary system .

Forsim plicity,we considera specialclassofm easure-

m entstrategiesforEve.Thisclassofm easurem entscan

be thoughtofasa two step procedure:

(1) First, Eve distinguishes contributions com -

ing from the part with sym m etric extension and

from the part without sym m etric extension of

�A B . The corresponding m easurem ents are pro-

jections of Eve’s subsystem onto the orthogonal

subspaces � ext =
P

i
jtk = ext;fiihtk = ext;fij and

� ne =
P

j
jtk = ne;fjihtk = ne;fjj.

(2) Afterwards,Eve perform s a re�ned m easurem ent

strategy on each subspace separately. As we willsee,

only the non-extendible part�ne m ightallow Alice and

Bob to distillasecretkey by directcom m unication;from

the extendible partno secretkey can be obtained.

W e shalllabelEve’s m easurem ent outcom es ek with

two variables, ek = (tk;fk). The �rst variable tk 2

fext;negdenotestheoutcom eoftheprojection m easure-

m ent,while fk correspondsto the outcom e arising from

thesecond step ofthem easurem entstrategy.W ith prob-

ability p(tk = ne)= 1� �Sm ax Eve �nds thatAlice and

Bob sharethenon-extendiblepartof�A B .Afterthis�rst

m easurem entstep,theconditionalquantum stateshared

by Alice,Bob,and Eve,denoted as�neA B E = j�neih�nej,

correspondsto a puri�cation of�ne,i.e.,

j�neiA B E
=
X

j

p
pjj jiA B jtk = ne;fjiE : (17)

Next we provide an upper bound for K ! that arises

from this specialeavesdropping strategy. M oreover,as

wewillsee,theobtained upperbound isstraightforward

to calculate.

C . R esulting U pper B ound

For the specialeavesdropping strategy considered in

Sec.IIIB,we willshow thatwecan restrictourselvesto

the non-extendible part �ne ofa given �A B only. As a

consequence,theresulting upperbound willonly depend

on this non-extendible part. This m otivates the de�ni-

tion ofa new equivalence classofquantum statesSnem ax,

de�ned as

S
ne
m ax = f�ne(�A B )j�A B 2 Sm axg; (18)

where �ne(�A B )representsthe non-extendible partin a

valid best extendibility approxim ation of�A B 2 Sm ax

given by Eq. (11). To sim plify the notation,from now

on wewillwrite�ne instead of�ne(�A B ).Thepossibility

to concentrate on the non-extendible partsonly isgiven

by the following theorem .

Theorem 1: Suppose Alice’s and Bob’s system s are

subjected to m easurem ents described by the POVM s

fA ig and fB jg respectively,and their outcom es follow

the probability distribution pij.They try to distilla se-

cretkey by unidirectionalclassicalcom m unication from

Alice to Bob only.The secretkey rate,denoted asK ! ,

isbounded from aboveby

K ! � (1� �
S
m ax)inf

P �

S! (A;B jE ); (19)

where S! (A;B jE ) denotes the classicalone-way secret

key rategiven by Eq.(4)fora tripartiteprobability dis-

tribution ~pijk 2 P �. The set P � considers allpossible

POVM s fE kg which Eve can perform on a puri�cation

j�neiA B E
ofthe non-extendible part �ne 2 Snem ax only,

i.e.,~pijk = Tr[A i
 B j 
 E k(j�neiA B E
h�nej)].

Proof:In orderto deriveEq.(19)we haveconsidered

only aparticularclassofeavesdroppingstrategiesforEve

asdescribed in Sec.IIIB.Thisclassde�nesa subsetP 0

ofthe set ofallpossible extensions P ofthe observed

data pij to a generaltripartite probability distribution

pijk,which are considered in the upperbound given by

Eq.(8).W e have,therefore,that

K ! � inf
P
S! (A;B jE )� inf

P 0

S! (A;B jE ): (20)

As introduced in Sec. IIIB, we label the outcom e

of Eve’s m easurem ent strategy by two variables ek =

(fk;tk),wherethevalue oftk 2 fext;neg labelsthe out-

com e ofherprojection m easurem ent. Forthe tripartite

probability distribution p(ai;bj;ek = (fk;tk))we denote

the secretkey rateby S! (A;B jF T).

Forthe one-way secretkey rateS! (A;B jF T)weget

S! (A;B jF T)= sup
U  A

V  U

H (U jV F T)� H (U jV B )

� sup
U  A

V  U

H (U jV F T)� H (U jV B T)

� sup
U  A T

V  U

H (U jV F T)� H (U jV B T): (21)

In the �rst line we just use the de�nition ofthe classi-

calsecretkey rategiven by Eq.(4).The �rstinequality

com esfrom the factthatconditioning can only decrease
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the entropy,i.e.,H (U jV B )� H (U jV B T). Forthe last

inequality,we give Alice also accessto the random vari-

able T,additionally to her variable A,over which she

can perform the post-processing. Altogether Eq.(21)

tellsthatifEveannouncespublicly thevalueofthevari-

able T,so whether Alice and Bob share the extendible

ornon-extendiblepart,thatthisaction can only enhance

Alice and Bob’sability to createa secretkey.

Next,wehavethat

sup
U  A T

V  U

H (U jV F T)� H (U jV B T)

= sup
U  A T

V  U

X
p(tk)

�
H (U jV F tk)� H (U jV B tk)

	

=
X

p(tk) sup
U  A tk

V  U

�
H (U jV F tk)� H (U jV B tk)

	

=
X

p(tk)S
tk
! (A;B jF ): (22)

First we rewrite the conditional entropies in term s of

an expectation value over the param eter tk. The m ap

U  AT actsindependenton each term ofthesum over

tk.Thereforethesuprem um can beputintothesum tak-

ing the speci�c value oftk. Since supU  A tk
is equalto

supU  A fortk �xed,we �nd on the righthand side the

one-way secret key rate for the conditionalthree party

correlation p(ai;bj;fljtk)denoted asS
tk
! (A;B jF ).

Com bining Eqs.(21,22)wehave,therefore,that

S! (A;B jF T)�
X

p(tk)S! (A;B jF ;T = tk): (23)

From O bservation 1 we learn that Alice and Bob can-

not draw a secret key out ofthe extendible part �ext,

i.e., S! (A;B jE ;tk = ext) = 0. Therefore, only the

non-extendible part�ne can contribute to a positive se-

cret key rate. The conditionalprobability distribution

p(ai;bj;fkjtk = ne)� ~pijk de�nesexactly theconsidered

extensionsP �.Thisconcludesthe proof.�

The upperbound given by Eq. (19)requiresto solve

the in�m um overallpossible extensionsP �. Instead of

this optim ization, one can just pick a particular state

Snem ax and calculate the in�m um over allpossible m ea-

surem entsfE kg em ployed by Eve.

Corollary 1:G iven a state �ne 2 Snem ax,the secretkey

rateK ! isbounded from aboveby

K ! � (1� �
S
m ax)inf

E k

S
E k

! (A;B jE ); (24)

with SE k

! (A;B jE )being theclassicalone-way secretkey

rate of the tripartite probability distribution ~pijk =

Tr(A i
 B j
 E k (j�neih�nej)),and wherej�neidenotes

a puri�cation of�ne.

Proof: The right hand side ofEq. (24) is an upper

bound ofthe righthand sideofEq.(19),becausein Eq.

(24)wetakeonly a particularstate�ne 2 Snem ax,whereas

in Eq. (19) we perform the in�m um over allpossible

states�ne 2 Snem ax.�

Theupperboundsprovided by Theorem 1 and Corol-

lary 1 stilldem and solving a di�cultoptim ization prob-

lem . Next, we present a sim ple upper bound on K !

that is straightforward to calculate. Then,in Sec.IV,

we illustrate the perform ance of this upper bound for

two well-known Q K D protocols: the four-state [3]and

thesix-state[29]Q K D schem es.W ecom pareourresults

to otherwell-known upperboundson K ! forthese two

Q K D schem es[1,19{22].

Corollary 2:Thesecretkey rateK ! isupperbounded

by

K ! � (1� �
S
m ax)I

ne
(A;B ); (25)

whereIne(A;B )denotestheclassicalm utualinform ation

calculated on the probability distribution ~pij = Tr(A i


B j �ne)with �ne 2 Snem ax.

Proof: According to Eq. (6),the one-way secretkey

rate S! (A;B jE ) is bounded from above by the m utual

inform ation I(A;B ). Note thatthe m utualinform ation

I(A;B ) is an upper bound on the secret key rate for

arbitrary com m unication protocols[32].�

The m ain di�culty when evaluating the upperbound

given by Eq.(25) for a particular realization of Q K D

relies on obtaining the param eter �Sm ax and the non-

extendible state�ne.In App.B weshow how thisprob-

lem can becastasa convex optim ization problem known

as sem ide�nite program [51]. Such instances ofconvex

optim ization problem s can be e�ciently solved,for ex-

am pleby m eansofinterior-pointm ethods[23,24].

IV . EVA LU A T IO N

In this section we evaluate the upper bound on K !

given by Eq. (25)fortwo well-known qubit-based Q K D

protocols: the four-state [3]and the six-state [29]Q K D

schem es. W e select these two particular Q K D schem es

because they allow us to com pare our results with al-

ready known upper bounds on K ! [1,19{22]. Let us

em phasize,however,that our m ethod can also be used

straightforwardlytoobtain an upperbound forhigherdi-

m ensional,m ore com plicated Q K D protocols,forwhich

no upperboundshavebeen calculated yet.By m eansof

sem ide�niteprogram m ingonecan easilyobtain them ax-

im um weightofextendibility �Sm ax and thecorresponding

non-extendiblepart�ne which su�ceforthecom putation

ofthe upperbound.(See App.B.)

In thecaseofthefour-stateEB protocol,Aliceand Bob

perform projection m easurem entsonto two m utually un-

biased bases,saytheonesgiven bytheeigenvectorsofthe

twoPaulioperators�x and �z.In thecorrespondingPM

schem e,Alice can use as wellthe sam e set ofm easure-

m ents but now on a m axim ally entangled state. Note

that here we are not using the generalapproach intro-

duced previously, j sourceiA B =
P

i

p
pij�iiA j’iiB , to

m odelPM schem es,sinceforthesetwoprotocolsitissuf-

�cientto considerthat the e�ectively distributed quan-

tum statesconsistonly oftwo qubits.Forthecaseofthe
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FIG .1:Upperbound on theone-waysecretkeyrateK ! given

by Eq.(25)forthefour-state(solid)and thesix-state(dotted)

Q K D protocolsin com parison to known lowerboundson the

secretkeyrategiven in Ref.[1].Theequivalenceclassofstates

S is �xed by the observed data pij,which are generated via

m easurem entsonto thestate�A B (e)= (1� 2e)j 
+
i
A B

h 
+
j+

e=211A B .Thequantum biterrorrateisgiven by Q B E R = e.

Here we assum e an asym m etric basis choice to suppress the

sifting e�ect[38].

six-stateEB protocol,Aliceand Bob perform projection

m easurem ents onto the eigenvectors ofthe three Pauli

operators�x;�y;and �z on thebipartitequbitstatesdis-

tributed by Eve.In the corresponding PM schem eAlice

preparestheeigenvectorsofthoseoperatorsby perform -

ing the sam e m easurem ents on a m axim ally entangled

two-qubitstate.

W e m odelthe transm ission channelasa depolarizing

channelwith error probability e. This de�nes one pos-

sible eavesdropping interaction. In particular,the ob-

served probability distribution pij is obtained in both

protocolsby m easuringthequantum state�A B (e)= (1�

2e)j + i
A B

h + j+ e=211A B ,wherethestatej 
+ i

A B
repre-

sentsam axim allyentangled two-qubitstateasj + i
A B

=

1=
p
2(j00i

A B
+ j11i

A B
),and 11A B denotes the identity

operator.Thestate�A B (e)providesa probability distri-

bution pij thatisinvariantunderinterchangingAliceand

Bob. Thism eansthatforthisparticularexam ple there

is no di�erence whether we consider directcom m unica-

tion (extension of�A B (e)to two copiesofsystem B )or

reversereconciliation (extension of�A B (e)to two copies

ofsystem A).Thequantum biterrorrate(Q B E R),i.e.,

the fraction ofsignals where Alice and Bob’s m easure-

m entsresultsdi�er,isgiven by Q B E R = e.

The resulting upper bounds on K ! are illustrated in

Fig.1.These resultsdo notinclude the sifting factorof

1=2 forthefour-stateprotocol(1=3 forthesix-statepro-

tocol),sincethise�ectcan beavoided by an asym m etric

basischoiceforAlice and Bob [38].

Let us consider in m ore detailthe cut-o� points for

K ! ,i.e.,the valuesofQ B E R forwhich the secretkey

rate drops down to zero in Fig.1. W e �nd that in the

four-state protocol (six-state protocol) one-way secret

key distillation m ight only be possible for a Q B E R <

14:6 (Q B E R < 1=6). These resultsreproduce the well-

known upper boundson both protocolsfrom Refs.[20{

22]. M ore recently,a new upperbound forthe six-state

protocolwas obtained in Refs.[1,19],Q B E R / 16:3.

Thisresultindicatesthatthe upperbound given by Eq.

(25)isnottight,sinceitfailstoreproducethislastvalue.

M ore im portantly,both statem ents together entailthat

O bservation 1 isnecessary butnotsu�cientforone-way

secretkey distillation:there existbipartite stateswhich

arenon-extendible,neverthelessno secretkey can beob-

tained from them via one-way post-processing.Itshows

that the characterization of usefulquantum states for

one-way Q K D is stillan open problem . Finally,let us

m ention thatthe threshold pointforthe four-state pro-

tocolcom puted in Ref.[1,19]lead to the sam e cut-o�

pointas forthe optim alapproxim ate clonerattack and

thusalso coincideswith the valueofourresult.

V . C O N C LU SIO N

In thispaperwe addressthe fundam entalquestion of

how m uch secretkey can be obtained from the classical

datathatbecom eavailableoncethe�rstphaseofQ K D is

com pleted.In particular,werestrictourselvestoone-way

public com m unication protocols between the legitim ate

users.Thisquestion hasbeen extensively studied in the

literature and analytic expressions for upper and lower

boundson theone-waysecretkeyratearealreadyknown.

Unfortunately,to evaluate these expressionsforparticu-

larQ K D protocolsis,in general,anon-trivialtask.Itde-

m andsto solvedi�cultoptim ization problem sforwhich

no generalsolution isknown so far.

Here we provide a sim ple m ethod to obtain an up-

per bound on the one-way secret key rate for Q K D.It

is based on a necessary precondition for one-way secret

key distillation:The legitim ate usersneed to provethat

there exists no quantum state having a sym m etric ex-

tension that is com patible with the available m easure-

m ents results. The m ain advantage of the m ethod is

that it is straightforward to calculate, since it can be

form ulated as a sem ide�nite program . Such instances

ofconvex optim ization problem s can be solved very ef-

�ciently. M ore im portantly,the m ethod appliesboth to

prepareand m easureschem esand toentanglem entbased

schem es,and itcan reproducem ostofthealready known

cut-o� pointsfor particularQ K D protocols. Recentre-

sultsshow thatthe given precondition isonly necessary

but not su�cient,so there exists non-extendible quan-

tum statewhich neverthelessareuselessforone-way key

distillation.
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A P P EN D IX A :Q K D W IT H M IX ED SIG N A L

STA T ES

In this Appendix we describe very brie
y the case of

Q K D based on m ixed quantum states instead of pure

states. In particular,we analyze PM schem es,since in

EB schem es it is clear that Eve can always distribute

m ixed states to Alice and Bob,and this situation is al-

ready contained in the results included in the previous

sections. M ore speci�cally, we translate the necessary

precondition for secretkey generation by unidirectional

com m unication to the PM m ixed state scenario.

In them ostgeneralPM schem e,Alicepreparesm ixed

signalstates �iB following a given probability distribu-

tion pi and sends them to Bob. Equivalently,we can

think ofthepreparation processasfollows.Supposethat

thespectraldecom position ofthesignalstate�iB isgiven

by �iB =
P

j
�ijj’

i
jiB

h’ijj. This can be interpreted as

producing with probability �ij thepurestatej’
i
ji.Alter-

natively,�iB can aswelloriginate from a pure state in a

higherdim ensionalHilbertspace.Thatis,from a possi-

ble puri�cation j�iiA 0B
ofthe state �iB in the com posite

HilbertspaceH A 0 
 H B which readsas

j�ii
A 0B

=
X

j

q
�ijjjiA 0j’

i
jiB

: (A1)

Now we can use the sam e form alism asthe one forPM

schem esbased on puresignalstates.W ecan assum ethat

�rstAlice preparesthe tripartitequantum state

j sourceiA A 0B
=
X

ij

q
pi�

i
jjiiA jjiA 0j’

i
jiB

: (A2)

Afterwards,in order to produce the actualsignalstate

in system B , Alice perform s a m easurem ent onto the

standard basisofsystem A only,and com pletely ignores

system A 0. Her m easurem ent operators are given by

A i = jii
A
hij
 11A 0.Theproduced signalstatesaresentto

Bob who m easuresthem by m eansofthe POVM fB jg.

Since Eve can only interactwith system B ,the reduced

density m atrix of �A A 0 = TrB (j sourceiA A 0B
h sourcej)

is �xed by the actualpreparation schem e. This infor-

m ation can be included in the m easurem entprocess by

adding to the observables m easured by Alice and Bob

otherobservablesfCk;A A 0 
 11B g such thatthey provide

com plete inform ation on the bipartite Hilbert space of

Alice H A A 0 = H A 
 H A 0.(See also [52].)

The relevant equivalence class of quantum states

SA A 0B containsalltripartitequantum states�A A 0B con-

sistent with the available inform ation during the m ea-

surem entprocess. O bviously,Eve can alwaysaccessev-

ery puri�cation j	 A A 0B E iofa statein SA A 0B .Notethat

thesituation iscom pletely equivalentto thecaseofpure

signalstates[7].

Now we are ready to rephrase the necessary precon-

dition for one-way secretkey distillation forthe case of

Q K D based on m ixed states. Fordirectcom m unication

weneed to search forsym m etricextensionsto two copies

ofsystem B . That is,ifwe denote with �A the bipar-

tite system on Alice’s side �A � AA 0,we have to search

forquantum statesin theequivalenceclassSA A 0B = S �A B

which areextendibleto ��A B B 0.In thecaseofreverserec-

onciliation,Eve needs to possess only a copy ofsystem

A.Notethatthe�nalkey iscreated only from m easure-

m entsontothissystem .Therefore,in orderto determ ine

thecut-o� pointsforthekey distillation process,onehas

to exam inethequestion whethera four-partitequantum

state �A A 0B E with TrE (�A A 0B E ) 2 SA A 0B exists such

thatTrA 0(�A A 0B E )isexactly the desired sym m etric ex-

tension to two copiesofsystem A.

A P P EN D IX B :SEM ID EFIN IT E P R O G R A M S

A N D SEA R C H IN G FO R �
S

m ax A N D �ne

In this Appendix we provide a m ethod to obtain the

param eter �Sm ax and the corresponding non-extendible

state �ne. In particular, we show how one can cast

this problem as a convex optim ization problem known

as sem ide�nite program m ing. Such instances ofconvex

optim ization problem sappearfrequently in quantum in-

form ation theory and they can besolved very e�ciently.

There are freely-available input tools like,for instance,

YALM IP [39],and standard sem ide�nite program m ing

solvers,seeSeDuM i[40]and SDPT3-3.02 [41].

A typicalsem ide�nite problem ,also known asprim al

problem ,hasthe following form

m inim ise c
T
x (B1)

subjectto F (x)= F0 +
X

i

xiFi � 0;

where the vectorx = (x1;:::;xt)
T representsthe objec-

tivevariable,thevectorcis�xed by the particularopti-

m ization problem ,and the m atricesF0 and Fi are Her-

m itian m atrices. The goalisto m inim ize the linearob-

jectivefunction cT x subjectto a linearm atrix inequality

constraintF (x)� 0 [23,24].(See also Ref.[53].)

Any bounded Herm itian operator�A = �
y

A
acting on

a n-dim ensionalHilbertspaceS can bewritten in term s

ofan operatorbasis,which weshalldenoteby fSkg,sat-

isfying the following three conditions: Tr(Sj) = n�j1,

Sj = S
y

j,and Tr(SjSj0) = n�jj0. A possible choice is
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given by the SU (n) generators. Using this representa-

tion,a generalbipartitestate�A B in a dA B -dim ensional

Hilbertspacecan be written as

�A B =
1

dA B

X

kl

rklS
A
k S

B
l ; (B2)

where the coe�cients r kl are given by rkl =

Tr(SAk S
B
l �A B ).Notethatin ordertosim plicitythenota-

tion,in thisAppendix we om itthe tensorproductsigns


 between the operators. The representation given by

Eq.(B2)allowsusto describe any bipartite density op-

eratorin term sofa�xed num berofparam etersrklwhich

can serveasthe free param etersin the program .

The knowledge ofAlice and Bob’sPOVM s fA ig and

fB jg,respectively,and the observed probability distri-

bution pij determ ines the equivalence class ofcom pati-

ble statesS.Since every POVM elem entisa Herm itian

operator itself,every elem ent can as wellbe expanded

in the appropriate operatorbasisA i =
P

m
aim S

A
m and

B j =
P

n
bjnS

B
n .

An arbitrary operator �A B = 1=dA B
P

rklS
A
k S

B
j be-

longs to the equivalence class S ifand only ifit ful�ls

thefollowing constraints:In orderto guaranteethatthe

operator�A B representsa valid quantum state,itm ust

be norm alized Tr(�A B ) = r11 = 1, and it m ust be a

sem ide�nite positive operator �A B � 0. In addition,it

m ustreproducetheobserved dataofAliceand Bob.This

lastrequirem entim posesthe following constraints

P r(ai;bj)=
X

kl

aikbilrkl = pij 8i;j; (B3)

which are linearon the state coe�cientsr kl. Note that

every equality constraintP r(ai;bj) = pij can be repre-

sented by two inequality constraintsasP r(ai;bj)� pij �

0 and � (P r(ai;bj)� pij)� 0.

In order to �nd the decom position of a given state

�A B = 1=dA B
P

kl
rklS

A
k
SB
l
into an extendible part�ext

and an non-extendible part �ne,with m axim um weight

�m ax(�A B ) ofextendibility,we can proceed as follows.

First we rewrite the problem in term s ofunnorm alized

states ~�ext � ��ext and ~�ne � (1� �)�ne as

�A B = m in
T r(~�n e)

~�ext+ ~�ne: (B4)

Now assum e that the unnorm alized,extendible state is

written as ~�ext = 1=dA B
P

~eklS
A
k
SB
l
,which m ust form

a sem ide�nite positive operator ~�ext � 0. In the case of

directcom m unication wehaveto im posethat~�ext hasa

sym m etric extension �A B B 0 to two copies ofsystem B.

Thatis,�A B B 0 rem ainsinvariantunder perm utation of

the system sB and B 0. Thisisonly possible ifthe state

�A B B 0 can be written as

�A B B 0 =
1

dA B B 0

X

k
l> m

fklm (S
A
k S

B
l S

B
0

m + S
A
k S

B
m S

B
0

l )

+
X

kl

fkllS
A
k S

B
l S

B
0

l (B5)

with appropriate state coe�cients f klm 8k;8l � m .

The extension m ustaswellreproduce the originalstate

TrB 0(�A B B 0)= ~�ext,which im pliesthatthestate coe�-

cientsof~�ext and �A B B 0 arerelated by

fkl1 = ~ekl 8k;l: (B6)

Hence,som eofthestateparam etersof�A B B 0 arealready

�xed by the coe�cients of~� ext. In addition,the coe�-

cientsfklm haveto form a sem ide�nitepositiveoperator

�A B B 0 � 0.

O ncethestates�A B =
P

rklS
A
k S

B
l and theunnorm al-

ized extendible part ~�ext =
P

eklS
A
k
SB
l

are �xed, the

rem aining non-extendiblestate ~�ne isdeterm ined by the

decom position given by Eq.(B4),and equalsto

~�ne = �A B �
X

(rkl� ekl)S
A
k S

B
l : (B7)

Thisoperatorm ustbe sem ide�nite positive�ne � 0.

In total,thestatecoe�cientsofthestatesin theequiv-

alence class �A B ,the unnorm alized,extendible part in

the best extendibility decom position ~�ext and the sym -

m etricextensionitself�A B B 0 willconstitutetheobjective

variablesofthe SDP program

x = (rkl;~ekl;fklm )
T
: (B8)

This requires a �xed ordering ofthe set ofcoe�cients.

The function to be m inim ized is the weight on the un-

norm alized,non-extendible part, Tr(~�ne) = r11 � ~e11.

Hence the vectorcisgiven by

c
T
= ( 1|{z}

r11

;0;� � � ;� 1|{z}
~e11

;0:� � � ); (B9)

Allthesem ide�niteconstraintsintroduced previously on

thestate coe�cientscan be collected into a singlelinear

m atrix inequality constraint given by Eq. (B1). The

�nalF (x)collectsalltheseconstraintsasblock-m atrices

on the diagonal.
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~F (x) 0

0 �F (x)

�
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