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W e present a sin ple m ethod to obtain an upper bound on the achievable secret key rate in
quantum key distrdbution QKD ) protocols that use only unidirectional classical com m unication
during the publicdiscussion phase. This m ethod is based on a necessary precondition for one—
way secret key distillation; the legitin ate users need to prove that there exists no quantum state
having a sym m etric extension that is com patible w ith the available m easurem ents results. Them ain
advantage of the obtained upperbound is that it can be form ulated asa sem ide nite program , which
can be e ciently solved. W e illustrate our results by analyzing two wellknown qubit-based Q KD
protocols: the four-state protocol and the six-state protocol. Recent results by Renner et al. [L]
also show that the given precondition is only necessary but not su cient for unidirectional secret

key distillation.

PACS num bers:
I. INTRODUCTION

Quantum key distribution QKD ) R, 3]allow stwo par-
ties (A lice and Bob) to generate a secret key despite the
com putational and technological pow er of an eavesdrop—
per Eve) who interferesw ith the signals. T his secret key
is the essential ingredient of the one-tin epad or Vemam
cipher [4], which can provide inform ation-theoretic secure
com m unications.

P ractical Q KD protocols distinguish two phases in or—
derto generate a secret key: a quantum phase and a clas—
sical phase. In the quantum phase a physical apparatus
generates classicaldata for A lice and B ob distrbuted ac—
cording to a pint probability distrdbbution p @@i;by)  pij-
In the classical phase, A lice and Bob try to distill a se—
cret key from p;y by m eans ofa public discussion over an
authenticated classical channel.

Two types ofQ KD schem es are used to create the cor-
related data p;;. In entangkment based (EB) schemes,
a source, which is assum ed to be under Eve’s control,
produces a bipartite quantum state xp that is dis-
tributed to Alice and Bob. Eve could even have a
third system entangled with those given to the legiti-
m ate users. A lice and Bob m easure each incom ing sig—
nal by m eans of two positive operator valued m easures
POVM ) B] fA ;g and fB ;g, respectively, and they cb-
tain Piy = Tr@ i B j

In an ideal prepare and m easure (PM ) schem es, A lice
prepares a pure state ¥ ;i with probability p; and sends
it to Bob. On the receiving side, Bob m easures each
received signalwith a POVM fB sg. The signal prepa—
ration process in PM schem es can be also thought of
as follows [6]: FPIIISt A lice produces the bipartite state
J sourcejAB = i pi] ijg i iiB and, afterwards, she
measures the st subsystem in the orthogonal basis
j ii, corregpondingtothem easurementsA;= j ;i h ;3
T his action generates the (non-orthogonal) signal states

AB)-

7 i1 wih probabilities p;. In PM schem es the reduced
density m atrix ofAlice, a = T1s (J sourceiAB h sourceds
is xed and cannot bem odi ed by Eve. To include this
Inform ation in the m easurem ent process one can add to
the cbservables fA; B jg, m easured by A lice and Bob,
other observables fCy  1g such that they form a tom o—
graphic com plete set of A lice’s H ibert space [/, 8]. In
the m ost generalPM schem e A lice is free to prepare ar-
bitrary states ; Instead ofonly pure states § ;i. O ne can
apply the sam e fram ework as or the idealPM scham e,
asreviewed in App.A.

From now on,wew ill consider that p;; and fA; Bg
refer always to the com plte set of m easurem ents, ie.,
they include also the observables fCy 1g for PM
schem es.

T he public discussion perform ed by A lice and B ob dur-
Ing the classicalphase ofQ KD can involve either one-w ay
or two-way classical com m unication. Two-way classical
com m unication ism ore robust than oneway in tem s of
the am ount of errors that the QKD protocol can toler—
ate in order to distill a secret key [P]. However, the rst
security proofofQ KD by M ayers [10], and them ost com —
monly known proofby Shor and P resskill [11] are based
on oneway communications, and m any other security
proofs of Q KD belong also to this last paradigm [12, 13].
M oreover, any tw o-w ay com m unication protocolinclides
a nalnon-trivial step that is necessarily only oneway,
so that the study ofone-w ay com m unication isalso usefiil
for the study of two-way com m unication.

In thispaper w e concentrate on one-w ay classical com —
m unication protocols during the public discussion phase.
T ypically, these schem es consist ofthree steps: localpre—
processing of the data, nform ation reconciliation to cor—
rect the data, and privacy am pli cation to decouple the
data from Eve [14]. Depending on the allowed direc—
tion of com m unication, two di erent cases m ust be con—
sidered. D irect comm unication refers to com m unication
from A lice to Bob, reverse reconciliation allows com —
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m unication from Bob to A lice only. (See, for instance,
[L5, 16].) W e will consider only the case of direct com —
munication. E xpressions for the opposite scenario, ie.,
reverse reconciliation, can be directly obtained sinply
by renam ing A lice and Bob. Note that for typical ex—
perin ents, the Ppint probability distrdbution p;; is not
symm etric, so that the qualitative statem ents for both
caseswilldi er.

W e address the question ofhow much secret key can be
obtained from the know ledge ofp;y and fA; B jg. This
is one of the m ost in portant gures ofm erit in order to
com pare the perform ance ofdi erent QKD schemes. W e
consider the so—called trusted device scenario, where Eve
cannot m odify the actualdetection devices em ployed by
A lice and Bob. (See Refs. B, 17].) W e assum e that the
Jlegitin ate users have com plete know ledge about their de—
tection devices, which are xed by the actualexperin ent.

In the last years, several lower and upper bounds on
the secret key rate for particular oneway Q KD schem es
have been proposed. T he lowerbounds com e from proto—
cols that have been proven to be secure [1,11{13,18,19].
T he upper bounds are generally derived by considering
som e particular eavesdropping attack and by determ in—
Ing when this attack can defeat QKD [1, 19{22]. Un-
fortunately, to evaluate these known bounds for general
QKD protocols is not always a trivialtask. T ypically, it
dem ands to solve di cult optin ization problem s, which
can be done only for som e particular QKD protocols [1].

In this paperwe present a sin ple m ethod to obtain an
upper bound on the secret key rate for general oneway
QKD protocols. The obtained upper bound w ill not be
tight orallQ KD schem es, but it has the advantage that
it is straightforw ard to evaluate in general since it can be
form ulated as a sem ide nite program PR3, 24]. Such in-
stances of convex optin ization problem scan bee ciently
solved, for exam ple by m eans of interiorpoint m ethods
23, 24]. Our analysis is based on a necessary precondi-
tion foroneway Q KD :T he kgitin ate usersneed to prove
that there exists no quantum state having a sym m etric
extension that is com patible w ith the available m easure—
ment results R5]. This kind of states W ih symm etric
extensions) have been recently analyzed n Refs. R6{28].

T he paper is organized as follows. In Sec. IT we re—
view som e known upper bounds on the secret key rate
using oneway postprocessing techniques. Sec. IIT in-
cludes them ain result ofthe paper. Here we introduce a
straightforw ard m ethod to obtain an upperbound on the
secret key rate for oneway QKD . This resul is then i
lustrated In Sec. IV fortwo welkknown qubitfased QKD
protocols: the fourstate [B] and the six-state R9] QKD
schem es. W e select these two particular QKD schem es
because they allow usto com pareour resultsw ith already
known upper bounds in the literature [, 19{22]. Then
In Sec.V we present our conclisions. T he paper includes
also two Appendices. In App.A we consider very brie y
the case 0of QKD based on m ixed signal states instead
of pure states. Finally, App. B contains the sam ide —
nite program needed to actually solve the upper bound

derived in Sec. ITI.

II. KNOW N UPPER BOUNDS

D i erent upper bounds on the secret key rate for one—
way QKD have been proposed In the last years. These
resuls either apply to a speci ¢ QKD protocol R0{22],
or they are derived for di erent starting scenarios of the
QKD scheme [1, 18, 19], eg., one where A lice and Bob
are still free to design suitable m easurem ents.

Once A lice and Bob have perform ed their m easure—
m ents during the quantum phase of the protoco], they
are left wih two classical random variabls A and B,
respectively, satisfying an observed pint probability dis-
tribbution p(a;i;by) pPij- On the other hand, Eve can
keep her quantum state untouched and delay her m ea—
surem ent until the publicdiscussion phase, realized by
A lice and Bob, has nished.

In oxder to provide an upper bound on the secret key
rate i issu clent to consider a particular eavesdropping
strategy. For Instance, we can restrict ourselves to col-
Jective attacks [L, 19]. T his situation can be m odelled by
assum Ing that A lice, Bob, and Eve share an unlin ied
num ber of the so-called cog states g which are given
by 18]

X s
ceq T Pij _—,u-le B hijj ;;j 7 @)

i3

where ; 3 denotes E ve’s conditional quantum state, and
the states fii, g and £ji; g form orthonom albasis sets
for A lice and Bob, respectively. A sshown in Refs. [1, 19],
in this scenario the rate K | , at which A lice and Bob can
generate a secret key by using only direct com m unication,
isbounded from above by

K, sup SUET) SUBT); @)
v A
: A

where the supremum is taken over all possible density
operators y and r depending on the random variable
A ofA lice. Thevon N eum ann entropy ofa quantum state
readsasS( )= Tr( log ),whil the condiionalvon
N eum ann entropy S isde ned in temm s of von N eum ann
entropies itself, ie, SUET)= SUET) SET).The
upperbound given by Eq. (2) refersto the quantum state
given by Eq. (1) after a local postprocessing step. Ik is
given by [1, 19]
X . . .
UTBE = Pij o R 1= o5 | B 3)
1]
where . = ;P byhs) ;;;j . This upper bound involves
only a singlke ltter optin ization problem . However,
the optin ization runs over density operators y and
which m akesEq. (2) hard to evaluate.
A notherupperbound that appliesto the Q KD scenario
that we consider here is the C siszar and K omer’s secret



key rate forthe one-w ay clhssical key-agreem ent scenario
[B0]. Suppose that A lice, Bob, and Eve have access to
m any Independent realizations of three random variables
A,B,and E , respectively, that are distribbuted according
to the pint probability distribbution p (ai;by;ex ). C siszar
and K omer showed that the oneway secret key rate is
given by [B0]

Sy A;BE)= supH UET) HUBT): @)
Uu A
T U

The sihgl lktter optin ization ranges over two clas—
sical channels characterized by the transition proba-
biltties Q 13;) and R (& j11), and where the con-
djigonal Shannon entropy is dened as H UET) =

pWjexitn ) logpWiek ity ). The st channel pro-
duces the secret key U, whilke the second channel creates
the broadcasted Inform ation T .

NotethatEq. (4) providesalso an upperbound onK
Eve can always m easure her subsystem of the cocq state
given by Eq. (1) bymeansofaPOVM fEyg.Asa resul,
A lice, Bob, and Eve share the tripartite probability dis-
trbution p(aijbjjex) = piy TrEx 5 ). Unbriunately,
the optin ization problem that one has to solve in order
toobtain S, (A ;B ¥ ) isalso non-trivial, and its solution
isonly known for particular exam ples. (See Ref. [B1].)

Finally, an easy computabl upper bound on K,
is given by the classical mutual inform ation I @ ;B)
between Alice and Bob [B2]. This quantity is de-

In tems of the Shannon entropy H @A) =
P @i) ]ogE(ai) and the Shannon pint entropy
H @A;B)= p(@isby) bogp (aiily) as

IA;B)=H@)+H®B) HA;B): 5)

The mutual inform ation represents an upper bound on
the secret key rate for arbitrary public com m unication
protocols, hence in particular for one-w ay com m unication
protocols B2], ie.,
K, S

A;BE) I@A;B): 6)

To evaluate I@A ;B ) for the case of QKD , we only need
to use asp (ai;by) the correlated data pyj.

III. UPPER BOUND ON K.

O ur starting point is again the observed pint probabik
ity distribution p;; obtained by A lice and B ob after their
m easuram ents. T his probability distribbution de nes an
equivalence class S of quantum states that are com pati-
bl wih i,

S=fas JTr@; By as)= pij; 84;3g9: (7)
By de nition, every state Az 2 S can represent the state
shared by A lice and B ob before theirm easurem ents A7].

Now the idea is sinple: jist inpose som e particular
eavesdropping strategy for Eve, and then use one of the

already known upper bounds. (See also Ref. [33].) The
upperbound resulting represents an upperbound forany
possbl eavesdropping strategy. T he m ethod can be de—
scribbed w ith the follow ing three steps.

(1) Select a particular eavesdropping strategy forEve.
T his strategy is given by the choice of a tripartite quan-—
tum state apr andaPOVM fE,gtomeasureEve'ssig—
nals. The only restriction here is that the chosen strategy
cannot alter the observed data, ie., T (age )2 S.

(2) Calculate the pint probability distrdbution pijx =
Tr@&; By Ex ase)-

(3) Use an upper bound orK , given the probability
distribution pijx . Here we can use, for instance, Eq. 4)
or just the mutual Inform ation between A lice and Bob
which is straightforward to calculate.

Thism ethod can be in proved by perform ing an opti-
m ization over allpossible m easurem ents on E ve’s system
and over all possbl tripartite states that Eve can ac-
cess [48]. Thisgives rise to a set ofpossble extensions P
of the observed bipartite probability distrdbution p;ij for
the random variablesA and B to a tripartite probability
distribbution pij for the random vardablesA, B, and E .
Now the upper bound is given by

K. infs, ; 8)
P

wih S, representing the chosen quantity in step (3).

In Sec. ITTA we present a necessary precondition for
oneway Q KD .In particular, A lice and B ob need to prove
that there exists no quantum state having a sym m etric
extension that is com patible w ith the available m easure—
m ents results R5]. M otivated by this necessary precondi-
tion, we introduce a specialclass of eavesdropping strate—
gies forEve in Sec. ITIB . T hese strategies are based on a
decom position of quantum states sim ilar to the best sep—
arability approxin ation [34, 35], but now for statesw ith
sym m etric extensions. T he general idea followed here is
sim ilar to that presented In Ref. B3] or two-way upper
boundson QKD .

A . StatesW ith Sym m etric E xtensions & O neW ay
QKD

A quantum state ,p is said to have a sym m etric ex—
tension to two copies of system B if and only if there

exists a trijpartite state appo with Hg = Hgo which
ful 1is the follow ing tw o properties R61]:

Trgo(asBo) = aBJ/ )

P agsoP = appo; 10)

where the operator P satis es P Jijki, g0 = JkJigpo-
This de nition can be easily extended to cover also the
case of sym m etric extensionsof pp to two copiesofsys—
tem A, and also of extensions of g to m ore than two
coples of system A orofsystem B.

States with symm etric extension play an im portant
role In quantum nform ation theory, as noted recently.



They can deliver a com plkte fam ily of separability cri-
teria for the bipartite 26, 27] and for the multipartite
case 28], and they provide a constructive way to create
local hidden variable theories for quantum states [36].
M oreover, they are related to the capaciy of quantum

channels [37]. M ost iIn portant, a connection to oneway
QKD has also been noticed:

Observation 1 [R5]: If the cbserved data p;y originate
from a quantum state ap which hasa symm etric exten—
sion to two copies of system B, then the secret key rate
for unidirectional com m unication K, from A lice to Bob
vanishes.

P roof: Suppose that the cbserved data pij originate
from a state ap which has a symm etric extension to
two copies of system B . Suppose as well that the third
subsystem of the extended trijpartite state xppo s In
Eve’shands, ie.,, ageg = appo. Thisresults n equal
m arginal states for A iceBob and A liceEve, ie., ap =

aE - From A lice’s perspective the secret key distillation
task is then com pltely symm etric under interchanging
Bob and Eve. Sihcew e restrict ourselvesto unidirectional
classical com m unication from A lice to Bob only, we nd
that i is In possble or Bob to break this symm etry.
That is, if A lice tries to generate a secret key w ith Bob
her actions would autom atically create exactly the sam e
secret key wih Eve. To com plete the proofwe need to
verify that E ve can acoessthe sym m etricextension agpo
of ap iIn both kindsof QKD schem es, EB schem es and
PM schemes. It was dem onstrated In Ref. [/] that Eve
can always create a puri cation ofthe originalstate a3,
w hich m eans that Eve can have access to the sym m etric
extension.

Remark 1: A quantum state ap hasa symm etric ex—
tension to two copies of system B if and only if there
exists a tripartite state g Wih equalm arginal states
for A liceBob and A liceEve, ie., AB = AE -

Proof: Ifa quantum state ap hasa symm etric exten—
sion this autom atically in plies equalm arginal states for
A liceBob and A liceEve. For the other direction, sup—
pose that there exists a trijpartite state ~y g g W ith equal
m arginals, but which isnot sym m etric under interchange
of subsystem sB and E . Then the stateP g P isalso
a possble tripartite state w th equalm arginals. This al-
low s to construct the symm etric extension of the state

aB @S apg = 1=2(~apg + P ~apeP).

T here exists entangled statesw hich do have sym m etric
extensions 26, 27]. Hence, accordingly to O bservation 1,
although these states are entangled and therefore poten-—
tially usefiil or two-way QKD [7], they are nevertheless
useless foroneway Q KD in the corresponding direction.

W e de ne the best extendbility approxin ation of a
given state pp asthe decom position of ,p into a state
w ith sym m etric extension, that we denote as oxt, and a
state w ithout sym m etric extension ,,whilem axin izinhg
the weight of the extendble part ox+ B9], ie.,

aB = Max et (@ ) ne: 11)

Thisde nition follow s the sam e spirit as the best separa—

bility approxin ation introduced in Refs. 34, 35]. Since
the set of all extendible quantum states form s a closed
and convex set R7], them aximum in Eqg. (11) alwaysex—
ists. W e denote the m axin um weight of extendibility of
AB @S nmax(aB), where O 1 is satis-
ed.
G iven an equivalence class S of quantum states, we
de ne the m axinum weight of extendibility w ithin the
equivalence class, denoted as

max(AB)

S
max’a‘S

=maxf nax(as)Jas 2 S9: 12)

m ax

T his param eter is related to the necessary precondition
for onew ay secret key distillation by the follow ing cbser—
vation.

Observation 2 : A ssum e that A lice and Bob can per—
form localm easurem ents wih POVM elments A; and
B j, respectively, to obtain the pint probability distribu—
tion ofthe outcom esp;5 on the distributed quantum state

ap - Then the follow Ing two statem ents are equivalent:
(1) The correlations p; can originate from an extendible
state. (2) The maxinum weight of extendbility 3,
w ithin the equivalence class of quantum states S com —
patble w ith the observed data p;; satis es 5 ., = 1.

Proof. If pj; can orighate from an extendble state,
then there exists a eoxt Such as ext 2 S. M oreover, we
have that any extendible state satis es  ax ( sep) = 1.
T he other direction is trivial.

Let us de ne Sy 4x as the equivalence class of quan—
tum states com posed of those states Ay 2 S that have
m axin um weight of extendibility. Tt is given by

28 25 J max(aB)= oax ° 13)

Smax =

B . Eavesdropping M odel

An eavesdropping strategy for our purpose is com -
plktely characterized by selecting the overall tripar-
tite quantum state apr and the measurem ent oper-
ators fExg. Again, the only restriction here is that
Tre (age) 2 S. W e consider that Eve chooses a pu-
rication apg = Ji,pgh Jofastate ap taken from
the equivalence class Sy, ax -

Thequantum states xt and e ofthebestextendibil-
ity approxin ation of ap can bew ritten in tem softheir
spectral decom position as [B0]

X
ext = aj il ghiF 14)
Xl
ne = piJ il g h iF 15)
1
with h;jsi= h;ijyi= 0foralli6é j. A possbl
puri cation ofthe state ap is given by
X 4
Jizge = 5 ax®] il g Jx = extyfii, +

i

X 4

@ 2 .0Pid 3i g 3k = neifsi ; (16)



where the states £ 5. = ext; fii; 1k =
thogonalbases on Eve'’s subsystam .

Tt is in portant to note that in both kinds of QKD
schem es, EB schem es and PM schem es, Eve can always
have accessto the state j i, ;. given by Eq. (16). This
has been shown in Ref. [/]. In an EB scham e this is
clear since Eve is the one who prepares the state a3
and who distrbutes it to A lice and Bob. In the case of
PM schem eswe need to show additionally that Eve can
obtain the state ji,,; by interaction wih Bob’s sys-
tem only. In the Schm idt decom position the state pre—
EaIEd by A ]joel ] sourceiA B s Can bew ritten as ] sourcei =

;GJida Jidg - Then the Schm idt decom position of
Ji,gg »with respect to system Algmdtheoomposjte sys—
tem BE ,isoftheform ji, p = ; CGidida Bidpe shoe
c and J1;iy are xed by the known reduced density m a—
trix a to the corresponding values of j sourceiar - Then
one can nd a suitable unitary operator Ugg such that
®ilsrg = Upg Jils Pier where Piz is an initial state of
an auxiliary system .

For sin plicity, we consider a special class of m easure-
m ent strategies for Eve. T his class ofm easuram ents can
be thought of as a two step procedure:

(1) First, Eve distinguishes ocontrbutions com —
Ing from the part with symmetric extension and
from the part without symmetric extension of

AB - The oorresponding measurem ents are pro—
fctions of Eve's sk;bsystem onto the orthogonal
subspages ext = ;o= extifiily = ext;£;j and

ne = 3 Fx = ne;fjj-htk = ne;fjj'

(2) A ffterwards, Eve perform s a re ned m easurem ent
strategy on each subspace separately. As we will see,
only the non-extendble part ,. m ight allow A lice and
Bob to distill a secret key by direct com m unication; from
the extendible part no secret key can be obtained.

W e shall label Eve’s m easuram ent outcom es g w ith
two variables, ex = (&;fx). The st variable tx 2
fext;neg denotes the outcom e ofthe pro fction m easure—
m ent, while fiy corresponds to the outcom e arising from
the second step ofthem easurem ent strategy. W ith prob—
ability p(a = ne) = 1 3 _  Eve nds that A lice and
Bob sharethe non-extendblepartof ap . A flerthis rst
m easurem ent step, the conditionalquantum state shared

ne;fyig form an or-

by A lice, Bob, and Eve, denoted as 33z = J neih nej
corresponds to a purd cation of ¢, ie.,
X p__
Jnelypy = PjJ 315 Jx = neifydy : @7
j
Next we provide an upper bound for K, that arises

from this special eavesdropping strategy. M oreover, as
we w ill see, the obtained upper bound is straightforw ard
to calculate.

C. Resulting Upper Bound

For the special eavesdropping strategy considered in
Sec. ITIB, we w ill show that we can restrict ourselves to

the non-extendble part ,. ofa given ,p only. Asa
consequence, the resutting upper bound w illlonly depend
on this non-extendible part. This m otivates the de ni-
tion of a new equivalence class of quantum states S1% .,
de ned as

SmSx = fne(an)J as 2 Snax9i (18)

where ,¢( ap) represents the non-extendble part n a
valid best extendbility approxination of ag 2 Sy ax
given by Eq. (11). To sin plify the notation, from now
onwewillwrie ,o instead of ¢ ( ap ). Thepossbility
to concentrate on the non-extendible parts only is given
by the follow Ing theoram .

Theorem 1: Suppose A lice’s and Bob’s system s are
sub fcted to m easurem ents described by the POVM s
fA ;g and fB g respectively, and their outcom es follow
the probability distrdbution pi;. They try to distilla se—
cret key by unidirectional classical com m unication from
A lice to Bob only. T he secret key rate, denoted asK | ,
isbounded from above by

Ki @ q.)hfS) ABE); 19
where S, @ ;B £ ) denotes the classical oneway secret
key rate given by Eq. (4) for a tripartite probability dis—
tribution pisx 2 P . The set P considers all possible
POVM s fExg which Eve can perform on a puri cation
J nelppy Of the non-extendiblk part . 2 S-¢, only,
j--e-rpijk= Trp; By Ex (J nejy.\BEh nedl

P roof: In order to derive Eq. (19) we have considered
only a particular class of eavesdropping strategies forE ve
as described in Sec. ITIB . This class de nes a subset P °
of the set of all possible extensions P of the observed
data pij to a general tripartite probability distribution
Pisk » which are considered in the upper bound given by
Eqg. ). W e have, therefore, that

K. jll;lfsl @&;BE) J'E{lofS! @B;BE): (20)

A s Introduced In Sec. IIIB, we label the outcome
of Eve’s m easuram ent strategy by two variables e, =
(fx 7t ), where the value of ty 2 fext;neg labels the out-
com e of her profction m easurem ent. For the tripartite
probability distribution p @;;bs;ex = (fk;t)) we denote
the secret key rateby S, @A;B ¥ T).

Forthe oneway secret key rate S, @A;B ¥ T) weget

S: A;BFT)= supH U¥FT) H UVB)
v U

sap H UVYFT) HUYBT)

v oo

sup H UVFT) H UYVBT): @1)

U AT

\% U

In the rst line we just use the de nition of the classi-
cal secret key rate given by Eq. (4). The rst lnequality
com es from the fact that conditioning can only decrease



the entropy, ie, H U ¥V B) H U¥BT). For the last
hequality, we give A lice also access to the random vari-
ablk T, additionally to her variabl A, over which she
can perform the postprocessing. A fogether Eqg. (21)
tells that if E ve announces publicly the value ofthe vari-
able T, so whether A lice and Bob share the extendible
or non-extendible part, that this action can only enhance
A lice and Bob’s ability to create a secret key.
N ext, we have that

sup H UYVFT) H UV¥BT)
U AT
v U
X
= sup plk) H UVF&) H UVBL)
[}J\(]AUT
= ptk) sup H UVF&%) H UV¥Bk)
U At
X v U
= p)SY @;B F): @2)

First we rew rite the conditional entropies n term s of
an expectation value over the param eter tx . The m ap
U AT acts independent on each term ofthe sum over
tk . T herefore the suprem um can be put Into the sum tak-—
ing the speci ¢ value of ty . Since sup; ., isequalto
supy; . fort xed, we nd on the right hand side the
oneway secret key rate for the conditional three party
correlation p (@i;b57£13% ) denoted as St @ ;B F).
Combining Egs. 21,22) we have, therefore, that
X
Sy A;BFT) p&)S: @A;BF ;T =&): @3)
From Observation 1 we leam that A lice and Bob can—
not draw a secret key out of the extendble part oxt,
ie., Sy A;BE ;tx = ext) = 0. Therefore, only the
non-extendible part ,. can contribute to a positive se—
cret key rate. The conditional probability distribution
p@isbyifi Jx = ne) pijx de nesexactly the considered
extensions P . This conclides the proof.

T he upper bound given by Eq. (19) requires to solve
the In mum over all possble extensions P . Instead of
this optin ization, one can just pick a particular state
Sm%x and calculate the in mum over all possible m ea—
surem ents fE g em ployed by Eve.

Corollary 1: G iven a state ,. 2 S2€

m ax s the secret key
rate K, isbounded from above by

K, @ 5. hEsTr@;BE); (4)
Ex

wih SFx @ ;B £ ) being the classical one-way secret key
rate of the tripartite probability distrbution pijx =
Tr@; B3y Ex (J neih neld),andwhere j ,.idenotes
a puri cation of ..

Proof: The right hand side of Eqg. (24) is an upper
bound of the right hand side ofEq. (19), because in Eq.
(24) we take only a particular state ne 2 S, %, Whereas
In Eq. (19) we perform the In mum over all possble
states e 2 SP©

m ax *®

T he upper bounds provided by T heorem 1 and Corol-
lary 1 stilldem and solving a di cult optim ization prob—
lem . Next, we present a sinpl upper bound on K,
that is straightforward to calculate. Then, in Sec. IV,
we illistrate the perform ance of this upper bound for
two welkknown QKD protocols: the fourstate [B] and
the six-state R9]1Q KD schem es. W e com pare our results

to other wellknown upper bounds on K, for these two
QKD schemes [1, 19{22].
Corollary 2 : The secret key rate K |  isupperbounded
by
Ky (1 o) I"°@;B); @5)

where I"€ @ ;B ) denotes the classicalm utual nform ation
calculated on the probability distrdbution pi; = Tr@;
By ne)wih no2 Sp%..

Proof: A coording to Eg. (6), the oneway secret key
rate S, @A ;B £ ) isbounded from above by the mutual
Inform ation I A ;B ). Note that the m utual inform ation
I@A;B) is an upper bound on the secret key rate for
arbitrary com m unication protocols [B2].

Themai di culty when evaluating the upper bound
given by Eqg. (25) for a particular realization of QKD
relies on cbtaining the parameter 5. and the non-
extendble state .. In App. B we show how this prob—
Jem can be cast as a convex optin ization problem known
as sam ide nite program [Bl]. Such instances of convex
optim ization problem s can be e ciently solved, for ex-—
am ple by m eans of interiorpoint m ethods R3, 24].

IV. EVALUATION

In this section we evaluate the upper bound on K,
given by Eq. (25) for two wellknown qubitbased QKD
protocols: the fourstate [B] and the six-state R9] QKD
schem es. W e select these two particular QKD schemes
because they allow us to com pare our results with al-
ready known upper bounds on K, [1, 19{22]. Let us
em phasize, how ever, that our m ethod can also be used
straightforw ardly to cbtain an upperbound forhigherdi-
m ensional, m ore com plicated QKD protocols, for which
no upper bounds have been calculated yet. By m eans of
sem ide nite program m ing one can easily obtain them ax—
imum weight ofextendbility 3 ., and the corresponding
non-extendblepart ,. which su ce forthe com putation
ofthe upper bound. (SeeApp.B.)

In the case ofthe four-state EB protocol, A lice and B ob
perform proection m easurem ents onto two m utually un—
biased bases, say the onesgiven by the eigenvectorsofthe
two Paulioperators y and ,. In the corresponding PM
schem e, A lice can use as well the sam e set of m easure—
ments but now on a maxim ally entangled state. Note
that here we are not using the geﬁleral approach intro—
duced pIEVjOUS]yr ] sourcejAB i E.j ij-A _—,{ ij-B , to
m odelPM schem es, since Porthese two protocols it is suf-

cient to consider that the e ectively distrbuted quan-—
tum states consist only oftwo qubits. For the case ofthe
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FIG .1: Upperbound on the one-way secret key rateK  given
by Eqg. (25) forthe four-state (solid) and the six-state (dotted)
QKD protocols in com parison to known lower bounds on the
secret key rate given in Ref. [L]. T he equivalence class of states
S is xed by the ocbserved data pij, which are generated via
m easurem ents onto the state a5 €)= (1 2e)j "4, ,h * 3+
e=21lap . The quantum bit error rate isgiven by QBER = e.
Here we assum e an asym m etric basis choice to suppress the
sifting e ect [38].

six-state EB protocol, A lice and B ob perform pro jction
m easurem ents onto the eigenvectors of the three Pauli
operators y; y;and , on thebipartite qubit statesdis—
tributed by Eve. In the corresponding PM schem e A lice
prepares the eigenvectors of those operators by perform —
Ing the sam e m easurem ents on a m axin ally entangled
two—qubit state.

W e m odel the transm ission channel as a depolarizing
channel w ith error probability e. This de nes one pos—
sble eavesdropping Interaction. In particular, the ob-
served probability distrdboution p;; is obtained in both
protocolsby m easuring the quantum state a5 €)= (@
2¢)j *i,,h ¥ j+ 21,5 ,wherethe state j * i, , repre-
sentsam axin ally entangled twoqubit stateasj * i, =
1= E(jOOjAB + Jjl1i, ), and 1 denotes the identity
operator. The state A (€) provides a probability distri-
bution p;; that is Invardant under interchanging A lice and
Bob. Thism eans that for this particular exam ple there
is no di erence whether we consider direct com m unica—
tion (extension of Ay (€) to two copies of system B ) or
reverse reconciliation (extension of ap (€) to two copies
ofsystem A). The quantum biterrorrate QBER), ie.,
the fraction of signals where A lice and Bob’s m easure—
ments resultsdi er, isgiven by QBER = e.

T he resulting upper bounds on K |, are illustrated in
Fig. 1. These results do not include the sifting factor of
1=2 for the fourstate protoool (1=3 for the six-state pro-
toool), since this e ect can be avoided by an asym m etric
basis choice for A lice and Bob [38].

Let us consider in m ore detail the cuto points for
K, ,ie., the valies of QBER for which the secret key

rate drops down to zero in Fig. 1. W e nd that in the
four-state protocol (six-state protocol) oneway secret
key distillation m ight only be possbl fora QBER <
14:6 QBER < 1=6). These results reproduce the welk-
known upper bounds on both protocols from Refs. RO{
22]. M ore recently, a new upper bound for the six-state
protocol was obtained In Refs. [I, 19], QBER / 163.
T his resut Indicates that the upper bound given by Eq.
(25) isnot tight, since it fails to reproduce this last value.
M ore in portantly, both statem ents together entail that
O bservation 1 is necessary but not su cient for one-way
secret key distillation: there exist bipartite states which
are non-extendible, nevertheless no secret key can be ob—
tained from them via oneway post-processing. It show s
that the characterization of usefil quantum states for
oneway QKD is still an open problm . Fially, ket us
m ention that the threshold point for the fourstate pro-—
tocol com puted in Ref. [1, 19] lead to the sam e cuto
point as for the optim al approxin ate cloner attack and
thus also coincides w ith the value of our resul.

V. CONCLUSION

In this paper we address the findam ental question of
how much secret key can be obtained from the classical
data that becom e availablke once the rstphaseofQKD is
com pleted. In particular, w e restrict ourselvesto one-w ay
public com m unication protocols between the legitim ate
users. T his question has been extensively studied in the
literature and analytic expressions for upper and lower
boundson the one-w ay secret key rate are already known.
Unfrtunately, to evaluate these expressions for particu—
larQ KD protocolsis, in general, a non-trivialtask. Tt de—
m ands to solve di cult optim ization problem s for which
no general solution is known so far.

Here we provide a sinpl method to obtain an up-
per bound on the oneway secret key rate Por QKD . It
is based on a necessary precondition for oneway secret
key distillation: T he legitim ate users need to prove that
there exists no quantum state having a symm etric ex—
tension that is com patbl with the available m easure—
ments results. The main advantage of the m ethod is
that i is straightforward to calculate, since i can be
form ulated as a sam ide nite program . Such instances
of convex optin ization problem s can be solved very ef-

ciently. M ore In portantly, the m ethod applies both to
prepare and m easure schem es and to entanglem ent based
schem es, and it can reproducem ost ofthe already known
cut-o points for particular QKD protocols. Recent re—
sults show that the given precondition is only necessary
but not su cient, so there exists non-extendible quan-—
tum state which nevertheless are useless for one-way key
distillation .
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APPENDIX A:QKD W ITH M IXED SIGNAL
STATES

In this Appendix we describe very brie y the case of
QKD based on m ixed quantum states instead of pure
states. In particular, we analyze PM schem es, sihce In
EB schemes it is clear that Eve can always distrdbute
m ixed states to A lice and Bob, and this situation is al-
ready contained in the results nclided in the previous
sections. M ore speci cally, we translate the necessary
precondition for secret key generation by unidirectional
com m unication to the PM m ixed state scenario.

In them ost generalPM schem g, A lice preparesm ixed
signal states { fllow ing a given probability distriou—
tion p; and sends them to Bob. Equivalently, we can
think ofthe preparation process as follow s. Suppose that
the specl:t%,’l.deo‘om posjijqn ofthe signalstate }13 is given
by 3 = : ;j;iBh’§j. This can be interpreted as
producing w ith probability % the pure state 7 {i. A lrer-
natively, }13 can as well originate from a pure state n a
higher din ensionalH ibert space. That is, from a possi-
ble puri cation j ;i, ., ofthe state é in the com posite
Hibert space Hpo Hgp which readsas

. X 9— .
J i, = ;jjiﬂojﬁiB: @al1)
j
Now we can use the sam e form alisn as the one for PM
schem esbased on pure signalstates. W e can assum e that
rst A lice prepares the tripartite quantum state
X 94— .
J sourcelypog = Pi ;:1]-"7_\ jjj-AojljiB : A2)
i3

A fferwards, in order to produce the actual signal state
In system B, A lice perform s a m easurem ent onto the
standard basis of system A only, and com plktely ignores
sy stem A% Her measurem ent operators are given by
A;= jii, hij Tpo.Theproduced signalstatesare sent to
Bob who m easures them by means ofthe POVM fB g.
Since Eve can only interact with system B, the reduced
density matrix of aao = Trs (J sourcejAAOBh source)
is xed by the actual preparation scheme. This infor-
m ation can be included in the m easurem ent process by
adding to the observables m easured by A lice and Bob
other observables fCxano0 1p g such that they provide
com plete nform ation on the bipartite H ibert space of
AliceHpapo=Ha Hpao. (Seecalso B2])

The relevant equivalence class of quantum states
Saaog contains all tripartite quantum states aaog con—
sistent w ith the available inform ation during the m ea-
surem ent process. O bviously, Eve can always access ev—
ery puri cation j aaopg 10fa state in Sp s . Note that
the situation is com pletely equivalent to the case ofpure
signalstates [7].

Now we are ready to rephrase the necessary precon—
dition for oneway secret key distillation for the case of
QKD based on m ixed states. For direct com m unication
w e need to search for sym m etric extensions to tw o copies
of system B . That is, if we denote wih A the bipar-
tite system on Alice’s sideA  AA% we have to search
forquantum states in theequivalenceclassSaaog = Sy
which areextendibleto ,gg0. In the case of reverse rec-
onciliation, Eve needs to possess only a copy of system
A . Note that the nalkey is created only from m easure—
m ents onto this system . T herefore, in order to determ ine
the cuto points for the key distillation process, one has
to exam ine the question whether a fourpartite quantum
state aaogrp Wih Tre (aaose) 2 Saaop eXists such
that Trao( aacs e ) is exactly the desired sym m etric ex—
tension to two copies of system A.

APPENDIX B:SEM IDEFINITE PROGRAM S
AND SEARCHING FOR S5_  AND nc

In this Appendix we provide a m ethod to obtain the
parameter 2 .. and the corresponding non-extendible
state nhe. In particular, we show how one can cast
this problem as a convex optim ization problem known
as sam ide nite programm ing. Such instances of convex
optin ization problem s appear frequently in quantum in-—
form ation theory and they can be solved very e ciently.
T here are freely-available nput tools lke, for instance,
YALM P [39], and standard sem ide nie programm ing
solvers, see SeDuM 1 0] and SDPT 3-3.02 #1].

A typical sem ide nite problem , also known as prin al
problem , has the ollow ing form
minmise c'x “ B1)

SUb:ﬁCttO F x)= Fo + XiF 4 O;

where the vector x = (x1;:5x%¢)] represents the ob o
tive variable, the vector c is xed by the particular opti-
m ization problem , and the m atrices Fy and F; are Her-
m itian m atrices. The goal is to m inim ize the linear ob-
fctive finction ¢! x sub fct to a linearm atrix inequality
constraint F k) 0 R3,24]. (See also Ref. [B3].)

Any bounded Hem itian operator » = ) acting on
a n-din ensionalH ibert space S can be w ritten in tem s
of an operatorbasis, which we shalldenote by £Sx g, sat—
isfying the follow ing three conditions: Tr(Sy) = n 41,

Sy = 8y, and Tr(S5Sy) = n jp. A possble choice is



given by the SU (n) generators. Using this representa—
tion, a generalbipartite state Ay In a dap —din ensional
H ibert space can be w ritten as
1 X
A = g Sy ST i
‘A B X1

B2)

where the ooe cients ry; are given by nay =
Tr(SEs? as).Notethat in orderto sim plicity the nota-
tion, In this Appendix we om it the tensor product signs

between the operators. The representation given by
Eg. B2) allow s us to describe any bipartite densiy op—
erator in temm sofa xed num ber ofparam etersry; which
can serve as the free param eters in the program .

T he know ledge of A lice and Bob’s POVM s fA ;g and
fB g, respectively, and the cbserved probability distri-
bution p;; determm ines the equivalence class of com pati-
ble states S. Since every POVM elem ent is a Hem itian
operator itself, every elem ent can as w%]l be expanded
n thePapproprjate operator basis A ; = am S2 and
B 3T n bjn SrEx; . P
An artbitrary operator ap = l=dap  naSpS; be-
Iongs to the equivalence class S if and only if it ful Is
the follow ing constraints: In order to guarantee that the
operator ap represents a valid quantum state, it must
be nom alized Tr(ag) = 1, and it must be a
sem ide nite positive operator asp 0. In addition, it
m ust reproduce the observed data ofA liceand Bob. This
last requirem ent im poses the follow ing constraints

X
P r@;iiby) =

m

ni =

axbnra = pyy 843 ®B3)

k1

which are linear on the state coe cients r x;. Note that
every equality constraint P r(ai;by) = pij; can be repre—
sented by tw o Inequality constraintsasP r(ai;b;) pPij
Oand @r@sby) pi) 0.
In order top nd the decom position of a given state

ap = 1=dap ,;11Sp S] into an extendble part exe
and an non-extendble part ., wih maxinum weight

max ( ap ) of extendbility, we can proceed as follow s.
First we rew rite the problem in tem s of unnom alized
states ~ext ext and ~e 1 ) ne @S

m in
Tr(wne)

B4)

AB T ~ext T ~ne:
Now assum e that the unpEm alized, extendible state is
written as ~ext = 1=0ap  €1Sp Sy, which must form

a sem de nite positive operator ~ext 0. In the case of
direct com m unication we have to in pose that ~cx+ hasa

symm etric extension apgpo to two copies of system B.
That is, appeo ram ains invariant under pem utation of
the system s B and B °. This is only possble if the state
ABBRO Can be written as

1 X
dagBoO

k
>m

0 0
ABBO = fum Sp ST SE + SpsPst)

X 0
+ frnSy ST ST
k1
w ih appropriate state coe cients f i, 8k;81 m .
T he extension m ust as well reproduce the original state
Trgo( arBo) = ~ext, Which In plies that the state coe -
clents of ~ex+ and appo are related by

B5)

fxn = e 8k;L: B 6)

Hence, som e ofthe state param etersof pppo arealready
xed by the coe cients of ~ x+. In addition, the coe —

cients fxy, have to form a sem ide nite positive operator
agso O. p

Oncethestates ap = 1gS; ST and theunnom al-
ized extendble part ~exr = &Sy ST are xed, the
rem aining non-extendble state ~, is determ ined by the
decom position given by Eqg. B4), and equals to

X
— A B
“ne = AB (b1 ex1)Sy Sy ¢ ®B7)
T his operatorm ust be sem ide nite positive . O.

In total, the state coe cients ofthe states in the equiv—
alence class ap , the unnom alized, extendble part n
the best extendibility decom position ~ex+ and the sym —
m etric extension itself »ppo willconstitute the ob fctive
variables of the SDP program

X = (17 fim )’ B8)
This requires a xed ordering of the set of coe cients.
The function to be m Inim ized is the weight on the un-

nom alized, non-extendble part, Tr(ve) = 11 €11 .
H ence the vector c is given by
T o_ .0- . .0 .
c = (|{]2}IOI |{z}101- )r
i

€11

A Nl the sem ide nite constraints introduced previously on
the state coe clents can be collected into a single linear
m atrix inequality constraint given by Eg. B1). The

nalF (x) collects all these constraints as block-m atrices
on the diagonal.
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key, w ith her quantum probe.T his last scenario is related
w ith the idea of com posability 43{45].

[A9] From now on, the tem extension will always stand for
a symm etric extension to two copies of system A or B .
W e will not m ake any further distinction between the
di erent types of extension and we sim ply call the state
extendble. T he extension to two copies of system A cor-
responds to reverse reconciliation, and extensions to two
copies of system B corresponds to the direct comm uni-
cation case.

B0] If the best extendibility approxim ation of the state ap
is not unique, Eve sin ply takes one particular decom po—
sition of the possible set of them .

B1] In order to verify only whether the param eter J ., is
zero or not, one can use as well entanglem ent w itnesses
of a particular form [46].

[52] N ote that the preparation schem e is not unique. T here
are m any di erent ways to actually purify all the sig—
nal states ,13 together. For exam ple every signal state
can be puri ed to the sam e auxiliary system A°, alter-
natively each signal can as well be puri ed to a special
separated system , say A 2, so that the overallpuri ed sys—
tem A%= A? 0 As higher din ensional. T his w i1l lead
to di erent reduced density m atrices 5 o0.N ote however
that the exact form of reduced density m atrix a0 has
no physicalm eaning, except for the a priori probabilities
of the signals on the diagonal.

B3] N ote that two (or even m ore) linear m atrix inequalities



constraints F~ (x) 0;F (x) 0, can be com bined into
a single new linear m atrix inequality constraint as:
F (%) 0

F x)= 0 ) FFx) F x) 0:
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