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W e investigate the security against collective attacks of a continuous variable quantum key distri-
bution schem e In the asym ptotic key lim it for a realistic setting. T he quantum channel connecting
the two honest parties is assum ed to be lossy and in poses G aussian noise on the observed quadra-—
ture distrdbbutions. Secret key rates are given for direct and reverse reconciliation schem es including
postselection In the collective attack scenario. The e ect ofa non-ideal error correction and tw o-w ay
com m unication in the classical post-processing step is also taken into account.

PACS num bers:

I. NTRODUCTION

T he goalofquantum key distrbution QKD ) isto dis—
tribute a key between two honest parties, usually called
A lice and Bob, which is provably secure against any
eavesdropper Eve. It is assum ed that Eve isonly lin ited
by the law sofphysics. From a practicalpoint ofview , in —
plem entations using coherent states as input signals and
variations of hom odyne [1, 12, 13,14, 15, €] detection seem
to be prom ising, since they can readily be realized exper-
In entally. M oreover, i has been suggested that hom o—
dyne detection can be perform ed at high repetition rates
In continuousvariable CV ) QKD to boost the secret key
rate [I]. The security of these schem es has been investi-
gated before [1,17,18,19,110,111,112,113,114,/15] and uncon—
ditional security has been proven for losses ofup to 14
dB [L€]. Though advancing our understanding of these
schem es, no analysis has been provided that would give
an unconditional secure key over channels with higher
Josses or channels In posing excess noise on the observed
quadratures. In this article we w ill present an analysis
that derives a security result under the assum ption of
collective attacks and the observation of G aussian noise.
The result is derived in the in nite key lim i, thus ig-
noring statisticale ects. T hough restricted in this sense,
there are strong indications that these restriction can be
lifted, so that our resuls, if successfiilly com bined w ith
other resuls w ill lead to the desired unconditional secu—
rity. W e expect this will be a fair representation of the
(stillm issing) fullunconditional security proof. W e com —
pare di erent techniques of extracting a secret key from
shared classical data such as postselection P S) and re—
verse reconciliation RR).M oreover, our approach can be
m odi ed to include two-way com m unication in the clas—
sical post-processing step of the protocol and non-ideal
error correction.

Any QKD protocolcan be thought of consisting oftwo
phases. The goal of the rst phase is to distrbute an
e ectively entangled state between A lice and Bob [17,
18]. This entanglem ent does not need to be present in
actual physical system s. Instead, it can be brought in

as a theoretical construct [L7,119], as explained In m ore
detail in Sec. ITI. In practise, A lice and Bob willuse a
prepareand-m easure schem e, w here A lice encodes som e
bitvalue i into non-orthogonal signal states. She sends
a sequence of n such states over the quantum channel
to Bob. In general, Eve m ight interact coherently w ith
these n states. W e restrict ourselves here to the case
of collective attacks, w here Eve attaches an independent
probe to each signal. T hen the totalstate shared between
A lice and Bab w illbe of tensor product om ¢ .

Eve, however, may keep her quantum states g ;i,
which summ arize all her know ledge about the sent sig—
nals until the second phase of the protocol is com pleted.
In this phase, A lice and Bob use an authenticated but
otherw ise insecure classical channel to correct for errors
In theirbit-strings and to cut out E ve’s know ledge about
the key (privacy am pli cation) [20]. T he Inform ation sent
over the classical channel becom es available to Eve who
then can optim ize her collective m easurem ents on the
quantum states. For this scenario of collective attacks,
we apply the generic approach by D evetak and W inter
21] to give a Iowerbound on the secret key rate.

T he security analysis presented here applies to the sit—
uation w here the quantum channel connecting A lice and
Bob is lossy w ith singlephoton transm ittivity and im -
poses G aussian excess noise  on the quadrature distri-
butions. T his kind ofnoise is typically seen in the exper—
Inents R2,123]. It has been shown that a distillation of
a secret key In CVQKD isonly possibl when

<2 ; @)

because otherw ise the correlationsbetw een A lice and B ob
could have orighated from a separable state [i]. Here,
the excess noise  is determ ined via hom odyne m easure—
m ents. It can easily be veri ed that our calculated lower
bounds on the secret key rate for the various types of
protocols are well in the regin e of quantum correlations.
In this article, we com pare di erent approaches to dis—
till a key for a CV prepare-and-m easure scheme. W e as—
sum e that the quantum channelbetween A lice and Bob
can be veri ed to be G aussian through tom ographic com —
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plete m easurem ents and that E ve is restricted to collec—
tive attacks. W hile the observation of a G aussian chan—
nelis certainly a restriction, i should be noted that this
scenario is typically encountered in practise. M oreover,
recent work 24, 125] indicates that the G aussian attack
m ight be optim al for the non-postselected protocols con—
sidered here. However, it is still an open problem to re—
Jate this resut to protocols including announcem ents and
postselection . Furthem ore, there ishope to nd a quan—
tum de Finetti Ike argum ent 2€] valid In the regim e of
continuous variables to extend the security against collec—
tive attacks to unconditional security, as this can already
bedone n nite dim ensions. Sihce we are only interested
In the key rate In the asym ptotic lim i, we do not con—
sider any nie size e ects in our analysis. A com plkte
security proofwould have to resolve these issues.

W e consider a protocolw here A lice uses coherent states
as signals and send through Eve’s dom ain to Bob, who
perfom s a heterodyne m easurem ent onto the received
states. It is known that one can im prove the secret key
rate if one Introduces reverse reconciliation ®RR) [1,I€].
Thism eansthat Bob decideson a raw key based upon his
m easuraem ent results and consequently sends A lice cor-
rection inform ation over the public channel in the error
correction step of the protocol. Another way to in prove
the perform ance of the protocol is to em ploy postselec—
tion (P S)[l4]: Bob only retains m easurem ent outcom es
that are closely correlated to A lice in order to gain som e
advantage over Eve. T his approach can lad to positive
secret key rates for direct reconciliation O R) schemes
beyond the so called 3dB loss lin it 27]. Since both ap—
proaches are not m utual exclisive, we consider com bina—
tionsofDR and RR w ith P S. Ifone takes a realistic error
correction protocol into account, it hasbeen shown that
i is necessary to introduce a postselection step In the
RR protocols to retrieve the initial advantage that RR
hasoverDR [28].

T his article is organized as ollows. In Sec. ITwe in-—
troduce the QKD protoool under Investigation. Then
we describe the state distrbution scheme In an entan—
glem ent based schem e. The fact that state distrdbution
In our protocol can be seen as A lice and Bob perform —
Ing tom ographic com plete m easurem ents lets us restrict
Eve’sknow ledge about the signals. T his is applied to the
G aussian noisy channel in the next section. In Sec. V
we m odify our protocol and let A lice and Bob partially
announce their m easurem ent outcom es. This de nes in—
dependent e ective binary channels. Next, we calculate
a lIower bound on the secret key rate for each binary
channel independently. T he last section contains the nu—
m erical optin ized secret key rates and our conclusion.

II. THE PROTOCOL

W e consider a prepare-and-m easure schem e where A -
ice encodes her bi valie into the m odulation of co—
herent states j i as signals. The complex am plitude

= yx+ 1y ischosen at random according to a sym —
m etric G aussian probability distrdbution

p( )= —e o ; )

centered around the origin. A lice’s assigns her signalthe

bivalie 0 (1) ifthe realpart ofthe sent am plitude x is

positive (negative). T he states j i are then sent through

Eve’s dom ain to Bob. Bob perform s a heterodyne m ea—

surem ent on the received states ; , which ism athem at-

ically equivalent to a profction onto a coherent state

ji= jx+ iyi. He obtains the m easurem ent outcom e

w ith probability

1

p( J)=-h JjgJji 3)

and assigns a bit value 0 (1) whenever hism easurem ent
outcom e , ispositive (negative).

A fter Bob hasm easured out the received states, A lice
announces partially the am plitude of the sent signals as
a= fjxJF ygand Bob announces respectively partially
hism easurem ent outcome asb= fj;j yg. Aswewil
see In Sec. V, this announcem ent w ill enable us to de—
com pose the problem into e ective independent binary
channels.

III. REPLACEMENT OF THE SOURCE AND
COMPLETE TOMOGRAPHIC MEASUREMENTS

T he starting point of our analysis is that we rephrase
the state preparation step in the prepareand-m easure
setup in an entanglem entbased way. T his can be done by
supplying A licew ith a suitable source ofentangled states.
O ne part of the entangled state is kept by A lice w hereas
the other part is sent through the quantum channel to
Bob. This schem e is a valid description of the prepare—
and-m easure schem g, ifa m easurem ent perform ed by A
ice onto her part of the entangled state e ectively pre—
pares the desired conditional state of the prepareand-
m easure schem e w ith the proper a priori probabilities.
Aswe show later, this can be done for the protocol in—
troduced in the previous section. M oreover, both m ea—
surem ents perform ed by A lice and Bob tum out to be
tom ographical com plete in our case.

A fter preparing n entangled states, A lice and Bob
share the state ,; , sihoe we restrict Eve to collective
attacks. W ihout loss of generality one can assum e that

ap Orighates from a pure three party state j apr 1.
Eve holds the purifying environment g of ap which
sum m arizes her know ledge about the distributed states.

A s we restrict ourselves to the case when both m ea-
surem ents perform ed by A lice and Bob are tom ographic
com plete, they can In principle reconstruct their shared
state ap . However, we skip details of the tom ography
In our analysis as we are only interested in evaliating
the secret key rate in the asymptotic Iimit asn ! 1 .
T herefore, the security analysis presented here can be



considered as ncom plete. The ain is to Investigate what
the rate one can expect to nd assum ing that one solves
the additional steps mvolving the estin ate of the state
shared by A lice and Bob.

From the purity of state j aprpi L follows from
Schm idt’'s decom position that ap = t: j aseih asze J
and g = tmp J are ih ape jhave the sam e eigenval-
ues. Eve’s reduced density m atrix gy isthen determ ined
up to an arbitrary unitary operation on her system by
the state tom ography. This In tum ocom pletely deter-
m nes Eve’s know ledge about the distributed signals.

In the follow ing we apply this kind of analysis to our
protocol from Sec. IT in a realistic scenario.

IV. APPLICATION TO THE GAUSSIAN
CHANNEL

Tt has been shown by G rosshans et al. [@] that A -
ice’s state preparation can fom ally be described in an
entanglem ent based schem e. Tt corresoonds to a situa—
tion where A lice has a source under her control that pro—
duces tw o-m ode squeezed states ja g oi. IfA lice perfom s
a heterodyne m easurem ent onto her part of the state,
she e ectively prepares a coherent state in the B © system
w ith G aussian a priori probability. A s the source of two—
m ode squeezed states isunder her control, she can choose
a suiable squeezing param eter so that she indeed e ec—
tively prepares coherent states w ith the proper a priori
probability [Z). Thepart B ° ofthe state isthen passed to
Bob through Eve’s dom ain. Bob perfom s a heterodyne
m easurem ent on the received state. Since this m easure-
m ent is tom ographical com plete, we can directly apply
the reasoning of the last section to this speci ¢ protocol
and obtain the state n Eve’s hand.

For the state tom ography step, i is worth noting that
A lice’s reduced density matrix o = tr ap is xed by
preparing coherent states j i w ith the a priori probabilk-
ities given by Eq. [2). One can therefore param eterize
A lice’s subsystem by the varance  of the probability
distrbbution p( ). M oreover, it su ces to check the con—
ditionalstates , to estin ate Eve'’s interference w ith the
signals. H owever, we do not consider arbirary noise in —
posed by Eve on the conditional states, but lim i our
security analysis to a scenario which is typically encoun—
tered In experin ents: we assum e that the statesBob re—
ceives are attenuated by the loss in the quantum chan-—
nel and the conditional probability distrbutionsp( 7 )
as given by Eq. [3) still have G aussian form but are
broadened by a factor

2

=2 == 1 ; )
vac X
the so called excess noise. Here, ibs «x denotes the ob—

served variance of the classical probability distribution
B) and 2. « isthe corresponding variance of the vac-
uum . W e have included the factor2 so that ourde nition
of the excess noise m atches the one given In Ref. [1] via

quadrature—‘m easurem ents. T he quadrature operator R
is de ned as R = 91—5(3+ aY), where & and &Y is the
photon annihilation and creation operator. A s a further
assum ption, we suppose that the channel adds the sam e
am ount of noise in both quadratures, so that Bob e ec—
tively veri esthat he receives digplaced them alstatesas
conditional states, denoted by . Then the probability
of Bob getting the m easurem ent outcom e  conditioned
on A lice sending a coherent state wih amplitude is
given by Eq. [3) as

p( J)= T)e 2+ : )

Since Bob’s subsystem can be characterized by the esti-
m ated channel param eters, the totalbipartite state a3
is given by the lnput variance , the excessnoise and
the loss A s m entioned before, the know ledge g
determ nes Eve’s quantum state g up to an arbitrary
unitary operation on her system when com plete tom o—
graphic m easurem ents are availble. It then follow s that
Eve'’s know ledge about the signals is xed by the set of
parameters , and . Therefore, all attacks perform ed
by E ve give her exactly the sam e am ount of Inform ation
about the signals as long as the channelcan be veri ed to
be G aussian. In particular, this m eans that attacks like
the entangling cloner [8] or the am pli er attack [9, [15]
are equivalent in this setting and E ve retains the whole
purifying environm ent. R ecent results conceming the op—
tim ality of G aussian attacks, when the full tom ographic
infom ation is not available, can be found in 24,125].

Here one can pick a speci c attack to construct Eve's
ancilla system g, which is only restricted In the sense
that the conditionalstates , thatBob receives are ther-
m al states and Eve retains the whole purifying environ-—
mentof ; .On theotherhand, the pint probability dis-
tribbution p( ; ) of A lice preparing an input state w ith
am plitude and Bob obtaining a m easurem ent outcom e

is xed by the state tom ography. It follow s that Eve'’s
conditional states j 7 i already contain all her know -
edge about the distribbuted signals. T hese statesare pure,
since they can be thought of origihating from a profgc—
tion m easurem ent of the pure three party state j ase i-
E quivalently, Eve’s inform ation can also sum m arized in
the m atrix ofallpossble overlapsh 7 j 7 1.

W e w il proceed to calculate a lower bound on the se—
cret key ratew ith the speci ed discretisation to bit~valies
of continuousoutcomes and . ktumsoutthat in this
caeEvew ille ectively have to distinguish non-G aussian
stateson an in nite dim ensionalH ibert space to nferthe
bivalue. Since this is hard to solve in general, we ap—
ply an approach to de ne e ective binary channelsaswe
have already done in 28] and Jt A lice and B ob partially
announce and . This partial know ledge w ill becom e
available to Eve, who then only needs to distinguish two
nonorthogonalstates on a two din ensionalH ibert space,
so that we can evaluate easily all related quantities.



V. EFFECTIVE BINARY CHANNELS

T he security analysis presented here is lim ited to the
collective attack scenario, so that the bipartite state be-
tween A lice and Bob affer n uses of the quantum chan—
nel is sin ply Ag . Consequently, Bob’s m easurem ent
outcom es  on subsequent signals are independent. Sup—
pose now that A lice announces the m odulus of the real
part j y jand the in agihary part , ofthe prepared am —
plitude = ;+ i y.Now Bob know s that the state he
receives can only origihate from the two possble states
J J xJ+ i yiand that in each distributed state one bit
of classical nform ation is encoded. E ach distrdbution of
a signalbetween A lice and B ob corresponds to the use of
an e ective binary channelde ned by A lice’s announce—
m ent and Bob’sm easurem ent. From Eq. [2) follow sthat
both possble input states occur w ith equal probability.
T he probability of A lice m aking a certain announcem ent
a= fj xF y9 can bedirectly calculated form Eq. [2) as

p@ =pHtJxJitiy)+pl J«it1iy)

1 ja

=2p(J xJt 1iy)=—e 7z : (6)

B ob perfomm s a heterodyne m easurem ent on the received
state. T he probability that he gets them easurem ent out-
com e afterthe announcem ent ofA lice can be calculated
from Eq. [) as

p( R;0)p@;0)+ p( R;Lp@;l)
p@;0) + p@;l)

p( &)=
1 . .
=3 ©( 370+ p( R;1) ; (7)

w here we have characterized the two possble values or
theamplitude = J yxJj+ i y by the encoded bitvalie
0 or 1 and the announcem ent a. T he conditional prob—
abilities for Bob obtaining the m easurem ent result for
given announcem ent a are directly given by [@) as

P 2 P— 2
2 2<(x Jx])2+"(y y))
—e ®)

5;0) =
p( #;0) ot )
(x+" 753 29%+ (y P7 y)?
p( Ril)= — e 2( = ),
2+ )

Sin ilar to the announcem ent of A lice, we et B ob record
the m easured for each signal and publicly announce
b= fjxF y9.From Eq. [I) ©llows that

p(+jxj+ iyja)z p( jx]+ iyja);

so that the probability for B ob m aking an announcem ent
b given A lice announced a is

pbr) = 2ptJxJjt 1,3R): ©

Both announcem ents of A lice and Bob for a given dis—
tributed state w ill then de ne one e ective binary chan-
nel. Furthem ore, the error probability for B ob assigning

the w rong bit-value can be com puted from [8) as

o = pbit+ &;il) . 10)
p i+ 8;0)+ pbi+ #;1)

where we have chosen to describe Bob’s m easurem ent
outcome by the announcem ent b and the sign of the
measured 4, which corresponds to Bob’s decision on a
bitwvalue. R espectively the error probability e when he
obtained a negative sign for them easured , is given by

pb; #;0)

e = :
pl; 300+ pl; ;1)

11)

From Eq. [@) follows that each e ective binary channel
de ned by the announcem ents ofa and b is sym m etric In
the error rate, since

e = e e e(j ijsz I e ra— (12)
1+e
holds. Each distributed state between A lice and Bob

w ith announced a and b therefore corresponds to the use
ofan e ective sym m etric binary channelw ith error rate
easgiven by [[2). Each inform ation channel contributes
an am ount of1 H ¥ to them utualinfom ation betw een
A lice and Bob, whereas H P™ is the entropy of a binary
sym m etric channel,

HPP () =

e log, () 1 elog, 1 e): 13)

The total mutual inform ation between A lice and Bob
I 3 can be calculated asa sum overalle ective binary
channels weighted w ith the appropriate probabilities [6)
and [@) as
Z Z
dj xJ d yp@) (14)
°z 1 Z 1
dj«3
0 1

Lis =

d,pbp) 1 H™" (@)

Since the error rate e only depends on the announced
values of j yjand j xjone can carry out parts of the

integration analytically to sin plify [I4) as
2
dj xJp(d xJ 15)
Z

Lias =
0

djxJp JxJJixJ 1 Hbin ()]

0
T he total probability p (J x JIJ x ) that Bob announces a
particular value j y jfor a given announcem ent a ofA lice

can be derived from [7) and [8) as

Z
P JxJixJ = d y pbh) 16)
s 1
2 206 x3# 573 x9)? 206 x3 " 73 %92
= . e 2+ +e 2+
@2+ )



and the probability that A lice announces j y Jj llow s
from [@) as

PG« = d ypa)= —e 3 : a7

1

W e have now quanti ed them utual Inform ation betw een
A lice and Bob. A s m entioned before, Eve's inform ation
about the signals is summ arized in holding conditional
quantum states j ‘ i. The announced values ofa and b
give herpartial inform ation about the distributed signals.
In particular, she know sthe e ective binary channelthat
has been used by A lice and Bob and the error rate e of
that channel. In other words, E ve know s for a given an—
nouncem ent ofa and b that she holds a convex com bina—
tion of the fur possble states 357 4357 4355 4351
In her ancilla system , where 0 (1) corresponds to an en—
coded bitvalie0 (1) by A liceand + ( ) toBob cbtaining
a positive (hegative) m easurem ent outcome for .. The
state #® that Eve holds fora given announcem ent fa;bg
can thus be w ritten as

ab — } h(l

2
.ab . b
+e jg;blhg;

.ab . ab . .ab . ab .
e) jO;+lhO;+j+ J1; lhl; J

1
3+ 3RS s 18)

The state 2™ can be interpreted as a uniform m ixture of
states corresponding to di erent encoded bi~valies

b
+ ¢ ; (19)

orasa unifom m ixture of states corresponding to di er—
ent signs ofthe m easured 4

; 1 o o
e T @0)
w ith
o7 = @ @35Zingl I+ €35l il
o e3P el iRl s
b .ab . b . sab . b .
= e3giihgl 3+ e3P ih IR
=@ @iiPiniP 3+ e3P ih (P 3 @1)
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IfEvewantsto Inferthe encoded bit~valie, shee ectively
has to distinguish the states ” and ;. This case is
common in Q KD and we referto it asdirect reconciliation
DOR).Asalready m entioned, there exists an lnequivalent
way to distill a key from exchanged quantum states in
CV QKD :w ih the use of strict one-way com m unication
In the classical post-processing step of the protocol, one
can force Eve to infer B ob’sm easurem ent outcom e rather
than the encoded bit<alie. T hism ethod is called reverse
reconciliation and was rst pointed out by G rosshans [1,
g]. For the speci ¢ protocol investigated here thism eans
that Eve has to discrin lnate 2® and 2%
e ective binary channel in the RR schem es.

for a given

VI. LOWER BOUND ON SECRET KEY RATE

Theain ofthisarticle isto com pute a achievable lower
bound on the secret key rate for our speci ed prepare—
and-m easure QKD using coherent states. By now we
have shown that Eve’s know ledge about the distributed
signals, given a certain e ective binary channel is used,
is sum m arized in the quantum states 3 and $* forthe
DR schemesor :” and *® when RR is applied. In the
follow ing, we use a result by D evetak and W inter 1],
which gives a Iower bound on the secret key rate as a
function of the states that E ve has to distinguish. This
approach is valid in the collective attack scenario and
oneway classical post-processing. Then the secret key
rate G isbounded from below by

G Ls ; @2)

wih being Holevo’s quantity R9]. Since we investigate
a practical QKD scheme wih a speci ed m easurem ent
setup, we have replaced the H olevo quantity between A -
ice and Bob in theorem (1) of R1]1by the classicalm utual
Inform ation I g . The Holevo quantity isde ned as

Xl
=5S() piS ( 1) 23)
i=0
Xl
o= Pi i7
i= 0
whereS ( )= tr( log ) denotesthe von Neum ann en—

tropy and the ; are the states that Eve needs to distin—
guish. The announcam ents of a and b divide the state
distrdbution into independent binary channels. It ©llow s
that we can apply the bound [23) to each e ective bi-
nary channel de ned by the announcement of a and b
separately. The contrbution to the m utual inform ation
between A lice and Bob per use of an e ective binary
channelis1 H P™ ), where the binary entropy H P (e)
isgiven by Eq. [[3). An upperbound forEve’s inform a—
tion about the signals for a given announcem ent can be
w ritten according to Eq. [23) as

h i

; by 1 ; .
=s(*®) s P +s P o

DR 2

when the key bit is detem ined by A lice’s encoding pro—
cedure as in the DR schem es or as
h i

ajb _ o ab .
AR =S(%) - s 7 +5s ; (25)

when a RR scheme is applied. W e have used that the
a priori probabilities p; = % In a given e ective binary
channel for both RR and DR, as can be seen from Egs.
[I9) and [20). Hence we have to calculate the von Neu—
m ann entropies of the states de ned in Egs. (I8) and
[21) to bound Eve’s know ledge about the key. A lower

bound can then be cbtained with the help ofEgs. [d),



[@) and [[3) by summ ing over all independent e ective
binary channels as
Z Z Z
G dj «7 d yp@)
0 1 0

Zl
dypba) 1
1

dj xJ (@6)
Hbjn (e) ab ;

where the Holevo quantity 2% is given by Eq. [24) i
the DR schemesand by Eq. [28) in the RR case. In the
follow ing we w ill explicitly calculate the Holevo quanti-
ties for these tw o types of protocols for a lossy and noisy
G aussian quantum channel.

VII. EVE’'S INFORMATION

W e have pointed out that all collective attacks that
Eve m ight perform on the distributed signals are uni-
tarily equivalent if the quantum channel between A lice
and Bob can be veri ed as being sym m etric and G aus—
sian, assum ing that Eve retains the whole purifying en—
vironm ent. Tt is convenient to pick a speci ¢ attack w ith
these properties to estin ate Eve'’s know ledge about the
distrbuted signals. H ere, we have chosen the entangling
cloner attack [B] to carry out the calculation. In this at—
tack, Eve taps o the signals sent by A lice w ith a beam —
splitter and feeds one half of a two m ode squeezed state
In unused port of the beam —splitter. In doing so, the sig—
nals becom e attenuated according to the tranam ittivity
of the beam —gplitter and she Introduces G aussian excess
noise on Bob’s side. The am ount of squeezing she uses
In preparing her two m ode squeezed state relates to the
excess noise seen by Bob. M ore speci cally, the state
shared between Eve and Bob conditioned on A lice send—
Ing a coherent state j 1 can be constructed via

Jpei=Kem, ( ez, ()33 Pis, Pie, ;@)
w ih
Koz, ()= e @'h ba) 28)

X Y+ e
SEl;Ez():e@2 ==

whereasE 1 ;E , labelthem odes in Eve’s hand, §E 1B, ()
denotes the two-m ode squeezing operator w ith squeez—
ing param eter = ré as can be fund, or example,
in Ref. [BC]. The unitary Kp 5, ( ) is associated to a
beam -splitter w ith tranam ittivity via the identi cation
T = oos(z ). The operators B;é‘l and & are the bosonic
anihilation operators associated with the modesE1;E,
and B . From this, one can calculate B ob’s received states
by tracing out E ve’s subsystem . It iseasy to see that from
Bob’spoint ofview Evee ectively infcts a thermm alstate
In the beam —splitter so that Bob w ill cbserve G aussian
noise. The am ount of excess noise  is related to the
squeezing param eter = rd as = 2snifr( ).

From Eq. [27), one can calculate Eve's states § 7 i
conditioned on A lice sending a coherent state j i and
Bob cbtaining them easurem ent outcom e by pro cting
J pglonto] i.Asbefre, werelhbelthestatej ' iin
term s of the announcem ent fa;bg, the encoded bivalie
i2 £0;1g and the sign of Bob’s m easurem ent outcom e
k2 f+; gas ji;fi. Since Eve's system is xed up to
an arbirary globaluniary on her system by the tom og-
raphy step, i is su cient to calculate the m atrix of all
possible overlaps h jf 3 Ej‘;;f i to estin ate Eve’s know ledge.
Tt tums out that the overlaps can be w ritten as

ajb.abb. _
h i;]f)j 3t (219)
1 Be ! ael ABe 1
B Bé 1 aBe' "t net &
@ net ABe ! 1 1 BBe ! A
ABe it *i Ae t Bet 1
(30)
w ih
A=¢e (@ =—)) (31)
= e (§1+ )
O ne can get rid ofthe phase factors dependingon and

by muliplying the states j‘;f i by appropriate phase
factors. This is possible, sihce we are only interested In
the construction of states of the fom
X
. .ab. b
= pWk)I I 32)
ik

ascan be seen from Egs. [18) and [2I)). The states are
obviously Invariant under this transform ation.
The m atrix of overlaps [29) is then of the form

O 1 5 a ap!?
ajb.ab. B 1 AB A C
D3 sn - 8 A AB 1 B 2
AB A B 1
1 A 1 B
T a1 B 1 33)

From that i follow s that one can w rite the states jifi
as

Jii= 3170 G4)
w ith

ha;b .ab.

o I3 1=A=e(*2<(1 ) (35)

h3P4ePi- g = e (im);
w here we already replaced the squeezing param eter by
the excessnoise  observed by Bob.

Since the states under investigation can be w ritten as
a product [34) oftwo states in two din ensional H ibert



spaces, one can expand them as

.ab.

Jo 1= &J oit+t aJ i (36)
3371i= 0j ol ajai 67
and
3%Pi= 9 ,i+c g i 38)
3*Pi=c i ¢ i 39)

where j gi and J ;1 form a set of orthonom al basis
states for the H ibert space spanned by 3271 and j57”1.
Respectively j y iand j 1ifom an orthogonalbasis for
the space spanned by j3*1i and §°”i. The coe cints
s, & and ¢ depend on the e ective binary chan—

nel labeled by a and b, though we suppress these indices

now to sim plify the notation. It is in portant, how ever,
to keep In m Ind that we estin ate E ve’s know ledge about
the signals for each e ective channel independently. T he
nom alization condition reads

. 2 . 2 . 2 . 2
FoJ+t I =RJ+x J=1: (40)
and
R0F  :F=hni"ii%i-a @1)
2 2 biab.
=37 ® J=hi"3""i=B

is xed by the overlaps (39). In this basis the state 2®
ofEq. [18) can be written as

wie § 0 0 1 2e)ggeac
ajb _ B 0 ZCofJZ f a ZG)CQClC,LC 0 % . 42)
0 1 2e)gac c e F 0 !
1 2e)gac c 0 0 mir F
w hich has the eigenvalues
1, oy R . .o ..
2= wie F+ mfe T Foie F+ mF¥e )’ e ofx Fmtr F 43)
1, L. d— . o ..
34 = 5 wief+ mie § FoFrF+ m¥e $)° 1l6e@ oir Fnie F

so that we can calculate the rst temm ofEgs. [24) and
23) w ith the help ofEgs. [43),[41)),0) and [35) via the
equation
X
IS ( a;b) —

1log, ;: 44)

i

T he explicit expression is om itted here.

A . D irect reconciliation

In the DR protocols, E ve has to discrin inate the states

2% and 3 asde ned in Egs. [2I) in order to infer the

. 2
Fol G
. 2
G F1J a
. 2
FoJ
SO

ey

ajb _

It iseasy to see that there existsa unitary U wih |

a ab

U 2PUY, so that S (3%) = S (™). The eigenvalues of

s @

bi~value encoded by A lice. These can be expressed in
product orm [34) as

h i
7= 357" @ @3TPinIPir e3*Pin P
@5)

h
ab ab. ab

1
7= 317" @ @3 PP ir e3tin 1T

W ih the help of the basis states j ¢i, j 1iand j + i,
j 1ithese states can be w ritten as

2

> J @ 2e5¢c @6)
2e)c o T J

.2
T ] 1l 2e)c.c

.2

2e)c ¢ T J
I
the state S;b can be obtained by st diagonalizing the



sub-m atrices and then taking the tensor product. T hen
ab

o reads,
ap_ 10 o0
° T 00 0 ¢ @n
In its eigenbasis. T he eigenvalues 2;2 are given by
1 S
0 2. 2
2= 5 1 1 1lee@ @I & J) 48)

so that the entropy S ( 3%°) can be com puted w ith the help
of Egs. [12), B9, [EI) and [48) and Eve’s know ledge
about the distrbuted signals In the DR protocolisupper
bounded by

b b by,
22 =8 s(3M); 49)
w here again the explicit expression is om itted.
.2
ab _ ] C &
' g c =7
L2
ab £ J Cc C
= .2
ST ¥* 3
Sin ilar as in the previous subsection, the states 2 and

f;b are unitarily equivalent, so that i su ces to calcu—

late S (™) to detem ine the upper bound [25) of Eve's
Infom ation about the signals for the RR protocols. T he
elgenvalues ;, of ;¥ tum out to be

! 1 CIl
1;2 2

lee e (i :T) i 62
so that we can easily estin ate Eve's know ledge about the

distribbuted states w ith the help of Egs. [E2)and [44) as

ab

=5 5(3M): (53)

V III. SECRET KEY RATE AND

POSTSELECTION

By now , we have calculated the Individualtem s ofan
upper bound 2% on Eve’s inform ation about the raw
key or DR and orRR protocols, given that an e ective
Informm ation channel is used. W e have also shown that
the mutual nfom ation shared between the two honest
parties per e ective binary channel labeled by the an—
nouncement ofa and b isgiven by 1  H®®, with g °®
being the entropy of a symm etric binary channel [13).

B . R everse reconciliation

In the RR scham es, the key bits are determ ined by the
sign ofBob’sm easured , com ponent. Hence, Evehasto
discrin inate the corresponding states 2% and *% 1)
fora given e ective binary channel. T hese can be w ritten
w ith the help of Eq. [34) as

h i

2= 3P @ @35 EP i e3 MGy
(50)

1

h
ab .ab., ab.

= 3" @ @3 Te e3P gy

In the j 9i, j 1iand j + i, jJ ibasis, these states read

3:032 1 2e)ga 51)
L 2o s
T 32 1 2e)ga
T 2e)co 1]

T he total secret key rate can thusbe calculated asa sum
over all binary channels according to Eq. [26). Since
neither them utual nfom ation (I H ™) between A lice
and Bab nor Eve's nfom ation 2® depend on the an—
nounced values of | and , one can sinplify Eq. 24)
as
Z z
G dj xJp(G I
0 0
1 Hbjn (e) ab
Z Z
= dj xJp@ xJ
0 0

djxJPOx33 xJ

djxJpGxJJ <) I@b);
(54)

w here the probabilittiesp (j x ) andp(j xJJ x ) are given
by Egs. [I7) and [@8).

The temn I (a;b) quanti es the average inform ation
theoretic advantage ofA lice and B ob over E ve fora given
e ective channel. Since we have calculated this quantity
for all channels separately, we can in prove the perfor-
m ance of the protocols by disn issing e ective channels
whenever I (a;b) isnegative and hence E ve know sm ore
about the distributed signals than A lice and Bob. This
procedure is called postselection. Even in absence of
noise, a postselection procedure is for exam ple necessary
to lead to a positive secret key rate beyond 3 dB losses for
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FIG. 1l: Optimal values for the nput variance vs. loss
1 for various protocols. A 1l graphs shown correspond to
an excessnoise  of2% .

theDR protocols [2]. ForRR schem es, alle ectivebinary

channels contribute a positive am ount to the secret key

rate, ifone only takes losses in the quantum channel into

acoount 28]. In this scenario, postselecting the m easure—
m ent outcom es cannot in prove the secret key rate. T his
is however no longer true if the channel In poses excess
noise on the signals, so that postselection can in prove
the perform ance of the RR scheam es in thism ore general
setting.

IX. NUMERICAL RESULTS AND DISCUSSION

Now we have everything at hand to evaluate the secret
key rate G num erically. For a given excess noise  and
trangamn ission we can optin ize the Input variance for
best perform ance. O ptim alvalues for the Input variance

are given in Fig. [[). For num erical purposes, we
restrict ourselves to vary the variance between 0:1 and
3. The optim al vardance diverges in the Iimit ! 1.
Apart from that, the optim al variances f2all well inside
the region In which we optin ize

Fig. [ shows our resuls for the RR and the
postselected DR scheme. A s expected, the secret key
rate G decreases with iIncreasing excess noise =
£0;0:02;004;0:06;008;0:1g. However, the noise a ects
the non-postselected RR scheme much stronger than
the postselected DR scheme PS-DR).The RR protocol
loosesm ost of its initial advantage even for a low excess
noise of 2 $ . This can be counteracted by introducing
a postselection step In the RR protocols, as proposed In
R81.

A ffer Introducing a postselection step in the RR
schem e (P S-RR), the protocol perform s m ore robustly
against ncreasing excess noise , as can be seen In Fig.
[B). Now the PS-RR schem e perfom s better than the

o

secret key rate G
S

0.2 0.4 0.6 0.8 1
loss=1-n

FIG .2: Com parison ofthe secret key rate G versus loss 1
fortheP SDR (dashed lines) and theRR (solid lines) schem e.
T he secret key rates shown correspond to an excess noise
of £0;0:02;0:04;006;008;0:1g and decrease w ith increasing
excess noise.

o

secret key rate G
3

0 0.2 0.4 0.6 0.8
loss 1-n

FIG. 3: Combination of postselection and reverse recon—

ciliation. Secret key rates G are pltted for the PS-DR

(dashed lines) and the PSRR (solid lines) protocols and ver-

sus the channel loss 1 The excess noise varies as
= £0;0:1;02;0:3g.

DR counterpart for all valies of the excess noise, though
the behavior ofthe secret rate getsm ore and m ore sin ilar
for increasing excessnoise. T his show sagain that it isad-
vantageous to com bine postselection w ith reverse recon-—
ciliation forbest perform ance in the presence ofG aussian
noisy quantum channels. H owever, here we assum e that
all observed excess noise occurs in the quantum channel
and can therefore be exploited by Eve. A s a benchm ark,
one can tolerate an excess noise of about = 02 if the
quantum channelhas 50% tranam ittivity. It follow s that
the applicability ofthe protocols is very lim ited w ith this



conservative assum ption.

A . Two-way com m unication

T he security analysis presented here assum es that the
com m unication between A lice and Bob in the classical
postprocessing step is strictly oneway. From a practi-
calpoint of view however, it is favorable to give lower
bounds to the secret key rate G for two-way com m uni-
cation, since these kind of protocols can easily be in -
plem ented with known error correction procedures like
CASCADE. In principle, the bound [22) requires one—
way comm unication to be used. This can be circum —
vented how ever, ifone revealsall inform ation to E ve that
is In principle obtainable by an eavesdropper when two—
way classical postprocessing is used. Follow ing earlier
treatm ent n Ref. [31], one can assum e for two-way er—
ror correction the worst-case scenario in which the pre-
cise position of the errors In Bob’s data becom e publicly
known. T hen it does not m atter anym ore, w hether A lice
or w hether Bob m ake subsequent announcem ents. N ote
that in CASCADE, Bob’sannouncen ents are com pletely
determm ined by the errorposition, and therefore no longer
need to be taken into account when calculating the cost
of error correction. G iven this know ledge, Eve can up-—
date the state 2® [I8) that summ arizes her know ledge
about the distrbuted signals and the ram aining com m u—
nication can be chosen to be oneway. Then Eq. [22)
is again valid, but the states 2® now inclide this addi
tional nform ation. It follow s that Eve either holds the
state

; 1 .ab . b o .ab . b .

RPemor= 5 JowANGY I+ ITTAMITI 65
or

ab 1 .ab . ab . .ab . ab .

error E jO; lho; Jt 31;+lh1;+ J (56)

In her ancilla system . O bviously, the probability that an
error in the bi assignm ent occurs isgiven by e. It isthen
easy to show that Eve’s Inform ation about the signals for
a given announcem ent (a;b) isbounded by

ab _ ab
2 way € error

ab ab .
eriror + (l e)s m’) error [/

w hereas the second line follow s from the fact that here
Eve has to distinguish pure states. Furthem ore, since

+ 1 e 2P (57)

no error

= eS

ab ab : . . asb —
T emor @and 22 are unitarily equivalent, S 7, =
ab
S & error and
ab _ ab _ ab .
2 way S er"ror =S m’) error * (58)

The entropy S ¢*__ . is given by the eigenvalues
2 way of ab B9). I is straight Hrward to show

1;2 no error

that these are given by
T ' s - Al o s = (59)
2 way
2

= frf+r ufr
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FIG .4: Secret key ratesG for postselected protocols and two—
way communication (solid lines) in com parison to the one-—
way PS-DR protocol (dashed lines). The excessnoise vardes
between 0 and 0 as in Fig. [). For = 0, the curve for
two-way com m unication coincidesw ith the one fortheP S-DR
protocol.

with F; % FimFik § mmplctly given by Egs.[0)
and [4I)).

Figure [4) shows our num erical results for the secret
key rate G with two-way comm unication in com parison
to the postselected DR results. If there is no channel
excess noise  present, we recover our previous result
thatthe DR -P S rate coincidesw ith the tw o-way rate R8].
M oreover it can be seen that the know ledge about the er—
rorpositions doesnot In prove E ve’sposition signi cantly
In our analysis. Even in the presence of excess noise ,
the DR-P S rate gives a good approxin ation to the two—
way bound. A practical im plem entation using two-way
error correction codes like CASCADE w illtherefore yield
a secret key rate close to the oneway DR-P S rate.

B . P ractical error correction

W e extend our analysis presented here to a m ore re—
alistic scenario and take the e ect of a non-ideal error
correction procedure into acoount.

The key rate [B4) gives the theoretical achievable key
rate if a perfect error correction procedure is available.
In practise how ever, error correction codes that work ex—
actly at this so called Shannon 1m it [3Z2] are not known.
R ealistic error correction codes, ke CASCADE [B3]lwork
close to that lim it. This can be Included by m odifying
Eq. [B4) as

Z Z

G dj xJpG «J
0 0

1 fEEPR @ 2P ; (60)

djxJP0x3J «xI



e |[f()

001|1.16
0.05|1.16

011|122
0.15(1.32

TABLE I:E ciency ofCascade [133] for di erent values ofthe
error rate e

0.1

secret key rate G
S

10

6 . !
0 0.2 0.4 0.6 0.8
loss 1-n

FIG . 5: Secret key rates G for postselected protocols using
the tw o-w ay error correction scheme CASCADE (solid lines).
For com parison, key rates for the PS-RR protocolw ith one—
way codes, that are ase cient asCASCADE are also shown
(dashed lines). The excess noise vardies between 0 and 0:1
asin Fig. ).

w here the function f () represents the e ciency of the
error correction procedure and is a function of the error
rate e. A s a benchm ark, we assum e that the used error
correction isase cientasCASCADE .Forournum erical
evaluation, we thereforeuse a linear tto thevaliesgiven
in Tablll. Fortwo-way com m unication, E ve’s know ledge

a® i Eq. [60) is given by Eq. [58). Follow ing this ap—
proach, we can give secret key rateswhich are attamnable
w ith todays technology. Num erical results are shown in
Fig. [@).
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R everse reconciliation clearly requiresone-w ay com m u—
nication. On the other hand, developing practical and
e clent oneway codes is still work in progress. It is
therefore interesting to see how m uch secret key rate one
would gain if one applies a oneway code that is as ef-

cient as CASCADE . This can easily com puted via Eq.
[60) whereas 2P isgivenby Eq. [49) HrtheD R protocol
orby Eq. [53) orthe RR schem e.

Fig. [@) shows also a com parison between two-way
protocols and P S-RR . T he error correction procedure is
assum ed to havethe sam ee ciency asCASCADE .k can
be seen that oneway PS-RR hasa signi cant advantage
over the attainable two-way protocol only for very low
values of the channel excess noise . This indicates that
the developm ent of e cient one-way codes, as currently
under Investigation by several groups, w ill signi cantly
bene t RR protocols if the channel excess noise can be
assum ed to be of the order of a few percent.

X. CONCLUSION

In conclusion, we have addressed security issues for a
CV-OQKD scham e In a practical setting. It is in portant
to nclude a postselection procedure in both the RR and
DR schem es to ensure that the protocols perform robust
against G aussian excess noise.

W e have shown that a In plem entation using two-way
error correction yields a secret key rate close to the rate
of the oneway direct reconciled protocol. A s the ex—
cess noise Increases, the secret key rates for the oneway
direct or reverse reconciled protocols becom e m ore and
m aore sin ilar to the ones obtainable by two-way com —
m unication. F inally, we com pute the secret key rate for
a protocol that is readily im plem entable using the error
correction code CASCADE.
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