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W einvestigatethesecurity againstcollectiveattacksofa continuousvariablequantum key distri-

bution schem e in the asym ptotic key lim itfora realistic setting.The quantum channelconnecting

the two honestpartiesisassum ed to be lossy and im posesG aussian noise on the observed quadra-

turedistributions.Secretkey ratesaregiven fordirectand reversereconciliation schem esincluding

postselection in thecollectiveattack scenario.Thee�ectofa non-idealerrorcorrection and two-way

com m unication in the classicalpost-processing step isalso taken into account.

PACS num bers:

I. IN T R O D U C T IO N

Thegoalofquantum key distribution (Q K D)isto dis-

tribute a key between two honestparties,usually called

Alice and Bob, which is provably secure against any

eavesdropperEve.Itisassum ed thatEveisonly lim ited

bythelawsofphysics.From apracticalpointofview,im -

plem entationsusing coherentstatesasinputsignalsand

variationsofhom odyne [1,2,3,4,5,6]detection seem

to beprom ising,sincethey can readily berealized exper-

im entally. M oreover,it has been suggested that hom o-

dynedetection can beperform ed athigh repetition rates

in continuousvariable(CV)Q K D to boostthesecretkey

rate [1].The security ofthese schem eshasbeen investi-

gated before[1,7,8,9,10,11,12,13,14,15]and uncon-

ditionalsecurity hasbeen proven forlossesofup to 1.4

dB [16]. Though advancing our understanding ofthese

schem es,no analysishasbeen provided thatwould give

an unconditionalsecure key over channels with higher

lossesorchannelsim posing excessnoiseon the observed

quadratures. In this article we willpresent an analysis

that derives a security result under the assum ption of

collectiveattacksand theobservation ofG aussian noise.

The result is derived in the in�nite key lim it,thus ig-

noringstatisticale�ects.Though restricted in thissense,

therearestrong indicationsthattheserestriction can be

lifted,so thatourresults,ifsuccessfully com bined with

otherresultswilllead to the desired unconditionalsecu-

rity. W e expectthis willbe a fairrepresentation ofthe

(stillm issing)fullunconditionalsecurity proof.W ecom -

pare di�erenttechniquesofextracting a secretkey from

shared classicaldata such aspostselection (PS)and re-

versereconciliation (RR).M oreover,ourapproach can be

m odi�ed to include two-way com m unication in the clas-

sicalpost-processing step ofthe protocoland non-ideal

errorcorrection.

Any Q K D protocolcan bethoughtofconsistingoftwo

phases. The goalofthe �rst phase is to distribute an

e�ectively entangled state between Alice and Bob [17,

18]. This entanglem ent does not need to be present in

actualphysicalsystem s. Instead,it can be brought in

asa theoreticalconstruct[17,19],asexplained in m ore

detailin Sec. III.In practise,Alice and Bob willuse a

prepare-and-m easureschem e,where Alice encodessom e

bit-value iinto non-orthogonalsignalstates. She sends

a sequence ofn such states over the quantum channel

to Bob. In general,Eve m ightinteractcoherently with

these n states. W e restrict ourselves here to the case

ofcollectiveattacks,whereEveattachesan independent

probetoeach signal.Then thetotalstateshared between

Alice and Bob willbe oftensorproductform �

 n

A B
.

Eve, however, m ay keep her quantum states �E ;i,

which sum m arize allher knowledge about the sent sig-

nalsuntilthesecond phaseoftheprotocoliscom pleted.

In this phase,Alice and Bob use an authenticated but

otherwise insecure classicalchannelto correctforerrors

in theirbit-stringsand to cutoutEve’sknowledgeabout

thekey (privacy am pli�cation)[20].Theinform ation sent

overthe classicalchannelbecom esavailable to Eve who

then can optim ize her collective m easurem ents on the

quantum states. For this scenario ofcollective attacks,

we apply the generic approach by Devetak and W inter

[21]to givea lowerbound on the secretkey rate.

Thesecurity analysispresented hereappliesto thesit-

uation wherethequantum channelconnecting Aliceand

Bob islossy with single-photon transm ittivity � and im -

poses G aussian excess noise � on the quadrature distri-

butions.Thiskind ofnoiseistypically seen in theexper-

im ents[22,23]. Ithasbeen shown thata distillation of

a secretkey in CV-Q K D isonly possible when

� < 2� ; (1)

becauseotherwisethecorrelationsbetween Aliceand Bob

could have originated from a separable state [7]. Here,

theexcessnoise� isdeterm ined via hom odynem easure-

m ents.Itcan easily beveri�ed thatourcalculated lower

bounds on the secret key rate for the various types of

protocolsarewellin theregim eofquantum correlations.

In thisarticle,wecom paredi�erentapproachesto dis-

tilla key fora CV prepare-and-m easureschem e.W e as-

sum e thatthe quantum channelbetween Alice and Bob

can beveri�ed tobeG aussian through tom ographiccom -
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plete m easurem entsand thatEve isrestricted to collec-

tive attacks. W hile the observation ofa G aussian chan-

neliscertainly a restriction,itshould benoted thatthis

scenario is typically encountered in practise. M oreover,

recent work [24,25]indicates that the G aussian attack

m ightbeoptim alforthenon-postselected protocolscon-

sidered here. However,itisstillan open problem to re-

latethisresulttoprotocolsincludingannouncem entsand

postselection.Furtherm ore,thereishopeto �nd a quan-

tum de Finettilike argum ent[26]valid in the regim e of

continuousvariablestoextend thesecurityagainstcollec-

tiveattacksto unconditionalsecurity,asthiscan already

bedonein �nitedim ensions.Sinceweareonly interested

in the key rate in the asym ptotic lim it,we do notcon-

sider any �nite size e�ects in our analysis. A com plete

security proofwould haveto resolvetheseissues.

W econsideraprotocolwhereAliceusescoherentstates

as signals and send through Eve’sdom ain to Bob,who

perform s a heterodyne m easurem ent onto the received

states. Itisknown thatone can im prove the secretkey

rate ifone introducesreverse reconciliation (RR)[1,8].

Thism eansthatBob decideson araw keybased upon his

m easurem ent results and consequently sends Alice cor-

rection inform ation overthe public channelin the error

correction step ofthe protocol.Anotherway to im prove

the perform ance ofthe protocolis to em ploy postselec-

tion (PS)[14]: Bob only retains m easurem ent outcom es

thatareclosely correlated to Alicein orderto gain som e

advantage overEve. Thisapproach can lead to positive

secret key rates for direct reconciliation (DR) schem es

beyond the so called 3dB losslim it[27]. Since both ap-

proachesarenotm utualexclusive,weconsidercom bina-

tionsofDR and RR with PS.Ifonetakesarealisticerror

correction protocolinto account,ithasbeen shown that

it is necessary to introduce a postselection step in the

RR protocols to retrieve the initialadvantage that RR

hasoverDR [28].

This article is organized asfollows. In Sec. IIwe in-

troduce the Q K D protocolunder investigation. Then

we describe the state distribution schem e in an entan-

glem entbased schem e. The factthatstate distribution

in our protocolcan be seen as Alice and Bob perform -

ing tom ographic com plete m easurem entsletsusrestrict

Eve’sknowledgeaboutthesignals.Thisisapplied to the

G aussian noisy channelin the next section. In Sec. V

we m odify ourprotocoland letAlice and Bob partially

announce theirm easurem entoutcom es.Thisde�nesin-

dependente�ective binary channels. Next,we calculate

a lower bound on the secret key rate for each binary

channelindependently.Thelastsection containsthenu-

m ericaloptim ized secretkey ratesand ourconclusion.

II. T H E P R O T O C O L

W e considera prepare-and-m easureschem ewhereAl-

ice encodes her bit value into the m odulation of co-

herent states j�i as signals. The com plex am plitude

� = �x + i�y is chosen atrandom according to a sym -

m etricG aussian probability distribution

p(�)=
1

2��
e
�

j� j2

2� ; (2)

centered around theorigin.Alice’sassignshersignalthe

bitvalue0 (1)iftherealpartofthesentam plitude�x is

positive(negative).Thestatesj�iarethen sentthrough

Eve’sdom ain to Bob. Bob perform sa heterodyne m ea-

surem enton the received states��B ,which ism athem at-

ically equivalent to a projection onto a coherent state

j�i= j�x + i�yi. He obtainsthe m easurem entoutcom e

� with probability

p(�j�)=
1

�
h�j�

�
B j�i (3)

and assignsa bitvalue 0 (1)wheneverhism easurem ent

outcom e�x ispositive(negative).

AfterBob hasm easured outthe received states,Alice

announcespartially the am plitude ofthe sentsignalsas

a = fj�xj;�yg and Bob announcesrespectively partially

his m easurem entoutcom e asb = fj�xj;�yg. As we will

see in Sec. V,this announcem ent willenable us to de-

com pose the problem into e�ective independent binary

channels.

III. R EP LA C EM EN T O F T H E SO U R C E A N D

C O M P LET E T O M O G R A P H IC M EA SU R EM EN T S

The starting pointofouranalysisisthatwe rephrase

the state preparation step in the prepare-and-m easure

setup in an entanglem entbased way.Thiscan bedoneby

supplyingAlicewith asuitablesourceofentangled states.

O nepartoftheentangled stateiskeptby Alicewhereas

the other part is sent through the quantum channelto

Bob. This schem e is a valid description ofthe prepare-

and-m easureschem e,ifa m easurem entperform ed by Al-

ice onto her part ofthe entangled state e�ectively pre-

pares the desired conditionalstate ofthe prepare-and-

m easure schem e with the proper a priori probabilities.

As we show later,this can be done for the protocolin-

troduced in the previous section. M oreover,both m ea-

surem ents perform ed by Alice and Bob turn out to be

tom ographicalcom plete in ourcase.

After preparing n entangled states, Alice and Bob

share the state �

 n

A B
,since we restrict Eve to collective

attacks.W ithoutlossofgenerality one can assum e that

�A B originates from a pure three party state j	 A B E i.

Eve holds the purifying environm ent �E of�A B which

sum m arizesherknowledgeaboutthe distributed states.

As we restrict ourselves to the case when both m ea-

surem entsperform ed by Alice and Bob aretom ographic

com plete,they can in principle reconstructtheirshared

state �A B . However,we skip details ofthe tom ography

in our analysis as we are only interested in evaluating

the secret key rate in the asym ptotic lim it as n ! 1 .

Therefore,the security analysis presented here can be
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considered asincom plete.Theaim isto investigatewhat

therateonecan expectto �nd assum ing thatonesolves

the additionalsteps involving the estim ate ofthe state

shared by Alice and Bob.

From the purity of state j	 A B E i it follows from

Schm idt’sdecom position that�A B = trE j	 A B E ih	 A B E j

and �E = trA B j	 A B E ih	 A B E jhave the sam e eigenval-

ues.Eve’sreduced density m atrix �E isthen determ ined

up to an arbitrary unitary operation on her system by

the state tom ography. This in turn com pletely deter-

m inesEve’sknowledgeaboutthe distributed signals.

In the following we apply thiskind ofanalysisto our

protocolfrom Sec.IIin a realisticscenario.

IV . A P P LIC A T IO N T O T H E G A U SSIA N

C H A N N EL

It has been shown by G rosshans et al. [8]that Al-

ice’s state preparation can form ally be described in an

entanglem ent based schem e. It corresponds to a situa-

tion whereAlicehasa sourceunderhercontrolthatpro-

ducestwo-m odesqueezed statesj�A B 0i.IfAliceperform s

a heterodyne m easurem ent onto her part ofthe state,

shee�ectively preparesa coherentstatein theB 0system

with G aussian a prioriprobability.Asthesourceoftwo-

m odesqueezed statesisunderhercontrol,shecan choose

a suitable squeezing param eterso thatshe indeed e�ec-

tively preparescoherentstates with the propera priori

probability(2).ThepartB 0ofthestateisthen passed to

Bob through Eve’sdom ain. Bob perform sa heterodyne

m easurem enton the received state. Since thism easure-

m ent is tom ographicalcom plete,we can directly apply

the reasoning ofthe lastsection to thisspeci�c protocol

and obtain the statein Eve’shand.

Forthestatetom ography step,itisworth noting that

Alice’s reduced density m atrix �A = tr�A B is �xed by

preparing coherentstatesj�iwith thea prioriprobabil-

ities given by Eq. (2). O ne can therefore param eterize

Alice’s subsystem by the variance � ofthe probability

distribution p(�).M oreover,itsu�cesto check thecon-

ditionalstates��B to estim ateEve’sinterferencewith the

signals.However,wedo notconsiderarbitrary noiseim -

posed by Eve on the conditionalstates, but lim it our

security analysisto a scenario which istypically encoun-

tered in experim ents:weassum ethatthe statesBob re-

ceivesareattenuated by theloss� in thequantum chan-

neland the conditionalprobability distributions p(�j�)

as given by Eq. (3) stillhave G aussian form but are

broadened by a factor

� = 2

�
� 2
obs

�x

� 2
vac�x

� 1

�

; (4)

the so called excessnoise.Here,� 2
obs

�x denotesthe ob-

served variance ofthe classicalprobability distribution

(3)and � 2
vac�x isthe corresponding varianceofthevac-

uum .W ehaveincluded thefactor2sothatourde�nition

ofthe excessnoise m atchesthe one given in Ref.[7]via

quadrature-‘m easurem ents.The quadrature operator x̂

is de�ned as x̂ = 1p
2
(̂a + ây), where â and ây is the

photon annihilation and creation operator.Asa further

assum ption,we suppose thatthe channeladdsthe sam e

am ountofnoise in both quadratures,so thatBob e�ec-

tively veri�esthathereceivesdisplaced therm alstatesas

conditionalstates,denoted by ��B .Then the probability

ofBob getting the m easurem entoutcom e � conditioned

on Alice sending a coherent state with am plitude � is

given by Eq.(3)as

p(�j�)=
2

�(2+ �)
e
�

2j� �
p
� � j

2

2+ � : (5)

Since Bob’ssubsystem can be characterized by the esti-

m ated channelparam eters,the totalbipartitestate�A B
isgiven by the inputvariance �,the excessnoise � and

the loss �. As m entioned before, the knowledge �A B
determ ines Eve’s quantum state �E up to an arbitrary

unitary operation on her system when com plete tom o-

graphicm easurem entsareavailable.Itthen followsthat

Eve’sknowledge aboutthe signalsis�xed by the setof

param eters�,� and �.Therefore,allattacksperform ed

by Evegiveherexactly thesam eam ountofinform ation

aboutthesignalsaslongasthechannelcan beveri�ed to

be G aussian. In particular,thism eansthatattackslike

the entangling cloner [8]or the am pli�er attack [9,15]

are equivalentin thissetting and Eve retainsthe whole

purifyingenvironm ent.Recentresultsconcerningtheop-

tim ality ofG aussian attacks,when the fulltom ographic

inform ation isnotavailable,can be found in [24,25].

Here one can pick a speci�c attack to constructEve’s

ancilla system �E ,which is only restricted in the sense

thattheconditionalstates��B thatBob receivesarether-

m alstatesand Eve retainsthe whole purifying environ-

m entof��B .O n theotherhand,thejointprobability dis-

tribution p(�;�) ofAlice preparing an input state with

am plitude� and Bob obtaining a m easurem entoutcom e

� is�xed by the statetom ography.ItfollowsthatEve’s

conditionalstates j��;�i already contain allher knowl-

edgeaboutthedistributed signals.Thesestatesarepure,

since they can be thoughtoforiginating from a projec-

tion m easurem entofthe purethreeparty statej	 A B E i.

Equivalently,Eve’sinform ation can also sum m arized in

the m atrix ofallpossibleoverlapsh��;�j��
0
;�

0

i.

W e willproceed to calculate a lowerbound on the se-

cretkeyratewith thespeci�ed discretisationtobit-values

ofcontinuousoutcom es� and �.Itturnsoutthatin this

caseEvewille�ectively havetodistinguish non-G aussian

stateson anin�nitedim ensionalHilbertspacetoinferthe

bit-value. Since this is hard to solve in general,we ap-

ply an approach to de�nee�ectivebinary channelsaswe

havealready donein [28]and letAliceand Bob partially

announce � and �. Thispartialknowledge willbecom e

availableto Eve,who then only needsto distinguish two

nonorthogonalstateson atwodim ensionalHilbertspace,

so thatwecan evaluateeasily allrelated quantities.
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V . EFFEC T IV E B IN A R Y C H A N N ELS

The security analysispresented here is lim ited to the

collectiveattack scenario,so thatthe bipartite state be-

tween Alice and Bob aftern usesofthe quantum chan-

nelis sim ply �

 n

A B
. Consequently, Bob’s m easurem ent

outcom es� on subsequentsignalsareindependent.Sup-

pose now that Alice announces the m odulus ofthe real

partj�xjand theim aginary part�y oftheprepared am -

plitude � = �x + i�y.Now Bob knowsthatthe statehe

receivescan only originate from the two possible states

j� j�xj+ i�yiand thatin each distributed state one bit

ofclassicalinform ation isencoded. Each distribution of

a signalbetween Aliceand Bob correspondsto theuseof

an e�ective binary channelde�ned by Alice’sannounce-

m entand Bob’sm easurem ent.From Eq.(2)followsthat

both possible input states occurwith equalprobability.

Theprobability ofAlicem aking a certain announcem ent

a = fj�xj;�yg can bedirectly calculated form Eq.(2)as

p(a)= p(+ j�xj+ i�y)+ p(� j�xj+ i�y)

= 2p(j�xj+ i�y)=
1

��
e
�

jaj2

2� : (6)

Bob perform sa heterodynem easurem enton thereceived

state.Theprobabilitythathegetsthem easurem entout-

com e� aftertheannouncem entofAlicecan becalculated

from Eq.(5)as

p(�ja)=
p(�ja;0)p(a;0)+ p(�ja;1)p(a;1)

p(a;0)+ p(a;1)

=
1

2
(p(�ja;0)+ p(�ja;1)) ; (7)

where we have characterized the two possible valuesfor

theam plitude� = � j�xj+ i�y by the encoded bit-value

0 or1 and the announcem enta. The conditionalprob-

abilitiesforBob obtaining the m easurem entresult� for

given announcem enta aredirectly given by (5)as

p(�ja;0)=
2

� (2+ �)
e
� 2

„

(� x �
p
� j� x j)

2
+ (� y �

p
� � y )

2

2+ �

«

(8)

p(�ja;1)=
2

� (2+ �)
e
� 2

„

(� x +
p
� j� x j)

2
+ (� y �

p
� � y )

2

2+ �

«

:

Sim ilarto theannouncem entofAlice,weletBob record

the m easured � for each signaland publicly announce

b= fj�xj;�yg.From Eq.(7)followsthat

p(+ j�xj+ i�yja)= p(� j�xj+ i�yja);

sothattheprobability forBob m akingan announcem ent

bgiven Alice announced a is

p(bja)= 2p(+ j�xj+ i�yja): (9)

Both announcem ents ofAlice and Bob for a given dis-

tributed state willthen de�ne onee�ectivebinary chan-

nel.Furtherm ore,theerrorprobability forBob assigning

the wrong bit-value can be com puted from (8)as

e
+
=

p(b;+ ja;1)

p(b;+ ja;0)+ p(b;+ ja;1)
; (10)

where we have chosen to describe Bob’s m easurem ent

outcom e � by the announcem ent b and the sign ofthe

m easured �x,which correspondsto Bob’sdecision on a

bit-value.Respectively theerrorprobability e� when he

obtained a negativesign forthem easured �x isgiven by

e
�
=

p(b;� ja;0)

p(b;� ja;0)+ p(b;� ja;1)
: (11)

From Eq. (5)followsthateach e�ective binary channel

de�ned by theannouncem entsofa and bissym m etricin

the errorrate,since

e
+
= e

�
� e� e(j�xj;j�xj)=

1

1+ e
8
p
� j� x jj� x j

2+ �

(12)

holds. Each distributed state between Alice and Bob

with announced a and bthereforecorrespondsto theuse

ofan e�ective sym m etric binary channelwith errorrate

easgiven by (12).Each inform ation channelcontributes

an am ountof1� H bin tothem utualinform ation between

Alice and Bob,whereasH bin isthe entropy ofa binary

sym m etricchannel,

H
bin
(e)= � elog2(e)� (1� e)log2(1� e): (13)

The total m utual inform ation between Alice and Bob

IA :B can be calculated asa sum overalle�ective binary

channelsweighted with theappropriateprobabilities(6)

and (9)as

IA :B =

Z 1

0

dj�xj

Z 1

� 1

d�y p(a)� (14)

�

Z 1

0

dj�xj

Z 1

� 1

d�y p(bja)
�
1� H

bin
(e)

�
:

Since the error rate e only depends on the announced

values ofj�xjand j�xjone can carry out parts ofthe

integration analytically to sim plify (14)as

IA :B =

Z 1

0

dj�xjp(j�xj)� (15)

�

Z 1

0

dj�xjp
�
j�xj

�
�j�xj

��
1� H

bin
(e)

�
:

The totalprobability p(j�xjjj�xj)thatBob announcesa

particularvaluej�xjfora given announcem enta ofAlice

can be derived from (7)and (8)as

p
�
j�xj

�
�j�xj

�
=

Z 1

� 1

d�y p(bja) (16)

=

s

2

� (2+ �)

�

e
�

2(j� x j+
p
� j� x j)

2

2+ � + e
�

2(j� x j�
p
� j� x j)

2

2+ �

�
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and the probability that Alice announces j�xj follows

from (6)as

p(j�xj)=

Z 1

� 1

d�yp(a)=

r
2

��
e
�

j� x j
2

2� : (17)

W ehavenow quanti�ed them utualinform ation between

Alice and Bob. Asm entioned before,Eve’sinform ation

about the signals is sum m arized in holding conditional

quantum statesj��;�i.The announced valuesofa and b

giveherpartialinform ationaboutthedistributed signals.

In particular,sheknowsthee�ectivebinary channelthat

hasbeen used by Alice and Bob and the errorrate e of

thatchannel.In otherwords,Eveknowsfora given an-

nouncem entofa and bthatsheholdsa convex com bina-

tion ofthe fourpossible statesj�
a;b

0;+ i;j�
a;b

0;� i;j�
a;b

1;+ i;j�
a;b

1;� i

in herancilla system ,where 0 (1)correspondsto an en-

coded bit-value0(1)byAliceand + (� )toBob obtaining

a positive (negative)m easurem entoutcom e for�x. The

state�a;b thatEveholdsfora given announcem entfa;bg

can thusbe written as

�
a;b

=
1

2

h

(1� e)

�

j�
a;b

0;+ ih�
a;b

0;+ j+ j�
a;b

1;� ih�
a;b

1;� j

�

+ e

�

j�
a;b

0;� ih�
a;b

0;� j+ j�
a;b

1;+ ih�
a;b

1;+ j

�i

: (18)

Thestate�a;b can beinterpreted asa uniform m ixtureof

statescorresponding to di�erentencoded bit-values

�
a;b

=
1

2

�

�
a;b

0 + �
a;b

1

�

; (19)

orasa uniform m ixtureofstatescorrespondingto di�er-

entsignsofthe m easured �x

�
a;b

=
1

2

�

�
a;b

+ + �
a;b

�

�

; (20)

with

�
a;b

0 = (1� e)j�
a;b

0;+ ih�
a;b

0;+ j+ ej�
a;b

0;� ih�
a;b

0;� j

�
a;b

1 = (1� e)j�
a;b

1;� ih�
a;b

1;� j+ ej�
a;b

1;+ ih�
a;b

1;+ j

�
a;b

+ = (1� e)j�
a;b

0;+ ih�
a;b

0;+ j+ ej�
a;b

1;+ ih�
a;b

1;+ j

�
a;b

� = (1� e)j�
a;b

1;� ih�
a;b

1;� j+ ej�
a;b

0;� ih�
a;b

0;� j: (21)

IfEvewantstoinfertheencoded bit-value,shee�ectively

has to distinguish the states �
a;b

0 and �
a;b

1 . This case is

com m onin Q K D andwerefertoitasdirectreconciliation

(DR).Asalready m entioned,thereexistsan inequivalent

way to distilla key from exchanged quantum states in

CV-Q K D:with theuseofstrictone-way com m unication

in the classicalpost-processing step ofthe protocol,one

can forceEvetoinferBob’sm easurem entoutcom erather

than theencoded bit-value.Thism ethod iscalled reverse

reconciliation and was�rstpointed outby G rosshans[1,

8].Forthespeci�cprotocolinvestigated herethism eans

that Eve has to discrim inate �
a;b

+ and �
a;b

� for a given

e�ective binary channelin the RR schem es.

V I. LO W ER B O U N D O N SEC R ET K EY R A T E

Theaim ofthisarticleistocom puteaachievablelower

bound on the secret key rate for our speci�ed prepare-

and-m easure Q K D using coherent states. By now we

have shown thatEve’sknowledge aboutthe distributed

signals,given a certain e�ective binary channelis used,

issum m arized in thequantum states�
a;b

0 and �
a;b

1 forthe

DR schem esor�
a;b

+ and �
a;b

� when RR isapplied.In the

following,we use a result by Devetak and W inter [21],

which gives a lower bound on the secret key rate as a

function ofthe statesthatEve hasto distinguish. This

approach is valid in the collective attack scenario and

one-way classicalpost-processing. Then the secret key

rateG isbounded from below by

G � IA :B � � ; (22)

with � being Holevo’squantity [29].Sinceweinvestigate

a practicalQ K D schem e with a speci�ed m easurem ent

setup,wehavereplaced theHolevo quantity between Al-

iceand Bob in theorem (1)of[21]by theclassicalm utual

Inform ation IA :B .The Holevo quantity � isde�ned as

� = S(�)�

1X

i= 0

piS(�i) (23)

� =

1X

i= 0

pi�i;

whereS(�)= � tr(�log2�)denotesthevon Neum ann en-

tropy and the �i arethe statesthatEveneedsto distin-

guish. The announcem ents ofa and b divide the state

distribution into independentbinary channels.Itfollows

that we can apply the bound (23) to each e�ective bi-

nary channelde�ned by the announcem ent ofa and b

separately. The contribution to the m utualinform ation

between Alice and Bob per use of an e�ective binary

channelis1� H bin(e),wherethebinary entropy H bin(e)

isgiven by Eq.(13).An upperbound forEve’sinform a-

tion aboutthe signalsfora given announcem entcan be

written according to Eq.(23)as

�
a;b

D R
= S(�

a;b
)�

1

2

h

S

�

�
a;b

0

�

+ S

�

�
a;b

1

�i

; (24)

when the key bitisdeterm ined by Alice’sencoding pro-

cedureasin the DR schem esoras

�
a;b

R R
= S(�

a;b
)�

1

2

h

S

�

�
a;b

+

�

+ S

�

�
a;b

�

�i

; (25)

when a RR schem e is applied. W e have used that the

a priori probabilities pi =
1

2
in a given e�ective binary

channelforboth RR and DR,ascan be seen from Eqs.

(19)and (20).Hence we have to calculate the von Neu-

m ann entropies ofthe states de�ned in Eqs. (18) and

(21) to bound Eve’s knowledge about the key. A lower

bound can then be obtained with the help ofEqs. (6),
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(9) and (13) by sum m ing over allindependent e�ective

binary channelsas

G �

Z 1

0

dj�xj

Z 1

� 1

d�y p(a)

Z 1

0

dj�xj� (26)

�

Z 1

� 1

d�y p(bja)
��
1� H

bin
(e)

�
� �

a;b
	
;

where the Holevo quantity �a;b is given by Eq. (24) in

the DR schem esand by Eq.(25)in the RR case.In the

following we willexplicitly calculate the Holevo quanti-

tiesforthesetwo typesofprotocolsfora lossy and noisy

G aussian quantum channel.

V II. EV E’S IN FO R M A T IO N

W e have pointed out that allcollective attacks that

Eve m ight perform on the distributed signals are uni-

tarily equivalent ifthe quantum channelbetween Alice

and Bob can be veri�ed as being sym m etric and G aus-

sian,assum ing thatEve retainsthe whole purifying en-

vironm ent.Itisconvenientto pick a speci�cattack with

these properties to estim ate Eve’sknowledge aboutthe

distributed signals.Here,wehavechosen theentangling

clonerattack [8]to carry outthe calculation.In thisat-

tack,Evetapso� thesignalssentby Alicewith a beam -

splitterand feedsone halfofa two m ode squeezed state

in unused portofthebeam -splitter.In doing so,thesig-

nals becom e attenuated according to the transm ittivity

ofthe beam -splitterand she introducesG aussian excess

noise on Bob’s side. The am ount ofsqueezing she uses

in preparing hertwo m ode squeezed state relatesto the

excess noise seen by Bob. M ore speci�cally,the state

shared between Eveand Bob conditioned on Alice send-

ing a coherentstate j�ican be constructed via

j	
�
B ;E i= R̂ B ;E 1

(�)̂SE 1;E 2
(�)j�iB j0iE 1

j0iE 2
; (27)

with

R̂ B ;E 1
(�)= e

�

2
(ê1

y
b̂� b̂

y
ê1) (28)

ŜE 1;E 2
(�)= e

� �ê1
y
ê2

y
+ �

�
ê2 ê1 ;

whereasE 1;E 2 labelthem odesin Eve’shand,ŜE 1;E 2
(�)

denotes the two-m ode squeezing operator with squeez-

ing param eter � = rei� as can be found,for exam ple,

in Ref. [30]. The unitary R̂ B ;E 1
(�) is associated to a

beam -splitterwith transm ittivity � via theidenti�cation
p
� = cos(�

2
).Theoperators b̂;ê1 and ê2 arethe bosonic

anihilation operators associated with the m odes E 1;E 2

and B .From this,onecan calculateBob’sreceived states

bytracingoutEve’ssubsystem .Itiseasytoseethatfrom

Bob’spointofview Evee�ectively injectsatherm alstate

in the beam -splitter so that Bob willobserve G aussian

noise. The am ount ofexcess noise � is related to the

squeezing param eter� = rei
 as� = 2sinh2r(1� �).

From Eq. (27),one can calculate Eve’s states j��;�i

conditioned on Alice sending a coherent state j�i and

Bob obtainingthem easurem entoutcom e� by projecting

j	 �
B ;E ionto j�i.Asbefore,werelabelthestatej�

�;�iin

term softheannouncem entfa;bg,theencoded bit-value

i2 f0;1g and the sign ofBob’s m easurem ent outcom e

k 2 f+ ;� g as j�
a;b

i;k
i. Since Eve’s system is �xed up to

an arbitrary globalunitary on hersystem by thetom og-

raphy step,it is su�cient to calculate the m atrix ofall

possibleoverlapsh�
a;b

i;k
j�
a;b

j;l
ito estim ateEve’sknowledge.

Itturnsoutthatthe overlapscan be written as

h�
a;b

i;k
j�
a;b

j;l
i= (29)

=

0

B
B
@

1 B e� i� Aei AB ei � i�

B ei� 1 AB ei + i� Aei 

Ae� i AB e� i � i� 1 B B e� i�

AB e� i + i� Ae� i B ei� 1

1

C
C
A

(30)

with

A = e
� (� 2

x(1�
�

1+ �
)) (31)

B = e
� (�2

x

�

1+ �
):

O necan getrid ofthephasefactorsdepending on � and

 by m ultiplying the states j�
a;b

i;k
i by appropriate phase

factors. Thisispossible,since we are only interested in

the construction ofstatesofthe form

� =
X

i;k

p(i;k)j�
a;b

i;k
ih�

a;b

i;k
j; (32)

ascan beseen from Eqs.(18)and (21).Thestates� are

obviously invariantunderthistransform ation.

Them atrix ofoverlaps(29)isthen ofthe form

h�
a;b

i;k
j�
a;b

j;l
i=

0

B
@

1 B A AB

B 1 AB A

A AB 1 B

AB A B 1

1

C
A

=

�
1 A

A 1

�




�
1 B

B 1

�

: (33)

From thatitfollowsthatone can write the statesj�
a;b

i;k
i

as

j�
a;b

i;k
i= j�

a;b

i ij�
a;b

k
i (34)

with

h�
a;b

0 j�
a;b

1 i= A = e
� (� 2

x(1�
�

1+ �
)) (35)

h�
a;b

+ j�
a;b

� i= B = e
� (�2

x

�

1+ �
);

wherewealready replaced thesqueezing param eter� by

the excessnoise� observed by Bob.

Since the statesunderinvestigation can be written as

a product(34)oftwo statesin two dim ensionalHilbert



7

spaces,onecan expand them as

j�
a;b

0 i= c0j�0i+ c1j�1i (36)

j�
a;b

1 i= c0j�0i� c1j�1i (37)

and

j�
a;b

+ i= c+ j�+ i+ c� j�� i (38)

j�
a;b

� i= c+ j�+ i� c� j�� i; (39)

where j�0i and j�1i form a set of orthonorm albasis

statesforthe Hilbertspace spanned by j�
a;b

0 iand j�
a;b

1 i.

Respectively j�+ iand j�� iform an orthogonalbasisfor

the space spanned by j�
a;b

+ i and j�
a;b

� i. The coe�cients

c0,c1,c+ and c� depend on the e�ective binary chan-

nellabeled by a and b,though wesuppresstheseindices

now to sim plify the notation. Itis im portant,however,

to keep in m ind thatweestim ateEve’sknowledgeabout

thesignalsforeach e�ectivechannelindependently.The

norm alization condition reads

jc0j
2
+ jc1j

2
= jc+ j

2
+ jc� j

2
= 1: (40)

and

jc0j
2
� jc1j

2
= h�

a;b

0 j�
a;b

1 i= A (41)

jc+ j
2
� jc� j

2
= h�

a;b

+ j�
a;b

� i= B

is�xed by the overlaps(35). In thisbasisthe state �a;b

ofEq.(18)can be written as

�
a;b

=

0

B
@

jc0j
2jc+ j

2 0 0 (1� 2e)c0c
�
1c+ c

�
�

0 jc0j
2jc� j

2 (1� 2e)c0c
�
1c+ c

�
� 0

0 (1� 2e)c�0c1c
�
+ c� jc1j

2jc+ j
2 0

(1� 2e)c�0c1c
�
+ c� 0 0 jc1j

2jc� j
2

1

C
A ; (42)

which hasthe eigenvalues

�1;2 =
1

2

�

jc0j
2
jc� j

2
+ jc1j

2
jc+ j

2
�

q

(jc0j
2jc� j

2 + jc1j
2jc+ j

2)
2
� 16e(1� e)jc0j

2jc� j
2jc1j

2jc+ j
2

�

(43)

�3;4 =
1

2

�

jc0j
2
jc+ j

2
+ jc1j

2
jc� j

2
�

q

(jc0j
2jc+ j

2 + jc1j
2jc� j

2)
2
� 16e(1� e)jc0j

2jc� j
2jc1j

2jc+ j
2

�

;

so thatwe can calculate the �rstterm ofEqs. (24)and

(25)with thehelp ofEqs.(43),(41),(40)and (35)via the

equation

S(�
a;b
)= �

X

i

�ilog2�i : (44)

The explicitexpression isom itted here.

A . D irect reconciliation

In theDR protocols,Evehastodiscrim inatethestates

�
a;b

0 and �
a;b

1 asde�ned in Eqs.(21)in orderto inferthe

bit-value encoded by Alice. These can be expressed in

productform (34)as

�
a;b

0 = j�
a;b

0 ih�
a;b

0 j


h

(1� e)j�
a;b

+ ih�
a;b

+ j+ ej�
a;b

� ih�
a;b

� j

i

(45)

�
a;b

1 = j�
a;b

1 ih�
a;b

1 j


h

(1� e)j�
a;b

� ih�
a;b

� j+ ej�
a;b

+ ih�
a;b

+ j

i

:

W ith the help ofthe basis states j�0i,j�1i and j�+ i,

j�� ithesestatescan be written as

�
a;b

0 =

�
jc0j

2
c�1c0

c�0c1 jc1j
2

�




�
jc+ j

2
(1� 2e)c�+ c�

(1� 2e)c�� c+ jc� j
2

�

(46)

�
a;b

1 =

�
jc0j

2
� c�1c0

� c�0c1 jc1j
2

�




�
jc+ j

2
� (1� 2e)c�+ c�

� (1� 2e)c�� c+ jc� j
2

�

:

Itiseasy to seethatthereexistsa unitary U with �
a;b

0 =

U �
a;b

1 U y,so that S(�
a;b

0 ) = S(�
a;b

1 ). The eigenvalues of

the state �
a;b

0 can be obtained by �rstdiagonalizing the
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sub-m atricesand then taking the tensorproduct. Then

�
a;b

0 reads,

�
a;b

0 =

�
1 0

0 0

�




�
�01 0

0 �02

�

(47)

in itseigenbasis.The eigenvalues�01;2 aregiven by

�
0
1;2 =

1

2

�

1�

q

1� 16e(1� e)(jc+ j
2
jc� j

2
)

�

: (48)

sothattheentropyS(�
a;b

0 )canbecom puted with thehelp

ofEqs. (12),(35),(41) and (48) and Eve’s knowledge

aboutthedistributed signalsin theDR protocolisupper

bounded by

�
a;b

D R
= S(�

a;b
)� S(�

a;b

0 ); (49)

whereagain the explicitexpression isom itted.

B . R everse reconciliation

In theRR schem es,thekey bitsaredeterm ined by the

sign ofBob’sm easured �x com ponent.Hence,Evehasto

discrim inate the corresponding states �
a;b

+ and �
a;b

� (21)

foragiven e�ectivebinarychannel.Thesecan bewritten

with the help ofEq.(34)as

�
a;b

+ = j�
a;b

+ ih�
a;b

+ j


h

(1� e)j�
a;b

0 ih�
a;b

0 j+ ej�
a;b

1 ih�
a;b

1 j

i

(50)

�
a;b

� = j�
a;b

� ih�
a;b

� j


h

(1� e)j�
a;b

1 ih�
a;b

1 j+ ej�
a;b

0 ih�
a;b

0 j

i

:

In the j�0i,j�1iand j�+ i,j�� ibasis,these statesread

�
a;b

+ =

�
jc+ j

2
c�� c+

c�+ c� jc+ j
2

�




�
jc0j

2
(1� 2e)c�0c1

(1� 2e)c�1c0 jc1j
2

�

(51)

�
a;b

� =

�
jc+ j

2
� c�� c+

� c�+ c� jc� j
2

�




�
jc0j

2
� (1� 2e)c�0c1

� (1� 2e)c�1c0 jc1j
2

�

:

Sim ilarasin the previoussubsection,thestates�
a;b

+ and

�
a;b

+ are unitarily equivalent,so thatitsu�cesto calcu-

late S(�
a;b

+ )to determ ine the upperbound (25)ofEve’s

inform ation aboutthesignalsfortheRR protocols.The

eigenvalues�
+
1;2 of�

a;b

+ turn outto be

�
+
1;2 =

1

2

�

1�

q

1� 16e(1� e)(jc0j
2
jc1j

2
)

�

; (52)

sothatwecan easily estim ateEve’sknowledgeaboutthe

distributed stateswith the help ofEqs.(52)and (44)as

�
a;b

R R
= S(�

a;b
)� S(�

a;b

+ ): (53)

V III. SEC R ET K EY R A T E A N D

P O ST SELEC T IO N

By now,wehavecalculated theindividualterm sofan

upper bound �a;b on Eve’s inform ation about the raw

key forDR and forRR protocols,given thatan e�ective

inform ation channelis used. W e have also shown that

the m utualinform ation shared between the two honest

parties per e�ective binary channellabeled by the an-

nouncem entofa and b isgiven by 1� H bin,with H bin

being the entropy ofa sym m etric binary channel(13).

Thetotalsecretkey ratecan thusbecalculated asa sum

over allbinary channels according to Eq. (26). Since

neitherthem utualinform ation (1� H bin)between Alice

and Bob nor Eve’s inform ation �a;b depend on the an-

nounced valuesof�y and �y,one can sim plify Eq. (26)

as

G �

Z 1

0

dj�xjp(j�xj)

Z 1

0

dj�xjp(j�xj
�
�j�xj)�

�
�
1� H

bin
(e)� �

a;b
�

=

Z 1

0

dj�xjp(j�xj)

Z 1

0

dj�xjp(j�xj
�
�j�xj)�I(a;b);

(54)

wheretheprobabilitiesp(j�xj)and p(j�xj
�
�j�xj)aregiven

by Eqs.(17)and (16).

The term �I(a;b) quanti�es the average inform ation

theoreticadvantageofAliceand Bob overEveforagiven

e�ectivechannel.Since wehavecalculated thisquantity

for allchannels separately,we can im prove the perfor-

m ance ofthe protocols by dism issing e�ective channels

whenever�I(a;b)isnegativeand henceEveknowsm ore

aboutthe distributed signalsthan Alice and Bob. This

procedure is called postselection. Even in absence of

noise,a postselection procedureisforexam plenecessary

tolead toapositivesecretkeyratebeyond 3dB lossesfor
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FIG . 1: O ptim al values for the input variance � vs. loss

1� � for various protocols. Allgraphs shown correspond to

an excessnoise � of2% .

theDR protocols[2].ForRR schem es,alle�ectivebinary

channelscontribute a positive am ountto the secretkey

rate,ifoneonly takeslossesin thequantum channelinto

account[28].In thisscenario,postselecting them easure-

m entoutcom escannotim provethesecretkey rate.This

is howeverno longertrue ifthe channelim poses excess

noise� on the signals,so thatpostselection can im prove

theperform anceofthe RR schem esin thism oregeneral

setting.

IX . N U M ER IC A L R ESU LT S A N D D ISC U SSIO N

Now wehaveeverythingathand to evaluatethesecret

key rate G num erically. For a given excess noise � and

transm ission � we can optim ize the inputvariance � for

bestperform ance.O ptim alvaluesfortheinputvariance

� are given in Fig. (1). For num ericalpurposes, we

restrictourselvesto vary thevariance� between 0:1 and

3. The optim alvariance � divergesin the lim it � ! 1.

Apart from that,the optim alvariances fallwellinside

the region in which weoptim ize �.

Fig. (2) shows our results for the RR and the

postselected DR schem e. As expected, the secret key

rate G decreases with increasing excess noise � =

f0;0:02;0:04;0:06;0:08;0:1g. However,the noise a�ects

the non-postselected RR schem e m uch stronger than

the postselected DR schem e (PS-DR).The RR protocol

loosesm ostofitsinitialadvantageeven fora low excess

noise of2 % . This can be counteracted by introducing

a postselection step in the RR protocols,asproposed in

[28].

After introducing a postselection step in the RR

schem e (PS-RR),the protocolperform s m ore robustly

againstincreasing excessnoise �,ascan be seen in Fig.

(3). Now the PS-RR schem e perform s better than the

FIG .2:Com parison ofthesecretkey rateG versusloss1� �

forthePS-D R (dashed lines)and theRR (solid lines)schem e.

The secret key rates shown correspond to an excess noise �

off0;0:02;0:04;0:06;0:08;0:1g and decrease with increasing

excessnoise.

FIG . 3: Com bination of postselection and reverse recon-

ciliation. Secret key rates G are plotted for the PS-D R

(dashed lines)and thePS-RR (solid lines)protocolsand ver-

sus the channel loss 1 � �. The excess noise � varies as

� = f0;0:1;0:2;0:3g.

DR counterpartforallvaluesoftheexcessnoise,though

thebehaviorofthesecretrategetsm oreand m oresim ilar

forincreasingexcessnoise.Thisshowsagain thatitisad-

vantageousto com bine postselection with reverserecon-

ciliation forbestperform ancein thepresenceofG aussian

noisy quantum channels.However,here we assum e that

allobserved excessnoise occursin the quantum channel

and can thereforebeexploited by Eve.Asa benchm ark,

one can tolerate an excessnoise ofabout� = 0:2 ifthe

quantum channelhas50% transm ittivity.Itfollowsthat

theapplicability oftheprotocolsisvery lim ited with this
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conservativeassum ption.

A . T w o-w ay com m unication

The security analysispresented hereassum esthatthe

com m unication between Alice and Bob in the classical

post-processing step is strictly one-way. From a practi-

calpoint ofview however,it is favorable to give lower

bounds to the secretkey rate G for two-way com m uni-

cation,since these kind ofprotocols can easily be im -

plem ented with known error correction procedures like

CASCADE.In principle,the bound (22) requires one-

way com m unication to be used. This can be circum -

vented however,ifonerevealsallinform ation toEvethat

isin principle obtainable by an eavesdropperwhen two-

way classicalpost-processing is used. Following earlier

treatm entin Ref. [31],one can assum e for two-way er-

rorcorrection the worst-case scenario in which the pre-

ciseposition oftheerrorsin Bob’sdata becom epublicly

known.Then itdoesnotm atteranym ore,whetherAlice

orwhetherBob m ake subsequentannouncem ents. Note

thatin CASCADE,Bob’sannouncem entsarecom pletely

determ ined by theerrorposition,and thereforenolonger

need to be taken into accountwhen calculating the cost

oferrorcorrection. G iven this knowledge,Eve can up-

date the state �a;b (18) that sum m arizesher knowledge

aboutthedistributed signalsand therem aining com m u-

nication can be chosen to be one-way. Then Eq. (22)

isagain valid,butthe states�a;b now include thisaddi-

tionalinform ation. It follows that Eve either holds the

state

�
a;b
no error =

1

2

�

j�
a;b

0;+ ih�
a;b

0;+ j+ j�
a;b

1;� ih�
a;b

1;� j

�

(55)

or

�
a;b
error =

1

2

�

j�
a;b

0;� ih�
a;b

0;� j+ j�
a;b

1;+ ih�
a;b

1;+ j

�

(56)

in herancilla system .O bviously,theprobability thatan

errorin thebitassignm entoccursisgiven by e.Itisthen

easy toshow thatEve’sinform ation aboutthesignalsfor

a given announcem ent(a;b)isbounded by

�
a;b

2� way = e�
a;b
error+ (1� e)�

a;b
no error (57)

= eS
�
�
a;b
error

�
+ (1� e)S

�
�
a;b
no error

�
;

whereas the second line follows from the fact that here

Eve has to distinguish pure states. Furtherm ore,since

�a;bno error and �a;berror are unitarily equivalent,S
�
�a;berror

�
=

S
�
�a;bno error

�
and

�
a;b

2� way = S
�
�
a;b
error

�
= S

�
�
a;b
no error

�
: (58)

The entropy S
�
�a;bno error

�
is given by the eigenvalues

�
2� w ay

1;2 of�a;bno error (55). It is straight forward to show

thatthese aregiven by

�
2� w ay

1 = jc0j
2
jc� j

2
+ jc1j

2
jc+ j

2
(59)

�
2� w ay

2 = jc0j
2
jc+ j

2
+ jc1j

2
jc� j

2

FIG .4:Secretkey ratesG forpostselected protocolsand two-

way com m unication (solid lines) in com parison to the one-

way PS-D R protocol(dashed lines).Theexcessnoise� varies

between 0 and 0:1 as in Fig. (2). For � = 0,the curve for

two-way com m unication coincideswith theoneforthePS-D R

protocol.

with jc0j
2;jc� j

2;jc1j
2;jc+ j

2 im plicitly given by Eqs.(40)

and (41).

Figure (4) shows our num ericalresults for the secret

key rate G with two-way com m unication in com parison

to the postselected DR results. Ifthere is no channel

excess noise � present, we recover our previous result

thattheDR-PS ratecoincideswith thetwo-wayrate[28].

M oreoveritcan beseen thattheknowledgeabouttheer-

rorpositionsdoesnotim proveEve’sposition signi�cantly

in ouranalysis. Even in the presence ofexcessnoise �,

the DR-PS rate givesa good approxim ation to the two-

way bound. A practicalim plem entation using two-way

errorcorrection codeslikeCASCADE willthereforeyield

a secretkey ratecloseto the one-way DR-PS rate.

B . P racticalerror correction

W e extend our analysis presented here to a m ore re-

alistic scenario and take the e�ect ofa non-idealerror

correction procedureinto account.

The key rate (54)givesthe theoreticalachievable key

rate ifa perfect error correction procedure is available.

In practisehowever,errorcorrection codesthatwork ex-

actly atthisso called Shannon lim it[32]arenotknown.

Realisticerrorcorrectioncodes,likeCASCADE [33]work

close to that lim it. This can be included by m odifying

Eq.(54)as

G �

Z 1

0

dj�xjp(j�xj)

Z 1

0

dj�xjp(j�xj
�
�j�xj)�

�
�
1� f(e)H

bin
(e)� �

a;b
�
; (60)
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e f(e)

0.01 1.16

0.05 1.16

0.1 1.22

0.15 1.32

TABLE I:E�ciency ofCascade[33]fordi�erentvaluesofthe

errorrate e

FIG .5: Secret key rates G for postselected protocols using

thetwo-way errorcorrection schem eCASCAD E (solid lines).

Forcom parison,key rates for the PS-RR protocolwith one-

way codes,thatare ase�cientasCASCAD E are also shown

(dashed lines). The excess noise � varies between 0 and 0:1

asin Fig.(2).

where the function f(e) represents the e�ciency ofthe

errorcorrection procedure and isa function ofthe error

rate e. Asa benchm ark,we assum e thatthe used error

correction isase�cientasCASCADE.Forournum erical

evaluation,wethereforeusealinear�ttothevaluesgiven

in TableI.Fortwo-waycom m unication,Eve’sknowledge

�a;b in Eq.(60)isgiven by Eq.(58).Following thisap-

proach,wecan givesecretkey rateswhich areattainable

with todaystechnology. Num ericalresultsare shown in

Fig.(5).

Reversereconciliationclearlyrequiresone-waycom m u-

nication. O n the other hand,developing practicaland

e�cient one-way codes is stillwork in progress. It is

thereforeinteresting to seehow m uch secretkey rateone

would gain ifone applies a one-way code that is as ef-

�cientasCASCADE.Thiscan easily com puted via Eq.

(60)whereas�a;b isgivenbyEq.(49)fortheDR protocol

orby Eq.(53)forthe RR schem e.

Fig. (5) shows also a com parison between two-way

protocolsand PS-RR.The errorcorrection procedure is

assum ed tohavethesam ee�ciencyasCASCADE.Itcan

beseen thatone-way PS-RR hasa signi�cantadvantage

over the attainable two-way protocolonly for very low

valuesofthe channelexcessnoise �.Thisindicatesthat

the developm entofe�cientone-way codes,ascurrently

under investigation by severalgroups,willsigni�cantly

bene�t RR protocolsifthe channelexcessnoise can be

assum ed to be ofthe orderofa few percent.

X . C O N C LU SIO N

In conclusion,we have addressed security issuesfora

CV-Q K D schem e in a practicalsetting. Itis im portant

to includea postselection procedurein both theRR and

DR schem esto ensurethattheprotocolsperform robust

againstG aussian excessnoise.

W e have shown thata im plem entation using two-way

errorcorrection yieldsa secretkey ratecloseto the rate

of the one-way direct reconciled protocol. As the ex-

cessnoiseincreases,the secretkey ratesforthe one-way

direct or reverse reconciled protocols becom e m ore and

m aore sim ilar to the ones obtainable by two-way com -

m unication. Finally,we com pute the secretkey rate for

a protocolthatisreadily im plem entable using the error

correction codeCASCADE.
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