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Sin ple and e cient quantum key distribution w ith param etric dow n-conversion
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W e propose an e cient quantum key distribution protocolbased on the photon-pair generation
from param etric down-conversion (D C). It uses the sam e experin ental setup as the conventional
protocol, but a re ned data analysis enables detection ofphoton-num ber splitting attacks by utilizing
Inform ation from a built-in decoy state. A ssum ing the use of practical detectors, we analyze the
unconditional security of the new schem e and show that it in proves the secure key generation rate
by several orders of m agniude at long distances, using a high intensity PD C source.

PACS numbers: 03.67Dd, 03.67.4, 42.651Lm

Quantum key distrdbbution QK D) isa prom ising appli-
cation of quantum inform ation, with which two distant
Jkgitin ate users (the sender A lice and the receiver B ob)
can share a comm on random bit string, known asa secret
key, wih negligble leak to an eavesdropper Eve. The

rst QKD protocol has been proposed by Bennett and
Brassard In 1984, which is called BB 84 [I]. T he original
BB 84 protocolproposes the use of an ideal single-photon
source, and secure key distribbution should be possible up
to the distance at w hich B ob’s photon detection rate and
his dark counting rate are com parabl. Since such an
ideal single-photon source is not available today, weak
coherent pulses W CP s) from attenuated lasers are com —
monly used as a photon source [, 3, 14, 15,16, [7]. The
W CP has two im perfections, the m ultiphoton part and
the vacuum part. The multiphoton part is vulherable
against photon-num ber splitting PN S) attacks [@], and
one m ust reduce the energy ofthe W CP in order to re-
duce the fraction ofthe m ultiphoton part. T his leads to
a very low key rate. The existence of the vacuum part
sin ply leads to a reduction of Bob’s photon detection
rate, resulting In a shorter distance lin it. Recent analy—
ses [9,110] show that the form er problem can be avoided
by random Iy m ixing pulses w ith di erent energies (decoy
states) [L1]. But about half of the pulses are still In the
vacuum state, and hence the distance lim it falls short of
the one w ith the ideal single-photon source.

A nother candidate of photon sources w ithin reach of
current technology is conditional generation of singlke
photons based on param etric down-conversion (PDC)
[L2]. T he state of the photons generated in twom odes A
and S by PDC can be w ritten as [L3]
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where 1i represents the state ofn photons and is the
average photon-pair rate. If A lice m easures the m ode A

FIG.1l: The experin ental setup ofQKD system with PDC.
A lice and Bob choose the bases by polarization rotators
(PR 's). Bob detects the photons by two threshold detectors
D g ’'s) aftera polarizing beam splitter PBS).The inset show s

the photon num ber distrbutions of the triggered events pét)
and the nontriggered events pént), when = 03, a = 05

anddy = 10 ¢ .

by an ideal photon-num berresolving detector w ith unit
e ciency and selects the casesw here jist one photon has

been detected, she would conditionally obtain an ideal
single photon in m ode S. But in practice, shemust use a
threshold (on/o ) detectorw ith nonunite ciency, which

cannot distinguish one from two or m ore photons. In
this case, she selects the cases where the detection has
occurred (triggered events). The good new s is that the
dark count rate of current detectors is very low, and we
can still neglect the vacuum part ofm ode S for triggered
events (see Fig.[dl) . Hence this source achieves the sam e
distance lim it as the ideal source. On the other hand,
the m ode S contains m ultiphotons, which is the same
drawback astheW CP.Onemustdecrease and thereby

reduce the rate of triggering to avoid PN S attacks, lead—
Ing to a severely low key rate. The rem edies for this
problem proposed so far are accom panied by introduc—
tion of additional com plexity to the experin ental setup,
such as the random am plitude m odulation for the use
of decoy states and/or replacing A lice’s detector by de—
tector arrays in space or in tim e dom ain to im prove the
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photon-num ber+esolving ability [14,115].

In this letter, we propose a very sin ple solution. N oth—
Ing is added to the experin ental setup ofthe PDC w ith
a triggering detector. The crux of our new protocol is
to run the BB 84 protocol regardless of whether A lice’s
detector is triggered or not. By com paring the detection
rates for the triggered events and the nontriggered events,
we can detect the presence ofPN S attacks. W e assum e
that threshold detectors are used by A lice and Bob, and
derive a form ula for the unconditionally secure key rate.
Borrow ing the param eters iIn a recent experim ent, our
calculation show s that the key rate is in proved by sev—
eral orders of m agniude com pared to the conventional
security analysis.

W e st ook at the property of A lice’s source com —
posed of PDC with Eq. [d) and a threshold detectorD
wih e ciency a and dark count rated, . Let , be the
probability of detection (triggering) at Da when n pho—
tons are em itted In m ode S. Since n photons are em ited
also in m ode A, we have

n=1 1 da)a A)n1

T hen n-photon em ission events (at rate p, ) are divided
Into the events w ith triggering (at pr(lt)) and the events
), where p,” = p, , and
n); whose distributions typically look like

w ithout triggering (at p,(lnt)
(nt)
Pn =pn(

Fig.[D.

A lice changes the polarization of the pulse In m ode
S according to the BB 84 protoool and sends it to Bob.
Bob m easures this signalby a polarization rotator and a
polarizing beam sgplitter follow ed by two threshold detec—
tors, as in Fig.[Il. W e say the signalis Yetected’ by B cb if
at Jeast one of the detectors clicks. W hen both detectors
click, B ob assum es his outcom e to be a random bit value.
Let Q, be the rate of events where A lice em its n pho—
tons In m ode S and B ob detects the signal. T hese events
are also divided into two groups, the events accom pa-—

nied by A lice’s triggering (@t rate Q I(lt)) and the rest (@t

o), where 0" = 0, , and QS = Q0,1  ,):Be-

hind these relations lies the fact that the state ocfPDC
in Eq. [d) becom es a direct product once we condition
on the photon numbern in m ode S. Hence there should
be no correlations betw een the triggering at D, and any
event occurring nm ode S. T his fact also ensuresthat the
quantum bit ervor rate QBER) e, when A lice em its n
photons in m ode S should be the sam e w hether ornot the
triggering occurs at D 5 . T herefore, the overall detection
rate Q ® and the QBER E ® with triggering, and the
overalldetection rate Q ™ and the QBER E ®Y w ithout

triggering are expressed by

0 t) — Qr(lt); 0 (nt) _ Qr(lnt); (4)
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T hese four quantities are observed in the actualprotocol,
w hile there is no way to m easure directly the contribu-
tions from each photon num ber, except for ey, which is
always 1=2.

W e discuss the security of our protocolby G ottean an—
LoLutkenhausP reskill form ula [16,/17], which isw ritten
as Hllow s r the key rate R ® w ith triggering:

R® =

qf 0 (t) (t) )H, E (t)
(t) (t)

+Qy t0Q; 0 HoE@): ©)

The formula has recently been proved [L8] to be valid
even if Bob’s detection is m ade by threshold detectors
as in Fig.[l, as Iong as the two detectors have the sam e
e clency. Here g(= 1=2) is the protocole ciency, £ € )
is the error correction e ciency, and H , € ) isthebiary
entropy function. Since Q ét), Q 1(t), and e; are not ex—
actly determ ined in the actual protocol, we m ust adopt
the worst value of R ® in the possble range of these pa—
ram eters.

In the conventionalprotocol, we only cbserve Q ® and

E®. I this case, we rely on the obvious inequality
© ®©
Qn

Pn to obtain an uppgr bound on the muli-

photon contribution Q ne 2 Q n This bound

P
is meaningfiil only when Q ® > pmu]ti s ©

Since the scaling to and the channel tranam ission .
isQ® 0 (.) ande:]t])J]tl 0 ( ?), we have to choose
( o)andhenceR® 0 ( 2) atbest, which m eans
a rapid decrease of the key rate against the distance [see
Fig.[2 (© below 1.

Now we will show that observation of nontriggered
events, Q ®Y and E ®Y, Jeads to a signi cant in prove-
m ent of the key rate. The crucial relation is

mu]i:l

07 =m0 @)

where r, n=01 n)= p,(lt)=pr(1nt).Eve cannot alter r,
since it is determ ined by A lice’s param eters a and da .
From Eq. [@), we see

0 < n<umn<r

By comparingr Q ®=0 ®% wih n,'s, we have a clue

about the distrbbution Q r(lt) over the photon num ber. T he

m echanian can be explained in two di erent ways. If

we assum e A lice’s m easuram ent by D occurs earlier,

then i looks as J'f she random ly sw itches between two
@nt)

distrbbutions, fprl g and fpn, ‘g. This is rather sin ilar



to the idea of onedecoy-state QKD [B]. Comparing r

and r, = pr(,t)=pr(,nt) gives a clue about the PN S attacks,
namely, r should be close to r; in the nom al opera—
tion, but it will approach r, if Eve exploits the multi-
photon events. Iffwe assum e A lice’s m easurem ent occurs
after Bob’s detection, we notice that the photon num —
ber distrbbution at m ode A conditioned on Bob’s detec—
tion is proportionalto Q, . Hence A lice physically pos—
sesses the distrdbution about which she wants to leam,
and she makes a measurament by D . The averaged
rate Q ®=Q ®® + 9 ®) should then be com pared w ith

n s, Wwhich is equivalent to the com parison between r and
n = n=(@1 n)-

The rem aining question is whether such a clie is
enough to I prove the key rate signi cantly. In the decoy
state m ethods, we can tailor the num ber and the am pli-
tudes of decoy states at w ill, but here we have no such
freedom except for the strength of PDC. This is an—
swered by conducting a quantitative analysis as follow s.

From Egs. [1) and @), wehave .0 ™ o orn 2.
t)
)

Applying Eq. @) kadsto @ ™0 0o 0
0 l(nt) . W e thus

(t) (t) (nt)
Q © Q 0 Q 1= IQ ) rOQ 0
as a function of the

. s t
dbtain the m ininum vale of Q "
(at)
0 :Q (nt) .

only rem aining unknown param eterx Q

Q, n r (& )X
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From Egs. [@) and [@) with ey = 1=2, an upper bound on
e isgiven by

e o} (t)E (t) 0 ét) e EO 1(t)
2B mx ). (10)
2r () e

In a sin ilar way, we have another bound

(S > ®) nt X) <

Com bining the two bounds, we have

S &) minf &) ne&)g: 1z)

Consequently, in the lim it of lJarge block size w ith which
the estim ation errors are negligble, the key rate from the
triggered events is given by

R(t)zq: Q(t)f(E(t))Hz(E(t))
+Q0 ™ minfrox+ n &)L Hy( ®)g; @13)

where the m ininum is taken over the range 0 X

m inf2E ® (r=ry);2E ®®g. This m inin ization should be
num erically calculated In general, and we give exam ples
later. Before that, we here discuss the scaling of the key
rate R ® against the channel tranam ission .. Up to the

distance at which the In uence of the dark countings of
B ob’s detectors becom es substantial, the error ratesE ®
and E @ are alm ost independent of .. The detection
ratesQ ® and Q @Y areboth proportionalto ., and their
ratio r is also independent of .. Then, the functions

®), +x),and .t ®) are Independent of ., and hence
thekey rate n Eq. [I3) scalesasR® 0 (). ThePDC
strength only a ects the constant factor here, and is
optin um value is independent of .. Thisisa signi cant
In provem ent over the rate of the conventional protocol,
R® 0 (2),

W hen the distance is not so large, we m ay produce
a secret key also from the nontriggered events. In this
case, i ism ore e cient when the error reconciliation is
separately applied to the triggered events and to the non—
triggered events, but the privacy am pli cation is applied
together, nam ely, after the two reconciled keys are con—
catenated. The key rate R ®°®) in this strategy is given
by

RPOM = og®fE®),g®)
0 (nt)f ik (nt))H 5 E (nt)) +0Q (nt)mjl’lf(l‘l' ro)X
X

t0l+mm) KL Hz( &): 14)

The nal key rate is thus given by R =
m axfR Poth) ;R ® g,

N ext, we assum e a channelm odel and show num erical
exam ples ofthe key rate R asa function ofthe distance 1.
Let .= 10 ¥ bethe channeltransn ission, p be the
quantum e ciency ofB ob’sdetectors, and < B.The
background rate pgq of each detector is the com bination
of the rates of the dark count and the stray light, which
are assum ed to happen independently. For sim plicity, we
assum e that both detectors have the sam e background
rate. Q r(,t) is then given by

of=” =1 @ )"a p) 15)
and Q ® is calculated by taking summ ation. Let ey be
the probability that a photon sent from A lice hits the
erroneous detector, w hich is independent ofthe length of
the quantum channel. T hen we have, after som e calcula—
tion,

pa)’
+ ed)";  (@6)

209%,=pP=1 a Hra
@ p)l@ e @

and E ® is calculated by taking summ ation. Q @Y and
E @Y are calculated sin ilarly.

T he values of the param eters are chosen as follow s.
A lice may use a non-degenerate PDC and obtain vis-
ble and telecom -wavelength photons In mode A and
S, repectively. Therefore, we assum e a typical silicon
avalanche photodiode for D, , which hasdy = 10 © and
@ a = 05.Wealso show thecasswith ) A = 01
to see the dependence on . The rem aining param eters
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FIG.2: Achivablk key rates for di erent im plem entations

of BB84. The calculations are done in the case of (@) the
e cient PDC protocolwith , = 05 and dy = 10 %, ()
the e cient PDC protocolwih a = 01 and da = 10 6 ,
(c) dealsinglephoton source, (d) W CP wih in nite number
of decoy states, () W CP wih one decoy state, and (f) the
conventionalPD C protocolwih a = 1land da = 0.

are borrowed from the experim ent by G obby et al. E],
whichare = 021 @B/km ],pq= 85 107, 5 = 0:045,
eg=33BlLandfEY)= £E ®Y) = 122. Foreach
distance 1, we have chosen the optimum valie ¢ for
so that the key rate is highest, and the result is shown In
Fig.Jdascurves (a) and (o). Thestepat 130km ,more
pronounced on curve (b), appears since the nontriggered
events cease to contrbute to the nalkey at this dis-
tance. Beyond this distance, the di erence In 5 causes
a slightly low key generation rate for (). W e have also
shown [curve (f)]the key rate for the conventionalanal-
ysiswith dy = 0 and , = 1. The rem alning param eters
are chosen to be the sam e. In com parison to thiskey rate
wih O ( 5) dependence, the key rates in our new proto—
colscale as O ( ), and the in provem ent reaches several
orders of m agniude as the distance gets larger. Let us
em phasize again that the two protocols use exactly the
sam e experim ental setup.

For com parison, we included key rates for schem es us-
Ing W CP wih decoy states [curves (d) and )] [EB]. At
shorter distances, the di erence com es from that of the
optim alm ean photon number. For exam ple, opt Of (d)
is 048 whilke that of (@) is 0.19. This may be caused
by the higher m ultiphoton rate of PD C, whose photon
num ber distrdbution p, is them al. H ow ever, the present
schem e has a positive key gain up to aln ost the sam e
distances asw ith an idealphoton source [cuxrve (c)]. The
fact that no additional elem ents are needed in the PDC
setup to beat PN S attacksm akes it a viable candidate for
the practical QKD .Recently M a et al [L9] have shown
that the achievable distance of W CP is further im proved
by tw o-w ay classicalcom m unication and post-processing.

T his Interesting schem e also in provesthat ofour schem e.

Finally, i is worth to discuss the feasbility of the
present schem e. A s shown in Ref. 20], high photon-pair
generation from PDC ( = 0:9) using PPLN devices is
possble in current technologies. T he repetition rate of
our schem e w illbe lim ited by that ofD, , but i can be
In proved by a high-repetition photon detection schem e
21]. UnlkeW CP schem es, the achievable distancesw ith
the singlephoton source and the PD C source depend on
the coupling e ciency between the source and the single—
mode ber. In the case ofPDC from PPLN waveguide,
we can estin ate the coupling e ciency ofm ore than 80
% in the current experim ent 2], which still leads to a
Iongerachievabl distancethan W CP schemes. ThePDC
source and the single-photon source also su er from other
Josses In m ode S such asones at the polarization rotator,
so further reduction ofthe losses is an in portant sub gct
In the future experin ental studies.

In conclusion, we have proposed an e cient QKD pro—
tocolw ith PD C, which utilizes the events discarded in
the conventionalPD C protocol to derive tighter bounds
on the rate and the Q BER ofthe single-photon part. The
only di erence between the present and the conventional
protoool is the classical data processing. W e found that
the key rate is signi cantly in proved in the new protocol
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