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Experim entalquantum key distribution w ith active phase random ization
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Phaserandom ization isan im portantassum ption m adein m any security proofsofpracticalquan-

tum key distribution (Q K D ) system s. Here,we present the �rst experim entaldem onstration of

Q K D with reliable active phase random ization. O ne key contribution is a polarization-insensitive

phase m odulator,which we added to a com m ercialphase-coding Q K D system to random ize the

globalphaseofeach bit.W ealso proposed a sim plebutusefulm ethod to verify experim entally that

the phase isindeed random ized. O urresultshows very low Q BER (< 1% ). W e expectthisactive

phase random ization process to be a standard part in future Q K D set-ups due to its signi�cance

and feasibility.

Q uantum key distribution (Q K D)allowstwoauthenti-
cated partiesto sharea secretkey [1,2].Thesecurity of
thissecretkey hasbeen rigourously proven to beuncon-
ditional[3]. Experim entally,people have dem onstrated
Q K D over175km optical�bre[4].M oreover,com m ercial
Q K D system sarenow available[5].
How secure are these im plem entations ofQ K D? The

security proofs [3]rely on severalassum ptions. A fre-
quently used oneisthatAlice (the sender)hasa perfect
single photon source. However,m ostQ K D experim ents
use heavily attenuated coherentlasersourcesdue to the
great challenge to build a perfect single photon source
[6,7,8].Thissubstitution causessom e security concern
(likethephoton-num ber-splitting attack [9])though,the
security forQ K D using weak coherentstateisstillprov-
able[10,11].Recentstudy showsthatby introducingde-
coy states,thesignalscan beratherstrongwithoutjeop-
ardizingthesecurity [12,13,14].Q K D with decoy states
hasbeen experim entally dem onstrated recently [15].
The assum ption ofsingle photon source wasrem oved

atthepriceofintroducinganotherassum ption:thephase
ofthe quantum signalis uniform ly random [10,11,12,
13,14],and thusisinaccessible to the eavesdropper. It
has been shown that phase random ization ofthe quan-
tum signalisa crucialsecurity requirem entratherthan
a tricky assum ption [16]. The existing security proofs
ofnon-random ized phase Q K D [17]are allata price of
com prising perform ance. Particularly, they cannot be
applied to the security proofofdecoy stateQ K D.
Q K D experim ents with intentionally random ized

phase have never been reported. Here we rem ark that
the quantum signals sent by Alice are not \naturally"
phase-random ized.Forexam ple,in uni-directionalQ K D
system ,strong ancillary pulses (som etim es called refer-
encepulses)areoften used forfeed-back controlto stabi-
lizetheasym m etricM ach-Zehnderinterferom eter(M ZI)
[7]. The phase ofsuch strong classicalpulses could be
(in principle)accurately m easured,leaking thephasein-
form ation to the eavesdropper.Even ifweak signalsare
used,thephasecoherenceofthelasersourcecould m ain-
tain for m any em issions of weak signals, which m akes
it possible to m easure the phase accurately. For bi-
directionalsystem (\plug & play" system ) [8],classical

pulses sent from Bob cause the sam e problem as the
strong ancillary pulsesin uni-directionalsystem do.
Active phase random ization in real Q K D system is

challenging:thephasem odulatorshould bepolarization
insensitive;this extra phase m odulator has to be care-
fully synchronized with theoriginalsystem to random ize
thephasein real-tim e;sincetheoutputfrom Aliceisvery
weak (� 0:1 photon perpulse),itisnotstraightforward
how to verify that the phase is indeed random ized;the
phaserandom ization m ustnotincreasethe quantum bit
errorrate(Q BER)signi�cantly.
In thispaper,wewillpresentthe�rstQ K D experim ent

with reliableactivephaserandom ization.O urim plem en-
tation isbased on a m odi�ed com m ercial\plug & play"
system [8]. The globalphase ofeach bit is random ized
by an additionalphase m odulator,after which the bit
issentto Bob. This phase m odulatoris designed to be
polarization-insensitive. Therefore neither polarization-
m aintaining�bernordynam icpolarizationcontrolisnec-
essary. O ur result shows that the phase di�erence be-
tween adjacentsignalshasbeen con�dently random ized
by thisphase-random ization phasem odulator,whilethe
relativephasebetween thetwo pulsesofthesam esignal
issolely determ ined by Alice’scoding phase m odulator.
W e expect phase random ization to becom e a standard
part in future Q K D system s due to its security signi�-
cance[10,11,16]and feasibility shown in thispaper.
The schem atic ofourset-up isshown in FIG .1. The

originalQ K D system worksasfollows:Bob generatesa
fram eoflaserpulsesat5M Hzrepetition rate;each pulse
issplitted intotwobytheasym m etricM ZI;theoneprop-
agates through the shorter arm is called the reference
pulse,and the one propagates through the longer arm
iscalled the signalpulse;the insertion lossofthe phase
m odulator(�B in FIG .1)m akesthesignalpulseweaker
than the reference pulse. The state ofthe ith bitem it-
ted from Bob isj�iij�ii,wherej�iidenotesthereference
pulse and j�iidenotes the single pulse. Pulsesare sent
to Alice and are reected by the faraday m irror(FM in
FIG .1,upper chart);Alice encodesthe quantum infor-
m ation by m odulating thephaseofthesignalpulsewith
herphasem odulator(�A in FIG .1);thepulsesarethen
attenuated to single photon leveland sentback to Bob.
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FIG .1:UpperChart:Schem aticoftheexperim entalset-up in

oursystem .InsideBob/Jr.Alice:com ponentsin Bob/Alice’s

package of id Q uantique Q K D system . O ur m odi�cations:

� P I:polarization-insensitivephasem odulator(detailed struc-

ture shown in lower chart);FG :functionalgenerator. O rig-

inalQ K D system : LD :laser diode;APD :avalanche photon

diode; � i: phase m odulator; PBS:polarization beam split-

ter;PD :classicalphoto detector;FM :faraday m irror.Lower

chart:D etailed structureofthepolarization-insensitivephase

m odulator. ISL:opticalisolator;FC:2� 2 FiberCoupler;�:
electro-optical m odulator; FM : faraday m irror. Solid line:

SM F28 single m ode optical�ber;dashed line:electric cable.

Thestatesentfrom AlicetoBob isj�0
i
ij�0

i
ei�A ii.Bob de-

codesthequantum inform ation by m odulating thephase
ofthe reference pulse with his phase m odulator (�B in
FIG .1)and lettingthetwopulsesinterfereatthecoupler
beforesending the nextfram eofpulses.
Alice should m odulate the globalphase ofeach signal

with an extra random value to im plem ent phase ran-
dom ization. i.e., the state em itted from Alice should
be j�0

i
ei�iij�0

i
ei(�i+ �A i)i,where �i should be a random

valueforeach bitasshown in FIG .2 (upperchart).The
birefringence ofoptical�ber m akes the polarization of
laser unpredictable and changing frequently. Therefore
the phasem odulatorshould be polarization insensitive.
There have been several proposals on polarization-

insensitivephasem odulators,based eitheron liquid crys-
tal(LC)[18]oron acousto-opticm odulator(AO M )[19].
LC-based phase m odulators require sophisticated fabri-
cation,and AO M -based phase m odulators cannot m eet
therepetition rateofthelasersource(5M Hz).Therefore
weneed to design anotherpolarization-insensitivephase
m odulator,which consists ofcom m ercialparts and can
work atseveralm egahertz.
O ur design of phase m odulator is shown in FIG . 1

(lowerchart). Itcan be easily shown thatthe phasesof
both vertically- and horizontally-polarized com ponents
ofincom ing lightarem odulated by propagating through
thephasem odulator(� in FIG .1,lowerchart)twiceand
the �=2 polarization rotation due to the faraday m irror
(FM in FIG .1,lowerchart).
The synchronization signal from the photo detector

(PD in FIG .1)willtriggerthefunctionalgenerator(FG
in FIG . 1) when the pulse fram e enters Alice. The
functionalgenerator willhold for a tim e period before
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FIG .2: Upper chart: correctly im plem ented phase random -

ization. A di�erent random phase is applied on each bit.

Lowerchart:phasem odulation forincorrectim plem entation:

signalpulse and reference pulse are m odulated by di�erent

phase and thus we could expect Q BER to be around 50% .

Right Chart: di�erently polarized com ponents of the sam e

pulse are m odulated atdi�erentm om ents.

outputting a pre-loaded uniform ly random voltage pat-
tern (generated by id Q uantiquequantum random num -
bergenerator)to drivethepolarization-insensitivephase
m odulatortorandom izethephaseofeachbit.Thisphase
m odulation extendsto the fullrange of[0;2�]with am -
plitude resolution of12 bitsaslim ited by the functional
generator.Thelinearityofelectro-opticale�ect[20]guar-
anteesthatthephaseapplied on eachbitisalsouniform ly
random .In ourset-up,the fram elength is504 pulses.
Thisphase random ization processdoesnota�ectthe

perform ance ofQ K D system . The phase m odulatorap-
plies the sam e phase shift to both pulses of the sam e
bit as shown in FIG . 2 (upper chart). Therefore the
Q BER should not change. M oreover,since this extra
phasem odulatorisin Alice’sside,wecan settheoutput
intensity from Alice arbitrarily. Thus it does nota�ect
the gain. This is good news because the Q K D system
willnot pay any price on perform ance for random izing
the phase.However,itleavesusa problem :how can we
seethatthe phaseisreliably random ized?
O uransweristo shiftthe delay tim eofthefunctional

generator(FG in FIG .1) so that the two pulses ofthe
sam e bit are m odulated di�erently,as shown in FIG .2
(lowerchart).Therelativephasebetween thetwo pulses
isthen uniform ly random ,and weshould observeasharp
increaseofQ BER to around 50% .
W eshiftthedelay tim efor� 0:2�s,i.e.,a rangeoftwo

periods of the Q K D system , at a step of 10ns (larger
step is used for the at area). The result is shown in
FIG .3. W e can see clearly thatwhen the two pulsesof
the sam e bitare m odulated equally asin FIG .2 (upper
chart),the Q BER is indeed low (< 1% ),as the central
atpartin FIG .3.Thiscon�rm sourprediction oflow-
Q BER.However,when the delay tim e is shifted to the
valuethatthetwopulsesarem odulated di�erently (asin
FIG .2,lowerchart),theQ BER would increasetoaround
50% asthe two spikesin FIG .3 show. The uctuation
isonly � 0:5% (which iswithin one standard deviation)
from the expected valueof50% .
W e surprisingly found a \waist" on each slope ofthe

spikes,m aking theslopesneithersharp norsm ooth.The
explanation we found is that the vertically- and the
horizontally-polarized com ponentsofa pulse are m odu-
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FIG .3: Q BER versusdelay tim e. Alice sent843k bits with

0.1 photon perbiton average foreach pointin thisdiagram .

Q BER att= 0�sissurprisingly low (< 1% ),and iscom parable

to Q BER att= � 0.2�s.

lated atdi�erenttim e:oneism odulated when thepulse
propagates toward the faraday m irror (FM in FIG .1,
lower chart),and the other one is m odulated when the
pulse isreected back asshown in FIG .2 (rightchart).
This tim e di�erence m akes it possible that the phase
m odulation applied on the two com ponents are di�er-
ent when we shift the m odulation tim e gradually. This
m odulation di�erencewillincreasetheQ BER to a value
between a few percentsto 50% ,depending on the polar-
ization ofthe pulse.
The �berconnecting the phase m odulator(� in FIG .

1,lower chart) and the faraday m irror (FM in FIG .1,
lower chart) is roughly 2m . Therefore the tim e di�er-

ence between the m odulation ofthe vertically-and the
horizontally-polarizedcom ponentsisroughly20ns.Ifthe
m odulating phase changed within this 20ns,the Q BER
would bebetween a few percentto 50% ,form ing a waist.
The waist in FIG .3 has two points. This result is ex-
pected recalling thatthe step oftim e shiftis10ns.

O urim plem entation isover5km oftelecom �bre. W e
address that phase random ization itselfdoes not lim it
the transm ission distance. Itis the low intensity ofthe
lasersource(LD in FIG .1)in oursystem thatlim itsthe
transm ission distance[21].Transm ission distancecan be
easily extended by using a brighterlaserdiode.

In sum m ary, we have perform ed the �rst Q K D ex-
perim entwith reliable active phase random ization. O ur
resultshows the globalphase ofquantum signalis uni-
form ly random .An im portantassum ption in m any Q K D
security proofs| phaserandom ization | isthusim ple-
m ented with con�dence. A potentialsecurity loophole
isblocked.W e expectphaserandom ization to becom e a
standard partin future Q K D system sdue to itssigni�-
cancein security [10,11,16]and itsfeasibility.
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