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A bstract

W e give an exponentialseparation between one-way quantum and classicalcom m unication
protocols for a partialBoolean function (a variant ofthe Boolean Hidden M atching Problem
ofBar-Yossefet al.) Earlier such an exponentialseparation was known only for a relational
problem . The com m unication problem corresponds to a strong extractor that fails against a
sm allam ount ofquantum inform ation about its random source. O ur proofuses the Fourier
coe� cientsinequality ofK ahn,K alai,and Linial.

W e also givea num berofapplicationsofthisseparation.In particular,we show thatthere
are privacy am pli� cation schem esthatare secure againstclassicaladversariesbutnotagainst
quantum adversaries;and we givethe � rstexam ple ofa key-expansion schem e in the m odelof
bounded-storagecryptography thatissecureagainstclassicalm em ory-bounded adversariesbut
notagainstquantum ones.
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1 Introduction

O neofthem ain goalsofquantum com puting isto exhibitproblem swherequantum com putersare
m uch faster(orotherwise better)than classicalcom puters. Preferably exponentially better. The
m ostfam ousexam ple,Shor’se�cientquantum factoringalgorithm [Sho97],constitutesaseparation
only ifoneiswillingtobelievethate�cientfactoringisim possibleon aclassicalcom puter| proving
this would,ofcourse,im ply P6= NP.O ne ofthe few areas where one can establish unconditional

exponentialseparationsiscom m unication com plexity.
Com m unication com plexity is a centralm odelofcom putation,�rst de�ned by Yao [Yao79],

thathasfound applicationsin m any areas[K N97]. In thism odel,two parties,Alice with inputx
and Bob with inputy,collaborate to solve som e com putationalproblem thatdependson both x

and y.Theirgoalisto do thiswith m inim alcom m unication.Theproblem to besolved could bea
function f(x;y)orsom erelationalproblem whereforeach x and y,severaloutputsarevalid.The
protocolscould beinteractive (two-way),in which caseAliceand Bob taketurnssending m essages
to each other;one-way,in which caseAlicesendsa singlem essageto Bob who then determ inesthe
output;orsim ultaneous,whereAliceand Bob each passonem essageto a third party (thereferee)
who determ ines the output. The bounded-errorcom m unication com plexity ofthe problem is the
worst-casecom m unication ofthebestprotocolthatgives(forevery inputx and y)a correctoutput
with probability atleast1� ",forsom e �xed constant"2 [0;1=2),usually "= 1=3.

Allowing the players to use quantum resourcescan reduce the com m unication com plexity sig-
ni�cantly. Exam ples ofproblem s where quantum com m unication gives exponentialsavings were
given by Buhrm an,Cleve,and W igderson for one-way and interactive protocols with zero error
probability [BCW 98];by Raz for bounded-error interactive protocols [Raz99];and by Buhrm an,
Cleve,W atrous,and de W olfforbounded-errorsim ultaneousprotocols[BCW W 01].The �rsttwo
problem s are partialBoolean functions,while the third one is a totalBoolean function. How-
ever,the latter separation does not hold in the presence ofpublic coins.1 Bar-Yossef,Jayram ,
and K erenidis[BJK 04]showed an exponentialseparation forone-way protocolsand sim ultaneous
protocolswith publiccoins,butthey only achieved thisfora relationalproblem ,called theHidden
M atching Problem (HM P).Thisproblem can besolved e�ciently by onequantum m essageoflogn
qubits,while classicalone-way protocols need to send nearly

p
n bits to solve it. Nevertheless,

Boolean functionsare m uch m orenaturalobjectsthan relationsboth in them odelofcom m unica-
tion com plexity and in the cryptographic settingsthatwe considerlaterin thispaper.Bar-Yossef
etal.stated a Boolean version oftheirproblem (a partialBoolean function)and conjectured that
the sam equantum -classicalgap holdsforthisproblem aswell.

1.1 Exponentialseparation for a variant ofB oolean H idden M atching

In thispaperweprovean exponentialquantum -classicalone-way com m unication gap foravariantof
theBoolean Hidden M atchingProblem of[BJK 04].Letus�rststateanon-Boolean com m unication
problem . Suppose Alice has an n-bit string x,and Bob has a sequence M of�n disjoint pairs
(i1;j1);(i2;j2);:::;(i�n ;j�n )2 [n]2,forsom e param eter� 2 (0;1=2]. ThisM m ay be viewed asa
partialm atching on thegraph whoseverticesarethen bitsx1;:::;xn.W ecallthisan �-m atching.

1
In fact,whetherthere existsa superpolynom ialseparation fora totalBoolean function in the presence ofpublic

coinsisone ofthe m ain open questionsin the area ofquantum com m unication com plexity.
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Together,x and M inducean �n-bitstring z de�ned by the paritiesofthe�n edges:

z = z(x;M )= (xi1 � xj1);(xi2 � xj2);:::;(xi�n � xj�n ):

Suppose Bob wantsto learn som e inform ation aboutz. Letx 2 f0;1gn be uniform ly distributed,
and M be uniform over the set M �n ofall�-m atchings. Note that for any �xed M ,a uniform
distribution on x inducesa uniform distribution on z. Hence Bob (knowing M butnotx)knows
nothing aboutz:from hisperspectiveitisuniform ly distributed.Butnow supposeAlice can send
Bob a shortm essage.How m uch can Bob learn aboutz,given thatm essage and M ?

The situation is very di�erent depending on whether the m essage is quantum or classical.
M odifying the protocolof[BJK 04],it is easy to show that a short quantum m essage ofabout
log(n)=2� qubitsallowsBob to learn a bitata random position in thestringz.Thisalready putsa
lowerbound ofoneon thetotalvariation distancebetween Bob’sdistribution on z and theuniform
�n-bitdistribution.

W hatabouta shortclassicalm essage? Using theBirthday Paradox,onecan show thatifAlice
sendsBob about

p
n=� bitsofx,then with constantprobability there willbeone edge (i‘;j‘)for

which Bob receivesboth bitsxi‘ and xj‘.Since z‘ = xi‘ � xj‘,thisgivesBob a bitofinform ation
aboutz.O urkey theorem saysthatthisclassicalupperbound isessentially optim al:ifAlicesends
m uch fewerbits,then from Bob’sperspectivethestring z willbecloseto uniform ly distributed,so
hedoesnoteven know one bitofz.

In order to be able to state this precisely,suppose Alice is determ inistic and sends c bits of
com m unication.Then herm essagepartitionsthesetof2n x’sinto 2c sets,oneforeach m essage.A
typicalm essage willcorrespond to a setA ofabout2n� c x’s. G iven thism essage,Bob knowsthe
random variableX isdrawn uniform ly from thissetA and heknowsM ,which ishisinput.Hence
hisknowledge oftherandom variable Z = z(X ;M )isfully described by the distribution

pM (z)= Pr[Z = z jgiven M and Alice’sm essage]=
jfx 2 A jz(x;M )= zgj

jAj
:

O urm ain technicalresultsaysthatifthe com m unication cism uch lessthan
p
n=� bits,then for

a typicalm essage and averaged overallm atchingsM ,thisdistribution isvery close to uniform in
totalvariation distance.In otherwords:m ostofthetim e,Bob knowsessentially nothing aboutz.

T heorem 1.Letx beuniform lydistributed overa setA � f0;1gn ofsizejAj� 2n� c forsom ec� 1,
and letM be uniform ly distributed over the setM �n ofall�-m atchings,for som e � 2 (0;1=4].
There exists a universalconstant > 0 (independentofn,c,and �),such thatfor all" > 0: if
c� "

p
n=� then

EM [k pM � U k
tvd
]� ":

W eproveTheorem 1usingtheFouriercoe�cientsinequalityofK ahn,K alai,andLinial[K K L88],
which isa specialcase ofthe Bonam i-Becknerinequality [Bon70,Bec75].W e rem ark thatFourier
analysishasbeen previously used in com m unication com plexity by Raz[Raz95]and K lauck [K la01].

Thisresultallowsusto turn theabovecom m unication problem into a partialBoolean function,
as follows. Again we give Alice input x 2 f0;1gn,while Bob now receives two inputs: a partial
m atching M as before,and an �n-bit string w. The prom ise on the input is that w is either
equalto z = z(x;M ),or to its com plem ent z (i.e.z with allbits ipped). The goalis to �nd
out which ofthese two possibilities is the case. W e callthis com m unication problem �PM ,for

3



\�-PartialM atching". Asm entioned before,Alice can allow Bob to learn a random bitofz with
high probability by sending him an O (log(n)=�)-qubit m essage. K nowing one bitz‘ ofz su�ces
to com pute the Boolean function: justcom pare z‘ with w‘. In contrast,ifAlice sendsBob m uch
lessthan

p
n=� classicalbits,then Bob stillknowsessentially nothing aboutz. In particular,he

cannotdecide whetherw = z orw = z!Thisgivesthe following separation resultforthe classical
and quantum one-way com m unication com plexities(with errorprobability �xed to 1=3,say):

T heorem 2. Let � 2 (0;1=4]. The classicalbounded-error one-way com m unication com plexity

of the �-PartialM atching problem is R 1(�PM ) = �(
p
n=�), while the quantum bounded-error

one-way com plexity isQ 1(�PM )= O (log(n)=�)

Fixing � to 1=4,we obtain the prom ised exponentialquantum -classicalseparation forone-way
com m unication com plexity ofO (logn)qubitsvs
(

p
n)classicalbits.

R em arks.Theearlierconferenceversion ofthispaper[G K K + 07]had two di�erentcom m uni-
cation problem s,establishing an exponentialone-way separation forboth ofthem in quitedi�erent
ways.Thepresentpaperuni�esthese two approachesto som ething substantially sim pler.

The originalBoolean Hidden M atching Problem stated in [BJK 04]isour�PM with � = 1=2
(i.e.M is a perfect m atching). Theorem 2,on the other hand,assum es � � 1=4 for technical
reasons.By doing theanalysisin Section 3 a bitm orecarefully,wecan proveTheorem 2 forevery
� that is bounded away from 1/2. Note that if� = 1=2,then the parity ofz = z(x;M ) equals
the parity ofx,so by com m unicating the parity ofx in one bit,Alice can give Bob one bit of
inform ation aboutz.Theconference version ofthispapershowed thatonecan provea separation
forthecasewhereM isaperfectm atching iftheprom iseisthatw is\close" toz oritscom plem ent
(instead ofbeingequaltoz oritscom plem ent).O necan think ofw in thiscaseasa \noisy"version
ofz = z(x;M )(oritscom plem ent),whilethew ofourcurrentversion can bethoughtofasstarting
from a perfectm atching M 0,and then \erasing" som e ofthe n bits ofthe string z(x;M 0) to get
the �n-bitstring z (oritscom plem ent).

Theseparation given herecan bem odi�ed to a separation in thesim ultaneousm essagepassing
m odel, between the m odels of classical com m unication with shared entanglem ent and classical
com m unication with shared random ness.Earlier,such a separation wasknown only fora relational
problem [BJK 04,G K RW 06],notfora Boolean function.

1.2 A pplication: privacy am pli�cation

Random ness extractors extract alm ost uniform random ness from an im perfect (i.e.non-uniform )
sourceofrandom nessX with thehelp ofan independentuniform seed Y .W ith a bitofextra work
(see Section 4),Theorem 1 actually im pliesthatourfunction z :f0;1gn � M �n ! f0;1g�n isan
extractor:

IfX 2 f0;1gn isarandom variablewith m in-entropyatleastn� "
p
n=� (i.e.m axx Pr[X =

x]� 2� (n� "
p
n=�))and Y isa random variable uniform ly distributed overM �n ,then

the random variable Z := z(X ;Y )is"-close to theuniform distribution on f0;1g�n .

It is in fact a strong extractor: the pair (Y;Z) is "-close to the uniform distribution on M �n �

f0;1g�n .2 Inform ally,thissaysthatifthere isa lotofuncertainty aboutX ,then Z willbe close

2
NotethatEM

ˆ

k pM � U k
tvd

˜

= k (Y;Z)� U k
tvd

,where‘U ’on leftand rightisuniform overdi�erentdom ains.
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to uniform even ifY isknown.3

Extractorshave found num erousapplicationsin com puterscience,in particularin com plexity
theory (seee.g.[Sha02]and thereferencestherein)and cryptography.O neim portantcryptographic
application isthatofprivacyam pli�cation,which wasintroduced in [BBR88,ILL89].In thissetting,
Alice and Bob startwith a shared random variableX aboutwhich theadversary hassom epartial
inform ation m (X )and theirgoalisto generatea secretkey Z aboutwhich theadversary hasvery
little inform ation. They can achieve thisby com m unicating an independentuniform seed Y over
a public authenticated channel,and using a strong extractor to generate the key Z(X ;Y ). Using
the extractor we de�ne here,the resulting �n-bit key Z = z(X ;Y ) is "-close to uniform ifthe
adversary’s view ofX has m in-entropy at least n � "

p
n=�. Thus,assum ing a certain upper

bound on the num berofbits ofm (X ),the key Z is "-secure despite the fact that the adversary
can learn Y com pletely by tapping thepublicchannel.Notice,however,thatthisclassically-secure
privacy am pli�cation schem e is insecure against a quantum adversary: ifthe adversary stores a
uniform superposition ofthebitsofx,then when laterY isrevealed,shecan learn a random bitof
Z with good probability.Thuswehavean exam pleofa privacy am pli�cation schem ethatissecure
againstclassicaladversarieswith o(

p
n)bitsofstorage,butinsecure againstquantum adversaries

with m uch lessquantum storage.
This dependence ofthe security on whether the adversary has quantum or classicalm em ory

is quite surprising,particularly in light ofthe following two facts. First,privacy am pli�cation
based on two-universalhashing providesexactly the sam e security againstclassicaland quantum
adversaries. The length ofthe key that can be extracted is given by the m in-entropy both in
the classical([BBR88,ILL89])and the quantum case ([K M R05,RK 05],[Ren05,Ch.5]). Second,
K �onig and Terhal[K T06]have recently shown that for protocols that extract just one bit,the
levelofsecurity againsta classicaland a quantum adversary (with thesam einform ation bound)is
com parable.

1.3 A pplication: key-expansion in the bounded-storage m odel

In privacy am pli�cation,wecan ensurethattheadversary hasm uch uncertainty abouttherandom
variable X by assum ing that he has only bounded storage. The idea ofbasing cryptography on
storage-lim itationsoftheadversary wasintroduced by M aurer[M au92]with theaim ofim plem ent-
ing inform ation-theoretically secure key-expansion. In this setting,a large random variable X is
publicly but only tem porarily available. Alice and Bob use a shared secret key Y to extract an
additionalkey Z = Z(X ;Y )from X ,in such a way thattheadversary hasonly lim ited inform ation
aboutthepair(Y;Z).\Lim ited inform ation"m eansthatthedistribution on (Y;Z)is"-closetouni-
form even when conditioned on theinform ation aboutX thattheadversary stored.ThusAliceand
Bob have expanded theirshared secretkey from Y to (Y;Z).Aum ann,Ding,and Rabin [ADR02]
were the �rstto prove a bounded-storage schem e secure,and essentially tight constructions have
subsequently been found [DM 04,Lu04,Vad04].

It is an im portant open question whether any ofthese constructions rem ain secure ifthe ad-

3
Itshould benoted thattheparam etersofourextractorarequitebad,asfarasthesethingsgo.First,theuniform

input seed Y takes about �n logn bits to describe,which is m ore than the �n bits that the extractor outputs;in

a good extractor,we wantthe seed length to be m uch shorter than the outputlength. Second,our assum ed lower

bound on the initialm in-entropy is quite stringent. Finally,the distance from uniform can be m ade polynom ially

sm allin n (by putting an n � n
1=2��

lower bound on the m in-entropy ofX ) butnot exponentially sm all,which is

de�nitely a drawback in cryptographic contexts.Still,thisextractorsu�cesforourpurposeshere.
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versary isallowed to storequantum inform ation.O nem ay even conjecturethata bounded-storage
protocolsecureagainstclassicaladversarieswith a certain am ountofm em ory,should beroughly as
secureagainstquantum adversarieswith roughly thesam em em ory bound.Afterall,Holevo’sthe-
orem [Hol73]tellsusthatk qubitscannotcontain m oreinform ation than k classicalbits.However,
a key-expansion schem e based on ourextractor refutesthisconjecture. The schem e isessentially
thesam eastheabove privacy am pli�cation schem e:Alice and Bob willcom puteZ := z(X ;Y )by
applying ourextractorto X and Y .Iftheadversary’sm em ory isbounded by "

p
n=� bitsthen Z

willbe"-close to uniform from the adversary’sperspective.O n theotherhand,O (logn)qubitsof
storage su�ceto learn oneorm orebitsofinform ation aboutZ,given Y ,which showsthat(Y;Z)
isnotgood asa key against a quantum adversary. Thuswe have an exam ple ofa key-expansion
schem e thatissecureagainstclassicaladversarieswith o(

p
n)bitsofstorage,butinsecureagainst

quantum adversarieseven with exponentially lessquantum storage.

1.4 A pplication: a separation in the stream ing m odel

In the stream ing m odelofcom putation,the inputis given as a stream ofbitsand the algorithm
is supposed to com pute or approxim ate som e function ofthe input,having only space ofsize S
available. See forinstance [AM S99,M ut05]. There isa well-established connection between one-
way com m unication com plexity and thestream ing m odel:ifweview theinputasconsisting oftwo
consecutive parts x and y,then the content ofthe m em ory after x has been processed,together
with y,contains enough inform ation to com pute f(x;y). Hence,a space-S stream ing algorithm
for f im plies a one-way protocolfor f ofcom m unication S with the sam e success probability.
The classicallowerbound forourBoolean com m unication com plexity problem ,togetherwith the
observation that our quantum protocolcan be im plem ented in the stream ing m odel,im plies a
separation between thequantum and classicalstream ing m odel.Nam ely,thereisa partialBoolean
function f thatcan becom puted in thestream ingm odelwith sm allerrorprobability usingquantum
space ofO (logn)qubits,butrequires
(

p
n)bitsifthespace isclassical.

LeG all[G al06]constructed aproblem thatcan besolved in thestream ing m odelusingO (logn)
qubitsofspace,whileany classicalalgorithm needs
(n 1=3)classicalbits.Hislogn-vs-n1=3 separa-
tion isa bitsm allerthan ourlogn-vs-

p
n,buthisseparation isfora totalBoolean function while

oursisonly partial(i.e.requiressom eprom iseon theinput).LeG all’sresultpredatesours,though
we only learned aboutitafter�nishing the conference version ofourpaper. W e rem ark also that
LeG all’sseparation holdsonly in thestream ing m odelvariantwherethebitsarrivein order,while
oursholdsin them oregeneralm odelwhereweallow thedi�erentpiecesoftheinputtoarrivein any
order. The algorithm startsoutwith a logn-qubitsuperposition 1p

n

P n

i= 1
jii. W henever a bitxi

stream sby in theinput,thealgorithm appliesa unitary transform ation thatm apsjii7! (� 1)xijii.
W heneveran edge(i‘;j‘)stream sby,thealgorithm m easureswith operatorsE 1 = ji‘ihi‘j+ jj‘ihj‘j

and E 0 = I � E1. And whenever a bit (i‘;j‘;w‘) stream s by (we need to know to which edge
the bit w‘ corresponds),then the algorithm m aps jii 7! (� 1)w ‘jii where i= m in(i‘;j‘). At the
end,with probability 2� thealgorithm isleftwith a state 1p

2
((� 1)xi‘� w ‘ji‘i+ (� 1)xj‘jj‘i)forsom e

edge (i‘;j‘)2 M . The algorithm can learn the function value xi‘ � xj‘ � w‘ from thisby a �nal
m easurem ent.

6



1.5 A pplication: lim its on classicalsim ulation ofquantum one-w ay protocols

A �nalapplication isin the context ofsim ulating one-way quantum com m unication protocols by
one-way classicalprotocols. As noted by Aaronson [Aar06, Section 5], our Theorem 1 im plies
thathisgeneralsim ulation ofbounded-errorone-way quantum protocolsby determ inisticone-way
protocols

D
1(f)= O (m Q 1(f)logQ 1(f));

istightup to a polylogarithm icfactor.Herem isthelength ofBob’sinput.Thissim ulation works
for any partialBoolean function f. Taking f to be our �PM for � = 1=4,one can show that
D 1(f)= �(n),m = �(nlogn),and Q 1(f)= O (logn).

It also im plies that his sim ulation ofquantum bounded-error one-way protocols by classical
bounded-errorone-way protocols

R
1(f)= O (m Q 1(f));

cannotbeconsiderably im proved.In particular,theproducton therightcannotbereplaced by the
sum :ifwetakef = �PM with � = 1=

p
n,then by Theorem 2wehaveR 1(f)� n3=4,m �

p
nlogn,

and Q 1(f)= O (
p
nlogn).

2 T he problem and its quantum and classicalupper bounds

W eassum ebasicknowledgeofquantum com putation [NC00]and (quantum )com m unication com -
plexity [K N97,W ol02].

Before giving the de�nition ofour variant ofthe Boolean Hidden M atching Problem ,we �x
som enotation.PartofBob’sinputwillbea sequenceM of�n disjointedges(i1;j1);:::;(i�n ;j�n )
over [n],which we callan �-m atching. W e use M �n to denote the set ofallsuch m atchings. If
� = 1=2 then the m atching isperfect,if� < 1=2 then the m atching ispartial. W e can view M as
an �n � n m atrix overG F (2),where the ‘-th row hasexactly two 1s,atpositionsi‘ and j‘. Let
x 2 f0;1gn. Then the m atrix-vector productM x isan �n-bitstring z = z1;:::;z‘;:::z�n where
z‘ = xi‘ � xj‘. Using thisnotation,we de�ne the following �-PartialM atching (�PM ) problem ,
whoseone-way com m unication com plexity we willstudy.

A lice:x 2 f0;1gn

B ob:an �-m atching M and a string w 2 f0;1g�n

P rom ise on the input:there isa bitbsuch thatw = M x � b�n (equivalently,w = z orw = z)
Function value:b

Actually,m ostofouranalysiswillnotbeconcerned with Bob’ssecond inputw.Rather,wewill
show thatgiven only a shortm essage aboutx,Bob willknow essentially nothing aboutz = M x.
Notethatto com puteb,itsu�cesthatBob learnsonebitz ‘ ofthestring z,sinceb= z‘� w‘.W e
will�rstgive quantum and classicalupperboundson the m essage length needed forthis.

Q uantum upper bound: SupposeAlice sendsa uniform superposition ofherbitsto Bob:

j i=
1
p
n

nX

i= 1

(� 1)xijii:

7



Bob com pletes his �n edges to a perfect m atching in an arbitrary way,and m easures with the
correspondingsetofn=2 2-dim ensionalprojectors.W ith probability 2� hewillgetoneoftheedges
(i‘;j‘)ofhisinputM .Thestate then collapsesto

1
p
2
((� 1)xi‘ji‘i+ (� 1)xj‘jj‘i);

from which Bob can obtain the bit z‘ = xi‘ � xj‘ by m easuring in the corresponding j� i-basis.
Note thatthisprotocolhasso-called \zero-sided error": Bob knowswhen he didn’tlearn any bit
z‘.IfBob isgiven O (k=�)copiesofj i,then with high probability (atleastwhilek � �n)hecan
learn k distinctbitsofz.

R em ark. This protocolcan be m odi�ed to a protocolin the sim ultaneous m essage passing
m odelin a standard way,�rstsuggested by Buhrm an (see [G K RW 06]). Alice and Bob share the
m axim ally entangled state 1p

n

P

i
ji;ii.Aliceim plem entsthetransform ation jii! (� 1)xijiion her

half. Bob perform sthe m easurem ent with his projectors on his half. Ifhe gets one ofthe edges
ofhis input,he sends the resulting (i‘;j‘) and w‘ to the referee. Now Alice and Bob perform a
Hadam ard transform on theirhalves,m easure and send the resultto the referee,who hasenough
inform ation to reconstructz‘.

C lassical upper bound: W e sketch an O (
p
n=�) classical upper bound. Suppose Alice uni-

form ly picksa subsetofd �
p
n=� bitsofx to send to Bob.By the Birthday Paradox,with high

probability Bob willhave both endpoints ofat least one ofhis �n edges and so he can com pute
a bit ofz (and hence the function value b) with good probability. In this protocolAlice would
need to send about dlogn bits to Bob,since she needs to describe the d indices as wellas their
bitvalues.However,by Newm an’sTheorem [New91],Alice can actually restrictherrandom choice
to picking one out ofO (n) possible d-bit subsets,instead ofone out ofall

�
n

d

�
possible subsets.

Hence d+ O (logn)bits ofcom m unication su�ce. Thism atches ourlower bound up to constant
factors.

3 M ain proof

In thissection weproveourm ain technicalresult(Theorem 1),which showsthatBob knowshardly
anything aboutthestring z = M x unlessAlice sendshim a long m essage.

3.1 Prelim inaries

W e begin by providing a few standard de�nitionsfrom Fourieranalysison the Boolean cube.For
functionsf;g :f0;1gn ! R wede�netheirinnerproductand ‘2-norm by

hf;gi=
1

2n

X

x2f0;1gn

f(x)g(x) ; k f k
2

2
= hf;fi=

1

2n

X

x2f0;1gn

jf(x)j2:

TheFouriertransform off isa function bf :f0;1gn ! R de�ned by

bf(s)= hf;�si=
1

2n
X

y2f0;1gn

f(y)�s(y);

8



where �s :f0;1gn ! R isthe character�s(y)= (� 1)y� swith \� " being the scalarproduct;bf(s)is
the Fouriercoe�cientoff corresponding to s.W e have thefollowing relation between f and bf:

f =
X

s2f0;1gn

bf(s)�s:

W e willusetwo toolsin ouranalysis,Parseval’sidentity and theK K L lem m a.

Lem m a 3 (Parseval). For every function f :f0;1gn ! R we have k f k
2

2 =
X

s2f0;1gn

bf(s)2:

Note in particular that iff is an arbitrary probability distribution on f0;1gn and U is the
uniform distribution on f0;1gn,then bf(0n)= bU (0n)= 1=2n and bU (s)= 0 fornonzero s,hence

k f � U k
2

2
=

X

s2f0;1gn

(bf(s)� bU (s))2 =
X

s2f0;1gn nf0n g

bf(s)2: (1)

Lem m a 4 ([K K L88]). Letf be a function f :f0;1gn ! f� 1;0;1g. LetA = fx jf(x)6= 0g,and
letjsjdenote the Ham m ing weightofs2 f0;1gn.Then for every � 2 [0;1]we have

X

s2f0;1gn

�
jsjbf(s)2 �

�
jAj

2n

� 2

1+ �

:

W e also need the following com binatoriallem m a aboutuniform ly chosen m atchings.

Lem m a 5. Letv 2 f0;1gn.Ifjvj= k for even k,then

Pr
M
[9s2 f0;1g�n s:t:M T

s= v]=

�
�n

k=2

�

�
n

k

� ;

where the probability istaken uniform ly over all�-m atchings M .

Proof. W e can assum e withoutloss ofgenerality thatv = 1k0n� k. W e willcom pute the fraction
ofm atchingsM forwhich there existssuch an s. The totalnum berofm atchingsM of�n edges
is n!=(2�n (�n)!(n � 2�n)!). This can be seen as follows: pick a perm utation ofn,view the �rst
�n pairs as �n edges,and ignore the ordering within each edge,the ordering ofthe �n edges,
and the ordering ofthe lastn � 2�n vertices. Note that9 s s:t:M Ts = v i� M hasexactly k=2
edges in [k]and �n � k=2 edges in [n]n[k]. The num ber ofways to pick k=2 edges in [k](i.e.a
perfect m atching) is k!=(2k=2(k=2)!). The num ber ofways to pick �n � k=2 edges in [n]� [k]is
(n � k)!=(2�n� k=2(�n � k=2)!(n � 2�n)!).Hence the probability in the lem m a equals

k!=(2k=2(k=2)!) � (n � k)!=(2�n� k=2(�n � k=2)!(n � 2�n)!)

n!=(2�n (�n)!(n � 2�n)!)
=

�
�n

k=2

�

�
n

k

� :

Thisprobability isexponentially sm allin k if� < 1=2,butitequals1 if� = 1=2 and v = 1n.
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Totalvariation distance: Forprobability distributionsp and q on thesam e �nitesetS,let

k p� qk
tvd

=
X

i2S

jp(i)� q(i)j (2)

denote theirtotalvariation distance.Thisdistance is0 ifp = q,itis2 ifp and q have supporton
disjointsets,and between 0 and 2 otherwise.Supposewewantto distinguish p from q:given only
one sam ple we wantto decide whetherthissam ple cam e from p orfrom q. Itiswellknown that
the bestsuccessprobability with which we can solve thistask is1=2+ kp� qk

tvd
=4,so the total

variation distance determ inescom pletely how wellwe can distinguish p and q.

3.2 T he proofofT heorem 1

In orderto prove Theorem 1,considerany setA � f0;1gn with jAj� 2n� c and letf :f0;1gn !

f0;1g be its characteristic function (i.e. f(x) = 1 i� x 2 A). Let " > 0, � 2 (0;1=4], and
1 � c� "

p
n=� forsom e to bedeterm ined later.

W ith x uniform ly distributed overA,we can write down Bob’sinduced distribution on z as

pM (z)=
jfx 2 A jM x = zgj

jAj
:

W e want to show that pM is close to uniform ,for m ost M . By Eq.(1),we can achieve this by
bounding theFouriercoe�cientsofp M .Theseare closely related to the Fouriercoe�cientsoff:

cpM (s) =
1

2�n

X

z2f0;1g�n

pM (z)(� 1)z� s

=
1

jAj2�n
(jfx 2 A j(M x)� s= 0gj� jfx 2 A j(M x)� s= 1gj)

=
1

jAj2�n
�
jfx 2 A jx � (MTs)= 0gj� jfx 2 A jx � (MTs)= 1gj

�

=
1

jAj2�n
X

x2f0;1gn

f(x)(� 1)x� (M
T s)

=
2n

jAj2�n
�bf(M T

s): (3)

NotethattheHam m ing weightofv = M Ts2 f0;1gn istwicetheHam m ing weightofs2 f0;1g�n .
Using K K L,we getthefollowing bound on thelevelsetsoftheFouriertransform off:

Lem m a 6. For every k 2 f1;:::;4cg we have
22n

jAj2

X

v:jvj= k

bf(v)2 �

 

4
p
2c

k

! k

:

Proof. By theK K L inequality (Lem m a 4),forevery � 2 [0;1]we have

22n

jAj2

X

v:jvj= k

bf(v)2 �
22n

jAj2

1

�k

�
jAj

2n

� 2=(1+ �)

=
1

�k

�
2n

jAj

� 2�=(1+ �)

�
1

�k

�
2n

jAj

� 2�

�
22�c

�k
:

Plugging in � = k=4c (which isin [0;1]by ourassum ption on thevalue ofk)givesthe lem m a.
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W e bound the expected squared totalvariation distance between pM and U asfollows:

EM [kpM � U k
2

tvd
]� 22�n EM

h

k pM � U k
2

2

i

= 22�n EM

2

4
X

s2f0;1g�n nf0�n g

cpM (s)
2

3

5

=
22n

jAj2
EM

2

4
X

s2f0;1g�n nf0�n g

bf(M T
s)2

3

5

where we used,respectively,the Cauchy-Schwarz inequality,Eq.(1),and Eq.(3). Note that for
each v 2 f0;1gn,there isatm ostone s2 f0;1g�n forwhich M Ts= v (and the only s thatm akes
M Ts = 0n,iss = 0�n ). Thisallows usto change the expectation over M into a probability and
useLem m a 5:

=
22n

jAj2
EM

2

4
X

v2f0;1gn nf0n g

jfs2 f0;1g�n jM
T
s= vgj�bf(v)2

3

5

=
22n

jAj2

X

v2f0;1gn nf0n g

Pr
M

�
9s2 f0;1g�n s:t:M T

s= v
�
�bf(v)2

=
22n

jAj2

2�nX

even k= 2

�
�n

k=2

�

�
n

k

�
X

v:jvj= k

bf(v)2:

W e �rstupperbound the partofthissum with k < 4c. Applying Lem m a 6 foreach k,using the
standard estim ates(n=k)k �

�
n

k

�
� (en=k)k,and ourupperbound c� "

p
n=�,weget:

22n

jAj2

4c� 2X

even k= 2

�
�n

k=2

�

�
n

k

�
X

v:jvj= k

bf(v)2 �
4c� 2X

even k= 2

(2e�n=k)k=2

(n=k)k

 

4
p
2c

k

! k

�

4c� 2X

even k= 2

�
64e2"2

k

�k=2

:

Picking  a su�ciently sm allconstant,thisisatm ost"2=2 (note thatthe sum startsatk = 2).
In orderto bound the partofthe sum with k � 4c,note thatthe function g(k):=

�
�n

k=2

�
=
�
n

k

�
is

decreasing forthe range ofeven k up to 2�n (which is� n=2 because� � 1=4):

g(k � 2)

g(k)
=

�
�n

k=2� 1

�
=
�

n

k� 2

�

�
�n

k=2

�
=
�
n

k

� =
(n � k + 2)(n � k+ 1)k=2

(�n � k=2+ 1)(k � 1)k
=
(n � k+ 2)(n � k+ 1)

(2�n � k+ 2)(k � 1)
�
n � k+ 1

k � 1
� 1:

W e also have
X

v2f0;1gn

bf(v)2 =
jAj

2n
by Parseval(Lem m a 3),and

2n

jAj
� 2c by assum ption.Hence

22n

jAj2

2�nX

even k= 4c

g(k)
X

v:jvj= k

bf(v)2 � 2cg(4c)�

 

8
p
2e�c

n

! 2c

�

�

8
p
2e"

r
�

n

� 2c

� "
2
=2;

wherein the laststep we used �=n � 1 and c� 1,and picked  a su�ciently sm allconstant.
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Hence we have shown EM [k pM � U k
2

tvd
]� "2.By Jensen’sinequality we have

EM [k pM � U k
tvd
]�

q

EM [k pM � U k
2

tvd
]� ":

Thisconcludesthe proofof

T heorem 1.Letx beuniform lydistributed overasetA � f0;1gn ofsizejAj� 2n� c forsom ec� 1,
and letM be uniform ly distributed over the setM �n ofall�-m atchings,for som e � 2 (0;1=4].
There exists a universalconstant > 0 (independentofn,c,and �),such thatfor all" > 0: if
c� "

p
n=� then

EM [k pM � U k
tvd
]� ":

The"2 upperbound on EM [k pM � U k
2

tvd
]isessentially tight.Thiscan beseen in thecom m u-

nication setting asfollows.W ith probability 
("2)overthechoiceofM ,atleastoneedgeofM will
haveboth endpointsin the�rstc= "

p
n=� bits.Then ifAlicejustsendsthe�rstcbitsofx toBob,

shegiveshim a bitofz.Thism akesk pM � U ktvd atleast1,hence EM [k pM � U k
2

tvd]= 
("2).

3.3 T he proofofT heorem 2

O urTheorem 2,stated in the introduction,easily follows from Theorem 1. By the Yao principle
[Yao77],itsu�cesto analyze determ inistic protocols undersom e \hard" inputdistribution. O ur
inputdistribution willbe uniform overx 2 f0;1gn and M 2 M �n .The inputsx and M together
determ ine the �n-bitstring z = M x.To com plete the inputdistribution,with probability 1=2 we
setw = z and with probability 1=2 wesetw to z’scom plem entz.

Fix " > 0 to a sm allconstant, say 1=1000. Let c = "
p
n=�, and consider any classical

determ inistic protocolthatcom m unicatesatm ostC = c� log(1=")bits.Thisprotocolpartitions
the set of2n x’s into 2C sets A 1;:::;A 2C ,one foreach possible m essage. O n average,these sets
havesize2n� C .M oreover,by a sim plecounting argum ent,atm osta 2� ‘-fraction ofallx 2 f0;1gn

can sitin setsofsize� 2n� C � ‘.Hencewith probability atleast1� ",them essagethatAlicesends
correspondsto a setA � f0;1gn ofsize atleast2n� C � log(1=") = 2n� c.In thatcase,by Theorem 1
and M arkov’s inequality,foratleasta (1�

p
")-fraction ofallM ,the random variable Z = M X

(with X uniform ly distributed over A) is
p
"-close to the uniform distribution U . G iven w,Bob

needsto decide whether w = Z orw = Z. In other words,he is given one sam ple w,and needs
to decide whetheritcam e from distribution Z orZ. Aswe m entioned afterEq.(2),he can only
do this ifthe distributions ofZ and Z have large totalvariation distance. But by the triangle
inequality

kZ � Z k
tvd

� k Z � U k
tvd

+ k Z � U k
tvd

= 2k Z � U k
tvd

� 2
p
":

HenceBob’sadvantageoverrandom ly guessingthefunction valuewillbeatm ost"(fortheunlikely
eventthatA isvery sm all)plus

p
"(fortheunlikely eventthatM issuch thatM X ism orethan

p
"

away from uniform )plus
p
"=2(fortheadvantageoverrandom guessingwhen k Z � U k�

p
").To

sum up:ifthe com m unication ism uch lessthan
p
n=� bits,then Bob cannotdecide the function

value with probability signi�cantly betterthan 1/2.
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4 T he extractor-interpretation ofour construction

So far, we have proved that if the n-bit string X is uniform ly distributed over a set A with
jAj� 2n� c (i.e.,a at distribution on A),and Y is uniform ly distributed over all�-m atchings,
then (Y;Z(X ;Y ))isclose to uniform .In orderto conclude the resultaboutextractorsm entioned
in Section 1.2,we need to prove the sam e resultin the m ore generalsituation when X has m in-
entropy greaterthan n � c(instead ofjustbeing uniform on a setofsize atleast2n� c).However,
a resultby Chorand G oldreich [CG 88,Lem m a 5]based on the factthatany distribution can be
thoughtofasa convex com bination ofatdistributions,showsthatthe second statem entfollows
from the�rst:atdistributionsarethe \worstdistributions" forextractors.

5 C onclusion

In thispaperwepresented an extractorthatisreasonablygood when som esm allam ountofclassical
inform ation is known about the random source X (technically: H m in(X ) � n � O (

p
n=�)),but

that fails m iserably ifeven a very sm all(logarithm ic) am ount ofquantum inform ation is known
aboutX .W e presented �ve applicationsofthis:

1. An exponentialquantum -classicalseparation forone-way com m unication com plexity.

2. A classically-secureprivacyam pli�cation schem ethatisinsecureagainstaquantum adversary.

3. A key-expansion schem ethatissecureagainstm em ory-bounded classicaladversaries,butnot
againstquantum adversaries.

4. An exponentialquantum -classicalseparation in the stream ing m odelofcom putation.

5. Thenear-optim ality ofAaronson’sclassicalsim ulationsofquantum one-way protocols.

These applications allhave the sam e avor: they give exam pleswhere quantum m em ory is m uch

m ore powerfulthan classicalm em ory. This contrasts for instance with the results aboutprivacy
am pli�cation based on two-universal hashing [K M R05,RK 05], where quantum m em ory is not
signi�cantly m orepowerfulthan classicalm em ory.
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