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W e give an overview ofdi erent types of entanglem ent that can be generated In experin ents, as
well as of vardous protocols that can be used to verify or quantify entanglem ent. W e propose several
criteria that, we argue, ought to be applied to experin ental entanglem ent veri cation procedures.
E xplicit exam ples dem onstrate that not follow ing these criteria w ill tend to result In overestin ating
the am ount of entanglem ent generated in an experim ent or in Infering entanglem ent when there
is none. W e distinguish protocols m eant to refute or elim inate hidden-variable m odels from those

m eant to verify entanglem ent.

I. NTRODUCTION

Entanglem ent playsa crucialrole in quantum inform a—
tion processing protocols such as quantum com puting,
teleportation and quantum key distrbution. For exam —
pl, although the standard BB 84 protocol [I] for quan—
tum key distrbution does not require entanglem ent, it is
equivalent to a di erent protocolthat doesuse a bipartite
entangled state. O ne necessary (@lthough not su cient)
condition for security of the BB 84 protocol is that the
e ective bipartite state from the equivalent protocol is
dem onstrably entangled P]. It is thus reasonabl to say
that verifying experin entally created entanglem ent is of
great in portance. However, there are m any subtle is—
sues in applying the theory of entanglem ent veri cation
to actual experin ents. T hese subtleties have occasion—
ally led to controversies and m isunderstandings, so that
it isprobably usefiil to establish som e criteria for discus—
sions of experin ental protocols designed to detect, m ea—
sure, or verify entanglem ent. Fom ulating such criteria
is one purpose of the present paper. In addiion it pro-—
vides a survey of the m any di erent m ethods that have
becom e available in recent years to characterize entan—
glem ent operationally. W e focus here on bipartite entan—
glem ent only.

D egpending on which entanglem ent veri cation proto-
colone uses, i m ay stillbe true that the entangled states
one has generated and veri ed are not useful for the task
one had in m ind. Indeed, for m ost tasks that require
entanglem ent, one also has to have a good estim ate of
the state itself and in which H ibert space it lives. How —
ever, m ost of the protocols we w ill consider here tell one
w hether there is entanglem ent or not, but not precisely
w hat state one should assign. Som e other protocols even
tell one how much entanglem ent one generates, but still
do not yield an estim ate of the state. Those protocols

then have to be supplem ented by other protocolsestin at-
Ing the state itself. Furthem ore, in addition to having to
know what entangled state one generated, one typically
also needs a certain m lnimum am ount of entanglem ent
for it to be useful for a speci c task. For exam ple, in or—
derto perform a fault-tolerant quantum com putation via
m easurem ents, along the line of G ottesn an and C huang
[3], one needsm uch m ore entanglem ent than orviolating
a Bell inequality. In the present paper, though, we will
be m ostly concemed w ith the sin plest nontrivialtask of
establishing w hether there is entanglem ent or not. That
task m ay be hard enough in practice.

A . Typesofentanglem ent

Let usbegin w ith a short overview ofthe varioustypes
of (pipartie) entanglem ent that can be generated in ex-—
perin ents, and In w hat sort ofphysicalsystem sthey tend
to occur. W edistinguish threem ain categoriesthat allre—
fer to genuine entanglem ent, but the usefiilness for quan-—
tum inform ation processing protocolsvaries from one cat—
egory to the next.

1. A priori entanglem ent: H ere one has a source gen—
erating m any instances (or \copies" [63]) of a bi-
partite state of system sA and B,

Here we assum e one has perform ed m easurem ents
on a subset of the many \copies" that allow one
to give an accurate estin ate of the state nt.
Then, depending on the am ount of entanglem ent
N ent, the rem aining unm easured copies can be
used for teleportation, for quantum com putation,
or for quantum key distribbution. For Instance, in
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a quantum com putation the entanglem ent should
bewihin ofthemaxinum where isthe thresh—
old for ault-tolerant quantum com putation @] in
order to be useful. For a quantum repeater the
entanglem ent should typically be within a few per—
cent of the maximum [E]. This type of a priori
entanglem ent can be generated, eg., In lon traps
w here two ions can be entangled in a determ inistic
way [E], or n two-m ode squeezed states of light,
where continuousvariable entanglem ent is deter-
m nistically created [i, 18], or between two atom ic
ensem bles when analogous continuousvariable de-
grees of freedom  (Stokes param eters) are used [9].

. Heralded entanglem ent: Suppose one’s source gen—
eratesm any Instances of states of the form

AB = pyes ent yes+ Prno unent no *

Here o4t isan entangled state, which one has sub—
fcted to m any tests so that one has a reliable es-
tin ate of that state. The states s and ., are
(orthogonal) statesofan auxiliary system , on which
one perform s m easurem ents that tell one whether
one is keft wih the entangled state o, Or the un-—
entangled (and useless) state ypent. T he probabik-
ities to profct onto the entangled or unentangled
states are denoted by pyes and pyo -

T histype ofentanglem ent isalm ost asusefiiland as
powerfilas a priori entanglem ent, except that one
m ay have to generate m any copies before achieving
success if pyes is am all. Indeed, one needs to gen—
erate on average 1=pyes copies before one is able to
m ake use of the entanglem ent. T his type of entan—
glem ent is generated, eg., between atom ic ensem —
bles [LQ], using the protocol from Ref. [L1]. Here
detection of a single photon that em anates from
one of tw o ensam bles heralds the creation of entan—
glem ent between the two ensam bles.

. A posteriori entanglem ent.: Here one generates
m any copies of a state

as = @ P)o+ P ents 1)

where P 1 is a smnall probability, o is a state
that one’sdetection device doesnot detect, and  ent
isone’sdesired entangled state (9., a state close to
a m axin ally entangled Bell state) that is destruc—
tively detected by one’s devices. In this case, the
am ount of entanglem ent is actually sm all (of order
P ) but one can stilldetect it and one can use it for
som e but not necessarily all protocols that require
entanglem ent.

In fact, because ofthe destructive character ofone’s
detection m ethods, one typically uses (@and som e-
tim es describes [12, |13]) the state g as if it is
close to being m axin ally entangled, that is, as if it
isIn fact the state ent. Butmostofthe tine W ith

probability 1 P ) one’s detectors do not register
any signal and the protocol for which the entan—
glem ent is supposed to be used fails. But upon a
positive detection event one did succeed in inple—
m enting one’s desired protocol a posteriori. This
type of entanglem ent arises, eg., In typical down-
conversion experim ents, where ( is a state con—
taining no photons, and ¢,+ containsa pair ofpho—
tons, one photon for each party. W e neglect here
the probability of order P2 to have two pairs of
photons, 2. This is a good approxin ation only
when considering a singke copy of the state a3y,
but not when one considers two copies or m ore.
A fter all, to order P ? one has not only two copies
of cnt but there are also tem s corresponding to
the case where one has one copy of ¢ and one of

2p - See [14] for exam ples.) Such entanglem ent can
be useful for generating classical data displaying
nonclassical correlations, but not alvays for gener—
ating quantum outputs. For exam ple, a posteriori
entanglem ent can be used for Bell inequality tests

[L3,/13]. The m ain di erence between a posteriori
entanglem ent and heralded entanglem ent is that in
the latter case the entangled state o+ exists after
one’s m easurem ent, ready to be used, whilk In the
form er case the desired state ,+ never exists w ith
ahigh delity (shhceP 1). Beforeone’sm easure—
ment onehas ;g ,afterone’sm easurem ent one has
destroyed the state.

O n the other hand, one can in principle prom ote a
posteriori entanglem ent to heralded entanglem ent
by using two copies of the state and applying en-—
tanglem ent swapping [L2]. T hat is, conditioned on
detecting two photons, one from each copy, and
procting those two photons in a Bell state, one
has to a very good approxin ation another pair of
propagating photons that should be close to the
desired m axin ally entangled state. W e would not
actually agree w ith the nam e \entanglem ent swap—
ping" here as that temm would in ply one startso
w ith a close to m axin ally entangled state, whhereas
one doesn’t. M oreover, In the actual experin ent
[L2] the detection of two photons in the Bellm ea—
surem ent could be due (W ih roughly 50% probabil-
iy) to two photons from onem ode (arising from the
tem  ,, mentioned above). So, with the m ethod
of [12] one actually produces a roughly equalm ix—
ture ofa closeto-m axin ally entangled state oftwo
photons, and a state w ith no photons in one output
and two (unentangled) photons in the other.

B. Overview ofentanglem ent veri cation protocols

W e can also distinguish various entanglem ent veri ca—
tion protocols. W ebrie y discussthem here in no partic—
ular order (except for being treated in this order, m uch
m ore extensively, In the next Sections), and also indicate



w hat type of not—so-subtle errors have been m ade in ap—
plying these veri cation protocols (m ore subtlk errorsare
discussed later):

enhancem ent" ora \random -sam pling" assum ption
(see Section [IV] ©rm ore details). T hus, any of the
three types ofentanglem ent described above can be

1. Telportation: Here one tries to use entangled

states to teleport som e ensam ble ofquantum states.
If the average teleportation delity is su ciently
high, one has proven the existence of entanglem ent
(or m ore details see Section [IIT) .

Just as there are di erent types of entanglem ent,
there are di erent types of teleportation. W ih a
priori entanglem ent one can in principl perform

determ inistic and unconditional teleportation, pro—
vided one can perform a Bell measurement In a
determ inistic way. T hat is, one can guarantee that
the quantum state of a given system will be tele—
ported w ith high delity and high probability. T his
type of telgportation has been achieved both w ith
jonsin an ion trap [L6G,l17]aswellasw ith two-m ode
squeezed states [B].

W ith heralded entanglem ent one can do the sam e
(after a successfiilheralding event), but w ith a pos—
teriori entanglem ent one can only perform condi-
tional teleportation. That is, the success of the
teleportation protocol cannot be guaranteed in ad—
vance. The success is conditioned on the positive
outcom es of certain m easurem ents, including the
Bell m easurem ent, that are part of the teleporta—
tion protocol itself. For exam ple, in the pioneer-
ing experim ent ofRef. [L8] successful teleportation
could be inferred only after a succesful Bellm ea—
surem ent, and after detecting and destroying the
teleported state. W e may call this conditional a
posteriori teleportation. T he In proved version [L4]
of teleportation w ith a posteriori entanglem ent of
Ref. [L9] no longer relies on having to detect and
destroy the teleported state. T hat type of telepor-
tation is still conditional, successbeing conditioned
on the positive outcom e of the Bellm easurem ent.

In the context of the present paper it is in por-
tant to note that all these versions of teleportation
(conditionalor unconditional, a posteriori or a pri-
ori) can be used as valid entanglem ent veri cation
tests. In order to quantify the am ount of entangle—
m ent generated one does have to take into account
In what fraction ofthe attem pts successfultelepor-
tation was achieved. But a su ciently high delity
In the successfiil cases does dem onstrate the pres-
ence of entanglem ent.

.BellCH SH inequality tests: Here one sub Ects the
entangled states to m easurem ents whose correla—
tions may tum out to be so strong that they
cannot be explained by a local hidden-variable
model RJ, 121]. This, In tum, Inplies entangle-
m ent, as any unentangled state could act asa local
hidden-variable m odel. Null results, where no sig—
nalwas detected, m ay be taken care of by a \no—

tested and veri ed by a BelkCH SH [64] Inequality
test.

The BellCHSH test is very powerfiill in that it
m akes no assum ptions about H ibert spaces in—
volved, nor about what one’s m easurem ent devices
actually detect. O n the other hand, the am ount of
the violation of such an equality by itself tells one
nothing quantitative about the am ount of entan—
glem ent generated in the experim ent. For exam —
ple, In the case of a posteriori entanglem ent there
is a clear di erence between ;p and . The
violation of Bell's inequality tells one only about
the nonzero entanglem ent In o, but not about the
entanglem ent in the state actually generated, ap .
Including the fraction of null results does give one
the correct order of m agnitude of entanglem ent in

aB s but typically one does not Inclide these in
statem ents about entanglem ent 22].

. Tom ography: O ne perform s fill tom ography [65]

on a quantum state and from that infers, by cal-
culation, how much entanglem ent one has. This
Seam s straightforward, but one has to be careful
here. In the case of a priori entanglem ent the state
one perform s tom ography on, ent, actually is the
state generated In one's expermm ent, ap . In the
case of a posteriori entanglem ent one typically per—
form s tom ography not on the full state, but only
on the part that is detected, cnt. That state ent
never exists independently in one’s experin ent, and
conclusions based on that state overestim ate the
am ount ofentanglement in ap by a factorofl1=P .
For exam ple, although a graph as in, eg., [L3] on
tom ography of a state generated by down conver—
sion, looks sim ilar to a graph in a tom ography ex—
perin ent on an entangled state between two ions
24], only the latter experin ent perform ed tom og—
raphy of the full quantum state.

. Entanglem ent w inesses: O ne m easures a particu—

lar observable whose expectation value is positive
for any unentangled state R5]. Ifone ndsa nega—
tive value, one m ust, therefore, have entanglem ent.
Nullm easurem ents can be counted as contributing
\zero" to the entanglem ent w itness, and, therefore,
do not a ect the sign of the entanglem ent w itness.
T hus, m easuring an entanglem ent w itness is a valid
test for all three types of entanglem ent discussed
above.

. D irect m easurem ent ofentanglem ent: Here one

m easures certain quantities that not only tell one
there is entanglem ent, but also how much. This
requires one to have muliple copies of the same
state R€,127]. However, what one m eans precissly
by \multiple copies" or \identical copies" is not



trivial. P lacing too much trust on having identi-
cal copies w thout testing this rst can lead one to
w rong predictions about entanglem ent. A sinpl
exam ple is 8] where m easurem ents are perform ed
on only one part of a bipartite state, and yet m ax—
In alentanglem ent is concluded to exist. Here one
relies on the strong addiionalassum ption that one
generated two identical pure and known states. For
m ore details, see Section [V 11.

6. Consistency w ith entanglem ent: H ere one’s (ideal)
theory tells one the experim ent should, if all goes
well, generate som e entangled state pe. O ne per—
form s certain m easurem ents and checks that one’s
m easuram ents are consistent w ith the assum ption
of the entangld state ,+. However, In general
one cannot infer the existence ofentanglem ent from
these m easurem ents and the m easurem ent resuls
w ill typically be consistent w ith a classically cor—
related but unentangled state as well. A recent
exam ple of this procedure is R9].

In the rem ainder ofthis paper we w illbe concermed w ith
the correct entanglem ent veri cation protocols 1{5 only,
and we exclide protocol 6 (it does feature in Section
[V II because a particular incorrect application of proto-
col5 is sim ilar to protocol 6) . N evertheless, even correct
protocols must be applied carefully, and discussing the
m ost comm on m istakes in applying correct protocols is
one point of the present paper. T hose errors tend to be
m ore subtle than the oneswe jist m entioned in thisbrief
overview .

C. The di erent roles played by the
experim entalist

Tt willbe convenient in the follow ing discussions to in—
troduce ve characters playing di erent roles in experi-
m ents that generate and verify entanglem ent. F irst there
are the usualpersonae A lice and Bob who clain to have
generated a bipartite entangled state shared between the
two of them . A lice and Bob are In separate locations A
and B .

Then there is Quinten [66] who w ishes to verify that
A lice and Bob have indeed generated entanglem ent. W e
assum e A lice and B ob hand over their entangled state to
Q uinten, who then sub fcts that state to his favorite test
(and this is repeated m any tin es). Q uinten believes in
quantum m echanics but does not trust A lice and Bob.

Quinten should be distinguished from another veri er,
V ictor, who was introduced som e tin e ago In the litera—
ture [@] in the context of teleportation protocols. V ictor
Jets A lice and B ob telkport a state that he hands over to
A lice. T he state isknown to V ictor, but not to A lice and
Bob. V ictor checks whether the output state on Bob’s
side at the end ofthe teleportation protocolis su ciently
close to his original input state to warrant the concli-
sion A lice and Bob m ust have m ade use of entanglem ent

fm ore details are given In Section [III). In contrast to
V ictor, Q uinten perform s all tests hin self. In particular,
ifQ uinten uses telgportation as a m eans to verify entan—
glem ent, he hin selff would try to teleport som e arbitrary
state using the entangled state handed to hin by A lice
and Bob.

F inally, there is Rhiannon, the realist, who, just lke
Quinten, m istrusts A lice and B ob and perfom s her own
m easurem ents on states handed over to her by A lice and
Bob. But unlke Q uinten, she does not believe In quan-—
tum m echanics and tries to construct a Jocal (\realistic")
hidden-variable m odel that describes her m easurem ent
results. She does not acospt any quantum -m echanical
descriptions of (m easurem ent or other) devices and inter—
prets results ofm easurem entsonly in tem s of the classi-
cal settings of those devices and In term s of the di erent
\clicks" her m easurem ent devices produce.

In the follow ng we will be m ostly interested in ver—
i cation procedures that could convince Q uinten that
A lice and Bob share entanglem ent. This preference re—
ects our own belief in the validity of quantum m echan-—
ics. Q uinten’s protocols do not test quantum m echanics;
they m erely test the state handed over to hin by A1~
ice and Bob. Such protocols do not necessarily convince
Rhiannon of anything, as she w ill not accept any of the
Inferences m ade by Q uinten that depend on the validity
of quantum m echanics.

O n the otherhand, protocolsdesigned to convince Rhi-
annon that A lice and Bob’sm easurem ent results cannot
be explained by a local hidden-variable m odel, are per—
fectly acoeptable as a dem onstration for Q uinten that
A lice and Bob m ade essential use of entanglem ent. This
is sin ply because any unentangled state can itself be
used as a local realistic hidden variable m odel. M ore—
over, such an experin entm ay convince Q uinten ofentan—
glem ent even if it fails in Rhiannon’s eyes. Indeed, the
presence of \loopholes" in B ell-nequality tests or CH SH —
nequality tests [30] m ake the test unacceptable or Rhi-
annon, but Q uinten is w illing to m ake m ore assum ptions
about the experin ent (see below for exam ples). Thushe
m ay accept the violation ofa Bellor CH SH inequality as
verifying the presence of entanglem ent even if loopholes
are In fact present. It is in portant to distinguish these
assum ptions m ade by Quinten from other assum ptions
that would boil down to trusting A lice and Bob. The
latter, we argue, should not be allowed In entanglem ent-
veri cation experin ents.

T hus we propose that every entangkm ent-eri cation
protocol ollow Q uinten’s criteria and assum ptions. In
the next section we will form ulate som e C riteria that
Quinten should use (m ostly arising because of his m is-
trusting A lice and Bob). In the subsequent sections we
w il discuss exam ples of assum ptions often m ade In ex—
perin ents that do not violate these C riteria, exam ples of
assum ptions that do violate them , and what the conse-
quences are of such violations.



D . W hat is entanglem ent veri cation anyway?

W e conclide this Introduction by de ning what exactly
wemean when we say we veri ed that a source creates
bipartite entangled states. This question ism eaningfiil
only in the situation that the source em itsa long sequence
of repeated signals. It is not clear in general that we
can describe this situation via density m atrices for the
Individual signals. However, In soecial cases this can in
fact be done.

The answer to the question what state to assign un-
der which circum stances has been given In [31] for the
follow ing case, relevant to our discussion. Assume A -
ice and Bob generate N° copies of their bipartite state.
T hen consider the case in which Q uinten tests som e ran-
dom Iy chosen subset ofN < N copies. Suppose he con—
cludes that the sequence of N copies is exchangeable,
ie., he assigns the sam e overall state to any pem utation
of these N systam s. Furthem ore, assum e Q uinten con-
siders this exchangeability to hold true for an extended
sequence ofN + 1 states created by adding onem ore copy.
T his assum ption is called extendability. W ith both con—
ditions of exchangeability and extendability satis ed he
then should assign a state of the form

M= gap() Y, @)

wih d P ( ) som e probability m easure, to his sequence
of N copies. This form is called the De Finetti form

[31]. N ote that this form ism ore generalthan the sinple
relation

™) _ N, 3)

for N copies, where o issome xed known density m a—
trix. Indeed, the latter form is a special case of the
De Finetti form , namely when Quinten has narrowed
dow n his probability assignm ent P ( ) to a delta function

( 0) . For instance, he can achieve this by perform ing
full quantum state tom ography.

M ore generally, Q uinten’s m easurem ent statistics re-
strict the form ofthose that contribute non-negligbly
in [2), and verifying entanglem ent m eans to verify that
allcontrbuting ’sareentangled. T hat answersthe ques-
tion posed in the title of this subsection.

O ften one uses the statam ent that the densiy m atrix

M) ofN systemsis\ofthe form ®)= N "o mply
that isnotknown. In that case, one could or perhaps
should use the m ore com plicated orm [J) to m ake the
unknown characterof explicit. W ih this interpretation
inmind, i ispem issbleto assumethe form ®’)= ¥
if exchangeability and extendability both hold. This is
the case, Por exam ple, if all signals are being m easured
Independently, so that the exchangeability and extend-
ability properties apply to the classical data (ie. the
m easurem ent resuls).

C larly, verifying entanglem ent in this sense can be
doneonly w ith a su cient am ount ofm easurem ent statis—
tics. The orm [Q) is, n fact, valid asym ptotically, for

N ! 1 , and neglkcts tem s that vanish in the lm it
N ! 1 . The question arises how fast these temm s de—
crease w ith increasing N . The discussions of those de-
tails is beyond the scope of the present paper, and for
m ore discussion on that topic, see Ref. [32]. But it is
In portant to keep this issue in m ind when m aking the
statem ent that one’s source em is entangled states.

II. CRITERIA FOR EXPERIM ENTAL
ENTANGLEM ENT VERIFICATION

Here we propose ve C riteria that any entanglem ent—
veri cation procedure should satisfy. W e ilustrate how
violating these C riteria tends to lead to overestim ating
the am ount of entanglem ent In the entangled state gen—
erated, or to concluding that there is entanglem ent w hen
there is in fact none. In this Section we use one very sin —
plk exam plk to illustrate som e of the C riteria. Suppose
the bipartite state of two qubits one generates is of the
form

Z
= <, ()ih ()3
> J ¥
5 ()i = (Pifi+ eéqi(l )jll:pl): @)

2

T his state is a m ixture over a phase ofm axin ally en—
tangled states. Yet them ixed state hasno entanglem ent,
w hich becom es clear after perform ing the integralover

V iolating the C riteria given below , how ever, m ay lead one
to conclide incorrectly there is entanglem ent. In later
Sections we w ill give m ore com plicated exam ples from
actual experin ents violating the C riteria In m ore subtle
but equally disallowed ways. W e will also display ex—
am ples in those Sections to explain why som etin es com —
plicated procedures are required even if they m ay seem
unneccesary or overcautious at rst sight.

Any experin ental result must be interpreted before
it can be checked against a theory. W hereas Rhian-
non only translates the classical settings of devices and
classicaloutoom esofm easurem ent into sym bols, Q uinten
translates m easurem ents m ade by hin into m athem ati-
calexpressions corresoonding to von N eum ann m easure—
m ents or, m ore generally, to P ositive-O peratorValued—
M easures POVM s). Now in an actual experin ent the
roles of both A lice and Bob on the one hand, and that
of Quinten on the other, are plyed by the same ex—
perim entalist. Thus i is an easy m istake to acoept
quantum -m echanical descriptions of all operations as
valid. H owever, in the scenario sketched in the Introduc—
tion, Q uinten does not trust A lice and Bob. Thism eans
that quantum -m echanicaldescriptions of operations per-
form ed in the preparation procedure (the part of an ex—
perin ent assigned to A lice and Bob) should not be taken
forgranted. O n the other hand, m easurem ents done dur-
Ing the veri cation stage Q uinten’s m easurem ents) can
be trusted, although, of course, unjusti ed assum ptions
about Q uinten’sm easurem ents should be avoided aswell.



A In ost all over-optin istic statem ents about entangle-
m ent generated in actualexperin entsput toom uch trust
In the preparation stage. Thus the st Criterion m ay
wellbe the m ost In portant:

C riterion 1 No assum ption should ke m ade about the
form of the quantum state generated in the experim ent.

For exam ple, suppose an experin ent generates a state of
the form [4). Now the intention m ay well have been to
have f1ll control over the phase . However, one should
not sim ply assum e one sucoeeded in doing that. In the
case of [4) one would prem aturely conclide one gener—
ated a m axin ally entangled state by assum ing a particu—
larvalue of the phase, although there isno entanglem ent.
T hus, we argue, verifying that one has control over the
phase should be part of the entanglem ent veri cation
protocol. M ore interesting exam ples of violations of C ri-
terion 1 are ound in Sections[IV] and [V 11.

A special case of this C riterion, but probably worth
stating explicitly, is

C riterion 2 No assum ption should ke m ade about the
sym m etries of the quantum state generated in the exper—
In ent.

Using the same examplk Eq. [@), one may well decide
that all phases are equivalent in one’s experin ent \by
symm etry", and therefore one decides that one m ight as
wellsst to zero by at. Thiswould lad, again, to the
w rong conclusion that one generated a m axin ally entan—
gled state, ifone actually generated [@). M ore interesting
exam ples are in Section [IT1.

Another special case of C riterion [Il worth stating ex—
plicitly refers to the form of the state of m ultiplke copies
ofa quantum system .

C riterion 3 One should not assume N coopies of the
state generated In ag experment to be in a pint state
oftheorm ®’= d P () Y unlkss the veri cation
m easurem ents dem onstrate exchangeability and extend-
ability of the sequence of the N copies.

T his, of course, refers to the discussion about the De
Finetti ©m [2). Ideed, it is in portant to em phasize
this: the assum ptions of Q uinten about exchangeability
and extendability should folow from his m easurem ents,
not from his trusting A lice’s and Bob’s actions. And so
hism easurem ents should be done as ollow s: F irst, if he
perform various di erent m easurem ents M ;, he should
choose a random order for those m easurem ents on his
copies to ensure he can apply exchangeability. Second, in
order to w arrant the extendability assum ption, he should
be abl to delete random ly chosen subsets ofhisdata and
still reach the sam e conclusion about his state assign-
ment (or about entanglem ent). These two C riteria are
su cient for hin provided allhism easurem entsM ; are
perform ed on singk copies. In the case that som eorallof
hism easurem ents are perform ed pintly on groupsoftwo
or m ore copies, then he should in addition choose those

groups of copies random ly. E xam ples ofw here these pro—
cedures are necessary w illbe given in Section [V T, about
direct m easurem ents of entanglem ent.

Letusnote expligitly that Q uinten w illassign correctly
the ®om ®) = d P () Y to verify entanglement
even in cases where one m ight nom ally be inclined to
assign a di erent form . For instance, a phasedi using
laser em itting light pulses In subsequent tim e slots can
bedescribed by a quantum state ofa slightly di erentbut
related form [33], that takes explicitly into account that
di erent portions of the laser light within a coherence
length of the Jaser di er only slightly in phase, whereas
two portions farther apart in tin e m ay have very dif-
ferent phases. That description, however, m akes use of
extra know ledge about how a laseractually works. Q uin—
ten, how ever, w ill trust only hism easurem ent resultsand
should m akeno assum ptionsabout how A lice’sand Bob's
laserswork.

For our next C riterion, we argue that the way the ver—
1 cation test is perform ed In the experin ent should not
depend on how the actualstate is generated. Ifthe sam e
state can be generated in di erent ways, then Q uinten’s
veri cation procedure should not depend on which ofthe
possible m ethods was used by A lice and Bob. Thus, we
have another C riterion:

C riterion 4 Entanglkm ent veri cation should e inde-
pendent of the entanglkm ent generation procedure.

For exam pl, suppose again [4) is generated. Assume
that the reason for integrating overall isthat one does
not have controlover the phase from run to run because
som e optical path length is unstable. H owever, suppose
that w ithin one run one can be quite sure that the ver-
1 cation process still can m ake use of alm ost the sam e
opticalpath length, whatever it is. In that case the ver-
i cation m easurem ents from run to run would give the
w rong iIn pression that phase is under control, and again
onewould overestin ate the entanglem ent in the state [@).
T his sam e exam ple is discussed firther in Section V] for
an actual experim ent.

Finally, we form ulate a C riterion about postselection,
which iswellknown to cause troubles for Bell inequality
tests [B4]. This Criterion does not refer to A lice’s and
Bob’s procedures but to Q uinten’s analysis of his own
m easurem ent results.

C riterion 5 Apply postselkction only if it can be simu-
Iated by bcal Iering kefore and independent of the ver—
i1 cation m easurem ents.

Here, \local" refersto operationsthat are done separately
on A lice’s side and B ob’s side; it exclides nonlocal oper—
ations acting pintly on A lice’s and Bob’s quantum sys—
tem s. That is, Q uinten is allowed to apply certain types
of postselection, but only if the subensamble he selects
is the sam e as the subensam bl that would be selected
if A lice and Bob had applied local ( ltering) operations
[35] in their preparation before Q uinten’s m easurem ents.
That Itering then should in particular be independent



of both the choice and the outcom es of Q uinten’s m ea—
surem ents. The reason for all this is as ollows: A local
operation cannot Increase the average am ount of entan—
glem ent. That is, given a state ,p that is generated in
som e experin ent, one has
E (as) RassE ( pass) + Panf ( @i); )

where E (:) is one’s favorite m easure of entanglem ent,
Ppass 15 the probability for the local Itering operation
to succeed, and  pass IS then the density m atrix of the
subensem ble selected by Quinten. gp is the subensem —
bl failing the Itering, and hence thrown outby Q uinten.

P ostselection applied In this way cannot lead one to
believe there is entanglem ent where there is none. But
one can certainly still overestin ate the entanglem ent one
generated by m isidentifying p,ss with theensemble ap
actually generated In the experin ent. This isan errorwe
m entioned before, in the context ofa posteriori entangle-
m ent.

ITII. QUANTUM TELEPORTATION

One way for Quinten to test whether A lice and Bob
generated entanglem ent, is forhin to try to use the pur-
ported entanglem ent for teleportation. O f course, tele-
portation achieves m ore (and was designed to achieve
m ore) than m erely verifying entanglem ent, but here we
are Interested in telportation only as a m eans of veri-
fying entanglem ent. In particular, when one w ishes to
use teleportation for a quantum repeater [B] or for quan—
tum com putation [3]onew illneed m ore stringent criteria
on the delity of teleportation than we require here for
our lin ited purposes. W e consider teleportation ofboth
qubits and continuousvariable (CV) states, ie. statesof
bosonic m odes.

If A lice and Bob clain to be abl to generate 2-qubit
entangled states, Q uinten m ay try to verify this by tele—
porting a qubit prepared In an arbirary state from A -
ice’s Jocation A to Bob’s Iocation B . If he nds he can
teleport random Iy chosen qubit statesw ith a \su ciently
high delity", then he can be con dent A lice and Bob
prepared a state that is su ciently close to an idealBell
state to warrant the conclusion the state has nonzero en—
tanglem ent. Sin ilarly, n the CV case, he may try to
teleport an arbitrary state of a given bosonic m ode from
A toB .Agaln, ifthe delity Quinten ndsissu ciently
high, he concludes A lice and Bob did generate a CV —
entangled state.

N ow before discussing in m ore detailw hat \su ciently
high delity" really m eans, let us com pare Q uinten’s pro—
tocol w ith a related but di erent veri cation protocol,
nam ely one that veri es whether A lice and Bob can do
teleportation them selves. T his isusually checked by V ic—
tor who hands a random Iy chosen qubit state over to
A lice, who then teleports it to Bob, after which V ictor
checks, again, the delity of the state teleported w ih

regpect to the known (to hin ) original. There is a dis—
tinction we can m ake between the veri cation protocols
of Quinten and V ictor. The di erence concems the use
of a shared reference fram e between A lice and Bob. In
som e cases (In fact, this applies m ore to the continuous-
variable case), the shared reference fram em ay be consid—
ered an additionalquantum channel [36]. W hile we actu—
ally do not agree w ith this point ofview [33,137,138,139],
V ictor m ay not be happy about A lice and Bob sharing
such a resource as it may seem A lice can cheat by send-
Ing Bob directly the state she’s received from V ictor.
However, this can in principle be circum vented by let—
ting A lice and B ob establish the resource prior to V ictor
handing over his qubits to A Iice. On the other hand, it
should be clear that Q uinten is allowed to use whatever
reference fram e he needs to establish an isom orphism be-
tween A lice’s and Bob’s qubit H ibert spaces [40]. So in
the present context there is no problm about sharing
reference fram es during teleportation.

Quinten (and sin ilarly, V ictor), uses the follow ing pro—
cedure: rst he chooses som e test ensem bk ofpure states
and associated probabilities

testensamble= f(j ii;pi);i= 1:::Ng 6)

ofeither qubit statesorCV statesto beteleported. T hese
states are to be tested In som e random order. Then he
calculateshow wellhe could reproduce the state on Bob’s
side on average by sin ply m easuring the input state and
generating a new state In B dependent on the m easure—
mentoutcom e: n QKD thisprocedure would correspond
to an \interceptresend" attack. The average delity F
he ndsusing the state A lice and B ob provided should be
larger than the optin um valie ¥ (given the test ensem —
bl) the intercept—resend attack could produce, because
w ith a separable state one would not be able to do better
than that particular 1im it.

Now F does depend on the ensem ble chosen by Q uin—
ten. The obvious choice would be to use the unifom
ensam ble over all possible states. In the qubit case this
gives the resul that F* = 2=3 #41]. But Q uinten cannot
possbly test allpossble states, and a sn aller set of test
states will in general lead to a higher value of F'. For-
tunately, one can show [42] for the qubit case that there
are sin ple ensem bles consisting of 4 or 6 states that lead
to the sam e optinum  delity of2/3: one set is the set

T f£(hijpi= 1=4);i= 1l:::4g

of 4 tetrahedral states on the B loch sphere. T he other is
the set

M f(Mil;ps = 1=6);i= 1:::6g

of the 6 mutually unbiased basis states. Such sets then
are em Inent candidates to use for veri cation of entan—
glem ent by teleportation [L€,117].

One may wonder at this point, though, why is i
not su cient to check jist one state or perhaps two
states? A fter all, Q uinten know s he is not perform ing



the intercept—+esend m ethod, so why should he pretend
he has to beat that particular lim i? O ne answer is that
In the case the state generated by A lice and Bob isin fact
separable, Q uinten’s procedure can be interpreted as an
Interceptresend protocol. T he other answer is, Q uinten
cannot assum e that the delity for one or two particu—
lar states is representative for the delity of the whol
ensem ble. Indeed, there may well be an asymm etry in
the state generated by A lice and B ob that would lead to
teleporting certain statesm uch m ore reliably than others.
Q uinten would be violating C riterion [2 by assum ing oth-
erw ise. T he only guarantee Q uinten needs is that choos—
Ing the two ensem bles m entioned above cannot lad to
an average delity larger than 2/3 if he has a separable
state, Independent of assum ptions about the entangled
state generated by A lice and Bob. On the other hand,
it is still true he m ay choose a sm aller or di erent set of
test states, but then the delity to beat will In general
be larger than 2/3.

Sin ilarly, suppose it is obvious from the experim ental
arrangem ents that the teleportation delity of any state
of the form Pi+ exp @ )Ji is ndependent of the phase

. Can’t Quinten then m ake a shortcut and test only 1
state out of the ensemble M of that form (that ensem —
ble contains 4 such states, after all) and use F¥ = 2=3 as
threshold? The answer is again negative, as it would vi-
olate C riterion [J: although Q uinten’s setup m ay wellbe
sym m etric underphase shifts, he cannot assum e the state
generated by A lice and Bob has the sam e symm etry. For
exam ple, In [L7] a teleportation experin ent is discussed
where only 4 out of 6 m utually unbiased basis stateswere
tested. In principle that isnot su cient, although the ac—
tualexperin entm ay wellhave possessed the desired sym —
metry. There is Indeed an intercept—resend attack that
reproduces all 4 m utually unbiased basis states tested In
[l7] wih a delity of ¥ = 0:77 by using appropriately
constructed POVM s [43], beating the experin ental tele—
portation delity of approxim ately F 0:75. So the
sin ple correct thing to do, lndependent of one’s assum p—
tions about how the experin ent works In detail, isto use
all4 tetrahedral states T or all 6 m utually unbiased ba-
sis statesM to estin ate the telgportation delity and try
and beat F = 2=3.

In the CV case choosing an arbitrarily large set of
states W ! 1 in [@) to be tested for telportation
would lead to an optimum intercept-and-resend deliy
FF = 0, owng to the in nite din ensionality of the rele-
vant H ibert space. And so it is true that Q uinten’s task
is easy, In princpl, to verify CV entanglem ent. Unfor-
tunately, though, arbitrary states are typically not G aus—
sian (described by a G aussian W igner function) and non-
G aussian states are In generalm uch harder to generate
for Quinten. W hat has been used as a test ensemble in—
stead is to take a particular subset of G aussian states,
nam ely the set of coherent states. Then a delity of
F' = 1=2 can be reached by the interoept—resend attack
[41]. There have been other proposed tests [44], tak-
Ing the sam e set of ocoherent states, but using di erent

criteria. T hose criteria, how ever, do not check for entan—
glem ent but for som ething stronger [45]. For instance,
onem ay w ish to elin nate hidden-variablem odels for the
teleportation protocol. But in order to convince Q uinten
no such strong m easures are needed. In fact, in the sub—
section below we w ill see that Rhiannon w ill not be con—
vinced by a dem onstration of high— delity teleportation
In any case.

In principle then Q uinten would have to test \all" co—
herent states ifhe is to use F¥ = 1=2 as threshold. Since
that is In possble he would Instead draw random ly from
the set of ocoherent states (varying phase and am plitude
random ly) and teleport those and m easure the average

delity. O n the otherhand, am alltest sets of (nonorthog—
onal) coherent statesm ay wellbe su cient too, provided
Q uinten beats the correct delity lim £ F (som e num ber
larger than 1/2 but less than 1).

Tn [E] it is again C riterion [2 that was violated by not
taking Into account the com plete set of coherent states
that were In fact teleported experim entally for the esti-
m ation ofthe delity. Nam ely, the delity wasestin ated
using the teleportation of one particular coherent state,
nam ely the vacuum . N ote that laterm ore general states,
squeezed states In particular [4€], were teleported w ith

delity F > 1=2.

A . Teleportation and hidden variables

T here are tw o interesting issues conceming the relation
betw een hidden-variable m odels and the use of entangle-
ment In teleportation.

F irst, there is the question whether a local realistic
hidden-variable m odel exists for the teleportation proto—
ool Thanksto the result of B7]weknow now thatonebit
ofclassical nform ation su cesto sin ulate spin-goin cor—
relations of a m axin ally entangled 2-qubit state. This,
as explained n 7], can be exploied by A lice and Bob
tom In ic a teleportation protocolby m aking use ofthe 2
classicalbitsthat A lice is supposed to send to Bob. How —
ever, neither V ictor nor Q uinten w ill be fooled by this:
V ictor not, because he w ill check the delity ofthe state
on Bob’s side him self; Q uinten not, because he perfom s
the whole teleportation protocolhim self.

Som ew hat sin ilarly, in the case of teleportation w ith
tw o-m ode squeezed states [@], allm easurem ents (nam ely,
quadrature m easurem ents) and states (G aussian states
only) featuring in that protocol can be descrbed by a
positive W igner function, which can act as a hidden-
variable m odel 4€]. Agai, this is of no concem to
Quinten: forhin i is su cient that the only consistent
quantum description of the experim ent requires entan—
glkd states. In particular, his predictions about m easure—
m entson the teleported system other than m easurem ents
of quadrature variables would be di erent from those of
any hidden-variable m odel.

Second, it is known that the so-called W emer states
W [49] oftwo qubits for certain ranges of the param eter



are entangled (for > 1=3) but do adm i a hidden-
variable m odel for von Neum ann m easurem ents on the
qubis (for 1=2) .M oreover, one can achive telepor-
tation ofqubitsw ith the stateW for = 1=2 and reach
a delity of F = 3=4, thus beating the 1m it of FF = 2=3,
as shown in [BJ]. So in this case, too, Q uinten and V ic—
tor would conclude there is entanglem ent in that case,
although Rhiannon could nd a hidden-variable m odel.
Tt m ay be worth repeating that even though there is no
hidden-variable m odel according to the criteria of [50]
when the te]eportatjonpc_le]jty is larger than F 085
(nam ely when > 1= 2), Rhiannon probably would
still not agree w ith that conclusion as she m ay exploi
the two classicalbits sent from A lice to Bob to construct
a hidden-variable m odel, along the lines of [47].

IVv. BELLAND CHSH INEQUALITIES

T he underlying asum ptionsbehind Belland CHSH in-
equalities have been discussed at length and need no re—
peating 20, 121]. Nevertheless, we w ish here to connect
those discussions to the Criteria form ulated In Section
2. In particular, m any discussions [30] center around
so—called \loopholes": the two m ost in portant ones are
the detection (or fair sam pling) loophole, and the local-
iy loophole. A though both loopholes have been closed
In separate experim ents [L5,151], there has not been an
experim ent in which both were closed at the same time
3d1.

T he detection loophole concems the sin ple fact that in
an experin ent not allexperin ental runs lead to detector
clicks, due to Ine ciencies in the detectors (losses in the
tranam ission of quantum states from A lice to Bob are
part of the generation procedure). W hat one assum es
is that i is a random subset of events that is detected.
T his assum ption does not violate any of the C riteria we
proposed in Section 2. Indeed it is an assum ption about
Q uinten’s m easuram ent devices, not A lice’s and Bob’s.
Thus Quinten is justi ed in accepting that assum ption,
although Rhiannon would not agree. It is assum ed here
that A lice and Bob do not know which device settings
Quinten is going to use, which Q uinten m ust guarantee
by choosing his settings random Iy.

T he Iocality Joophole concems the tin ing ofthe choice
of di erent m easurem ents that have to be perform ed on
the two system s of the bipartite entangled state. If a
Bell inequality test is to refute a local realistic theory,
the two m easurem ents them selves and choosing the set—
tings of the tw o m easuram ent devices m ust be separated
by a spacelike interval. M ost experin ents violate that
condition but for Q uinten’s purposes violating locality is
not against the C riteria of Section 2. It is an assum ption
about his m easurem ents, not A lice’s and Bob’s. And so
this loopholk is not relevant for hin , although it is cru—
cial to Rhiannon. Indeed, Q uinten does not even have
to m ake an active choice of settings. This also relates
then to another aspect of testing local realisn , nam ely

that of free will of the experim entalist. Rhiannon has
to assum e free w il on the experin entalist’s part (other-
w ise the derivation of Bell or CH SH inequalities fails).
T his in plies that an active choice ofm easurem entsm ust
be m ade according to Rhiannon. A passive choice of
m easuram ents, ©r nstance determ ined by a beam split—
ter that splits the incom ing signaleither to one m easure—
m ent setup or another, is unacceptable for Rhiannon. In
contrast, for Q uinten both passive and active choices of
di erentm easurem entsare ne, as long ashe believeshis
active choices are perm utation nvariant (forapplying the
D e F inettitheorem [3)).

In short, then, closing loopholes is not in portant for
entanglem ent ver cation, no m atter how crucial it is for
refiiting local realistic hidden-variable m odels.

A . D angers of postselection

In m any experin ents on polarization entanglem ent be—
tween tw o photons generated from down conversion, it is
com m on to take into acoount only those data where two
(or m ore) photons were detected, (at least) one on each
side A and B, and ignore the null results w here photons
were not detected on both sides. For Q uinten this is a
correct procedure, one reason being it relies only on the
fairsam pling assum ption. Another way to see that this
procedure is correct, is to note it can be sinulated by a
Iocal Ytering operation. W e m ay in agine on each side
Independently a polarization-independent lossy channel,
then a quantum -non-dem olition (QND ) m easurem ent of
photon number, and Iering out those cases where no
photons are found. Here one would use the relation

E(as) RBi1E (11)+ PrunE ( nunli (7)

In obvious notation. So postselection correctly identi-

es the presence of entanglem ent. On the other hand,
violating a Bell inequality by m any standard deviations
still does not say much about how much entanglem ent
is generated in the experim ent, E ( o ). Ifthe probabilk-
ity of successfilm easurem ents is am all, say p11 = , one
m ay conclude only that the entanglem ent is of order ,
namely E (11), In contrast to statem ents In Ref. R2],
and In m any other papers. T he state that m ay be close
to m axin ally entangled is the ctituous state 17 that
would be produced if one actually perform ed the above-
m entioned Q ND m easurem ent of photon num ber.

In other types of experim ents the seem ingly sim ilar
postselection of kegping only data corresponding to de—
tector click fails [52,/53]. Suppose one Intends to generate
an entangled state of the form

P
(Pijli+ exp @ )JiPi)= 2; ®)

wherenow 0 and 1 refer to photon num bers in two di er—
entm odes, one in Jocation A ,one In B . M easurem entson
that state w illnot alw ays yield one photon in totaldue to
ne ciencies. So, why not jist ignore the zero-detection



results? O ne reason isthat Iltering statesw ith 1 photon
in totalis a nonlbcal lter, unlke Iering 1 photon on
each side. Indeed, ifone Instead had generated a product
state of the form

(Pi+ ) ( exp@ )i+ Pi)=2; ©)

w ith 1, Itering out zero-detection events would
m ake this state indistinguishabl from the entangled
state [8) (fwe also neglect the double-detection events
arising from the 2dlijlitem ), aswaspointed out in [B3].

A tematively, one m ay also view this as a violation of
C riterion [1], as the veri cation protocol of [52] assum es
a single-photon state was generated, explicitly excliding
the Jiji and PiPitem sby at. So, no entanglem ent
between two atom ic ensem bles can be inferred from the
data presented in [BZ2].

V. QUANTUM TOMOGRAPHY

IfQ uinten perfom stom ography on the quantum state
generated by A lice and Bob, he cbviously will not only
determm ine w hether the state isentangled but also by how
much. However, in generalone doesnot perform a fullto—
m ographic reconstruction of a state, but instead focuses
on the subspace or subsystem of interest. For exam ple,
when testing entanglem ent between the soin degrees of
freedom oftw o electrons, no onewould think ofalsom ap—
ping out the spatial degrees of freedom of the electrons.
Fortunately, ignoring one degree of freedom is easy to
Justify : tracing out a degree of freedom is a local opera—
tion and can only decrease the am ount of entanglem ent
one estim ates.

Tt is a trickier question whether Q uinten is allowed to
single out som e H ibert subspace H on which to perform
his m easurem ents. Indeed, the exam ple treated at the
end of the preceding Section is one where singling out a
particular subspace is ncorrect. M oreover, according to
C riterion [I] he should not m ake any assum ptions about
the state: How can this C riterion be reconciled w ith the
choice of a particular H ibert space?

The answer is this: if one can show that the over—
all entanglem ent In the state generated by A lice and
Bob cannot be lss than that present In the subspace
H then, of course, Q uinten’s test can only underestin ate
the am ount of entanglem ent. T he m ost straightforward
way of accom plishing this is to m ake sure that pro gct-
Ing onto the subspace H is a local ltering operation.
T his is indeed a m ethod often used, although the restric-
tion to a particular H ibert subspace is not alwaysm ade
explicit. Forexam ple, tom ography on \photon pairs gen—
erated by down conversion" is typically restricted to the
H ibert space where the num ber of photons is xed to
two (one on A lice’s side, one of Bob’s side) [1L3]. Down
conversion in fact generates a m xture of the vacuum ,
photons pairs, double photon pairs, etc. For the ques—
tion whether there is entanglem ent or not, tom ography
on the restricted H ibert space only is indeed su cient,
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although for quantitative estin ates of entanglem ent it
fails. (Let us also note there are experim ents In which
tom ography is perform ed on a larger H ibert space, in-
cluding the vacuum com ponent as well as com ponents
containing photons [(4].)

Let us here also expand on the exam ple m entioned in
the Introduction. In [L0] tom ography is applied to a sub-
space of the ull H ibert space oftwo eld modes. (The
assum ption ofonly two eld m odes, one on each side, is
warranted as ignoring Inform ation about what eldm ode
produced a click in one’s detectors is a local operation.)
In that experim ent, there is a phase between the two
states Pijli and JliPi that depends on an optical path
length. That path length in the actual experim ent was
controlled and stabilized. Here, as always, one really
m eans that the phase is stabilized w ith respect to som e
extemal reference, so that one really should w rite R -
Now the tom ographic m easurem ents depend on a sin -
larphase ° r determ ined by a di erent optical path
length. The procedure of [L0] m ade a point of not using
the sam e optical path for tom ography and entanglem ent
generation, so as not to violate C riterion [4l.

Indeed, suppose that both phases would be drifting
over tim e. Then one could elim inate the relative phase
drift of ( r) (° R)= by using the sam e
optical paths, thus reducing the requirem ents on phase
stabilization. T hat is, although neither r woul be
welkde ned,nor ° g ,thedi erence Owould drift
over a m uch longer tin e scale. H owever, that procedure
would violate C riterion[4 as the veri cation would depend
on the generation procedure. And this would have led to
prem ature conclusions about entanglem ent.

F inally, let us note that assum ing the D e F inetti form
@) is a crucial (@beit often not explicitly noted) part
of standard quantum tom ography, as explained in [31].
A s a consequence C riterion [3 is usually obeyed in such
experin ents.

VI. ENTANGLEMENT W ITNESSES

Entanglem ent w itnesses are operatorsW on bipartie
H ibert spaces such that the observation of Tr( W ) < 0
Impliesthat isan entangled state. C onversely, for each
entangled state thereisaw J'n@ess. Any w inessoperator
can be represented as W = i ciyFy Gy, where ¢
are real num bers, not necessarily positive, and the sets
of operators fF;g and £G yg are POVM s on A Iice’s and
Bob’s H ibert spaces, respectively. T hen the expectation
valuie of the w iness can be evaluated from tq_g observed
probabilitiespss = Tr( F;  Gy)asTr( W )= ., Cypi5.
T hus an entanglem ent w iness can always be m easured
by localm easurem ents.

Before looking at som e exam ples, ket us m ake som e
brief general rem arks. The POVM s on either side do
not need to form an operator basis (ie. to be tom o—
graphically com plete) In order to construct usefiil w it—
ness operators @]. In general we assum e that Q uinten



has fullknow ledge about the POVM she perform s. How —
ever, this is not necessary. For instance, there isno in -
plication that A lice and Bob (or Q uinten) need to share
a reference fram e In order to be able to verify entangle—
m ent. Indeed, even if Q uinten really uses on Bob’s side
the POVM G5 = UG4UY for som e unknown, but xed
uniary operator acting on Bob’squantum system , the
observation that ., cypiy < O still veri es entangle-
m ent. Nam ely, in that case this observation corresponds
to Tr(T U I UW ) < 0, so that he veri ed the en—
tanglem ent ofthestateI U I U. The latterstate is
m anifestly connected via a localoperation to the original
state and, therefore, entanglem ent of one state im plies
the entanglem ent of the other. T his ocbservation can be
generalized to POVM s related by LOCC m aps (rather
than unitaries), so that indeed only partial control over
the m easurem ent POVM s is required.

M oreover, an entanglem ent w iness does not neces-
sarily m ake use of allPOVM elem ents of the m easure—
m ent, therefore trivially allow Ing the useoflocal ltering.
T his iIncludes conditioning on the detection of photons,
as discussed In the preceding Section. Known and well-
characterized im perfections such as dark counts and de—
tection Ine ciencies in Q uinten’s devices can be directly
Inclided in the description of the m easurem ent POVM .

In actualexperin ents it is crucialnot tom ake (explicit
orhidden) assum ptions about the relevant H ibert space.
For exam ple, in quantum optical im plem entations one
uses often singlephoton avalanche detectors that m oni-
tor m any spatio-tem poralm odes. T hese detectors can—
not discrim inate from which m ode the photon has been
draw n that triggered the detection event, or w hether the
event was triggered by one or m any photons. W hike the
issue ofm any spatio-tem poralm odes can be easily dealt
w ith due to the sin ple overall structure of the POVM
(orby a local Yering operation: m easuring but subse-
quently orgetting from which m ode a detected photon
arose is a local operation), it is In generalm uch harder
to analyze carefully m ultiphoton events.

E ntanglem ent w itnesses are being evaluated using the
pint probability distrbbution for the m easurem ent out—
com es of both subsystem sA and B . In a way, this pint
probability distrdbution sum m arizes everything Q uinten
know s about the quantum state. That is, his assign—
ment of the orm [2)) takes into account all correlations
he measured. If the data actually arise from Quinten
perform Ing som e other entanglem ent veri cation proto—
col, then we know that the results can always be used
to evaluate entanglem ent w imesses aswell. T hus, when—
ever som e protocol tells Q uinten there is entanglem ent,
he can also construct a w iness from the sam e data that
revealsentanglem ent. E specially those veri cation m eth—
odsw ith criteria that are linear in the density m atrix can
be rephrased directly as an entanglem ent w iness. An ob—
vious exam pl and a not-so-obvious exam ple ollow here.

Finally, note that if there is no wimess to verify
entanglem ent, all other veri cation m ethods must fail,
too. In this sense, entanglem ent w itnesses represent the
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strongest m ethods of entanglem ent veri cation.

A . Relation to Bell inequalities

A Bell nequality test can be related to an entangle-
m ent w iness [B5,|5€], as the Bell nequality can be ex—
pressed as the expectation value of a suitable operator.
W hen one does that, one nds typically that the w iness
operator thus constructed is not optin al: there are bet-
ter w Inesses that detect all states detected by the Bell
nequality tests, and m ore. This again show s that de—
tecting entanglem ent is an easier task than refuting local
realism .

Note that the Bell wimess can be evaluated via a
POVM description of the m easurem ents, which may in—
clide a passive probabilistic choise of m easurem ent set—
tings. This is ne for Q uinten, but for Rhiannon such a
passive detection set-up is not su cient: she necessarily
requires the active choice of di erent settings.

B . Relation to teleportation

Tt is Interesting to m ake the connection between en—
tanglem ent w inesses and the teleportation C riteria of
Section [II. To sum m arize that procedure, Q uinten tele—
ports signals that are drawn at random out ofa speci ed
set of states w ith a speci ed a priori probabilities. T hen
he perform sm easurem ents on Bob’s site, so that for the
sub-ensam ble ofeach signal, he can evaluate the delity of
the teleportated state. By com parison to classical 1im its
to the average deliy for all states, Q uinten then con-—
cludes that the teleportation actually m ust have m ade
use ofa quantum resource, which in this casem eans that
the bipartite state In telgportation m ust have been en—
tangled. A di erent way of saying the sam e thing is that
Quinten infers from his data that the quantum channel,
w hich is realized by the teleportation protocol, is not en—
tanglem ent breaking.

W e can rephrase thiswhol procedure as a special case
of entanglem ent w itnesses. A fter all, if Q uinten chooses
an Input state and perform s a Bellm easurem ent on this
chosen state and A lice’s half of the possbly entangled
state, then he perform s an e ective POVM on A lice's
state (this trick wasused in [B0] to connect teleportation
to Bell nequality tests). O n B ob’s side, Q uinten also per—
form s som e m easuram ent that allow shin to reconstruct
the conditional states so that he can calculate the over-
lap between Input and output state. So the basic data
m aterial from the teleportation test can be interpreted as
the m easurem ent of som e entanglem ent w iness. Indeed,
com paring the average delity w ith the optin alclassical

delity can be form ulated as a particular linear w itness.
Since there is no reason for the teleportation delity to
be an optim alw iness, it generally does m ean that jist
calculating the average delity m ight not allow the ver-
i cation of entanglem ent, whilk a m ore general entan—



glem ent w iness, constructed from the sam e data, would
do. That is, the sam e data that yield a delity below the
lim it needed to infer entanglem ent, m ay be combined In
a di erent way to dem onstrate entanglem ent.

Combining this picture of teleportation as an entan—
glem ent w iness w ith the rem arksm ade above about in-—
cluding local Iering operations show s that conditional
teleportation is allowed as an entanglem ent veri cation
protocol. T he conditioning can be seen asa local lering
operation.

VII. DIRECT M EASUREMENT OF

ENTANGLEMENT

A I1m ethods for entanglem ent veri cation discussed so
far are indirect: they either allow Q uinten to infer about
the existence of entanglem ent by detecting som e other
property that requires entanglem ent, or they allow hin
to reconstruct (the relevant part of) a densiy m atrix
that In tums allow s hin to quantify the am ount of en—
tanglem ent. H ow ever, there are directm easurem entsthat
m easure the entanglem ent (etther quantitatively or qual-
TFatively) w thout m easuringm uch m ore. M oreover, such
m easuram ents allow one to detect allentangled states, In
contrast to a xed entanglem ent w itness, who can de-
tect only certain entangled states. Such m easurem ents
require m ultiple copies of the sam e density m atrix, en—
tanglem ent being a nonlinear function of

For exam ple, Quinten m ay apply the m ethod of 2€]
to detect entanglem ent by perform ing suitable m easure—
m ents on four copies of A lice’s and Bob’s states. How —
ever, it isnot su cient to have A lice and B ob create just
four copies. A lice and B ob could cheat then, ifthey know
Quinten is going to apply that particular m ethod, by
preparing an unentangled 4-qubit state w ith appropriate
properties w ith respect to the observables Q uinten will
measure. The reason that trick works is that Q uinten
would w rongly assum e the form [3) for the state of the
furcopies. So, asexplained in Section[II, w hat he should
do Instead is let A lice and Bob create m any (ie. m any
m ore than four) copies; then choose random Iy groups of
four coples (including a random order w ithin the group);
and perform his various m easurem ents on those groups
of four n som e random order. F nally, he should check
that deleting random subsets of data do not change his
resuls.

The m ethod of 24] tells Q uinten whether there is en—
tanglem ent or not, but the m ethod does not quantify
. For that (more lofty) purmpose, Quinten can apply
the m ethod discussed In R7]: he will have to perform
m easurem ents on twenty copies, and estin ate the four
eigenvalues ; ::: 4 (In nonincreasing order) ofthe non—
hem itian m atrix ~, where

Y y y y*

T he eigenvalues together determ ine the concurrence of
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one copy of A lice’s and B ob’s state through [59]

p— P— P— P —
C()=max(@Q; 1 2 3 4):

But just as In the preceding exam ple, Q uinten does have
to be carefiil as the m ethod of R7] relies on all twenty
copies being in the sam e state. Just as before, he should
take a large num ber of copies generated by A lice and Bob,
and choose random subsets of twenty copies, and then
perform them easurem ents of 27] in som e random order.
That will give hin a correct estim ate of the am ount of
entanglem ent, provided, again, the random deletion of
subsets of data does not change his quantitative estim ate
of entanglem ent (w ithin experin entalerror, of course).

Finally, let us discuss an exam ple of how violating
the C riteria leads one to overestin ate entanglem ent even
w ith the direct m easurem ent m ethods. In Ref. 28] an
experim ent is described where the concurrence ofan en-
tangled state is estin ated using a direct m easurem ent of
entanglem ent In a particularly sin ple way. The m ethod
relies on having tw o copies ofthe sam e pure state. Thisis
obviously a much stronger condition than assum ing the
state to be of the om [3). Indeed, if Quinten would
assum e the general De Finetti form including m ixed
states| and Quinten is never allowed to assum e m ore
than that| the m ethod of 28] fails (for details see [60]) .
W e also note that, according to R3], a nie set ofm ea—
surem ents never should lad to a pure-state assignm ent.
An indication that the procedure of RE] relies on an
overtly strong assum ption is that allm easurem ents take
place entirely on A lice’s side.

M ore precisely, the m ethod of 28] is based on the o}~
low ing (correct) theoretical result [B7]: if two bipartite
states are pure and identical, then the concurrence of a
single copy of the state is given by

aq_
C=2 P2; (10)

where P® denotes the probability to profct the two
qubits on A lice’s side onto the antisym m etric subspace.
T he experim ent now assum es the source generates two
identical copies, m easures P2 on A lice’s particke only,
and conclides that m axin alentanglem ent has been gen—
erated from the observation that P2 = 1=4. However,
if A lice creates the com pltely m ixed state o = I=2 on
her side instead, onewillalso nd thatP2? = 1=4.

A further problem is that in the experim ental setup
ofRef. 28] the pint m easurem ents can only be done on
speci ¢ pairs of system s. It is clear, In that case, that
A lice and Bob can foola Q uinten using thism ethod into
believing they share m axin al entanglem ent by yet an-
other procedure: A lice can create pairs of particlkes, 1/4
ofthem in the singlt state, the rem aining 3/4 can be in
random Iy chosen product states Pifior jijli. The in -
proved m ethod [61] ofm easuring P, both on A lice’s and
Bob’s side and verifying the correlations between these
two m easurem ents would succum b to the sam e cheating
m ethod in the experin ent. W henever A lice createsa sin-—
glkt state on her side, Bob does the sam e on his side.



Unfortunately, a very recent paper [62] follow s essen—
tially the sam e argum entation of 2€], by proposing a di-
rect m easurem ent of entanglem ent on just A lice’s system
that, again, relies on assum Ing pure states. O bviously,
m easurem ents on A lice’s system only, no m atter what
observables one m easures, can never tell one anything
about entanglem ent, as the m axin ally entangled state is
then indistinguishable from the com pletely m ixed state.
A 1l these proposed m ethods are sin ple only because the
m issing part of the proof of entanglem ent, nam ely that
one’s source produces identical pure states, is the m ost
di cuk.

This version of the direct m easurem ent m ethod is
som ew hat sim iflar to the (ncorrect) protocol 6 we m en—
tioned In the Introduction, consistency with entangle—
ment. To illustrate this with a sin ple exam ple, suppose
we assum e we create a pure entangled state of the form

sin Pifi+ cos JLiPi; 1)

where is a control param eter. Then we m ight think
w e directly m easure entanglem ent ifwe just m easure the
probability of nding system A In state i or ji. A £
ter all, that m easurem ent detem ines sn® and thereby
the entanglem ent in the state [IIl). But, it should be
clear this m easurem ent in fact only checks for consis-
tency with the state assignm ent [I1) w ithout verifying
or dem onstrating entanglem ent. D em onstrating entan—
glem ent would require one to verify the om [II).

V III. DISCUSSION

W e have now discussed m any di erent ways to verify
entanglem ent. W e distinguished between protocols that
elin nate all possible local hidden—variable m odels from
those protocolsthat acoept quantum m echanicsasa valid
description ofN ature and Inferentanglem ent. W e argued
that the latter protocols are su cient for entanglem ent
veri cation. In particular, an in portant distinction is
that closing loopholes is not iIn portant for entanglem ent
ver cation, no m atter how crucial i is for refiiting local
realistic hidden-variable m odels.

On the other hand, we argued that an entanglem ent
veri cation protocol should not put any trust in the en-
tanglem ent generation procedure. A fter all, if one would
com plktely trust the generation procedure there would
be no need for entanglem ent veri cation. In order to set
a sharp boundary we proposed to pretend the entangled
states one tries to verify were handed over by untrusted
parties.

W e discussed three di erent avors of entanglem ent.
The distinction we m ade between the three di erent
types is relevant for ourdiscussions, as confiising one type
for another has often lad to incorrect nterpretations of
the results of entanglem ent veri cation protocols.

W e discussed a number of di erent entanglem ent-
veri cation protocols: teleportation, violating Bell
CHSH inequalities, quantum state tom ography, entan—
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glem ent w itnesses, and direct m easurem ents of entangle—
ment. Let us give an interpretation of som e of these pro-
cedures. Generally speaking, a successfiil entanglem ent
veri cation protocol teaches one the follow ing: if one’s
source produced m any instances of the state that was
tested and veri ed, then the rem aining untested states
are guaranteed to possess entanglem ent. This is true
provided the ram alning states form a random subset of
all states generated by the source. However, In all of
the entanglem ent—veri cation protocolswe discussed, ex—
cept full quantum -state tom ography, the state itself is
still not com pletely known. This is true for direct m ea—
surem ents, i is true for entanglem ent w inesses, and
i is true or BellCHSH inequality tests. For the lat-
ter, £ In fact tends to be a great advantage that all
one needs is strong correlations between certain m ea—
surem ent outcom es, w thout know ing what actually was
m easured, and w ithout know Ing m uch about the H ibert
space structure of the system . But it does In ply one w ill
not know what quantum state to assign to the ram aining
untested copies.

A1l this means In particular that the rem aining
untested states m ay not be used yet for, eg., telepor-
tation. Sim ilarly, although certain entanglem ent veri —
cation protocols allow one to use the untested states for
quantum key distribution | m easuring entanglem ent w it—
nesses of an appropriate form in partjcular| others do
not. Thus, ifone w ishes to use entanglem ent for telepor-
tation, then one could certainly rst perfom , say, the
direct m easurem ents discussed in Section [V I to deter—
m Ine rst ifthere is n fact entanglem ent. H ow ever, one
still has to ©llow up wih more re ned m easurem ents,
eg., tom ographic m easurem ents, to narrow down one’s
possible state assignm ent. T his does lose som e ofthe ad—
vantage of the direct m easurem ent m ethods. B oth quan—
tum key distrbution and teleportation as entanglem ent
veri cation protocolshave the advantage, in this context,
that the protocol itself perform s som e usefil task whilke
veri ying the presence ofentanglem ent at the sam e tin e.

Finally, we identi ed m any pifalls associated w ith en—
tanglem ent veri cation and quanti cation. W e form u-
lated ve Crteria that, we think, should be applied
to any experim ental entanglem ent veri cation protocol.
T his, we hope, w illhelp in unifying the Janguage used for
descrbing the di erent types of entanglem ent that can
be created in a large variety of physical system s. That
should also m ake it easier to com pare In a consistent
fashion and operationally usefilw ay the various types of
entanglem ent created In experim ents.
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