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A bstract

A Nl existing quantum cryptosystam s use non-orthogonal states as the carriers of
Inform ation. N on-orthogonal states cannot be cloned (duplicated) by an eavesdrop—
per. In result, any eavesdropping attem ptm ust ntroduce errors In the tranam ission,
and therefore, can be detected by the legalusers of the com m unication channel. O r—
thogonal states are not used In quantum cryptography, since they can be aithfully
cloned w ithout altering the tranan itted data. In this Letter we present a crypto—
graphic schem e based on orthogonal states, which also assures the detection of any
eavesdropper.
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A basic task in cryptography is exchanging a secret m essage between tw o users, tradi-
tionally called A lice and Bob, In a way that no other party can read it. The only known
m ethod to do this n a proven secure way is to use a bne-tim e pad’, which uses a pre-
viously shared secret infomm ation called a key. The key, a ssquence of random bits, is
used for encrypting the m essage. T he encrypted m essage is com pletely con dential, even
if tranam ited via a public com m unication channel. T hus, the security of any key-based
cryptographic m ethod depends ultin ately on the secrecy of the key. A 1l existing classi-
cal key-distribution cryptosystem s are not proven to be secure; their secrecy is based on
com putational com plexiy assum ptions which som etin es tum out to be false. In partic—
ular, som e existing cryptosystem s can be broken (In principle) due to new developm ents
[] in quantum ocom putation. On the other hand, the secrecy of quantum cryptosystem s
is guaranteed by the fundam ental law s of quantum m echanics. Any intervention of an
eavesdropper, Eve, m ust leave som e trace which can be detected by the legalusers of the
com m unication channel.

In the last yearsm any quantum cryptosystem s were suggested. A llthese schem es use
non-orthogonal states to encode the nform ation. The rst key-distribution schem e was
presented by Bennett-Brassard ] in 1984 (a variation of it was already tested experi-
mentally [§]). In this schem e A lice transm its single photons polarized along one of four
possble directions, 1, $ , $ or& . The st two are orthogonal in one basis and the
other two are orthogonal In another basis. The encoding is as ollow s: A lice chooses, at
random , one of the four states and sends it to Bob. It is agreed that the states $ and
& stand for bi value 0, and the states 1 and % stand for bit value 1. Bob chooses,
also at random , a basis, or , and m easures the polarization in that basis. If A lice
and Bob choose the sam e basis, their resuls should be identical. If they choose di erent
bases, their resuls are not correlated. By discussing over an insecure classical channel
Which cannot be m odi ed by an eavesdropper), A lice and Bob agree to discard all the
cases where di erent bases were used (@bout half of the bits). The resul should be two
perfectly correlated strings, unless the tranam ission was disturdoed. Any eavesdropping

attem pt m ust introduce errors in the tranam ission, since Eve does not know the polariza—



tion of each photon. W henever A lice and Bob m easure In one basis and Eve In the other
basis, the correlation of the strings is destroyed.

T he encoding in quantum cryptography wasbased on non-orthogonal states since they
cannot be cloned (duplicated) by an eavesdropper. Even an in perfect cloning attem pt
(Ihtended to gain partial nform ation) induces ervors in the tranam ission, therefore it is
detectable. In general, any two non-orthogonal states can be used for quantum cryptog—
raphy, as shown by Bennett @]. On the other hand, orthogonal states can be faithfully
cloned, so that Eve can copy the data w ithout being noticed. For these reasons it is gen—
erally believed that the use of non-orthogonal states is crucial In quantum cryptography.
In this Letter we present a new quantum cryptosystem , in which data exchange between
A lice and Bob is done using two orthogonal states, and yet, any eavesdropping attem pt
is detectable.

T he security of our schem e is based on two novel Ingredients. F irst, the orthogonal
states sent by A lice are superpositions oftw o Jocalized wavepadkets. T he wavepadkets are
not sent sin ultaneously towardsBob, but one ofthem isdelayed fora xed tim e and sent
after the other. Second, the tranam ission tin e of each particle is random (and therefore,
unknown to Eve). The tests perform ed by the users at the end of the com m unication
allow s the detection of an eavesdropper.

Let ai and Ji be two localized wavepadkets, which are sent from A lice to Bob along
two ssparated channels. W e shall take two orthogonal states j i and j 11, lnear com —

binations of pi and i, to represent bit value 0’ and bit value 1/, resoectively:

P_
Joi = 1= 2 (pi+ Ji); 1)

| O
Jaii = 1= 2 (pi Ji): @)

A lice sendsto Bob either j giorj 1i. The two localized wavepackets, piand i, are not
sent together, but wavepacket Pl is delayed for some tine . For sin plicity, we choose

to be larger than the traveling tim e of the particles from A lice to Bob, . Thus, i
starts traveling towards Bob only when -pi already has reached Bob, such that the two

w avepadkets are never found together in the tranam ission channels.



In order to explain the idea behind the protoco], we shall consider a particular In ple—

m entation of our schem e (the discussion assum es a noise—free tranam ission). T he sstup
F1i. ) consists ofa M ach-Zehnder interferom eter w ith two storage rings, SR; and SR,
ofequaltin e delays. A lice can tranam it a bit by sending a single partick either from the
source Sy (sending ¥’) or from the source S; (sending 1’). The sending tinm e t; is random ,
and it is registered by A lice for later use. The particle passes through the rst beam —
slitter B S; and evolves into a superposition of two localized wavepadkets: gi, m oving
in the upper channel and Ji, m oving in the bottom channel. T he particle com Ing from
Sy evolves into j (i and the particle com ing from S; evolves Into j 1. The wavepadket
Pi is delayed In the storage ring SR; whik Ri ism oving in the upper channel. W hen pi
arrives to the storage ring SR, at Bob's site, wavepadket i startsm oving on the bottom
channel towards Bob. During the ighttine of i, wavepacket pi is delayed In SR,.
F inally, the two wavepadkets arrive sim ultaneously to the seocond beam -golitter B S, and
Interfere. A particle started in the state j (i em erges at the detector D ¢, and a particle
started In the state j ;i em erges at the detectorD ; . Bob, detecting the arriving particle,
receives the bit sent by A lice: D o activated means 0’ and D ; activated means 1’. In
addition he registers the receiving tin e of the particle t. .

A lice and B ob perform two tests (using a classical channel) in order to detect possible
eavedropping. F irst, they com pare the sending tin e t; w ith the receiving tin e t, foreach
particke. Shcethetravelngtine is and thedehy tineis ,theremustbet, = t+ +
Second, they look for changes in the data by com paring a portion of the tranan itted bits
w ith the sam e portion of the received bits. If, or any checked bit, the tin ing is not
respected or anticorrelated bits are found, the users leam about the intervention ofEve.

W e will show that Eve, which has access to the channels but not to the sites of A lice
and Bob, cannot extract any inform ation w ithout introducing detectable distortions in
the tranam ission. T he data is encoded in the relative phase between the two wavepackets
Bl and Pi. Therefore, the phase must be the sam e at t; and at t.. In addition, the two
w avepadkets m ust arrive together to B S, at the correct tin e, otherw ise a tin ing problem

occurs. Any operation perform ed by Eve must cbey these two requiram ents, or she will



be exposed by the legalusers.

Let us consider two tines, § and t,. At fy the particlke jist keft B S1, s0 it is sokly
at A lice’s site. At t, the particke is jast before passing through B S, at Bob’s site. If the
partick isem itted from Sy, then atty tsstateisj oy )i= 1= 3 (B ()i+ P)i). Ifthe
partick isem itted from S;,then att sstateisy ; @)i= 1= 2 (R)i P)i). hcase

that nothing disturbs the tranan ission (ie. Eve is not present), the free tin eevolution is

jo
Jo)i ! Jol)i=1= 2 (p)i+ pbk)i); 3)

P
Jaie)i ! Jie)i=1= 2 ()i DPk)D: “)

W hen Eve ispresent and she is trying to extract som e infom ation w ithout being detected,
the tim e-evolution m ust be such that j o (g)ievolvesto j ((&)iand J 1 (@)l evolves to
J 1 ()i (ifnot, Bob willhave a non-zero probability to receive inverted bits or to receive
particles at nocorrect tim es). T hus, the general form ofthe evolution from tinet; totime

t must be:

Jo@)ij ®)i ! Jo®)ij o)L ®)

Ja@)ij &)1 ! Ji®)i) )Y ©)

where j (01 is the state of som e auxiliary system used by Eve for extracting Inform ation.
Ifjot)i= j 1 )i, no extraction of Inform ation is possble.

In protocolsw hich use non-orthogonalquantum states forencryption, the tim eevolution
under eavesdropping m ust have the sam e om as egs.{§) and @). The security of these
protoools, ie. J o (&)i= J 1 )i, can be proven using the unitarity of quantum theory.
W hen Eve isnot present, from the free evolution (egs.{3) and @) wegeth ;. )j o )i=
h 1()J o)i. W hen Eve is present, from egs.§) and @) weget h 1 (t)j o)l =
h 1&)] o)ih 1&)] o &)i. Combihing these two resultswe nd jo&)i= J 1 )i
W ih orthogonal states, however, this proof fails, shoe h 1 @)J o )i = 0. For this
reason one m ight believe that quantum cryptography cannot rely on orthogonal states.

W e shallprove now that ourprotooolis secure. U sing the linearity of quantum theory,

we consider the evolution of a particular superposition of j o ()iand j ; (@)i. Consider



p
attinety aparticle In the state b(g)i= 1= 2 (J ()i J 1()i). The tim eevolution

of b(y)ij (&)1 is cbtained from egs.f§) and @) (using also egs.@) and {@)):
)i @)1 ! I=EER)ILIG o)1 Ji®D+ PE)1IG )it E&)DI: (7)

The Jast equation show s that, unless j ¢ (b)i= J 1 ()i, there is a non—zero probability
to nd the particke n the nalstate p#i. This, however, is in possbl. A particke in
the state p ()1 is a particke which just em erged from the storage ring SR, (there is no
other possibility). Slhce thedelay tine is ,atan earliertimethant G the particle
had to enter in Bob’s site. At that tin e, a particle which started in the state ()i, as
in eq.(]), is still captured In SR; at A lice’s site. Such a particke enters in the bottom
channel after tine t, and then it is too late for Eve to send a dummy particke on the
upper channel. She cannot send that particlk at the correct tin e since she does not know
it until the original wavepadket arrives. T hus, the state R ()1 should not appear in the
right-hand side ofeq.ﬂ), and therefore, j o (©)i= j 1 (&)i. This ends the proof.

W e want to em phasize that the sending tin e cannot be publicly known, otherw ise
Eve could apply the follow ing strategy: Usihg a replica of A lice’s sstup, she sends to
Bob (at the correct tin e) a wavepadket i ofa dumm y particle, whilk waiting for A lice's
particle. U sing a replica ofBob’s sstup, she m easures the later. D epending on the result
of the m easuram ent, she places a phase<hifter in front of the delayed wavepacket i of
the dumm y particle, In order to adjust the nalinterference. In thisway Eve can extract
the com plete Inform ation w ithout being expos=d.

Since > ,Evehasnoaccessto piand to Joi togetherat any tin e. This seem sto be
a necessary requiram ent for a secure protoool, but it isnot. Ifthe com m unication isbased
on particles m oving at the speed of light, it is enough to demand > t, wherre tis
the accuracy of the tin e m easuram ents of t; and t. (assum ing very narrow wavepadkets).
T he security In this case isproven In the sam e way: the state 5 ()1 should not appear in
eq.{]), since Eve gets wavepacket i too late for sending a dum m y particle on the upper
channel. M oreover, if we arrange a large distance between the two tranam ission channels

(Whith requires large secure users’ sites), we can use our procedure even w ithout time



delay. Any attem pt of Eve to recom bine the wavepadkets in order to m easure the phass,
Introduces an extra ight-tin e which will be detected by the users. However, now the
security requires that Eve cannot use fasterthan-light particles for eavesdropping. Thus,
these versions of the protocol exceed the lim its of non-relativistic quantum m echanics;
they m ight be classi ed as \quantum —relativistic protocols”" w ith orthogonal states.

In the previous discussion we have assum ed idealtranam ission conditions. In practics,
any ocomm unication system is restricted by the lim ited e ciency of its com ponents. The
tranan ission is distorted by the noise of the channel, the losses and dark ocounts of the
detectors, etc. Since errors from di erent sources are not necessarily distinguishable,
Eve may obtain som e Inform ation w ithout being detected, as long as the am ount of
errors she Introduces does not exceed the noise. K nown m ethods of error correction and
privacy am pli cation technigques can be included in a practical version of our protocol.
The problam s caused by losses and dark counts are autom atically solved, due to the
com parison between t; and t,.

W e shall raise som e ideas related to the realization of our protocol in the laboratory.
The rstessential ngredient, random em ission tin e, can be achieved very naturally using
dow n-conversion crystal source of pairs of photons. In this way, the sending tim e of the
photon is registered w ith very high e ciency and precision by a detector of the \idler"
photon. T he second ingredient, the tim e delay, can be achieved using an optical ber loop.
P robably, them ost di cul part ofthe proposalisto have aM ach-Zehnder interferom eter
with a stabl phase di erence between its two (very long) am s. This problem can be
avoided using one am (an optical ber) and two orthogonalpolarizations as two quantum
channels. In this sstup wavepacket i leaves A lice’s site when it is spatially delayed
relative to wavepadket pi, and wih a di erent polarization. In B ob’s site, wavepacket Ri
is delayed and its polarization direction is rotated, such that the two wavepackets nally
Interfere correctly.

Since there are some di culties In an experin ent w ith two polarization channels, a
better way is sending the states w ith the sam e polarization, ie. using a singlke channel.

A modi cation ofthe sstup in Fig.[]l allow s the trananm ission of the wavepackets w ith the



sam e polarization, but for the price of wasting a part of the photons [§]. A m irror and a
beam -splitter added to A lice’s site (@fter SR 1) can partially recom bine the two channels
Into a singke one. Sin ilar beam -splitter and m irror added to Bob’s site (before SR,) can
recover the two channels. A s before, the users consider only photons which respect the
tin Ing requiram ent, but now a part ofthe sent photons are lost even ifEve isnot present.
H alfofthe photons are lost at A lice’s site since they do not enter Into the channel, and half
ofthose which arrive to B ob’s site are lost since they are detected at incorrect tim es. T hus,
only 25% of the photons are usable, but this is good enough for key-distrioution. The
phase can be preserved m ore e ciently on a single channel, therefore thism ethod m ight
be practical for long-range tranam ission. O ne m ay be tam pted to in prove this proposal
by introducing a setup which allow sB ob tom easure correctly allthe tranan itted photons.
T his can be done for the price of ntroducing uncertainty In the correlations between the
sending and the receiving tim e ofeach photon, but then them ethod is not appropriate for
ourpurpose (since Eve hastin e to get the signaland to resend it w ithout being detected) .
An advantage of using orthogonal states over non-orthogonal states is also related
to the possbility of tranam itting signals at long distances: orthogonal states can be
tnhanced’ In interm ediate stations, asclassical signalsare. M easuring a signalm any tin es
on the way decreases dram atically the am ount of expected errors, due to the Yuantum
Zeno e ect’. The stations, however, have to be secure as the sites of A lice and Bob are.
A nother advantage of our protoool W ith two channels) over som e other protocols (for
exam ple ]) is that the bits are not random , but chosen by A lice, and that all the sent
bits can beused. T herefore, the protocol is not restricted to key-distrioution only { it can
be used for sending the m essage directly []]. O foourse, Eve can read the m essage, but in
an error-free channel she w illbe detected In tim e if A lice and Bob test the transm ission
frequently enough. T he direct m essage tranam ission is possible not only on an error-free
channel [{]. In a practicalcase (when noise is present), A lice and B ob agree in advance on
the tolrabl error rate and on the degrees of accuracy and secrecy they want to achieve.
In order to tranam it a m essage of som e Jength n, A lice builds a longer string: som e extra

bits are used forestin ating the error rate (hence, them axin al nform ation leaked to Eve)



and som e or redundancy, which isused { via block-coding { to derive the n-bitsm essage.
T he reliability of the n-bits m essage is assured by Shannon’s channel coding theoram ,
(=== H)). At the end of the tranan ission, A lice tells Bob which bits were used for error
estin ation, and afterwards, the fiinction used for block-coding. If Bob, estin ating the
error rate, detects Eve, he prevents publishing the block-coding function by inform ing
A lice. Thus, the m essage is tranan itted w ith an exponentially an all probability of errors
and exponentially sn all inform ation leakage.

Let us conclide w ith a discussion ofthe title of ourwork. Strictly speaking, the set of
allpossible states sent by A lice isnot a set of orthogonal states. Two states corresponding
to identicalbits, sent at tw o very close tin es, are not orthogonal. H owever, if the w idth of
the wavepadkets piand Ji is an allenough, then them easure ofm utualnon-orthogonality
is negligble. M oreover, we can replace the random sending tim es by random discrest
sending tim es, and then, all the possibl sent states w ill be m utually orthogonal. The
previous proof assures the security of this procedure too. Note also, that in our basic
m ethod W ih two channels) all the states corresoonding to di erent bits are m utually
orthogonal, and this is the relkevant feature. Indeed, the issue of m utual orthogonality
of just these states is essential for the security proof of protocols using non-orthogonal
states.
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F igures C aption

Figure 1: Cryptographic schem e based on a M ach-Zehnder interferom eter. The device

consists of tw o particlke sources Sy and S, a beam —splitter B S, two m irrors, two storage

rings SR; and SR,, a beam ~splitter B S, and two detectors Dy and D ;. The device is

tuned in such a way that, if no eavesdropper is present, a particle em itted by Sy (S1) is
nally detected by Dg O 1).
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