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A bstract. Classical and quantum inform ation are very di�erent.

Together they can perform feats that neither could achieve alone,such

as quantum com puting,quantum cryptography and quantum telepor-

tation.Som e ofthe applications range from helping to preventing spies

from reading private com m unications.Am ong the tools thatwillfacili-

tate their im plem entation,we note quantum puri�cation and quantum

errorcorrection.Although som e oftheseideasarestillbeyond thegrasp

ofcurrenttechnology,quantum cryptography hasbeen im plem ented and

theprospectsareencouragingforsm all-scaleprototypesofquantum com -

putation devicesbefore the end ofthe m illennium .

13th Sym posium on TheoreticalAspects ofCom puter Science
G renoble,France 22{24 February 1996

1 Introduction

Classicaland quantum inform ation arevery di�erent.Classicalinform ation can
be read,copied and transcribed into any m edium ;it can be transm itted and
broadcast.Q uantum inform ation cannotberead orcopied withoutdisturbance,
but it can existin superposition ofclassicalstates.Together,thetwo kinds of
inform ation can perform featsthatneithercould achievealone,such asquantum
com puting,quantum cryptography and quantum teleportation.These concepts
could result in a revolution in com puter science that m ay dwarfthat created
decadesago by the transistor.

In principle,com puters could be built to pro�t from quantum phenom ena
thathaveno classicalanalogue,som etim esprovidingexponentialspeed-up com -
pared to classicalcom puters.Them ostfam ousexam pleofan algorithm forthe
quantum com puter,dueto Shor,allowsforthepolynom ial-tim efactorization of
largeintegers,a task believed to beintractableforclassicalcom puters.Because
ofthepivotalnatureofthisproblem in m odern cryptography,a full-scalework-
ing quantum com puter could be used by spies to allow them nearly unlim ited
accessto yourelectronictransactions.O n theotherhand,quantum inform ation
isalso atthecoreofotherphenom ena thatwould be im possibleto achievein a
purely classicalworld,such asthe unconditionally secure distribution ofsecret
cryptographic key m aterial.Therefore quantum techniques m ay cause the col-
lapseofm uch ofclassicalcryptography,yetthey m ay also o�erthecureto m ake
unconditionally securecom m unication possible.
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2 R eview ofQ uantum Techniques

Foracom prehensivereview ofquantum techniquesin com puterscience,Isuggest
you read m y earlier essay \A Q uantum Jum p in Com puter Science" [12].
Although thissection providesa very super�cialone-pageintroduction to these
topics,m y purpose in these Proceedingsisto reporton new ideasand develop-
m entsthatwerenotyetavailableatthetim e\A Q uantum Jum p"wenttopress.
Thesedevelopm entsrangefrom new theoreticalideasto actualim plem entation
proposalsforquantum com putation.To em phasize how active and exciting the
�eld hasbecom e,Ideliberately restricted m y coverageto papersthathave ap-
peared in 1995orlater,oryet-unpublished m anuscriptsthatwerewritten in the
sam eperiod.Pleaseconsult\A Q uantum Jum p"forpropercreditand references
to the early ideasreviewed in thissection.

In classicalinform ation theory,a bitcan takeeithervalue0 or1.According
to quantum m echanics,a quantum bit,orqubit,can be in linear superposition
ofthetwo classicalstates,with com plex coe�cients.Thisisbestvisualized asa
pointon the surface ofa unitsphere whose North and South polescorrespond
to the classicalvalues.This is entirely di�erentfrom taking a value between 0
and 1 asin classicalanaloguecom puting.In general,qubitscannotbem easured
reliably:not m ore than one classicalbit ofinform ation can be extracted from
any given qubit and the m ore inform ation you obtain aboutit,the m ore you
disturb itirreversibly.

The im possibility to m easurequantum inform ation reliably isatthe coreof
quantum cryptography.W hen inform ation isencoded with non-orthogonalquan-
tum states,any attem ptfrom an eavesdropperto accessitnecessarily entailsa
probability ofspoiling it irreversibly,which can be detected by the legitim ate
users.Thisphenom enon can beexploited toim plem entakeydistribution system
that is secure even against an eavesdropper with unlim ited com puting power.
Severalprototypeshavebeen built,including onethatisfully operationalunder
laboratory conditionsover30 kilom etresofordinary optical�bre.In anotherex-
perim ent,quantum transm ission wassuccessfulovera distanceof23 kilom eters
underLakeG eneva [29].Q uantum techniquesm ay alsoassistin theachievem ent
ofsubtlercryptographicgoals,such asprotecting privateinform ation whileitis
being used to reach public decisions.

Independent qubits are su�cient to produce nontrivialcryptographic phe-
nom ena,butthey arenotvery interesting forcom putationalpurposes.Forthis,
wem ustconsiderquantum registers com posed ofn qubits.Such registerscan be
in an arbitrary superposition ofall2n classicalstates.In principle,a quantum
com puter can be program m ed so that exponentially m any com putation paths
are taken sim ultaneously in a single piece ofhardware,a phenom enon known
asquantum parallelism .W hatm akesthis so powerful| and m ysterious| isthe
exploitation ofconstructive and destructive interference,which allows for the
reinforcem entofthe probability ofobtaining desired resultswhile atthe sam e
tim e the probability ofspurious results is reduced or even annihilated.In the
wordsofFeynm an,\itappearsasiftheprobabilitieswould havetogonegative".
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3 G ood Starting Points

In addition to m y \Q uantum Jum p" article[12], several excellent introduc-
tions to quantum com puting have been written recently.Letus m ention [27]
in Scienti�c Am erican,[23]in Discover,[7]in Nature,[4]in Physics Today,
[21]in Science,and [10].In addition,Shor has written a very nice account of
hisquantum factorization algorithm [32],which introducesthebasicconceptsof
quantum com puting.

4 T he Pow er ofQ uantum C om puting

Q uantum com puting wasconsidered atbestasa curiosity by m ostresearchers
untilShordiscovered in 1994thatitcould beused to extractdiscretelogarithm s
and factorize large num bersvery e�ciently.This attracted considerable atten-
tion,not only because ofits trem endous cryptographic signi�cance,but also
becauseitgavethe�rstindication thatquantum com puterscould be genuinely
faster than classicalprobabilistic com puters for solving naturalproblem s ofa
m athem aticalnature.Theobvious question that followed was:\W hat else are
quantum com putersgood at?"

Unfortunately,Shor’sdiscovery wasnotfollowed by a urry ofothernatural
problem s that the quantum com puter could solve m uch m ore e�ciently than
using the bestalgorithm available fora classicalcom puter.Nevertheless,a few
such results have em erged already and perhaps stillothers are waiting in the
wings.Using a m ethod sim ilar to Shor’s,Boneh and Lipton [11]showed that
any cryptosystem based on whatthey calla \hidden linearform " can bebroken
in polynom ialtim eon a quantum com puter.In particular,a quantum com puter
can solve the discrete logarithm problem e�ciently over any group including
G alois�eldsand elliptic curves.

Another extension to Shor’s result is due to K itaev [24], who discovered
how to solvethe Abelian stabilizerproblem e�ciently on a quantum com puter.
Thism ethod providesan e�cientquantum Fouriertransform algorithm foran
arbitrary Abelian group.

5 Experim ents in Q uantum C om puting

AsI explained in \A Q uantum Jum p",the discovery that universalquantum
circuitscould be builtaround two-qubitgateswasvery signi�cantbecause the
technologicaldi�cultieswould beeven m oredauntingifithad been necessaryto
m akequbitsinteractthreeata tim e.Unfortunately Igaveonly referenceto the
work ofDiVincenzo [20]in m y earlieressay.Thesam eresultwasfound indepen-
dently by Barenco [1]and by Sleator and W einfurter[33].Itwas subsequently
discovered by Chau and W ilczek [14]that six two-qubitgates are su�cient to
im plem entthe quantum Fredkin gate,which isa naturalthree-qubituniversal
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gate;this resultwasim proved by Sm olin and DiVincenzo [34]to needing only
�ve two-qubit gates for the sam e purpose.In fact,alm ost any two-qubit gate
isuniversal,asDeutsch,Barenco and Ekert[19]and Lloyd [26]discovered inde-
pendently.Them ostsigni�cantresultalongtheselinesisprobably thediscovery
thatthequantum exclusive-orgate,which m aps(x;y)to (x;x � y),isuniversal
forquantum com putation in the sense that allunitary operationson arbitrar-
ily m any qubitscan be expressed ascom positionsofthese gatestogetherwith
appropriateone-qubitgates[2].

Thisbegsthequestion:how hard isittoim plem entthequantum exclusive-or
gate? Severalapproacheshavebeen proposed forthispurpose.Ciracand Zoller
proposedtousecold trappedions[18].An actualim plem entation ofthequantum
exclusive-or gate using beryllium ions in an atom trap has been tested with
encouragingresultsbyM onroe,M eekhof,K ing,Itanoand W ineland [28]atNIST
in Boulder,Colorado.Anotherteam led by HughesattheLosAlam osNational
Laboratory has received funding for experim enting with cold trapped calcium
ions.They hopeto beableto im plem entasm all-scaleversion ofShor’squantum
factorization algorithm within a few year.Their initialgoalis to factorize the
num ber4 beforetheend ofthem illennium ,butthey arecon�dentthatthiswill
only be a beginning.

Anotherapproach to theim plem entation ofbasicquantum gates,using cav-
ity quantum electrodynam ics,hasbeen proposed by Sleatorand W einfurter[33].
Initialexperim entson sim ilarideas,using atom icinterferom etry and m icrowave
cavities, have been perform ed at the �Ecole Norm ale Sup�erieure in Paris by
Dom okos,Raim ond,Bruneand Haroche[22].Experim entsarealsounderway at
theCalifornia Institute ofTechnology,whereTurchette,Hood,Lange,M abuchi
and K im ble are investigating photon qubitsinteracting in an opticalm icrocav-
ity [36].Seealso [3].

An explicitconstructionofquantum networksforperform ingarithm eticoper-
ationsfrom basicquantum gatesisgiven by Vedral,Barencoand Ekert[38].This
m ayproveim portantforan actualim plem entation ofShor’salgorithm ,which re-
quiresbasic arithm etic from addition to m odularexponentiation.In particular,
this paper shows that the am ount ofauxiliary storage required to im plem ent
Shor’salgorithm growslinearly with the size ofthe num berto be factorized.

Yetanotherproposalforthe construction ofa \sim ple quantum com puter"
com esfrom Chuang and Yam am oto [17].

6 T he Problem ofD ecoherence

Despite the reasonsto be optim istic that the work described in the preceding
section m ightgenerate,it m ay be thatquantum com puting willneverbecom e
practicalbecauseofthetechnologicaldi�cultiesin preventingunwanted interac-
tionswith theenvironm ent:such interactionscausedecoherence,which in e�ect
ruins the quantum com putation.An early| and rather discouraging| study of
thee�ectofdecoherenceon quantum com puterswascarried outby Unruh [37].
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O therdi�cultieswith theim plem entation ofquantum com putershavealsobeen
pointed outrepeatedly by Landauer[25].

Thee�ectofdecoherenceon Shor’salgorithm hasbeen studied explicitly by
Chuang,Laam m e,Shorand Zurek [16]and by Plenio and K night[30].

7 Q uantum Error C orrection

Error correction is used routinely when dealing with classical inform ation.
However,itisnotobviousthaterror-correction schem escan existforquantum
inform ation because itcannotbe m easured withoutdisturbance.In particular,
a sim ple repeatcode is outofthe question since quantum inform ation cannot
becloned.Nevertheless,quantum inform ation needsto beprotected from errors
even m ore than classicalinform ation in view ofits susceptibility to decoher-
ence.An early schem e forquantum errorcorrection,proposed by Deutsch,was
investigated by Berthiaum e[9]and Jozsa.

Assum ing that the decoherence process a�ects the quantum com puter’s
qubits independently,Shor has found a technique that allows the storage of
an arbitrary state ofn qubits using 9n qubits in a decoherence-resistantway:
even ifoneofthe qubitsdecoheres,the originalstatecan be reconstructed per-
fectly [31].Subsequently,Shor im proved on his originalidea in collaboration
with Calderbank,m aking itpossibleto recovertheoriginalquantum stateeven
ifseveralqubitsdecohere[13].O therquantum error-correction techniqueshave
been proposed by Chuang and Laam m e[15]and by Steane[35].

Another approach to quantum error correction is based on the ideas of
entanglem ent concentration [5]and entanglem ent puri�cation [6].Thelatter is
a techniquethatallowsnearperfectentanglem entto bedistilled from im perfect
entanglem entthatm ay have been caused by partialdecoherence| orby eaves-
dropping forquantum cryptographicapplications.Thisisaccom plished by local
operationsand theexchangeofclassicalm essages.Becauseperfectentanglem ent
can be used forthe purpose ofteleporting quantum inform ation,entanglem ent
puri�cation can beused to transm itquantum inform ation with arbitrary �delity
overa noisy quantum channelsupplem ented by a good classicalchannel.M ore
advanced ideas,such as\teleportation from thepresenttothefuture,ratherthan
from here to there" can be used to design a quantum error-correction schem e
from quantum puri�cation and quantum teleportation [8].

8 T he A rt ofQ uantum Program m ing

By now,Iam sure you areitching to write your�rstprogram forthe quantum
com puter.In thatcase,you willbe happy to learn thatBakerisin the process
ofdevelopingQ {G ol,a high-levellanguageforthequantum com puter.You can
�nd m oreinform ation on the W orld W ide W eb (W W W )atURL

http://www.rp.csiro.au/~gbaker/q-gol/
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9 Q uantum Inform ation on the Internet

M any W W W sites have blossom ed with inform ation on quantum com pu-
tation, quantum cryptography and quantum inform ation theory in general.
Thefollowing URLsare excellentstarting pointsfora fascinating journey into
the quantum world.Nearly allthe papers cited as \m anuscript" or \in press"
in the referencesatthe end ofthisessay can be downloaded from the quantum
physicsarchiveatLosAlam osNationalLaboratory.Havefun!

http://xxx.lanl.gov/archive/quant-ph

Q uantum PhysicsArchiveatLosAlam osNationalLaboratory

http://eve.physics.ox.ac.uk/QChome.html

Q uantum Com putation and Cryptography Hom ePageatO xford

http://aerodec.anu.edu.au/~qc/index.html

Q uantum Com puting Hom ePage
atAustralian NationalUniversity

http://feynman.stanford.edu/qcomp/

Q uantum Com putation ArchiveatStanford

http://vesta.physics.ucla.edu/~smolin/

John Sm olin’sQ uantum Inform ation Page

http://www.cwi.nl/~berthiau

Andr�eBerthiaum e’sHom e Page

http://www.iro.umontreal.ca/labs/theorique/index_en.html

Laboratoired’inform atique th�eoriqueetquantique
atUniversit�ede M ontr�eal

In addition,you can �nd tutorialsatthe following URLs.

http://chemphys.weizmann.ac.il/~schmuel/comp/comp.html

Sam uelL.Braunstein’sTutorialon Q uantum Com putation

http://eve.physics.ox.ac.uk/QCresearch/cryptoanalysis/qc.html

ArturEkert’s\Introduction to Q uantum Cryptoanalysis"

http://www.cwi.nl/~berthiau/publications/CTR.ps

Andr�eBerthiaum e’sTutorialon Q uantum Com putation [10]

10 D o you N eed a D aily Fix?

Ifyou cannotlive withoutknowing whatisnew every day,send electronic m ail
to quant-ph@xxx.lanl.gov with subject\subscribe" and letitguideyou!
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