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A bstract. Classical and quantum infom ation are very di erent.
Together they can perform feats that neither could achieve alone, such
as quantum com puting, quantum cryptography and quantum telepor—
tation. Som e of the applications range from helping to preventing spies
from reading private com m unications. Am ong the tools that w ill facili-
tate their In plem entation, we note quantum puri cation and quantum
error correction. A lthough som e of these ideas are stillbeyond the grasp
of current technology, quantum cryptography hasbeen in plem ented and
the prospects are encouraging for an allscale prototypesofquantum com —
putation devices before the end of the m illennium .

1 Introduction

C lassicaland quantum nfom ation are very di erent. C lassical inform ation can
be read, copied and transcribed into any medium ; it can be transm itted and
broadcast.Q uantum inform ation cannot be read or copied w ithout disturbance,
but it can exist in superposition of classical states. Together, the two kinds of
Inform ation can perform feats that neither could achieve alone, such as quantum
com puting, quantum cryptography and quantum teleportation. T hese conoepts
could result n a revolution In com puter science that m ay dw arf that created
decades ago by the transistor.

In principle, com puters could be built to pro t from quantum phenom ena
that have no classicalanalogue, som etin es providing exponential speed-up com —
pared to classical com puters. Them ost fam ous exam ple of an algorithm for the
quantum com puter, due to Shor, allow s for the polynom ialtin e factorization of
large integers, a task believed to be intractable for classical com puters. B ecause
ofthe pivotalnature of this problem in m odem cryptography, a fiilkscale work—
Ing quantum com puter could be used by spies to allow them nearly unlin ied
access to your electronic transactions. O n the other hand, quantum inform ation
is also at the core of other phenom ena that would be in possble to achieve in a
purely classicalworld, such as the unconditionally secure distribution of secret
cryptographic key m aterial. T herefore quantum techniques m ay cause the col:
lapse ofm uch of classical cryptography, yet they m ay also o erthe cure tom ake
unconditionally secure com m unication possble.
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2 Review ofQuantum Techniques

Fora com prehensive review ofquantum technigques in com puter science, I suggest
you read my earlier essay \A Quantum Jump in Computer Science" @].
A Ihough this section provides a very super cial onepage Introduction to these
topics, my purpose in these P roceedings is to report on new ideas and develop—
m ents that w ere not yet available at the tin e \A Q uantum Jum p" went to press.
T hese developm ents range from new theoretical ideas to actual in plem entation
proposals for quantum com putation. To em phasize how active and exciting the

eld has becom e, I delberately restricted m y coverage to papers that have ap—
peared In 1995 or later, or yet-unpublished m anuscripts that were w ritten in the
sam e period . P lease consult \A Q uantum Jum p" forproper credit and references
to the early ideas reviewed in this section.

In classical Inform ation theory, a bit can take either valie 0 or 1. A coording
to quantum m echanics, a quantum bit, or qubit, can be In linear superposition
ofthe tw o classical states, w ith com plex coe cients. T his is best visualized as a
point on the surface of a uni sohere whose N orth and South poles correspond
to the classical values. T his is entirely di erent from taking a value between 0
and 1 as in classical analogue com puting. In general, qubits cannot be m easured
reliably: not m ore than one classicalbit of Inform ation can be extracted from
any given qubit and the m ore nform ation you obtain about i, the m ore you
disturb it irreversbly.

T he iIm possibility to m easure quantum inform ation reliably is at the core of
quantum cryptography.W hen nform ation isencoded w ith non-orthogonalquan-—
tum states, any attem pt from an eavesdropper to access it necessarily entails a
probability of spoiling it irreversibly, which can be detected by the legitim ate
users. T hisphenom enon can be exploited to In plem ent a key distrdbution system
that is secure even against an eavesdropper w ith unlim ted com puting power.
Severalprototypes have been built, ncluding one that is fully operationalunder
laboratory conditions over 30 kilom etres of ordinary optical bre.In another ex—
perin ent, quantum transm ission was successfiil over a distance of 23 kilom eters
under Lake G eneva E].Q uantum technigquesm ay also assist in the achievem ent
of subtler cryptographic goals, such as protecting private inform ation while i is
being used to reach public decisions.

Independent qubits are su cient to produce nontrivial cryptographic phe—
nom ena, but they are not very interesting for com putationalpurposes. For this,
wem ust consider quantum registers com posed ofn qubits. Such registers can be
n an arbitrary superposition of all 2" classical states. In principle, a quantum
com puter can be programm ed so that exponentially m any com putation paths
are taken sin ultaneously n a singke piece of hardware, a phenom enon known
as quantum parallelign . W hat m akes this so powerﬁll| and m yster:lous| is the
exploitation of constructive and destructive interference, which allow s for the
reinforcem ent of the probability of obtaining desired results whilk at the sam e
tin e the probability of sourious results is reduced or even anniilated. In the
wordsofFeynm an, \ i appears as if the probabilities w ould have to go negative".



3 G ood Starting P oints

In addition to my \Quantum Jump" article @], several excellent introduc—
tions to quantum com puting have been w ritten recently. Let us m ention E]
in Scienti ¢ American, B3] in Discover, []] in Nature, [§] in Physics Today,
@] in Science, and @]. In addition, Shor has w ritten a very nice account of
his quantum factorization algorithm @], w hich introduces the basic concepts of
quantum com puting.

4 The Power of Quantum Com puting

Quantum com puting was considered at best as a curiosity by m ost researchers
until Shor discovered in 1994 that i could be used to extract discrete logarithm s
and factorize Jarge num bers very e ciently. T his attracted considerable atten-
tion, not only because of its trem endous cryptographic signi cance, but also
because it gave the rst indication that quantum com puters could be genuinely
faster than classical probabilistic com puters for solving natural problem s of a
m athem atical nature. T he cbvious question that followed was: \W hat else are
quantum com puters good at?"

Unfortunately, Shor’s discovery wasnot ollowed by a urry of other natural
problem s that the quantum com puter could solve much m ore e ciently than
using the best algorithm available for a classical com puter. N evertheless, a few
such results have em erged already and perhaps still others are waiing in the
w ings. Using a m ethod sin ilar to Shor’s, Boneh and Lipton @] showed that
any cryptosystem based on what they calla \hidden linear form " can be broken
In polynom ialtim e on a quantum com puter. In particular, a quantum com puter
can solve the discrete logarithm problem e ciently over any group including
G alois elds and elliptic curves.

A nother extension to Shor’s resul is due to K iaev @], who discovered
how to solve the Abelian stabilizer problem e ciently on a quantum com puter.
Thism ethod provides an e cient quantum Fourder transform algorithm for an
arbitrary Abelian group.

5 Experim ents in Q uantum C om puting

AsIexplhined In \A Quantum Jump", the discovery that universal quantum
circuits could be built around two-qubit gates was very signi cant because the
technologicaldi culties would be even m ore daunting if i had been necessary to
m ake qubits interact three at a tin e. Unfortunately I gave only reference to the
work ofD iV lncenzo ]ih my earlier essay. T he sam e result w as found indepen—
dently by Barenco [ll] and by Slkator and W einfiirter E]. Tt was subsequently
discovered by Chau and W ilczek E] that six two-qubit gates are su cient to
In plem ent the quantum Fredkin gate, which is a natural threequbit universal



gate; this result was In proved by Sm olin and D iV incenzo @] to needing only

ve two-qubit gates for the sam e purpose. In fact, aln ost any two-qubit gate
is universal, as D eutsch, Barenco and Ekert L] and Lloyd R4] discovered inde-
pendently. Them ost signi cant result along these lines is probably the discovery
that the quantum exclusive-or gate, which m aps x;y) to x;x y), isuniversal
for quantum com putation in the sense that all unitary operations on arbitrar-
iy m any qubits can be expressed as com positions of these gates together w ith
appropriate one-qubit gates E].

T hisbegsthe question:how hard is it to in plem ent the quantum exclisive-or
gate? Several approaches have been proposed for this purpose. C irac and Zoller
proposed to use cold trapped ions E].A n actualim plem entation ofthe quantum
exclusive-or gate using berylliim ions in an atom trap has been tested with
encouraging resultsby M onroe, M eekhof, K ing, tano and W ineland @] atN IST
In Boulder, C olorado.Another team led by Hughes at the Los A lam os N ational
Laboratory has received funding for experim enting w ith cold trapped calciim
jons. T hey hope to be able to In plem ent a am allscale version of Shor’s quantum
factorization algorithm within a few year. T heir Initial goal is to factorize the
num ber 4 before the end ofthe m illennium , but they are con dent that thisw ill
only be a beginning.

A nother approach to the in plem entation ofbasic quantum gates, using cav—
ity quantum electrodynam ics, hasbeen proposed by Sleatorand W einfurter E].
Initial experim ents on sim ilar ideas, using atom ic interferom etry and m icrow ave
cavities, have been perform ed at the Ecole Nom ale Superieure in Paris by
D om okos, R aim ond, B rune and H aroche @]. E xperin ents are also underway at
the C alifomia Institute of Technology, w here Turchette, H ood, Lange, M abuchi
and K in ble are Investigating photon qubits interacting in an opticalm icrocav—
iy B4]. See alo BI.

A n explicit construction ofquantum netw orks forperform ing arithm etic oper-
ations from basic quantum gates isgiven by Vedral, Barenco and E kert @]. This
m ay prove In portant foran actualin plem entation ofShor’s algorithm , w hich re—
quires basic arithm etic from addition to m odular exponentiation. In particular,
this paper show s that the am ount of auxiliary storage required to im plem ent
Shor’s algorithm grow s linearly w ith the size of the num ber to be factorized.

Y et another proposal for the construction of a \sin ple quantum com puter"
com es from Chuang and Y am am oto E].

6 The Problem ofD ecoherence

D espite the reasons to be optin istic that the work described in the preceding
section m ight generate, it m ay be that quantum com puting w ill never becom e
practicalbecause ofthe technologicaldi culties In preventing unw anted interac—

tions w ith the environm ent: such interactions cause decoherence, which in e ect
ruins the quantum com putation. An ear]y| and rather djsoouragjng| study of
the e ect of decoherence on quantum com puters was carried out by Unruh [@].



O therdi cultiesw ith the in plem entation of quantum com putershave also been
pointed out repeatedly by Landauer E].

The e ect ofdecoherence on Shor’s algorithm hasbeen studied explicitly by
Chuang, La amm g, Shor and Zurek @] and by P lenio and K night @].

7 Quantum E rror C orrection

E rror correction is used routinely when dealing with classical inform ation.
However, i is not cbvious that errorcorrection schem es can exist for quantum
Inform ation because it cannot be m easured w ithout disturbance. In particular,
a sin ple repeat code is out of the question since quantum nform ation cannot
be cloned. N evertheless, quantum inform ation needs to be protected from errors
even m ore than classical nform ation in view of is susogptibility to decoher—
ence.An early schem e for quantum error correction, proposed by D eutsch, was
Investigated by Berthiaum e E] and Jozsa.

A ssum Ing that the decoherence process a ects the quantum ocom puter’s
qubits independently, Shor has found a technigue that allow s the storage of
an arbirary state of n qubits using 9n qubis in a decoherenceresistant way:
even if one of the qubits decoheres, the original state can be reconstructed per-
fectly @]. Subsequently, Shor i proved on his original idea in collaboration
w ith Calderbank, m aking it possible to recover the orighal quantum state even
if several qubits decohere E]. O ther quantum error-correction technigques have
been proposed by Chuang and La amm e E] and by Steane @].

Another approach to quantum error correction is based on the ideas of
entanglem ent concentration E] and entanglem ent puri cation E]. The latter is
a technigque that allow s near perfect entanglem ent to be distilled from in perfect
entanglem ent that m ay have been caused by partial deooherenoe| orby eaves—
dropping or quantum cryptographic applications. T his is accom plished by local
operations and the exchange of classicalm essages. B ecause perfect entanglem ent
can be used for the purpose of teleporting quantum nform ation, entanglem ent
puri cation can be used to tranam i quantum inform ation w ith arbitrary delity
over a noisy quantum channel supplem ented by a good classical channel. M ore
advanced ideas, such as \teleportation from the present to the future, ratherthan
from here to there" can be used to design a quantum error-correction schem e
from quantum puri cation and quantum teleportation ].

8 The Art ofQuantum P rogram m ing

By now, Iam sure you are itching to w rite your st program for the quantum

com puter. In that case, you w illbe happy to lam that Baker is In the process

ofdeveloping Q {G 01, a high-level language for the quantum com puter.You can
nd m ore inform ation on the W orld W ideW eb W W W ) at URL

http://www.rp.csiro.au/~gbaker/g-gol/



9 Quantum Inform ation on the Internet

Many WW W sites have blossomed with nformm ation on quantum com pu-—
tation, quantum cryptography and quantum inform ation theory in general
T he ollow ing URLs are excellent starting points for a fascihating pumey into
the quantum world. Nearly all the papers cited as \m anuscript" or \in press"
In the references at the end of this essay can be downloaded from the quantum

physics archive at Los A Jam os N ational Laboratory. H ave fun!

http://xxx.lanl.gov/archive/quant-ph

Quantum Physics A rchive at Los A lam os N ational Laboratory
http://eve.physics.ox.ac.uk/QChome.html

Quantum Com putation and C ryptography Hom e P age at O xford

http://aerodec.anu.edu.au/~gc/index.html
Quantum Com puting Hom e Page
at Australian N ational U niversity

http://feynman.stanford.edu/qgcomp/
Quantum Com putation A rchive at Stanford

http://vesta.physics.ucla.edu/~smolin/
John Sm olin’s Q uantum Infom ation Page

http://www.cwi.nl/~berthiau
Andre Berthiaum e’s Hom e P age

http://www.iro.umontreal.ca/labs/theorique/index_en.html
Laboratoire d’inform atique theorique et quantique
at Universite de M ontreal

In addition, you can nd tutorials at the follow ing URLs.

http://chemphys.weizmann.ac.il/~schmuel/comp/comp.html
Sam uell.Braunstein’s Tutorialon Q uantum C om putation

http://eve.physics.ox.ac.uk/QCresearch/cryptoanalysis/qgc.html
A rtur Ekert’s \Introduction to Q uantum C ryptoanalysis"

http://www.cwi.nl/~berthiau/publications/CTR.ps
Andre Berthiaum e’s Tutorialon Q uantum Com putation @]

10 Doyou Need aDaily Fix?

If you cannot live w thout know ing what is new every day, send electronic m ail
to quant-ph@xxx.lanl.gov w ith sub fct \subscribe" and lt it guide you!
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