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A bstract

W epresent strong attacks against quantum key distribution schem es
w hich use quantum m em ories and quantum gates to attack directly the
nalkey. W e analyze a speci c attack of this type, forwhich we nd
the density m atrices available to the eavesdropper and the optin al
Informm ation which can be extracted from them . W e prove security
against this attack and discuss security against any attack allowed by
the rules of quantum m echanics.

PACS number(s): 03.65Bz, 89.70, 89.80

Quantum cryptography [l, 3,3, @, ] uses quantum m echanics to perform
new cryptographic tasks | egoecially inform ation secure key distributions |
which are beyond the abilities of classical cryptography. Unfortunately, the
securiy ofsuch a key is stillunproven : Sophisticated attacks (called coherent
or pint attacks) which are directed against the nalkey were suggested; T he
analysis of such attacks is very com plicated, and, by the tin e thiswork was
subm itted, security against them wasproven only in the non-realistic case of
ideal (error-free) channels [§,[1]. The security in the realcase, which is crucial
for m aking quantum cryptography practical, is comm only believed but yet
unproven. A proof of security must bound the lmform ation available to the
eavedropper (traditionally called Eve), on the nal key, to be negligbl
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(ie., much smaller than one bit). A protoool is considered secure if the
adversary is restricted only by the rules ofquantum m echanics, and a protocol
is considered practical if the legitin ate users are restricted to use existing
technology. In this work we obtain the strongest securiy result forpractical
protoools. W e suggest collective attacks (sim plerthan the pint attacks) which
are sin ple enough to be analyzed, but are general enough to mply (or at
Jeast suggest) the security against any attack. W e prove security against the
sin plest collective attack : we generalize m ethods developed In ] in order to
calculate Eve's density m atrices explicitly, and to nd the Infom ation which
can be obtained from them ; we show that it is negligbble. Our resul also
provides better understanding of the issue of inform ation splitting between
two parties which is a fundam entalproblem n quantum inform ation theory.
P arts of this work were done together w ith D om inic M ayers.

In any quantum key distribution schem e, the sender, A lice, sends to the
receiver, Bob, a classical string ofbits by encoding them as quantum states.
In the two-state schem e E] (B 92 schem e) a classicalbit is represented by ei-

ther of tw o non-orthogonalpure states, which can bewrtten as o= <° ,

sin
Cos

and ;= <, - BOob perform sa test which provideshin with a conclusive
or noonclusive result. For instance, he can test whether a soeci ¢ parti-
cke is In a state ( or a state orthogonal to it OO; A result  is treated
as lnoconclusive and a result OO is identi ed as ;. A lice and Bcob use also
an ungpmm abl classical channel to inform which bits were identi ed con-—
clusively, and to com pare som e of the comm on bits In order to estin ate the
errorrate. T hey m ust acospt som e an allerror-rate p. due to in perfections In
creating, tranam itting and receiving of the quantum states. If the estin ated
errorrate exoeeds the allowed errorrate they quit the transm ission and do
not use the data, thus any eavesdropping attem pt is severely constrained to
Induce an errorrate am aller than p. . A lice and Bob are now left w ith sim ilar
n-bi strings which contain errors. T hey random ize the order of the bits and
correct the errors using any error-correction code []. The error-correction
oode is usually m ade of r parities of substrings W here the parity bit p (x) of
a binary string x is zero if there is even number of 1’s In x, and one other—
wise). A lice sends these parities to Bob (using the classical channel), who
uses tham to obtain a (possbly shorter) string identical to A lice’s, up to an
exponentially an all error probability. F inally, A lice and B ob can am plify the
security of the nalkey by using privacy ampli cation techniques [[0]: by



choosing som e parity bits of substrings to be the nalkey. Theiraim isto
derive a nalkey on which Eve's average Inform ation is negligble.

Eve can m easure som e of the particles and gain a lot of nform ation on
them , but this nduces a lot of error. Hence, she can attack only a an allpor-
tion of the particles, and this reduces her lnform ation on the parity ofm any
bits exponentially to zero. Translicent attacks [[1] are m uch m ore pow erfil:
Eve attaches a probe to each particke and perfom s som e unitary transfor-
m ation, after which her probe is correlated to the tranan itted state. In the
case where each probe is left in a pure state [[]], and m easured separately to
obtain infom ation on A lice’sbit, it is a rather ocbvious conclusion (from @])
that privacy am pli cation is stille ective. T hus, such an individual transhi—
cent attack is ne ective. W e dealw ith a m uch m ore sophisticated attack
In which Eve's m easurem ent is done after the processes of error-correction
and privacy am pli cation are com plkted. P rivacy am pli cation techniques
w ere not designed to stand against such attadks, hence theire ciency against
them is yet unknown. Consider the follow ing colkective attack: (1) Eve at—
taches a separate, uncorrelated probe to each tranam itted particke using a
translicent attack. 2) Eve keeps the probes In a quantum m em ory Where
non-orthogonal quantum states can be kept for Iong tine B)) till receiving
all classical data including error-correction and privacy am pli cation data.
(3) Eve perfom s the optim alm easuram ent on her probes In order to leam
the m axim al informm ation on the nalkey. The case in which Eve attaches
one probe (h a lJarge-dinm ensional H ibert-space) to all tranan itted particles
is called a pint or coherent attack (], and it is the m ost general possbl
attack. No speci ¢ pint attacks were yet suggested; the collective attack
de ned above is the strongest pint attack suggested so far, and there are
good reasons to believe that it is the strongest possbl attack.

The security of quantum cryptography is very com plicated and tricky
problem . Several security clain s done In the past were found Jater on to
contain loophols. Recently, we becom e aware of three new such clain s @,
[£3, [4]. W e hope that these approaches, together w ith our approach really
produce the solution; yet it is in portant to have them all, since each of tham
has di erent advantages.

O ur approach deals with error-correction and privacy am pli cation, by
calculating the density m atrices which are available to the eavesdropper by
the tim e all data tranam issions (classical and quantum ) are com plkted. W e
provide an exam ple of collective attacks based on the \translicent attack




w ithout entanglem ent" of [[1], which leave Eve w ith probes in a pure state,
and we prove security against them . These attacks use the unitary trans—

0

form ation  °77 Y% e T wih Y for g,and Y/ for i, where
0 is the angle of the states received by Bab, and is the angle of the
states In Eve’s hand. The emorrate, p. = sin? ( %, is the probabik

ity that Alice sent ( and Bob measured . The connection between this
Induced ermrorrate and the anglke is calculated using the unitarity condi-
tion [[1]] cos2 = cos2 cos2 . For weak attacks which causes sm all error-
rate the angle of Eve’s probe satis es = (p.tan?2 ), which is @)
for = 225 deg. In our cass, the sam e translicent attack is perform ed on
all the bits, and it laves Eve w ith n probes, each In one of the two states

Cs ,with c= cos and s= sin . As result, Eve holds an n bits string
x which is concatenated from isbis X); ), :::(X),. For sinplicity, we
choose the nalkey to consist of one bit, which is the parity of the n bits.
Eve wants to distinguish between two density m atrices corresoonding to the
two possible values of this parity bit. Our ain is to calculate the optim al
mutual nform ation she can extract from them .

For our analysis we need som e m ore notations. Let A (x) be the num ber
of1’s in x. For two strings of equal length x vy is the bitwise \AND ", s
that the bit & y); isone ifboth X); and (v); are one. Also x vy isthe
biwise \XOR", so that (x vy); is zero if X); and (y); are the same. Fork
(iIndependent) strings, vy :::vi, of equal length ket the st fvg, contain the
2% Inear combinations (r);:::; 6a); 6 Vi)  6vn Vo)t G Vo it Vi)
If these strings are not all di erent, then the origihal k strings are linearly
dependent. The quantum state of a string is the tensor product
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laving in a 2" din ensional H ibert space. The sign of the i’th bit (in the
m ddle expression) is plus for x); = 0 and m nus Hr K); = 1. The sign
of the jth tem (= 0:::2° ') in the expression at the right depends on
the parity ofthe string x  j and isequalto ( 1)*® ¥, The density m atrix

x =  x }f also has for any x, the sam e temm s up to the signs. W e denote

the absolute values by 4« J( x)5xJ- The sign of each term  ( )4 is given



by
( l)P(X j)( 1)p(X k) ( l)P[X G k1, Q)

A pror, all strings are equally probabl and Eve needs to distinguish
between the two density m atrices describing the parties. These m atrices
were calculated and analyzed in ] (henceforth, the BM S work), and inde—
pendently in f[§] orthe case = =4. In case Eve is being told what the
error-correction code is, all strings consistent w ith the given error-correction
code (the r sub-parities) are equally probable, and Eve need to distinguish
between the two density m atrices:

X

;) _ 1 . (n;r) _ 1 X

0 on r 1 xr 1 on r 1 x
L (px)=0 L (px)=1
x3(F55ec) x3(oscc)

©)

where \OECC" is a shortcut for dbeys errorcorrection code. Let us look
at two sinplk examples wheren = 5, onewih r = 1 and the sscond w ith
r= 2. Suppose that the parity ofthe rsttwo bits, (x); and &),, isp; = O.
Fom ally, this substring is describbed by the n-bi string vi = 24 which is
11000 binary; The number of 1’s In the st two bis of a string x is given
by A& vy),and x cbeys the errorcorrection code ifpx vi) = p;. Let vy
be the binary string (11111 in this case) which describes the substring ofthe
desired parity. Eve could perform the optin alattack on the three bitswhich
are keft, or In general, on v; Vvy. For any such case, the optin al attack
is given by the BM S work and the optin al Infom ation depends only on
Ny vy), the Hamm ing distance between the two words. T his inform ation
(usihg eq. 53 of the BM S work) is

IM) =c @)

wih c= 1 foreven 1 Which equals to 2k) and c= 1=In2 forodd fAA (that is
n= 2k 1). Suppose that Eve gets another parity bit p, = 1 of the binary
string 01100 (v, = 12). Now, a string x cbeys the error-correction code if it
also obeyspx W)= p,.Clarly, ftalo satis espk (Vi w)]l=p1 2.
In the general case there are r Independent pariy strings, and 2" parity
strings in the st fvg,. The BM S result cannot be directly used but still
provides som e Intuition: For each word (ie. each parity string) v 2 fvg,
IO G vy))betheoptin alinform ation Eve could obtain using eq@ .Alo



¥t Ioyn bethe sum ofthese contributions from allsuch words. In reality Eve
cannot obtain Iy, sihceeach m easurem ent changesthe state ofthem easured
bits, hence we expect that Iy, bounds her optim al nform ation Ty from

above: Lol < Isum - On the other hand, Eve know s all these words at once,
and could take advantage of i, thus we leave this as an unproven congcture.

In the follow ing we nd an explicit way to calculate exactly the optin al
Inform ation. However, this exact result requires cum bersom e calculations,
thus it is used only to verify the conecture for short strings.

T he parity ofthe fiill string is also known since the density m atrix ©#=* 1)
corresponds to either & or "™ depending on the desired parity prs 1,
thus we add the string vy+ 1 = vyg. There are r+ 1 independent sub-parities
alogether, hence 25" ! parity strings in the set fvg,, ;. A string x is included
in ®™D ifpk wv]= p Porall given substring in fvg,, ;. In the BM S
work (where r= 0) the pariy density m atrices were put In a block diagonal
om of 2" ! blocks of size 2 2. This result can be generalized to the case
where r parities of substrings are given. There willbe 2 * ! blocks of size
2ttl 27t i e shall show that the (jk)’th term in a density m atrix @&+
ofr+ 1 sub-parities is either zero, 4 or s, that is, either all the relevant
strings contribute exactly the sam e tem , or half of them cancels the other
half. The proofcan be skiped In a rst reading.

T heorem

The element ( ®** M)y iszero if § k B fvgy i, and tis 5 if
j k2 fvgr+l-

P roof

Incaej kB fvgy 1 choose C such that

pC wl= 0wih all ¢4)'s h fvg,.: 1 and

pC (G k)I= 1 many such C 'sexists sihce C hasn Independent bits
and it need to ful llonly r+ 2 constraints). For such a C and for any
x which obeys the error-correction code there exist one (and only one)
vy, y= x C,whith also obeys the code (due to the rst dem and) but
has the opposite sign in the jk’'th elem ent (due to the second dem and),

0 (y)x = ( x)4 - Since this is true for any relevant x, we cbtain

( (n;r+l))jk: 0.

Incasej k2 fvg,; such C cannot exists, and all term s m ust have
the sam e sign: Suppose that there are two tem s, x and y wih op-



posite signs. Then C = x vy satis es the two dem ands, leading to a
contradiction.

This theoram tells us the place of all non—vanishing temm s In the origihal
ordering. The m atrices can be reordered to a block-diagonal form by ex-—
changes of the basis vectors. W e group the vectors s, s vy, etc,, forall (n)’s
In fvgy, ;1 to be one after the other, so each such group is separated from

the other groups. Now the theorem in plies that allnon-vanishing temm s are
grouped In blocks, and allvanishing tem s are outside theseblocks. A sresult
the m atrix is block-diagonal. This om s 2" * ! blocks of size 25*1 2771,
A1l tem s inside the blocks and their signs are given by eq.[l] and § respec-
tively up to reordering. T he organization of the blocks depends only on the
parity strings vi and not on the parities p;, thus, " and ;7 are block
diagonalized in the sam e basis. T he rank of a density m atrix is the number
of (independent) pure stateswhich form i, and £ is2® * ! in case ofthe par-
ity m atrices (eq.[3). W hen these m atrices are put in a block diagonal fom ,
there are 2" * ! (allnon—zero) blocks. Thus, the rank of each block is one,
the corresponding state is pure, and, when diagonalized, the non-vanishing
term aj in the j'th block is the probability that a m easurem ent w ill result in
thisblock.

In the BM S work (r = 0), the mfom ation, in case of an all angle, was
found to be exponentially sm all with the length of the string. W hen each
probe is in a pure state, this result can be generalized to r > 0 asfollow s: The
optin alm utual inform ation carried by two pure states (in any dim ension)
iswell known. The two possble pure states in the jth block of &* and

27 can be written as ©¢ . The optinal mutual inform ation which

can be obtained from the j'th block is given by the overlap (the angle )
I;= 1+ pjlogp;+ I py)log(@ p;), where p; = —222; The overkp is
calculated using eq.[ll and @. Thus, for any given error-correction code, we
can nd the two pure states In each bEgock, the optin al inform ation I, and
nally, the total Inform ation Tioa = 58315. W e did not use the value of
vy In the proof, and thus, the nalkey could be the party of any substring.
M oreover, a sin ilarm ethod can be used to analyze keys of severalbitswhich
can be form ed from parities of several substrings.
W e w rote a com puter program which receives any (short) error-correction
code and calculates the total nform ation asa function oftheangle between

the pure states of the ndividual probes. W e checked m any short codes (up




ton = 8) to verify whether T.1 < Launm aswe conectured. Indeed, all our
checks showed that the confcture holds. The nfom ation for an all anglke

isbounded by Isum = C %* as previously explained, where C is given by
summ ing the term s which contribute to the highest order of eq. i, and the
Hamm ing distance A which is 2k or 2k 1), can be increased by choosing
Jonger codes to provide any desired level of security.

In addition to a desirable security level, the ervor-correction code must
provide also a desirablk reliability; A com plte analysis must nclude also
estin ation of the probability pr that A lice and Bob still has wrong (ie.
di erent) nalkey. For enabling such analysis, one must use known error-
correction codes. Random Linear Codes allow for such analysis but cannot
be used e ciently by A lice and Bob. Hamm ing codes [§), H , which use r
given parities for correcting one error in stringsoflength n = 2° 1, have an
e cient decoding/encoding procedure and a sin ple way to calculatep . An
Hamm ing code has 2 words in fvg,, all of them , exospt 00 :::0, are at the
same distance t = 2° ' 1 from vy. Using our confcture and eq.[d o ith
k= 1= 2" %) yecbtain Tpw < @F 135 2., @ V+0 @D For
r= 3 (= 7) this yields Ioa1 < 6056 “. The exact calculation done using
our com puterprogram also gives the sam e resul, show Ing that the congcture

o r l)

provides an extrem ely tight bound in this case. U sing gr Lo< P% and
2
som e calculation we nally ocbtain
0 1
2 p - - r
Loi< € —a=2 2812 )% 7 )
nh2 -

2

bounding L. to be exponentially smallwith n Wwhich Pllows from 2° ! =
n+ 1)=2].

T he rate of errors in the string shared by A lice and Bob (after throw Ing
nconclusive resuls) is the nom alized errorrate, p;N ' = p=(o. + p.), where
pe= sin( + 9 isthe probability of cbtaining a correct and conclusive result.
Foramall it isp, = e = 2;;5222 4. The naleror probabilitty pe is
given by the probability to havem ore than one error in the initial string, since
the code corrects one error. It is pr = % . )2+ O [op. )?), show ing
that we can use the Ham m ing codes as long asnpéN '<< 1.h case it isnot,
better codes such as the BCH codes [§] which correct m ore than one error)

are required, but their analysis is beyond the goals of this paper.




In conclusion, we presented new attacks on quantum key distriution
schem es, directed against the nal key, and we proved security against a
soeci cone. This result, togetherw ith its extension to the analysis of probes
in m ixed state [Lq], suggest that the optin al inform ation cbtained by the
optim al collective attack shall still show the sam e behavior as shown In our
exam ple. Let us explain the intuition that the security against collective
attacks in plies security against any jpint attack: M ost of the tranan itted
particles are not part of the n-bits string. The correlations between the n
bits (@s speci ed by the error-correction and privacy am pli cation) as well
as the random reordering of the bits are not known in advance. It is very
reasonable that Eve can only lose by searching for such correlations when
the particles are tranan itted through her. Thus, the best she can do isprobe
the particles via the the best collective attack.

W e are gratefulto C . H . Bennett, G . Brassard, C . C repeau, J. Sm olin,
A . Peres and the referees for m any helpfiil discussion. W e are especially
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R eferences

[l] C.H .Bennett and G .Brassard, in Proc. of IEEE Inter.Conf.on Com —
puters, System s and Signal P rocessing, Bangalore, India (IEEE, New
York, 1984) p.175.

R] C .H .Bennett, Phys. Rev. Lett. 68, 3121 (1992).

B] A .K .Ekert,Phys.Rev.Lett.67, 661 (1991).C .H .Bennett, G .Brassard,
and N .D .M em In, Phys. Rev. Lett 68, 557 (1992).

4] C.H .Bennett, etal, J. Crypto. 5,1 (1992).
B] E.Bijham,B.Huttherand T .M or, Phys. Rev. A, 54, 2651 (1996).

6] A.YaoProc. 26 Symp. on the Theo. of Comp., 67 (1995).



[71 D .M ayers, Proc. of Crypto 95, LNCS 963, 124 (1995).
Bl C.H .Bennett, T .M orand J. Sm olin, Phys. Rev. A 54, 2675 (1996).

Pl1F.J.Madv illiam and N .J.A . Sloane, T he T heory of error C orrection
C odes, N orth Holand, 1977.

[10] C.H .Bennett, G .Brassard, C.Crepeau and U .M aurer, IEEE Trans.
Info.Theo. 41, 1915 (1995).

L1] A K .Ekert, B.Hutther, G M .Palma and A .Peres, Phys. Rev. A . 50,
1047 (1994).

[12] D .M ayers, Proc. of C rypto 96, LNCS 1109, 343 (1996).

3] D .Deutsch, A.Ekert, R. Jozsa, C.M acchiavello, S. Popescu, and A .
Sanpera, Phys. Rev. Lett 77, 2818 (1996) . To our opinion, this protocol
assum es non-realistic perfect devices. A form al comm ent is on prepara—
tion.

[14] H.K .Lo and Chau, quantph 9511025.

[15] D .M ayers, a tak at the ISIQ uantum Com putation 95 workshop.

[l6] E.Biam and T .M or, guantph 960501(.

[L7] D .M ayers, personal com m unication.

10


http://arxiv.org/abs/quant-ph/9511025
http://arxiv.org/abs/quant-ph/9605010

