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N oise causes severe di culties in in plem enting quantum com puting and quantum cryptography.
Several schem es have been suggested to reduce this problem , m ainly focusing on quantum com —
putation. M otivated by quantum cryptography, we suggest a coding which uses N quantum bits
(N = n?) to encode one quantum bit, and reduces the error exponentially with n. O ur result sug—
gests the possibility of distributing a secure key over very long distances, and m aintaining quantum
states for very long tin es. It also provides a new quantum privacy am pli cation against a strong
adversary.
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T he ability to correct errors in a quantum bit (qubit)
is crucialto the success of quantum com puting, and it is
very In portant to the success of quantum cryptography.
M otivated by quantum com puting, Shor ﬂ] show s that
quantum errorscan be corrected (in som e analogy to clas—
sicalerror correction []]). Them any works which olow
Shor's idea focus on in proving his result E{@] to better

t the requirem ents of quantum com puting, or to pro-—
vide a better understanding ofthe properties ofthe error-
correction codes (the previous works and also E{E]) . In
this work we apply this idea to quantum cryptography,
w here reducing the error rate isthemain ain . W e em -
phasize the properties of quantum error-correction which
are relevant to quantum cryptography, and we show that
quantum cryptography can be trem endously in proved
using a sin ple generalization of Shor’s schem e.

Quantum cryptography E] has already taken some
prom ising experin ental steps ], and, to certain lim is,
i can work without involving the com plications added
by error-correction (or m ore precisly, error-reduction)
schem es. In reality, there isnoise due to preparing, trans—
m iting and receiving the quantum states, and practi-
cal protocols dealw ith an all error-rates. However, the
noise still causes a severe problem due to the com bina—
tion of the ollow Ing two reasons: (1) The inform ation
available to an eavesdropper (Eve) on a single bit de-
pends on the errorrate w hich the legiim ate users @ lice
and Bob) acoept @B], and reducing this errorrate re—
duces Eve’s nform ation on the nalkey.M oreover, secu—
rity analysis e€g., E]) is restricted to sn all error rates,
and rem oving this restriction m ight m ake the analysis
(technically) in possble. (2i) E xisting errorrates do not
allow key distrbution over long distances, due to error
accum ulation over distance. This is the m ain problem
ofpractical quantum key distribution, and currently @]
the best existing system s distrbute a key to distances
ofup to 30 km . The schem e we present here m ight en-
able one to increase this distance signi cantly, suggest—
Ing that a Iot ofe ort should be spent on this direction.
(2il) Som e quantum cryptographic schem es @,@] use
quantum m em ory instead of (or in addition to) quan-—
tum channels. Reducing the errors in such schem es is
In portant since it allow s keeping the states unchanged
for a desirable tine. (T his was partly suggested n L)
a discussion of related works is done in the concliding
paragraph. M oreover, the quantum cryptographic net—
work E] which allow s com m unication between any two
users (whilke using no quantum channels between them )
already uses the sam e experin ental ngredients as error—
reduction schem es. T herefore, in proving quantum cryp—
tography in the future, using errorreduction schem es,
m ight m ake such a schem e favorite.

T he errorreduction schem e we suggest here allow s, in
principle, to reduce the noise in a tranam ission channelor
In a quantum m em ory to any desirable level. This result
is In portant (from a theoretical point of view ) for in —

plm enting a \quantum privacy am pli cation" scheme,
as an altemative to another quantum privacy am pli ca—
tion schem e E] which isbased on puri cation of singlet—
pairs @]. Such schem esprovide a prom ising direction for
proving the ultin ate security of quantum cryptography,
as an altemative to the m ore practical approach of E].

C Jassicalerror-correction isbased on redundant encod—
ing which usesm ore than one bit (on average) to encode
onebit. Thesimplest schemeisthel ! 3 repetition code
In which each bit is repeated three tin es in the encoding,
and a m a prity vote is chosen for decoding. In this case,
ifa single bi contains an errorw ith probability p W here
pisamal),andp =  p'@ p)® ! is the probability
ofhaving exactly 1errors, then the probability to have a
rem ainder error (the probability of having two or three
errors n three bits) iSP = p,+ ps = 3L PP+ p° =
3p° 2p°. One must keep 1n m .nd that this resul is
true on average, but in case we know that one error was
identi ed and corrected Which happensw ith probability
P2t pi=3p1 p)+ 3p@l p)?]the probability of hav—
ing a rem ainder error is exactly p,=(o; + p2) = p,and we
gain no error reduction at all!

The analogous quantum error-correction ﬂ] uses 9
qubits to encode a single qubit (to perfectly correct a
single error) using the ollow Ing procedure: a 1 ! 3 rep—
etition code in the z basis Pi ! P00iand Ji ! J11i
(where 001 stands for the tensor product PiPiPi of
th qubits); a transform ation the x basis Pi !
1= 2)(Pi+ i) and §i! (1= 2)(Pi 1i) oreach
qubi; and nally, again a 1 ! 3 repetition code in the
(new ) z basis. A 11 together, the encoding is:

Pil pl—é (PO0i+ HL114) (PO0i+ 311i) (POOi+ L11i) ;
i pl—é(joOOi 4114) (P00i  §114) (POOi HL11i) : (1)

W e denote it as R3UR3 where R, stands for 1 ! n
repetition code, and U for rotation from the z basis to
the x basis.

For cryptographic purposes, one is interested in error—
reduction schem es, which leave a m inin al rem ainder er—
ror, rather than in error-correction schem es, which leave
a higher rem aindererror. Forthat ain , them a prity vote
decoding should be replaced by an unanin ous decision;
In case of a disagreem ent the bit is thrown away. The
classical (1 ! n) repetition code R, with n = 2t+ 1
provides successfiil unanin ous decision w ith probability
Q= (@1 p"+p", and the rem ainder error in this case is
P = p"=Q which isP = )
can also beusad to correct up to terrors, but w ith am uch
higher (average) rem aindererror, w hich can be calculated
from thebinom jalexpansion of p+ (1 p)I' . However, if
exactly t errors were identi ed and corrected, the prob—
ability that there were actually t+ 1 errors (hence, a
rem ainder error) is p.

for am allp. This code



Forn = 3 the rem ainder error in the error-reduction
scheme isP  p° + 3p? which ismuch in proved in com —
parison to the (average) ram ainder error in case of error-
correction, and even the n = 2 errorreduction code pro—
videsa rem aindererrorP  p?+ 3p° which isbetter than
3 p® ramnallp. Thiswas rst noted by Vaidm an,
G oldenberg and W ijesner VGW ) E] w ho presented the
quantum errorreduction schem e R,UR, to in prove the
rem ainder error whik using only 4 qubis instead of 9
for the encoding. The error-reduction process is done
by profcting the state of the code qubits on a desir-
able subspace; for instance, In case of the n = 3 quan—
tum error-reduction code, it is pro fcted on the subspace
spanned by the tw o states ofeq.ﬂ . Ifthe pro gction fails,
the qubit is not corrected but is thrown away. T hrow ing
the bits hasonly smallin uence on a quantum key dis—
tribution protocol since the legitim ate users throw away
m ost of the bits due to other reasons. Note that this is
not appropriate or quantum com puting, w here throw ing
one bi In the com puting process destroys the com puta-
tion. O n the other hand, for cryptographic purposes, the
num ber ofbisused forthe decoding is less In portant (in
com parison to the requirem ents of quantum com puting),
since neither of the existing protocols m akes use of the
coherence of m ore than two particles.

E rror-correction can be easily com bined into an error-
reduction schem e for the price of increasing the rem ain—
dererrorP . Thebene tofsuch a combination isthatthe
probability of successfiil pro fction, Q , is Increased. For
sin plicity we shall consider only \pure" error-reduction
schem e, but our schem e can be generalized to com bine
the correction of few bitsaswell. In a schem ew hich com —
bines errorreduction and (t’-errors) error-correction, one
has to check Into which subspace the state is pro ected,
and ifthis subspace corresponds to t° errors (or less) the
state is corrected by sin ple transform ations (see ﬂ] etc.).

W e conclude that the codes which are used for quan-—
tum error-correction must be modi ed to provide error
reduction In order to t the requirem ents of quantum
cryptography much better. For exam ple, we suggest to
use errorreduction codes R,UR, wih large n. Such
codes encode one qubit nto N = n? qubits, in order to
reduce the errorrates exponentially with n more e -
cient codes could be used as well, based, for nstance,
on E,ﬂﬁ]) . The rest of this paper is devoted to the anal-
ysis of these codes. A s in all discussions on quantum
error-correction, coherent transform ations of m any par—
ticles are dism issed since, In realchannels, such errorsare
much an aller than errors in individualbits. H owever, we
consider also eavesdropping aspects, and therefore, this
issue ism ore subtle and we elaborate it further later on.

Tt is generally believed that i is enough to correct
phase errors, bi errors and bi-phase errors In order to
protect against any independent error (see the analysis
in B . The ntuitive problem w ith such argum ent isthe
assum ption that each qubit is either strongly disturbed

(due to bit i In some basis) or not disturbed at all,
while in reality, all qubits are slightly changed. Follow —
ng EE,@EE] and otherworkson thissubgctwe nd
the ram ainder error P and the probability of success Q
given that bit errors, phase errors and phasebit errors
occur w ith probability p. H ow ever, for the sin ple special
case ofthe code R,U R, we dem onstrate the error reduc—
tion explicitly by discussing a general transform ation on
each bit.

A qubi is described by a two-din ensional H ibert
space (say, spin ofa spin-halfpartick) Pi+ Jiwih
3%+ 3 F=1.W hen i is encoded using R, we get the
state j ,i= P,i+ I, iin a 2" dinensinalH ibert
space, with P, i= .0, niland o i= jl;1, nil
W hen i is encodes using R,UR, we get the state
j.,.i= P.,.i+ d.,,iofN = n® qubitsina2®’)
din ensionalH ibert space, w ith

BUNHI _(plé—)n (P2 ni® L nil

GV ni6 L nilzz: (P 216 nil
Frordl —(Pli—)n P2 ni0 nil

P2 ni0 nil:z: Py ni0 nil @)

w here there aren multiplets ofn bitseach. In the decod-
Ing process, the disturbed state is pro fcted on the desir-
able 2-dim ensional subspace spanned by the two states
P.,.iand J,,,i. Let us see the in uence of the dif-
ferent types of errors on the nalstate. (1) B it errors:
O pening the parentheses, it is easily seen that biterrors
In less then n bis cannot bring the state back into the
desirable subspace. (2) Phase errors: It is not easy to
calculate the number of phase errors which can bring
the state back to the relevant subspace, if we use the
z basis; how ever, phase errors In the z basis are bi er-
rors In the X basis (see ,E], etc.). Therefore by trans—
form ing this state to the x basis of each qubit, the two
states ), ,, iand Jl, ;. ibecom e superposed from di er-
ent words which di er by at least n bits, and thus, n
phase errors are required in order to bring the original
state back to the relevant subspace. (3) Phasebit errors:
Show ing that only n such errors bring the state back to
the desirable subspace is done using the sam e approach,
by a transform ation to the y basis. W e conclude that
the probability of success and the rem ainder error are in—
deed Q @ p" andP pP*=0Q, as calculated for the
classical error reduction scheme Ry, .

W enow provide a partialanalysisofm ore realistic type
of errors. Let each qubit in the code be transform ed ar-
birarily (out independently). In general, the transfor-
m ation is not uniary since an ancila (eg., environm ent)
m ight be Involved. However, we can stilldealonly with
unitary transform ations and the e ect of decoherence
(non-unitary transform ations) is obtained by averaging



over several di erent unitary transfom ations w ith ap—
propriate probabilities. A sim ilar argum ent is provided
n E]. Restricting ourselves to \pure" error-reduction
schem es, wem ust dem and that allthe Individualunitary
transform ationsbeweak (closeto unity). In a generaliza—
tion ofour schem e w hich correct t? errors, up to t° (which
is som ewhat am aller than t°) of the transfom ations are
pem itted not to be weak.

W e provide a complkte analysis only for the code
R,UR,, but such analysis can be extended to codes
R,UR, wih n > 2. Let each qubi j in the code be
exposed to the m ost general oneparticle transform ation

s 4 sin e’
UsT n gets cos oot o @)
(up to an irrelevant overall phase), where all angles are
an aller than some small anglke , so that p 2. We
w rite how the orighalstate j . ,. i i the 2@°) = 16 di-
m ensional H ibert space is transform ed (due to the m a-
trix elem ents 000037, U,U5U,P011ietc.):

0 1 0 1
+ X0000
E 0 E Xp001 8
% 0 % X0010
E E X0011
% 0 | E X0101 ; @)
B B
E E X1100
g 0 g X1101
0o A X1110 A
+ X1111
wih Xgooo = ( + )cos 10c0s ;c0s 3008 4 + (
)C0S 1 QoS ,sin 5 sin et det + (
)sih 1sh ,c0s 5008 4t tet 2 +

( + )sh ;sih ,sh ;s et tel 2el 3el ¢ ete. Pro-
“Bcting the state onto the subspace spanned by
(1=2) (P000i+ P011i+ J100i+ 111i) and
(1=2) (P000i  PO11i  J100i+ J111i), and de ning
C = (cos 1 PSCOS 1 @S Cos 1 (o7
we obtain, after a lengthy c%]cu]atjon, thg (Unnom al-
ized) nalstate j, , ,i= C +0 (2% . The
state, when nom alized, is alm ost identical to the mnitial
state j ,,, 1, where the tem s which contribute to the
correction are sin 1 sin ,; sin 3 sin 4, etc., all of oxder
O ( ?) or sm aller. T hus, the rem ainder error probability
isindeed O ( %) O (%), with probability of sucoess C 2.

T his code can be used ort’bit error-correction schem e
if we do not reect the encoded bit when the pro fction
fails. Instead, we check into which subspace the state is
progcted. In this case the assum ption that allangls are
an all can be dign issed, so that t* which is sm aller than
t% angles can be large. R ecallhow ever that in these cases
the rem ainder errorrate isnot O ( ?*) anym ore.

The man problem of a schem e which perform s only
error reduction is that the probability of successfiil pro—
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Pction din nisheswhen n is ncreased as 1 p)". We
ocould com bine i w ith som e (sm allt?) error-correction as
previously explained, but there isalsoadi erent solution,
which should be preferable in case the noise changes in
tin e as wt etc. In this case the probability of suc—
cess can be much improved using the Zeno e ect (see
discussion n [L4JL9)) by perform .ngM profections in be-
tween, at equal tin e steps, reduchg p to p=M 2?), and
Q to @ =)™ 1 npM . The rem ainder error
is also much In proved by this process. Perform ing M
progctions is rather sim ple when enhancing a quantum
m am ory is considered (m eaning that it does not add any
further com plication). W hen tranam ission to long dis—
tances is considered, A lice and Bob need to have \pro-
“ection stations" between them . T his greatly in provesQ
and does not a ect the security of the trangm ission. In—
deed, since each such station is only required to perform
the desired progction, it can even be controlled by the
eavesdropper; if Eve tries to do anything other than the
required profctions | she Increases the error-rate and
w ill be detected.

The only assum ption required for the success of any
error-correction or errorreduction schem e is that each
code bit is disturbed independently of the others. If real
noise causes m any-particle transform ations the schem e
will fail, but for bis stored or tranam itted separately,
such e ects are expected to be negligble. Thus, the le-
giim ate users of quantum cryptography can use error—
reduction schem es to decrease m uch ofthe noise, and, as
a result, expect much less errors when com paring a por—
tion of the data. It is In portant to note that the added
assum ption does not restrict the adversary, Eve. She
is still allow ed to do whatever she likes, ncluding creat-
Ingm any-particle coherence. T he eavesdropping analysis
needs only to take the nalerrorrate into account. W e
could even lt Eve do all the transform ations from the
niialbit, through the encoding till she obtainsthe nal
bit. If she deviates from the protocols and the errorrate
is Jarger than expected A lice and Bob quit the tranan is-
sion. If she deviates from the protocolbut provides the

nal state w ith the allow ed errorrate, A lice and Bob do
not care w hich operations she has done, since the allow ed
an all errorrate which is veri ed), prom ises them that
her inform ation is lim ited asdesired. T hisprovidesa new
type of a privacy am pli cation schem e, sin pler than the
one recently suggested E] which is based on puri ca-
tion of singlets @]. Such schem es provide a proofofthe
ultin ate security ofquantum cryptography under the as—
sum ption that the legitin ate users have perfect devices.
M oreover, in case E ve gets the code bitsw ithout know ing
which code bits encode a particular qubit, her inform a—
tion is reduced even m ore. This argum ent is sim ilar to
the random ization argum ent used in E,@] tmay pro—
vide the proof of perfect security even when A lice and
B ob have real devices, since Eve cannot know which co—
herence would be usefil to her in advance, hence, her



Infom ation is reduced whether the legitim ate users can
observe this reduction or not! However, analyzing this
aspect of quantum privacy am pli cation is rather com —
plicated and it is beyond the scopes of this work.

In conclusion, we have shown that quantum cryptog—
raphy can be much in proved by using quantum error-
reduction schem es. O ur resultm ight be crucialfor in ple-
m enting quantum cryptography over large scale distances
and tin es. It also provides an altemative quantum pri-
vacy am pli cation scheme. W e suggested a speci c en—
coding which yields exponentially sm all rem ainder error,
and we suggested to in plem ent it in a \m any-stations"
system , so that the probability of successw illnot becom e
too am all. T he errors due to the frequent pro fctions in
a \m any-stations" system were not considered here. A s
in the case ofa Aulttolerant calculations E], tmaywell
be that there is som e optin alnum ber of stationsM such
that a larger num ber of stations causes an increase of
the rem ainder error. N ote also that som e errors are due
to creation and m easurem ent of the state in the labs of
A lice and Bob, and for the tin e being these 1im its our
ability to reduce P . However, the m ain lim itations on
quantum cryptography are m aintaining coherence over
long distances and tin es and these 1im itations are solved
e clently using the schem e we suggest.

>From allworks which recently appeared, the work of
VGW E] ism ore related to oursthan the others. It con—
siders the use ofthe quantum Zenoe ectand theR,UR,
error-reduction schem e to m aintain quantum states in a
quantum m em ory for a longer tin e. H ow ever, this work
does not dealw ith the bene ts ofusing a large num ber
of code bits, and with in proving transam ission to large
distances. O ther less related works are these of EE]
which discusses quantum comm unication, and these of
Steane E,ﬂ] which discusses lJargen.
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