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A bstract

The e ects of dispersion in the com m unication channel on the secrecy of a quantum
cryptosystem based on singlke photon states with di erent frequencies are studied. A
maxinum ocomm unication channel length which can still ensure the secrecy of the key
generation procedure is found.

PACS numbers: 03.65Bz,89.704 ¢, 4250 m

The m ain purypose of cryptography is to allow the exchange of secret Informm ation am ong
two orm ore kgitin ate users. T he basic elem ent ofevery cryptosystem isthe key, ie. a random
sequence of units and zeros used to code the m essages [1]. The com m unication can be shown
to be absolutely secret if the key length equals the m essage length and the key is used only
once R]. Therefore, the m apr task is to ensure the secrecy of the key distribbution procedure
am ong the legitin ate users. In the standard cryptosystem there is no fiindam ental principle
which could guarantee the detection of any eavesdropping attem pt at the key distrbution stage;
thus the cryptosystem secrecy isbased on the key com plexiy rather than fiindam ental law s of
nature [1].

On the other hand, quantum cryptography provides a key distribution procedures where
the possibility of detecting any eavesdropping attem pt is guaranteed by the fuindam ental law s
of quantum m echanics.

A sa rule, the secrecy of quantum cryptosystam s isproved for idealcom m unication channels.
H owever, the im perfections of a com m unication channel should generally reduce the secrecy of
the key generation procedure so that any practical cryptosystem should carefully take into
acoount the actual properties of the com m unication channel em ployed.

Recently, several new quantum cryptosystem s have been proposed [B{9]. One of these
system s, based on phase coding and em ploying a 30 km long ber line as an interferom eter am
hasbeen realized experin entally [O].

In the paper [10] a quantum cryptosystem based on the EPR (€ Instein {P odolsky{R osen)
e ect Por biphoton states has been proposed. A ctually, a sim ilar schem e can be in plem ented
w ith sihglephoton states, which is much sinplr from the experim ental point of view shnoe
it does not Involve generation of biphoton states (eg., with the param etric dow n-conversion) .
In addition, such a schem e should be much m ore stable, snce it does not em ploy a long-am
Interferom eter.

The secrecy of this cryptosystem (detection of eavesdropping attem pts) is based on the
fiundam ental tin e{energy uncertainty relation. T he scham e proposed In [10] did not take into
acoount attenuation and dispersion In the com m unication channelwhich could severely ham per
its practical realization. T he purpose of the present paper is to nd out the conditions under
which it is possble to ensure the secrecy of the cryptosystem in the presence of attenuation
and dispersion.

Letus rstdescribe the key generation procedure w hich doesnot involve the biphoton states.
The user A sends at random Into the comm unication channel (optical ber) to ussr B on of
the follow Ing three singlephoton states: one of the two states w ith narrow frequency spectra
centered around wellde ned frequencies ! ; and !, (frequency spectra w idths 1; 2 B ERRS
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ora well Iocalized In tim e (correspondingly, w ith a w ide frequency spectrum ofwidth ; ) ata
carry frequency !, 12 . Actually, the optical ber transparency w indow corresponds to the
wavelength 13 m (fequencies oz, 16° s ).

A ccording to the fundam ental tim e{energy uncertainty reltion, sending a signalwih a
welkde ned frequency !; or !, m eans that the m om ents of tin es when the photon leaves user
A (G ) and is registered by userB () exhibit a large scatter tap 1=1,.

If a broad-spectrum photon is em itted, although the associated uncertainty in frequency

1 is large, the corresponding state can be prepared rather fast and the photon em ission and
detection tin es can be m easured w ith high accuracy (t 1=, ! 0if ; ! 1 ).

To register a photon, user B choses random Iy and independently of user A In each m ea—
surem ent either one of the narrow -band photodetectors w ith central frequencies !'; and !, and
bandw idths 12, Or a w deband photodetector w ith the central frequency ! and band—
width 1 . The frequency ssparation !, = j'; !, jshould not be Jess than the sum

1 + 5 if the photons with frequencies !; and !, should be distinguished. For a gaussian
goectrum the lnequality !4, > 3( 1+ ) issu cint.

M easuram ents w ith a narrow -band photodetector allow to distinguish between !; and !,,
but they cannot be perform ed In a tin e shorter than 1= !i, (the same is also true for the
m Inin altin e required to prepare these states).

M easuram ents w ith a w ideband photodetector can be com plkted during the tin e interval

ti 1=, ! 0,butthey cannot determ ne the photon energy w ith the accuracy better than
1 . UsersA and B choose the cryptosystam param eters to satisfy the inequality

t, Lot @)

A fter a serdes of m easuram ents user B announces through a public channel which type of
the photodetector (W ide—or narrow band) was used in each m easurem ent, but does not disclose
which particular frequency !; or !,) was used in the case of a narrow band photodetector.
T hose m easurem ents where the photodetector did not re or the photodetector type di ered
from the type of the single-photon signal, are discarded. T he ram aining m easurem ents where
narrow -band photodetectors were used yield a random sequence of zeros and units (!, corre—
goonds to zero and !, to unit) shared by the two users which can be used as a key. T he prob—
ability ofan error (eg. cbtaining zero instead of unit) isnegligbly snallif !, > 3( 1+ 2).
To correct the key one can use a privacy am pli cation schem e proposed by Bennett et al [11].

M easuram ents where short pulses were used (ie. the photon eam ission and registration
tin es are known wih high accuracy) allow to detect any eavesdropping attempt. For all
such m easuram ents users A and B announce through a public channel the photon em ission
(tn ) and registration (&) tines. Then the expected delay tine t £ = oonst (to within

ti 1=; ! 0) is calculated from the known line length. Any system atic deviation of
thn t from the expected delay tin e m eans the presence of an eavesdropper. Indeed, to extract
the inform ation about the key, the eavesdropper should be able to distinguish between !'; and !,
(0 or1l); therefore, he should em ploy narrow -band photodetectors. Such m easuram ents (aswell
aspreparation ofnarrow band signals centered around !; and !, to be sent by the eavesdropper
to user B) cannot be perform ed faster than n tq, 1= 1, t1 . The eavesdropper will
unavoidably run into the situation where user A sent a short signal, w hile the eavesdropper uses
a narrow -band photodetector (sihce the user A chooses the type of signalhe sendsto userB at
random ) and re-sends to user B a signalw ith a wellde ned frequency. T he eaves dropperm ust
re-send the photon to user B since otherw ise this m easurem ent w ill be discarded because the
photodetector would not re. Therefore, a systam atic deviation of t, £ from the expected
delay tim e by not lessthan t i, 1= Y5, which ismud larger than the accuracy w ith which
the delay tine &, £ isknown.



Up to thism om ent we did not take into account attenuation and dispersion of the quantum
com m unication channel. P ractically, a ber cabl is used as channel which in plies that short
pulses sent by user A would experience broadening (signalw idth at the receiving end of the
line is expected to be enhanced) so that the scatter in the photon registration tin e by user B
is increased sim plifying the task of the eavesdropper and reducing the cryptosystem security.

Ourpurmose is nd out the rlationships between the singlephoton states param eters 1,

!12, 1 ,and the comm unication channel attenuation and dispersion which stillallow a secret
key distribution procedure.

Let the user A prepare a singkephoton state at the input of the com m unication channel
(point x = 0) wih the spectralwidth Whih isoneof ;,; ) and the carry frequency ! (or
de nienesswe assum e that ! o = !5, although this is not essential)
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The e ective pulse duration at the channel input is
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Actually, even fora shortpulsewitht 10 !? sthe spectralw idth is relatively an all (carry
frequency !  10° s '), so that only quadratic term s can be retained in the expansion of the
w avevector as a function of frequency [12,13]:

kK(1)=ko+ (I oo+ (& 19)% 5)

where and are generally com plex constants, their real and im agihary parts describing
dispersion and attenuation, respectively. Let us rst assum e that the attenuation is absent.
The signal (2) at the poInt x (user B) takes the fom
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The eld Intensity observed by user B is
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The e ective spectralw idth of the signal at point x rem ains the sam e as at the channel input
(rem em ber that the attenuation is not taken into acocount)
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The e ective pulse duration at the receiving end of the channel is Increased by a factor of
(l‘l' 2X2 4)
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Thistine ty isthemean tin e taken by the wave padket to pass through the point x, whilke
the inequality q
! B tB 1+ 2x2 4 (10)

is a variety of the M andelstam {Tamm inequality [L4]. Equation (10) describes the statistics
of (potential) m easurem ents perfomm ed on a particle, rather than an actual m easurem ent of
a photon cbservable so that it cannot be interpreted as a tin e{energy uncertainty relation
relevant to a realact ofm easuram ent Which is described by the Bohruncertainty principle; see
a detailed discussion in the paper by K rylov and Fock [L6]). W e shall adhere to the orthodox
point of view assum Ing the tim e{energy uncertainty relation is a fundam ental law of nature
(various point of view are discussed In a review articke by D odonov and M an’ko [17]). The
average tin e taken by the wave padket to pass through the point x has nothing to do w ith the
measuram ent tine twhich is arbitrarily chosen by the experim entalist. T he Bohr uncertainty
relation is applicable to a real act ofm easurem ent (eg. passage of a particle through a device
shutter which unavoidably changes the particle energy In an uncontrollable way)

E t 1; 11)

where E is the scatter of measured energy [L7]. Unlke the M andelstam Tamm relation
which is derived from the evolution govemed by the Schrodinger equation [14], the Bohr un—
certainty relation is actually a postulate since the m easuram ent act cannot be described by the
Schrodinger equation.

T hus, to register a photon w ith the spectrum width ; userB should open the shutter for
atine intervalat ast 1+ *x* )™=, long. O foourse, user B could open the shutter for
arbitrarily short tin e, but in that case he would not be able to system atically detect a photon:
A though In som e rare m easuram ents he would still register a photon even if the shutter were
only open during t! 0, the fraction of such m easurem ents should tend to zero or othemw ise
the Bohr tin e{energy uncertainty relation [15] would be violated.

Let usnow nd out when the quantum cryptosystem still rem ains secret, ie. the scatter
In the short pulse registration tinesby user Bty should be substantially lss than the tin e
taken by the eavesdropper (at the location x som ewhere between A and B) to register the
photon w ith a narrow band photodetector, which, as described above, could not be shorter
than 2,2 4 1=2
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In poses the follow ing lim it on the channel length:
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T he worst situation w ith respect to the system secrecy occurs ifthe eavesdropper is located close
to theuserA (xg 0). In that case the eavesdropper is not a ected by the pulse broadening.



T herefore, the m axinum channel length is
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T hus, the an aller is the frequency separation between the infom ation-carrying signals !; and
!5, the shorter is the reference pulse (the wider is its frequency spectrum ), and the lower is
the dispersion quadratic coe cient, the Jarger is the allowed quantum com m unication channel
length stillpreserving the system secrecy. H ow ever, this inequality doesnot In pose any absolute
restrictions on the channel length. Fom ally, the channel length can be m ade arbitrarily large
at the prce of reducing the frequency ssparation !, = j'; 1P

Let usnow m ake som e num erical estim ates. For a frequency ssparation !15 = J'; 123
10° H z corresponding to the linew idth of a rather average sem iconductor laser, the short pulse
duration of 1 ps ( ; 162 Hz), and a typical quadratic dispersion coe cient 1 ps?/km
[L8], one has for the allowed channel length
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T he roke of attenuation reduces to the follow ng two e ects. F irst, the fraction ofm easure—
m ents w here the photodetector em ployed by userB did not re is increased. Thise ect reduces
the system e ciency but does not a ect its secrecy. The second e ect is the renom alization
of digpersion. Now the restriction on the channel length becom es
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where . and i, arethe realand in aginary parts of the dispersion quadratic coe cient.
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