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Wireless Network Design for Control Systems:
A Survey
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Abstract—Wireless networked control systems (WNCS) are
composed of spatially distributed sensors, actuators, andon-
trollers communicating through wireless networks instead of
conventional point-to-point wired connections. Due to th& main
bene ts in the reduction of deployment and maintenance cost,
large exibility and possible enhancement of safety, WNCS &
becoming a fundamental infrastructure technology for criti-
cal control systems in automotive electrical systems, avics
control systems, building management systems, and indusal
automation systems. The main challenge in WNCS is to jointly
design the communication and control systems consideringheir
tight interaction to improve the control performance and the
network lifetime. In this survey, we make an exhaustive re\ew
of the literature on wireless network design and optimizaton for
WNCS. First, we discuss what we call the critical interactie
variables including sampling period, message delay, megpa
dropout, and network energy consumption. The mutual effecs of
these communication and control variables motivate their pint
tuning. We discuss the effect of controllable wireless netark
parameters at all layers of the communication protocols on tie
probability distribution of these interactive variables. We also
review the current wireless network standardization for WNCS
and their corresponding methodology for adapting the netwok

based on these sensor data, which are then forwarded to the
actuators in order to in uence the dynamics of the physical
plant [4], [5]. In particular, WNCS are strongly related to CPS
and Tactile Internet since these emerging techniques d#al w
the real-time control of physical systems over the networks
There is a strong technology push behind WNCS through
the rise of embedded computing, wireless networks, adwhnce
control, and cloud computing as well as a pull from emerging
applications in automotive[ [6],[[7], avionic$][8], buildjn
management[9], and industrial automation1[10],][11]. For
example, WNCS play a key role in Industry 4.0][12]. The ease
of installation and maintenance, large exibility, and irased
safety make WNCS a fundamental infrastructure technology
for safety-critical control systems. WNCS applicationvéa
been backed up by several international organizations asich
Wireless Avionics Intra-Communications Alliand€ [8], Dige
Alliance [13], Z-wave Alliance[[14], International Socjebf
Automation [15], Highway Addressable Remote Transducer
communication foundation [16], and Wireless Industriat-Ne

parameters. Moreover, we discuss the analysis and design ofWorking Alliance [17].

control systems taking into account the effect of the interetive
variables on the control system performance. Finally, we pesent
the state-of-the-art wireless network design and optimizgon for

WNCS, while highlighting the tradeoff between the achievale
performance and complexity of various approaches. We conatle
the survey by highlighting major research issues and idenfying

future research directions.

Index Terms—wireless networked control systems, wireless
sensor and actuator networks, joint design, delay, reliabity,
sampling rate, network lifetime, optimization.

I. INTRODUCTION

WNCS require novel design mechanisms to address the
interaction between control and wireless systems for magim
overall system performance and ef ciency. Conventionai-co
trol system design is based on the assumption of instantaneo
delivery of sensor data and control commands with extremely
high reliabilities. The usage of wireless networks in théada
transmission introduces non-zero delay and message error
probability at all times. Transmission failures or deadlin
misses may result in the degradation of the control system
performance, and even more serious economic losses or re-
duced human safety. Hence, control system design needs to
include mechanisms to tolerate message loss and delay. On

Recent ;dvancels in wwe:es_s _networ:kmg, sensllng, COfle other hand, wireless network design needs to consider
puting, anc hcqn;ro are revo gtlorﬁzmg I ow coniro SySSl;Emthe strict delay and reliability constraints of control tyss.
Interact with Information and physical processes sSUCN 8fg ata transmissions should be sufciently reliable and

Cyber-Physical Systems (CPS), Internet of Things (IoTY a

Tactile Internet1], [2], [B]. In Wireless Networked Control

"Yeterministic with the latency on the order of seconds, enev

milliseconds, depending on the time constraints of theedes

Systems (WNCS), sensor nodes attached to the physical pllgrab system[[10],[[I1]. Furthermore, removing cables fa th

sample and transmit their measurements to the controlkar oY

ata communication of sensors and actuators motivates the

a wireless channel; controllers compute control commanpa,noval of the power supply to these nodes to achieve full
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exibility. The limited stored battery or harvested energy
these components brings additional limitation on the energ
consumption of the wireless network [18], [19], [20].

The interaction between wireless networks and control
systems can be illustrated by an example. A WNCS connects

)- C. Fischione and K. H. Johansson are withsensors attached to a plant to a controller via the singpe-ho

wireless networking protocol IEEE 802.15.4. Hijj. 1 showes th
control cost of the WNCS using the IEEE 802.15.4 protocol
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| B
loT) [24] are developed to enable IoT connections over
‘% 002 oo+ 006 008 01 o0& 01 ol o oz long-ranges (10-15 km). Even though some related works
Message loss probability of WNCS are applicable for LPWAN-based control appli-
(b) Control cost for various message delays and message loss  cations such as Smart Grid [25], Smart Transportation [26],
probabilities. and Remote Healthcarg [27], this survey focuses on wireless

Fig. 1: Control cost of a WNCS using IEEE 802.15.4 protocotontrol systems based on Low-Power Wireless Personal Area
for various sampling periods, message delays and message IQetworks (LoWPAN) with short-range radios and their ap-
probabilities. plications. Some recent excellent surveys exist on wireless
networks, particularly for industrial automatioh [28].9]2
for different sampling periods, message delays and mess§8@]. Speci cally, [28] discusses the general requirenseard
loss probabilities[[21]The quadratic control cost is de nedrepresentative protocols of Wireless Sensor Networks (#)SN
as a sum of the deviations of the plant state from its desirém industrial applications.[29] compares popular indiast
setpoint and the magnitude of the control input. The maximumWiSN standards in terms of architecture and designl [30]
allowable control cost is set t6. The transparent region mainly elaborates on real-time scheduling algorithms amwd p
indicates that the maximum allowable control cost or nekwotocols for WirelessHART networks, experimentation anahjoi
requirements are not feasible. For instance, the contrsi cavireless-control design approaches for industrial aut@ma
would be minimized when there is no message loss and Wile [30] focused on WirelessHART networks and their con-
delay, but this point is infeasible since these requiremeritol applications, this article provides a comprehensiveray
cannot be met by the IEEE 802.15.4 protocol. The control casft the design space of wireless networks for control systems
generally increases as the message loss probability, geessand the potential synergy and interaction between control
delay, and sampling period increase. Since short samplimgd communication designs. Speci cally, our survey tosche
periods increase the traf ¢ load, the message loss prabgabilon the importance of interactions between recent advanced
and the message delay are then closer to their critical salueorks of NCS and WSN, as well as different approaches of
above which the system is unstable][22]. Hence, the anw@reless network design and optimization for various WNCS
and shape of the feasible region signi cantly depends on tagplications.
network performance. Determining the optimal paramet@rs f The goal of this survey is to unveil and address the require-
minimum network cost while achieving feasibility is nowidl ments and challenges associated with wireless networkesi
because of the complex interdependence of the control &oad WNCS and present a review of recent advances in novel
communication systems. design approaches, optimizations, algorithms, and potdoc
Recently, Lower-Power Wide-Area Network (LPWAN) suctor effectively developing WNCS. The section structure and
as Long-Range WAN (LoRa) [23] and NarrowBand IoT (NBrelations are illustrated in Fi@l 2. Sectibh Il introducesne



inspiring applications of WNCS in automotive electronicsgccupant needs such as occupant safety, security, comfort,
avionics, building automation, and industrial automati®ac- convenience, and information. The rst intra-vehicle viass

tion [[lMl describes WNCS where multiple plants are remotelyetwork applications are the Tire Pressure Monitoring &@yst
controlled over a wireless network. Section] IV presents tf@PMS) [31] and Intelligent Tire[[32]. TPMS is based on the
critical interactive variables of communication and cohtr wireless transmission of tire pressure data from the m-tir
systems, including sampling period, message delay, messagnsors to the vehicle body. It is currently being integtate
dropout, and energy consumption. Secfidn V introduceshasito all new cars in both U.S.A and Europe. Intelligent Tire
wireless network standardization and key network pararsetés based on the placement of wireless sensors inside the tire
at various protocol layers useful to tune the distributidn do transfer accelerometer data to the coordination nodésein
the critical interactive variables. SectibnlVI then prasddan body of the car with the goal of improving the performance of
overview of recent control design methods incorporating thactive safety systems. Since accelerometer data are gedera
interactive variables. Sectibn VIl presents various ojtation  at much higher rate than the pressure data and batteriestcann
techniques for wireless networks integrating the contyst s be placed within the tire, Intelligent Tire contains an adtr
tems. We classify the design approaches into two categoriea power wireless communication system powered by energy
based on the degree of the integration: interactive desigds scavenging technology, which is now being commercialized b
joint designs. In the interactive design, the wireless oekw Pirelli [33].

parameters are tuned to satisfy given requirements of the

control system. In the joint design, the wireless networll arg_ \wireless Avionics Intra-Communication

control system parameters are jointly optimized considgri
the tradeoff between their performancesection[VIIl de-
scribes three experimental testbeds of WN@®% conclude
this article by highlighting promising research direcgoim
SectionIX.

Wireless Avionics Intra-Communications (WAIC) have a
tremendous potential to improve an aircraft's performance
through more cost-effective ight operations, reductiom i
overall weight and maintenance costs, and enhancement of
the safety[[B]. Currently, the cable harness provides the co
nection between sensors and their corresponding contitsl un
to sample and process sensor information, and then among

This section explores some inspiring applications of WNC$ultiple control units over a backbone network for the safet

critical ight control [8], [34]. Due to the high demands on
A. Intra-Vehicle Wireless Network safety and efciency, the modern aircraft relies on a large

ired sensor and actuator networks that consist of more than

. . W
_In-vehlcle wireless _networks have_ been recgntly proposg%oo devices. Wiring harness usually represents 2-5% of an
with the goal of reducing manufacturing and maintenancé cos

of a large amount of wiring harnesses within vehici@s [, [7a|rcrafts weight. For instance, the wiring harness of thibAs

The wiring harnesses used for the transmission of data a'?"] P0-900 we|gh.t§3 000kg .HE]' . .
he WAIC alliance considers wireless sensors of avion-

power delivery within the current vehicle architecture may . : o .
have up tol 000parts. weiah as much @ ka and contain u ts located at various locations both within and outside the
P P ’ g 9 P aircraft. The sensors are used to monitor the health of the

to 4 km of wiring. Eliminating these wires would addltlona”yaircraft structure, e.g., smoke sensors and ice deteia,

have the potential to improve fuel ef ciency, greenhouse 9%s critical systems, e.g., engine sensors and landing gear

emission, and spur innovation by providing an open architec . A )
. sensors. The sensor information is communicated to a dentra
ture to accommodate new systems and applications.

An intra-vehicular wireless network consists of a centréﬂnboard entity. Potential WAIC applications are categatiz

control unit, a battery, electronic control units, wireesen- to two broad classes according to application data rate

sors, and wireless actuators. Wireless sensor nodes seind trﬁqU|rements[E6]. Low and high data rate applications have

) . ) . data rates less than and above 10 kbit/s, respectively.
data to the corresponding electronic control unit whilevsca X .
: . . . At the World Radio Conference 2015, the International
enging energy from either one of the electronic controlaiait . .
. . . Telecommunication Union voted to grant the frequency band
energy scavenging devices attached directly to them. Aatsia

; : . 4.2-4.4 GHz for WAIC systems to allow the replacement of
receive their commands from the corresponding electror{c

) : . e heavy wiring used in aircraft [B7]. The WAIC alliance is
control unit, and power from electronic control units or an,_".. ~ .
) . . . dedicating efforts to the performance analysis of the assig
energy scavenging device. The reason for incorporatingggne

A - . . S frequency band and the design of the wireless networks for
scavenging into the envisioned architecture is to elingribe . . )
e N : avionics control system$§][8]. Space shuttles and intesnati
lifetime limitation of xed storage batteries. : ; . .

S . : . space stations have already been using commercially biaila
The applications that can exploit a wireless architectur : )

. o . . V\Hreless solutions such as EWB MicroTAU and UltraWIS of

fall into one of three categories: powertrain, chassis, ar
. e . .~ Invocon [38].

body. Powertrain applications use automotive sensors in en
gine, transmission, and onboard diagnostics for control of .
vehicle energy use, driveability, and performance. Clas&- Building Automation
applications control vehicle handling and safety in stegri  Wireless network based building automation provides sig-
suspension, braking, and stability elements of the vehickd cant savings in installation cost, allowing a large @tr

Body applications include sensors mainly used for vehichaarket to be addressed as well as new constructions. Bgildin

II. MOTIVATING APPLICATIONS



automation aims to achieve optimal level occupant comfc )%+, S (o, S+,
while minimizing energy usage [39]. These control systen

are the integrative component to fans, pumps, heatingfapol *** Q rHSRE ﬁ oo Q PSS Q e
equipment, dampers, and thermostats. The modern build
control systems require a wide variety of sensing capaslit
in order to control temperature, pressure, humidity, and o
rates. The European environment agency [40], [41] showis tl
the electricity and water consumption of buildings are d@bo
30%and43%of the total resource consumptions, respectivel
An On World survey [[4R2] reports thab9% of 600 early : :
adopters in ve continents are interested in new technelegi *°° SR e S S

that ng help tlh_em better manage their energy consu.mptlolgig. 3: Overview of the considered NCS setup. Multiple pdaate

and81%are willing to pay for energy management equipmeRbnrolied by multiple controllers. A wireless network sk the loop

if they could save up t80% on their energy bill for smart from sensor to controller and from controller to actuatdre hetwork

energy home applications. includes not only nodes attached to the plant or contrdiiet,also
An example of energy management systems using WSNg§gy nodes.

the intelligent building ventilation control described[Bj. An . . .
under oor air distribution indoor climate regulation press Wireless network[48]. The wireless network includes sesmso

is set with the injection of a fresh air ow from the oor and actuators attached to the plants, controllers, and rela

and an exhaust located at the ceiling level. The considefé@des: A plant is a continuous-time physical system to be
system is composed of ventilated rooms, fans, plenums, difintrolled. The inputs and outputs of the plant are contiisto
wireless sensorsA well-designed under oor air distribution ime signals. Outputs of plarit are sampled at periodic or

systems can reduce the energy consumption of bu"din@geriodic intervals by the wirele_ss Sensors. Each pacleet as
while improving the thermal comfort, ventilation ef ciepic Clated to the state of the plant is transmitted to the coletrol

over a wireless network. When the controller receives the
measurements, it computes the control command. The control
D. Industrial Automation commands are then sent to the actuator attached to the plant.

Wireless sensor and actuator network (WSAN) is an effe'E'—egce’ the cllo(jedd-loop system constgms t;)otr;]a continumes-t I
tive smart infrastructure for process control and factouy a@nd a sampled-data component. Since both sensor—controfie

tomation [1], [43], [44]. Emerson Process Management [4§ d controller—actuator channels use a wireless netwerk, g

estimates that WSNs enable cost savings of up to 90%oal WNCS of Fig[B are also called two-channel feedback

compared to the deployment cost of wired eld devices ithS @]' The syst_em scenario is quite general, as it applies
the industrial automation domain. In industrial processtica, 1o any interconnection between a plant and a controller.
the product is processed in a continuous manner (e.g.,asl, g
chemicals). In factory automation or discrete manufangyri A= €ontrol Systems
instead, the products are processed in discrete steps lwith t The objective of the feedback control system is to ensure
individual elements (e.g., cars, drugs, food). Industria¢less that the closed-loop system has desirable dynamic andystead
sensors typically report the state of a fuse, heating, lagioth, State response characteristics, and that it is able toesftty
or vibration levels on pumps. Since the discrete product aftenuate disturbances and handle network delays and loss.
the factory automation requires sophisticated operatimins Generally, the closed-loop system should satisfy varioess d
robot and belt conveyors at high speed, the sampling ratts &fgn objectives: stability, fast and smooth responses to se
real-time requirements are often stricter than those ofgse point changes, elimination of steady-state errors, avméda
automation. Furthermore, many industrial automationiappl of excessive control actions, and a satisfactory degree of
tions might in the future require battery-operated netwark robustness to process variations and model uncertdinfy [49
hundreds of sensors and actuators communicating with scckssparticular, the stability of a control system is an extedyn
points. important requirement. Most NCS design methods consider
According to TechNavio[46], WSN solutions in industrialsubsets of these requirements to synthesize the estimador a
control applications is one of the major emerging induktri¢he controller. In this subsection, we brie y introduce sem
trends. Many wireless networking standards have been pfondamental aspects of modeling, stability, control caesicl
posed for industrial processes, e.g., WirelessHART by ABBpntroller and estimator design for NCSs.
Emerson, and Siemens and ISA 100.11a by HoneyWwell [47].1) NCS Modeling:NCSs can be modeled using three main
Some industrial wireless solutions are also commerciatijla approaches, namely, the discrete-time approach, the sdmpl
able and deployed such as Tropos of ABB and Smart Wireledata approach, and the continuous-time approach, dependen

01+.".,,&2.%3*+4,

and indoor air quality by using the low-cost WSNs.

of Emerson. on the controller and the plant [50]. The discrete-time ap-
proach considers discrete-time controllers and a distirgie
1. WIRELESSNETWORKED CONTROL SYSTEMS plant model. The discrete-time representation leads dften

Fig. @ depicts the generalized closed-loop diagram ah uncertain discrete-time system in which the uncer&snti
WNCS where multiple plants are remotely controlled over @ppear in the matrix exponential form due to discretization



Typically, this approach is applied to NCS with linear pkntdesign approach is via a Linear Quadratic control formatati
and controllers since in that case exact discrete-time modfor linear systems and a quadratic cost functionl [55]. The
can be derived. guadratic control cost is de ned as a sum of the quadratic
Secondly, the sampled-data approach considers discrdtmctions of the state deviation and the control effort. licls
time controllers but for a continuous-time model that dibes formulation, the optimal control policy that minimizes tbest
the sampled-data NCS dynamics without exploiting any forfanction can be explicitly computed from a Riccati equation
of discretization[[51]. Delay-differential equations damused  4) Controller Design:The controller should ensure that the
to model the sampled-data dynamics. This approach is ablectosed-loop system has desirable dynamic and steady state
deal simultaneously with time-varying delays and timeyiray  response characteristics. For NCS, the network delay &%l lo
sampling intervals. may degrade the control performance and even destabikze th
Finally, the continuous-time approach designs a contisuolsystem. Some surveys present controller design for NC3s [48
time controller to stabilize a continuous-time plant modéle [56]. For a historical review, see the survéy|[57]. We brie y
continuous-time controller then needs to be approximaged tescribe three representative controllers, namely, Ptiopal-
a representation suitable for computer implementatior], [49ntegral-Derivative (PID) controller[[58], Linear Quada
whereas typical WNCS consider the discrete-time controll&kegulator (LQR) control [55], and Model Predictive Control
We will discuss more details of the analysis and design @¥1PC) [59].
WNCS to deal with the network effects in Section VI. PID control is almost a century old and has remained the
2) Stability: Stability is a base requirement for controllemost widely used controller in process control until toda8][
design. We brie y describe two fundamental notions of dtabiOne of the main reasons for this controller to be so widely
ity, namely, input-output stability and internal stahilii52]. used is that it can be designed without precise knowledge of
While the input-output stability is the ability of the systdo the plant model. A PID controller calculates an error value
produce a bounded output for any bounded input, the interrza the difference between a desired setpoint and a measured
stability is the system ability to return to equilibrium exfta plant state. The control signal is a sum of three terms: the P-
perturbation. For linear systems, these two notions argetfo term (which is proportional to the error), the I-term (whih
related, but for nonlinear system they are not the same. proportional to the integral of the error), and the D-ternhigi
Input-output stability concerns the forced response &f proportional to the derivative of the error). The corlgol
the system for a bounded input. A system is de ned tparameters are proportional gain, integral time, and dtvie
be Bounded-Input-Bounded-Output (BIBO) stakifeevery time. The integral, proportional, and derivative part can b
bounded input to the system results in a bounded output.iiferpreted as control actions based on the past, the fresen
for any bounded input the output is not bounded the systeand the future of the plant state. Several parameter tuning
is said to beunstable methods for PID controllers exist [68], [60]. HistoricglgID
Internal stability is based on the magnitude of the systetuning methods require a trial and error process in order to
response in steady state. If the steady-state response is aghieve a desired stability and control performance.
bounded, the system is said to lmestable A system is said to  The linear quadratic problem is one of the most fundamental
beasymptotically stabld its response to any initial conditions optimal control problems where the objective is to miniméze
decays to zero asymptotically in the steady state. A syste&madratic cost function subject to plant dynamics desdribe
is de ned to beexponentially stablef the system responsea set of linear differential equatioris |55]. The quadratistds
in addition decays exponentially towards zero. The fastarsum of the plant state cost, nal state cost, and contraltinp
convergence often means better performance. In fact, mampst. The optimal controller is a linear feedback controlle
NCS researches analyze exponential stability conditib@% [ The LQR algorithm is basically an automated way to nd
[54]. Furthermore, if the response due to the initial cdnd# the state-feedback controller. Furthermore, the LQR isnan i
remains bounded but does not decay to zero, the systenpdstant subproblem of the general Linear Quadratic Ganssia
said to bemarginally stable Hence, a system cannot be botlfLQG) problem. The LQG problem deals with uncertain linear
asymptotically stable and marginally stable. If a lineasteyn  systems disturbed by additive Gaussian noise. While the LQR
is asymptotically stable, then it is BIBO stable. Howeveproblem assumes no noise and full state observation, the LQG
BIBO stability does not generally imply internal stability problem considers input and measurement noise and partial
Internal stability is stronger in some sense, because BIBffate observation.
stability can hide unstable internal behaviors, which dé no Finally, MPC solves an optimal linear quadratic control
appear in the output. problems over a receding horizan [59]. Hence, the optimiza-
3) Control Cost: Besides stability guarantees, typically dion problem is similar to the controller design problem of
certain closed-loop control performance is desired. Thsaed- LQR but solved over a moving horizon in order to handle
loop performance of a control system can be quanti ed by thmodel uncertainties. In contrast to non-predictive cdters,
control cost as a function of plant state and control inpd#3.] such as a PID or a LQR controller, which compute the
A general regulation control goal is to keep the state errourrent control action as a function of the current plantesta
from the setpoint close to zero, while minimizing the cohtraising the information about the plant from the past, prédict
actions. Hence, the control cost often consists of two terntontrollers compute the control based on the systems peeldic
namely, the deviations of plant state from their desiredaiat future behaviour [[61]. MPC tries to optimize the system
and the magnitude of the control input. A common controlldrehaviour in a receding horizon fashion. It takes control



commands and sensing measurements to estimate the cu 1.4 et
and future state of plant based on the control system moc ikl Ui Rt
The control command is optimized to get the desired pla g | [| [[[] 10 T[|

| [ LI

state based on a quadratic cost. In practice, there are ol
hard constraints imposed on the state and the control ing
Compared to the PID and LQR control, the MPC framewot
ef ciently handles constraints. Moreover, MPC can handl &so%() — \
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missing measurements or_control commands [62], [63], whi 4+22'(+)., 581 10v1)%-22 4+§’f(2+)5+ s
can appear in a NCS setting. v Vs
5) Estimator Design:Due to network uncertainties, plant ... | % |

state estimation is a c.rucial ?”d signi cant !'esearch efd 0Fig. 4: Timing diagram for closed-loop control over a wisse
NCSs [48], [22]. An estimator is used to predict the plantestay, ey ork with sampling period, message delay, and messageus.

by using partially received plant measurements. Moredker,

estimator typically compensates measurement noise, "etWEnergy harvesting techniques, on the other hand, may rely

delays, and packet losses. This predicted state is sorrsetirgﬁ natural sources, such as solar, indoor lighting, vibnet,
used in the calculation of the control command. Kalman Ite{h

. . ) rmal [71], inductive and magnetic resonant couplind,[72
is one of the most popular approaches to obtain the estima e;ﬁj radio frequency [73]. Ef cient usage of energy harvegti
plant states for NCS_[64]. Modi ed Kalman Iters are pro- Yoy

rHay attain in nite lifetime for the sensor and actuator nede

Iposegrt,o ?;?I F’é':th %l?er_erﬂt models O.f the_ netwobrlk deflay aNfl most situations, the actuations need to be powered sepa-
oss [22], [63], [65], [66]. The state estimation problenaften rately because signi cant amount of energy is required ffier t

form_ulated by probabilistically modeling the ungertaé!s!;tbc- actuation commands (e.g., opening a valve).
curring between the sensor and the controllerf [22]] [648],[6
[67]. However, a non-probabilistic approach by time-stargp
the measurement packets is proposed_in [68].

In LQG control, a Kalman lIter is used to estimate the The critical system variables creating interactions betwe
state from the plant output. The optimal state estimator aMdNCS control and communication systems are sampling
the optimal state feedback controller are combined for theriod, message delay, and message dropoutiFig. 4 ilestra
LQG problem. The controller is the linear feedback corthe timing diagram of the closed-loop control over a wirsles
troller of LQR. The optimal LQG estimator and controllenetwork with sampling period, message delay, and message
can be designed separately if the communication protogiopouts.We distinguishmessagesf the control application
supports the acknowledgement of the packet transmissionl@fer with packetsof the communication layer. The control
both sensor—controller and controller—actuator chanf@ds system generates messages such as the sensor samples of
In sharp contrast, the separation principle between egiimathe sensor—controller channel or the control commands of
and controller does not hold if the acknowledgement is nthe controller—actuator channel. The control system ggiyer
supported[[69]. Hence, the underlying network operation gietermines the sampling period. The communication prdsoco
critical in the design of the overall estimator and the collgr. then convert the message to the packet format and transmit
the packet to the destination. Since the wireless channel is
lossy, the transmitter may have multiple packet retransions
associated to one message depending on the communication

For the vast majority of control applications, most of th@rotocol. If all the packet transmissions of the message fail
traf c over the wireless network consists of real-time sems due to a bursty channel, then the message is considered to be
data from sensor nodes towards one or more controllelsst.

The controller either sits on the backbone or is reachableln Fig.[4, the message delay is the time delay between when
via one or more backbone access points. Therefore, d#ia message was generated by the control system at a sensor or
ows between sensor nodes and controllers are not nechssaai controller and when it is received at the destination. tldenc
symmetric in WNCS. In particular, asymmetrical link costhe message delay of a successfully received message depend
and unidirectional routes are common for the most part oh the number of packet retransmissions. Furthermoree sinc
the sensor traf c. Furthermore, multiple sensors attadioed the routing path or network congestion affects the message
single plant may independently transmit their measuremeulelay, the message arrivals are possibly disordered asnshow
to the controller [[7D]. In some other process automatidn Fig.[4.

environments, multicast may be used to deliver data to plelti The design of the wireless network at multiple protocol
nodes that may be functionally similar, such as the delivelgyers determines the probability distribution of messdegjay

of alerts to multiple nodes in an automation control room. and message dropout. These variables together with the sam-

Wireless sensors and actuators in control environments gaimg period in uence the stability of the closed-loop NCS
be powered by battery, energy scavenging, or power cakded the energy consumption of the network. [Eig. 5 presents
Battery storage provides a xed amount of energy and requirthe dependences between the critical system variablese Sin
replacement once the energy is consumed. Therefore, af ci®VNCS design requires an understanding of the interplay
usage of energy is vital in achieving high network lifetimebetween communication and control, we discuss the effect

IV. CRITICAL INTERACTIVE SYSTEM VARIABLES

B. Wireless Networks
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Fig. 5: Complex interactions between critical system variabldge @rrows represent some of the explicit relationships.

of these system variables on both control and communicatisensing and actuating are performed when the system needs

system performance. attention [75]. Hence, the traf c pattern of event- and self
triggered control systems is asynchronous rather thaodgieri
A. Sampling Period In event-triggered control, the execution of control tagks

1) Control System AspecContinuous-time signals of thedetermined by the occurrence of an event rather than the
plant need to be sampled before they are transmitted throl®jgPse of a xed time period as in time-triggered control.
a wireless network. It is important to note that the choice &vents are triggered only when stability or a pre-speci ed
the sampling should be related to the desired propertigseof £ontrol performance are about to be lostI[77].1{78].1[79].
closed-loop system such as the response to referencessigrfe¥ent-triggered control can signi cantly reduce the traf
in uence of disturbances, network traf c, and computatibn load of the network with no or minor control performance
load [74]. There are two methods to sample continuougdegradation since the traf c is generated only if the signal
time signals in WNCS:time-triggered and event-triggered changes by a speci ed amount [80]. [81]. However, since most
sampling[[75]. trigger conditions depend on the instantaneous state,|ldém p

In time-triggered sampling, the next sampling instant escustate is required to be monitored [77]. [79]. Self-triggere
after the elapse of a xed time interval, regardless of thgontrol has been proposed to prevent such monitofing [82].
plant state. Periodic sampling is widely used in digitaltcoh In self-triggered control, an estimation of the next evemiet
systems due to the simple analysis and design of such systeffgfant is made. The online detection of plant disturbaaceis
Based on experience and simulations, a common rule for #@responding control actions cannot be generated wifh sel
selection of the sampling period is to make sline be in the triggered control. A combination of event- and self-trigeg
range[0:1; 0:6] , where! is the desired natural frequency ofcontrol is therefore often desirable [81], [83].
the closed-loop system aidis the sampling period[74]. This 2) Communication System Aspecthe choice of time-
implies typically that we are sampling up &0 samples per triggered and event-triggered sampling in the controlesyst
period of the dominating mode of the closed-loop system. determines the pattern of message generation in the wsreles

In a traditional digital control system based on point-taaetwork. Time-triggered sampling results in regular peico
point wired connections, the smaller the sampling period isessage generation at predetermined rate. If random medium
chosen, the better the performance is achieved for theaontccess mechanism is used, the increase in network loadsresul
system [[76]. However, in wireless networks, the decreaseimworse performance in the other critical interactive egst
sampling period increases the network traf ¢, which in turwvariables, i.e., message delay, message dropout, andyenerg
increases the message loss probability and message dalagpsumption([84]. The increase in control system perfocean
Therefore, the decrease in sampling period eventuallyadiegr with higher sampling rates, therefore, does not hold due to
the control performance, as illustrated in Hig. 1. these network effects. On the other hand, the predetermined

Recently, event-based control schemes such event- aradure of packet transmissions in time-triggered sampling
self-triggered control systems have been proposed, whatkws explicit scheduling of sensor node transmissiorfisrise



hand, reducing the message loss and delay caused by rando8ince delays are especially pernicious for closed-loop sys
medium acces$ [85], [86]. A scheduled access mechanism tams, some forms of modeling and prediction are essen-
predetermine the transmission time of all the componeris sutial to overcome their effects. Techniques proposed to -over
that additional nodes have minimal effect on the transmissicome sensor—controller delays use predictive Iters idaig
of existing nodes[[6],[[87]. When the transmission of th&alman Iter [[74], [89], [64], [65]. In practice, message ldg
periodically transmitting nodes are distributed unifoyroer can be estimated from time stamped data if the receiving node
time rather than being allocated immediately as they arrivie synchronized through the wireless netwdrkl [15],/[16]eTh
additional nodes may be allocated without causing anyr jitteontrol algorithm compensates the measured or predicted de
in their periodic allocation. lay unless it is too large [89]. Such compensation is geheral
The optimal choice of medium access control mechanismpossible for controller—actuator delays. Hence, cdlare
is not trivial for event-triggered contrdl [81], [88]. Theverall actuator delays are more critical than the sensor—coatroll
performance of event-triggered control systems signitban delays [22], [48].
depends on the plant dynamics and the number of controlThe packet delay variation is another interesting metricesi
loops. The random access mechanism is a good alternativé iigni cantly affects the control performance and causes
a large number of slow dynamical plants share the wirelegsssible instability even when the mean delay is small. In
network. In this case, the scheduled access mechanism matticular, a heavy tail of the delay distribution signirty
result in signi cant delay between the triggering of an everdegrades the stability of the closed-loop systém| [90]. The
and a transmission in its assigned slot due to the large numbsount of degradation depends on the dynamics of the process
of control loops. However, most time slots are not utilizednd the distribution of the delay variations. One way to
since the traf c load is low for slow plants. On the other hanceliminate delay variations is to use a buffer, trading dedtay
the scheduled access mechanism performs well when a snitalivariation.
number of the fast plants is controlled by the event-trigder 2) Communication System Aspedilessage delay in a
control algorithm. Contention-based random access giyeranultihop wireless network consists of transmission delay,
degrades the reliability and delay performance for the higitcess delay, and queueing delay at each hop in the path from
traf ¢ load of fast plants. When there are packet losses the source to the destination.
the random access scheme, the event-triggered contrbkfurt Transmission delay is de ned as the time required for the
increases the traf c load, which may eventually incur dibi transmission of the packet. Transmission delay depends on
problems[[88]. the amount of data to be transmitted to the destination and
The possible event-time prediction of self-triggered coint the transmission rate, which depends on the transmit power
alleviates the high network load problem of time-triggeredf the node itself and its simultaneously active neighbmprin
sampling and random message generation nature of evargides. As the transmit power of the node increases, its own
triggered sampling by predicting the evolution of the téggg transmission rate increases, decreasing its own transmiss
threshold crossings of the plant stafe1[75]. The predictigtelay; while causing more interference to simultaneously
allows the explicit scheduling of sensor node transmissioriransmitting nodes, increasing their delay. The optinizat
eliminating the high message delays and losses of randofrtransmission power and rate should take into account this
medium access. Most existing works of event-triggered atr@deoff [91].
self-triggered control assume that message dropouts asd me Medium access delay is de ned as the time duration re-
sage disorders do not occur. This assumption is not practiogired to start the actual transmission of the packet. Ac-
when the packets of messages are transmitted througltess delay depends on the choice of medium access control
wireless network. Dealing with message dropouts and messéylAC) protocol. If contention-based random access mecha-
disorders in these control schemes is challenging for Hugh thism is used, this delay depends on the network load, encod-
wireless network and the control system. ing/decoding mechanism used in the transmitter and regeive
and random access control protocol. As the network load in-
creases, the access delay increases due to the increateem ei
busy sensed channel or failed transmissions. The rece@ser d
1) Control System AspectThere are mainly two kinds coding capability determines the number of simultaneoasty
of message delays of NCSs: sensor—controller delay atnte neighboring transmitters. The decoding technique bey
controller—actuator delay, as illustrated in Hifj. 4. Thasse— based on interference avoidance, in which only one packet ca
controller delay represents the time interval from thednst be received at a timeé[91]; self-interference cancellatidmere
when the physical plant is sampled to the instant when thiee node can transmit another packet while receiving [92]; o
controller receives the sampled message; and the comtrollmterference cancellation, where the node may receiveipteilt
actuator delay indicates the time duration from the geimrat packets simultaneously and eliminate interferefncé [98Bhi-S
of the control message at the controller until its receptidarly, a transmitter may have the capability to transmit tiple
at the actuator. The increase in both delays prevents thackets simultaneously [94]. The execution of the random
timely delivery of the control feedback, which degradedesys access algorithm together with its parameters also affext t
performance, as exempli ed in Figl 1. In control theory,sbe message delay. On the other hand, if schedule-based ascess i
delays cause phase shifts that limit the control bandwidth aused, the access delay in general increases as the netwdrk lo
affect closed-loop stability [74]. increases. However, this effect may be minimized by desmgni

B. Message Delay



ef cient scheduling algorithms adopting uniform distrimn 2) Communication System Aspeddata packets may be
of transmissions via exploiting the periodic transmissan lost during their transmissions, due to the susceptibitify
time-triggered control[]6],[187]. Similar to random accesswireless channel to blockage, multipath, doppler shiftgd an
more advanced encoding/decoding capability of the nodgs materference[[106]. Obstructions between transmitter ead
further decrease this access delay. Moreover, packetslosseiver, and their variation over time, cause random vanesti
over the channel may require retransmissions, neceaggjtatin the received signal, called shadow fading. The probsthili
the repetition of medium access and transmission delay owdistribution of the shadow fading depends on the number,
time. This further increases message delay, as illustritedsize, and material of the obstructions in the environment.
Fig.[4. Multipath fading, mainly caused by the multipath composent

Queueing delay depends on the message generation ratefathe transmitted signal re ected, diffracted or scattkre
the nodes and amount of data they are relaying in the multihbp surrounding objects, occurs over shorter time periods or
routing path. The message generation and forwarding rated@tances than shadow fading. The multipath components
the nodes should be kept at an acceptable level so as awiving at the receiver cause constructive and destrictiv
to allow packet build up at the queue. Moreover, schedulirigterference, changing rapidly over distance. Doppleft shi
algorithms should consider the multihop forwarding in ardedue to the relative motion between the transmitter and the
to minimize the end-to-end delay from the source to theceiver may cause the signal to decorrelate over time or
destination[[66],[[86],[[95]. The destination may obseri® d impose lower bound on the channel error rate. Furthermore,
ordered messages since the packet associated to the messaigeentional interference from the simultaneous trassions
travels several hops with multiple routing paths or experés of neighboring nodes and intentional interference in thenfo
network congestior [15][196]. of cyber-attacks can disturb the successful reception cigta

as well.

C. Message Dropout

1) Control System AspectGenerally, there are tv_vo main 5 \atwork Energy Consumption
reasons for message dropouts, namely, message discara due t
the control algorithm and message loss due to the wireldss ne A truly wireless solution for WNCS requires removing
work itself. The logical Zero-Order Hold (ZOH) mechanisnPOwer cables in addition to the data cables to provide fult e
is one of the most popular and simplest approaches to disclidity of installation and maintenance. Therefore, thedes
disordered messages [48], [97]. [98]. In this mechanism, tpeed to rely on either battery storage or energy harvesting
latest message is kept and old messages are discarded basé@chniques. Limiting the energy consumption in the wirgles
the time stamp of the messages. However, some alternatifg&vork prolongs the lifetime of the nodes. If enough energy
are also proposed to utilize the disordered messages irem Iscavenging can be extracted from natural sources, induativ
bank [99], [100]. A message is considered to be lost if aMagnetic resonant coupling, or radio frequency, then ireni
packet transmissions associated to the message haveatentlifetime may be achieved [71].[73].
failed. The effect of message dropouts is more critical thanDecreasing sampling period, message delay, and message
message delay since it increases the updating interval avitiiiropout improves the performance of the control systemabut
multiple of the sampling period. the cost of higher energy consumption in the communication

There are mainly two types of dropouts: sensor—controllgystem [107]. The higher the sampling rate, the greater the
message dropouts and controller—actuator message dsopdu.[mber of packets to be transmitted over the channel. This
The controller estimates the plant state to compensatéh@ssincreases the energy consumption of the nodes. Moreover,
message dropouts of the sensor—controller channel. Remilfgreasing message delay requires increasing the tragismis
that Kalman ltering is one of the most popular approachg@te or data encoding/decoding capability at the transceiv
to estimate the plant state and works well if there is nbhis again comes at the cost of increased energy consump-
signi cant message losg [22]. Since the control commaritpn [L0€]. Finally, decreasing message dropout requittee
directly affects the plant, controller-actuator dropoai® increasing transmit power to combat fading and interfegenc
more critical than sensor—controller dropouits [101], J1.020r increasing data encoding/decoding capabilities. Thara
Many practical NCSs have several sensor—controller cHann&anslates into energy consumption.
whereas the controllers are collocated with the actuaéogs,
heat, ventilation and air-conditioning control system@3JL V. WIRELESSNETWORK

NCS literatures often model the message dropout as a o
stochastic variable based on different assumptions of tiwe m”- Standardization
imum consecutive message dropouts. In particular, sigmitc  The most frequently adopted communication standards for
work has been devoted for deriving upper bounds on tNéNCS are IEEE 802.15.4 and IEEE 802.11 with some
updating interval for which stability can be guaranteed]10 enhancements. Particularly, WirelessHART, ISA-100. i
[53], [108]. The upper bounds could be used as the updadEEE 802.15.4¢ are all based on IEEE 802.15.4. Furthermore,
deadline over the network as we will discuss in more detaibme recent works of IETF consider Internet Protocol versio
in SectionVl. The bursty message dropout is very critical f& (IPv6) over low-power and lossy networks such as 6LoW-
control systems since it directly affects the upper bourmds ®AN, Routing Protocol for Low-Power and Lossy Networks
the updating interval. (RPL), and 6TiSCH, which are all compatible with IEEE
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Physical Layer Medium Access Control Data Link Layer Routing

IEEE 802.15.4 DSSS CSMA/CA, GTS allocation -
WirelessHART IEEE 802.15.4 PHY IEEE 802.15.4 MAC TDMA, Ch;ggﬁ:i;?npéng' Channel Source routing, Graph routing

ISA-100.11a IEEE 802.15.4 PHY IEEE 802.15.4 MAC TDMA, Ch;r;gi:i;?npéng' Channel Source routing, Graph routing
IEEE 802.15.4e IEEE 802.15.4 PHY TSCH, DSME, LLDN -

6LOWPAN IEEE 802.15.4 PHY IEEE 802.15.4 MAC Compaction, Fragmentation -

RPL Any Any - Source routing, Distance vector routingy
6TISCH IEEE 802.15.4 PHY TSCH Management, Resource allocatiof,
Performance monitoring
IEEE 802.11 DSSS, OFDM DCF, PCF -
IEEE 802.11e DSSS, OFDM EDCA, HCCA

TABLE |: Comparison of wireless standards

802.15.4[[109]IEEE 802.15.4 is originally developed for low- beacon
rate, low-power and low-cost Personal Area Networks (PAN . i T e
without any concern on delay and reliability. The standar

such as WirelessHART, ISA-100.11a and IEEE 802.15.4e ¢T$ |CTS|efs
built on top of the physical layer of IEEE 802.15.4 withi = Tw>Twn i Tirr
additional Time Division Multiple Access (TDMA), frequeyic | T,= aBaseSuperfr‘ameDuraﬂQ@
hopping and multiple path features to provide delay and
reliable packet transmission guarantees while furtheetavg
energy consumptionln this subsection, we rst introduce
IEEE 802.15.4 and then discuss WirelessHART, ISA-100.11a, ) )
IEEE 802.15.4e, and the higher layers of IETF activitieshsuc N the following, we focus on the beacon enabled modality.
as 6LOWPAN, RPL, and 6TiSCH. The network coordinator periodically sends beacon frames

On the other hand, although the key intentions of the IEER €very beacon intervall, to identify its PAN and to
802.11 family of Wireless Local Area Network (WLAN) synchronize nodes that qommumc_:ate with |t._The cc_)ordmato
standards are to provide high throughput and a continuddad nodes can communicate during the active period, called
network connection, several extensions have been propolfi) SuPerframe duratiois,, and enter the low-power mode
to support QoS for wireless industrial communicatidns jllodu””g the inactive period. The structure of the superfrésne
[117]. In particular, the IEEE 802.11e speci cation amendd® ned by two parameters, the beacon ordBO) and the
ment introduces signi cant enhancements to support the sS¢Perframe orde(SO), which determine the length of the
real-time applications. In this subsection, we will deseri SUPerframe and its active period, given by
the fundamental operations of basic IEEE 802.11 and IEEE T, = aBaseSuperframeDuration25° ; (1)
802.11e. The standards are summarized in Table I. _ . .50.

1) IEEE 802.15.4: IEEE 802.15.4 standard de nes the Tso = aBaseSuperframeDuration 27 2)
physical and MAC layers of the protocol stack [112]. A PANespectively, where0 SO BO 14 and
consists of a PAN coordinator that is responsible of maragiaBaseSuperframeDurationthe number of symbols forming a
the network and many associated nodes. The standard ssiiperframe wheSO is equal to0. In addition, the superframe
ports both star topology, in which all the associated nodgs divided into 16 equally sized superframe slots of length
directly communicate with the PAN coordinator, and peer-t@BaseSlotDurationEach active period can be further divided
peer topology, where the nodes can communicate with aifyo a Contention Access Period (CAP) and an optional
neighbouring node while still being managed by the PANontention Free Period (CFP), composed of GTSs. A slotted
coordinator. CSMA/CA mechanism is used to access the channel of non

The physical layer adopts direct sequence spread spectrtime-critical data frames and GTS requests during the CAP. |
which is based on spreading the transmitted signal overtse CFP, the dedicated bandwidth is used for time-critiedd d
large bandwidth to enable greater resistance to interéerenframes. Fig[J illustrates the date transfer mechanism ef th
A single channel betwee868 and 8686 MHz, 10 channels beacon enabled mode for the CAP and CFP. In the following,
between9020 and 9280 MHz, and 16 channels betwe@w we describe the data transmission mechanism for both CAP
and 2:4835GHz are used. The transmission data rat259 and CFP.
kbps in the2:4 GHz band 40 kbps in915 MHz and 20 kbps CSMA/CA mechanism of CARESMA/CA is used both
in 868 MHz band. during the CAP in beacon enabled mode and all the time

The standard de nes two channel access modalities: tleenon-beacon enabled mode. In CAP, the nodes access the
beacon enabled modality, which uses a slotted CSMA/CA andtwork by using slotted CSMA/CA as described in Fijy. 8.
the optional Guaranteed Time Slot (GTS) allocation mech@he major difference of CSMA/CA in different channel access
nism, and a simpler unslotted CSMA/CA without beaconsiodes is that the backoff timer starts at the beginning of the
The communication is organized in temporal windows denote@éxt backoff slot in beacon enabled mode, and immediately
superframes. Fig]6 shows the superframe structure of ihenon-beacon enabled mode. Upon the request of the trans-
beacon enabled mode. mission of a packet, the following steps of the CSMA/CA

beacon
aBaseSIotDuratiomZSO

9|10/ 14 1 1B 14 15

Inactive period

SO

T, = aBaseSuper rameDuratiol?BO

Fig. 6: Superframe structure of IEEE 802.15.4.
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algorithms are performed: 1) The channel access variables
are initialized. Contention window size, denoted B,
is initialized to 2 for the slotted CSMA/CA. The backoff
exponent, calleBE, and number of backoff stages, denoted
by NB, are set to0 and macMIinBE , respectively. 2) A ’ Py ‘
backoff time is chosen randomly frof; 288 1] interval.
The node waits for the backoff time in units of backoff perioffig. 8: Slotted CSMA/CA algorithm of IEEE 802.15.4 beacon
slots. 3) When the backoff timer expires, the clear chanrfglabled mode
assessment is performed. a) If the channel is free in non-
beacon enabled mode, the packet is transmitted. b) If thelo increase the robustness to interference in the harslsindu
channel is free in beacon enabled mo@&Y is updated by trial environments, channel hopping and channel blackgst
subtractingl. If CW = 0, the packet is transmitted. Otherwisemechanisms are incorporated into the direct sequencedsprea
the second channel assessment is performed. c) If the dharspectrum technique adopted in the IEEE 802.15.4 standard.
is busy, the variables are updated as folloM& = NB + Frequency hopping spread spectrum is used to alternate the
1;BE = min(BE+1 ;macMaxBE ); CW = 2. The algorithm channel of transmission on a packet level, i.e., the chatoes
continues with stef® if NB < macMaxCSMABackoffs , notchange during the packet transmission. The frequengy ho
otherwise the packet is discarded. ping pattern is not explicitly de ned in the standard but dee
GTS allocation of CFPThe coordinator is responsible forto be determined by the network manager and distributed to
the GTS allocation and determines the length of the CFP fine nodes. Channel blacklisting may also be used to eliminat
a superframe. To request the allocation of a new GTS, tHe channels containing high interference levels. The ordw
node sends the GTS request command to the coordinatgnager performs the blacklisting based on the quality of
The coordinator conrms its receipt by sending an ACKeception at different channels in the network.
frame within CAP. Upon receiving a GTS allocation request, WirelessHART de nes two primary routing approaches for
the coordinator checks whether there are suf cient resemironultinop networks: source routing and graph routing. Seurc
and, if possible, allocates the requested GTS. We recail thiguting provides a single route of each ow, while graph
Fig.[7(b) illustrates the GTS allocation mechanism. The CARuting provides multiple redundant routes [11Sjnce the
length depends on the GTS requests and the current availaisigrce routing approach only establishes a xed single path
capacity in the superframe. If there is suf cient bandwidth between source and destination, any link or node failure
the next superframe, the coordinator determines a node tiésturbs the end-to-end communication. For this reasarcgo
for GTS allocation based on a rst-come- rst-served policyrouting is mostly used for network diagnostics purposes to
Then, the coordinator transmits the beacon including th& GTest the end-to-end connectioMultiple redundant routes in
descriptor to announce the node list of the GTS allocatidhe graph routing provide signi cant improvement over smir
information. Note that on receipt of the ACK to the GTSouting in terms of the routing reliabilityThe routing paths
request command, the node continues to track beacons areldetermined by the network manager based on the periodic
waits for at mostaGTSDescPersistenceTinseperframes. A reports received from the nodes including the historical an
node uses the dedicated bandwidth to transmit the packegtantaneous quality of the wireless links.
within the CFP. 3) ISA-100.11a: ISA-100.11a standard was released in
2) WirelessHARTWirelessHART was released in SeptemSeptember 2009 with many similar features to WirelessHART
ber 2007 as the rst wireless communication standard fdwt providing more exibility and adaptivity [[15]. Similar
process control applications [96]. The standard adopts ttte WirelessHART, the standard adopts the IEEE 802.15.4
IEEE 802.15.4 physical layer on channels 11-22:4tGHz. physical layer on channels 11-25 2# GHz but with the
TDMA is used to allow the nodes to put their radio in sleepptional additional usage of chanr8. TDMA is again used
when they are not scheduled to transmit or receive a packet better energy consumption and reliability performahaé
for better energy ef ciency and eliminate collisions forttee  with a con gurable slot size on a superframe base.
reliability. The slot size of the TDMA is xed afil0 ms. ISA-100.11a adopts channel hopping and blacklisting mech-
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anism to improve the communication robustness similar to derive an appropriate link schedule.
WirelessHART but with more exibility. The standard adopts Since collisions may occur in shared slots, the exponential
three channel hopping mechanisms: slotted hopping, slackoff algorithm is used to retransmit the packet in theecas
hopping, and hybrid hopping. In slotted hopping, the channef a transmission failure to avoid repeated collisions fdif
is varied in each slot, same as WirelessHART. In slow hoppinently from the original IEEE 802.15.4 CSMA/CA algorithm,
the node stays on the same channel for consecutive tithe backoff mechanism is activated only after a collision is
slots, a number which is con gurable. Slow hopping factiéi® experienced rather than waiting for a random backoff time
the communication of nodes with imprecise synchronizatiobefore the transmission.
join process of new nodes, and transmission of event-driverDeterministic and Synchronous Multichannel Extension:
packets. Transmissions in a slow hopping period is perfdrmBSME is designed to support stringent timeliness and reli-
by using CSMA/CA. This mechanism decreases the delay albility requirements of factory automation, home autoorati
event-based packets while increasing energy consumptien @dmart metering, smart buildings and patient monitoringdj11
to unscheduled transmission and reception times. In hybiXSME extends the beacon enabled mode of the IEEE 802.15.4
hopping, slotted hopping is combined with slow hopping bgtandard, relying on the superframe structure, consisting
accommodating slotted hopping for periodical messages a@APs and CFPs, by increasing the number of GTS time slots
slow hopping for less predictable new or event-driven meand frequency channels used [112]. The channel access of
sages. There are ve predetermined channel hopping patteBSME relies on a speci ¢ structure called multi-superframe
in this standard, in contrast to WirelessHART that does n&tach multi-superframe consists of a collection of superéa
explicitly de ne hopping patterns. de ned in IEEE 802.15.4. The beacon transmission interval
4) |IEEE 802.15.4e:This standard has been released iis a multiple number of multi-superframes without inactive
2012 with the goal of introducing new access modes to addrgesiod. By adopting a multi-superframe structure, DSMEgtri
the delay and reliability constraints of industrial apptic to support both periodic and aperiodic (or event-drivea) ¢t
tions [114]. IEEE 802.15.4e de nes three major MAC mode®ven in large multihop networks.
namely, Time Slotted Channel Hopping (TSCH), Deterministi In a DSME network, some coordinators periodically trans-
and Synchronous Multichannel Extension (DSME), and Lowmit an EB, used to keep all the nodes synchronized and
Latency Deterministic Network (LLDN). allow new nodes to join the network. The distributed beacon
Time Slotted Channel Hoppin@:SCH is a medium accessand GTS scheduling algorithms of DSME allow to quickly
protocol based on the IEEE 802.15.4 standard for industriglact to time-varying trafc and changes in the network
automation and process contral [115]. The main idea tdpology. Specically, DSME allows to establish dedicated
TSCH is to combine the bene ts of time slotted access witinks between any two nodes of the network for the multihop
multichannel and channel hopping capabilities. Time stbtt mesh networks with deterministic delay. DSME is scalable
access increases the network throughput by scheduling &rmel does not suffer from a single point of failure because
collision-free links to meet the traf c demands of all nodesbeacon scheduling and slot allocation are performed in a
Multichannel allows more nodes to exchange their packetsdistributed manner. This is the major difference with TSCH,
the same time by using different channel offsets. Since TSGhhich relies on a central entity. Given the large variety of
is based on the scheduling of TDMA slot and FDMA, theptions and features, DSME turns out to be one of the
delay is deterministically bounded depending on the timeaost complex modes of the IEEE 802.15.4e standard. Due
frequency pattern. Furthermore, the packet based frequetw the major complexity issue, DSME still lacks a complete
hopping is supported to achieve a high robustness agaimstimplementation. Moreover, all the current studies on DSME
terference and other channel impairments. TSCH also stgppare limited to single-hop or cluster-tree networks, and do n
various network topologies, including star, tree, and meshvestigate the potentialities of mesh topologies.
TSCH mode exhibits many similarities to WirelessHART and Low Latency Deterministic Networkd:LDN is designed
ISA-100.114, including slotted access, multichannel commfor very low latency applications of the industrial autoroat
nication, and frequency hopping for mesh networks. In faathere a large number of devices sense and actuate the factory
it de nes more details of the MAC operation with respect t@roduction in a speci c location [116]. Differently from T3H
WirelessHART and ISA-100.11a. and DSME, LLDN is designed only for star topologies, where
In the TSCH mode, nodes synchronize on a periodic sla-number of nodes need to periodically send data to a central
frame consisting of a number of time slots. Each node obtaisisk using just one channel frequency. Speci cally, theigies
synchronization, channel hopping, time slot and slotframae target of LLDN is to support the data transmissions from 20
formation from Enhanced Beacons (EBs) that are periogicaBensor nodes every 10 ms. Since the former IEEE 802.15.4
sent by other nodes in order to advertise the network. Thandard does not fulll this constraint, the LLDN mode
slots may be dedicated to one link or shared among linkde nes a ne granular deterministic TDMA access. Similarly
A dedicated link is de ned as the pairwise assignment of ta IEEE 802.15.4, each LLDN device can obtain the exclusive
directed communication between nodes in a given time slot ancess for a time slot in the superframe to send data to the
a given channel offset. Hence, a link between communicatiPgN coordinator. The number of time slots in a superframe
nodes can be represented by a pair specifying the time slodietermines how many nodes can access the channel. If many
the slotframe and the channel offset used by the nodes in thatles need to send their packets, the PAN coordinator needs t
time slot. However, the TSCH standard does not specify haguip with multiple transceivers, so as to allow simultareo
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communications on different channels. update the schedule as needed. Moreover, this informadion ¢
In LLDN, short MAC frames with just a 1-octet MAC be used in the objective function of RPL. On the other hand,
header are used to accelerate frame processing and reduseft cell is typically scheduled by a distributed schauyili
transmission time. Moreover, a node can omit the addresstity. If a cell performs signi cantly worse than other ksl
elds in the header, since all packets are destined to the PAdheduled to the same neighbor, it is reallocated, progidin
coordinator. Compared with TSCH, LLDN nodes do not neeaath interference avoidance mechanism in the network. The
to wait after the beginning of the time slot in order to stadistributed scheduling policy, called on-the-y schedhg)j
transmitting. Moreover, LLDN provides a group ACK featurespeci es the structure and interfaces of the schedulin@]12
Hence, time slots can be much shorter than the one of TSAHthe outgoing packet queue of a node lls up, the on-
since it is not necessary to accommodate waiting times athe- y scheduling negotiates additional time slots withe th
ACK frames. corresponding neighbors. If the queue is empty, it negegtiat
5) 6LoWPAN:6LOWPAN provides a compaction and fragthe removal of the time slots.
mentation mechanism to ef ciently transport IPv6 packets i 8) IEEE 802.11: The basic 802.11 MAC layer uses the
IEEE 802.15.4 frames [109]. The IPv6 header is compressBastributed Coordination Function (DCF) with a simple and
by the removal of the elds that are not needed or alwaysxible exponential backoff based CSMA/CA and optional
have the same contents, and inferring IPv6 addresses frBMS/CTS for medium sharing [121]. If the medium is sensed
link layer addresses. Moreover, fragmentation rules ameede idle, the transmitting node transmits its frame. Otherwise
so that multiple IEEE 802.15.4 frames can form one IPvgostpones its transmission until the medium is sensed free
packet. 6LOWPAN allows low-power devices to communicat®r a time interval equal to the sum of an Arbitration Inter-
by using IP. Frame Spacing (AIFS) and a random backoff interval. DCF
6) RPL: RPL is an IPv6 routing protocol for Low-Powerexperiences a random and unpredictable backoff delay. As
and Lossy Networks (LLNs) proposed to meet the delay, relia-result, the periodic real-time NCS packets may miss their
bility and high availability requirements of critical ajigations deadlines due to the long backoff delay, particularly under
in industrial and environmental monitoring [117]. RPL is &ongested network conditions.
distance vector and source routing protocol. It can operateTo enforce a timeliness behavior for WLANS, the original
on top of any link layer mechanism including IEEE 802.15.802.11 MAC de nes another coordination function called the
PHY and MAC. RPL adopts Destination Oriented DirecteBoint Coordination Function (PCF). This is available only
Acyclic Graphs (DODAGS), where most popular destinatiom infrastructure mode, where nodes are connected to the
nodes act as the roots of the directed acyclic graphs. Rdechetwork through an Access Point (AP). APs send beacon
acyclic graphs are tree-like structures that allow the sod&ames at regular intervals. Between these beacon fran@#s, P
to associate with multiple parent nodes. The selection ef the nes two periods: the Contention Free Period (CFP) and the
stable set of parents for each node is based on the objectBantention Period (CP). While DCF is used for the CP, in the
function. The objective function determines the transtatf CFP, the AP sends contention-free-poll packets to give them
routing metrics, such as delay, link quality and connettivi the right to send a packet. Hence, each node has an oppwgrtunit
into ranks, where the rank is de ned as an integer, stricttp transmit frames during the CFP. In PCF, data exchange
decreasing in the downlink direction from the root. RPL lefis based on a periodically repeated cycle (e.g., superframe
the routing metric open to the implementation [118]. within which time slots are de ned and exclusively assigihed
7) 6TISCH: 6TiSCH integrates an Internet-enabled IPvGaodes for transmission. PCF does not provide differeptiati
based upper stack, including 6LoWPAN, RPL and IEEBetween traf ¢ types, and thus does not ful ll the deadline
802.15.4 TSCH link layer[[119]. This integration allowsrequirements for the real-time control systems. Furtheemo
achieving industrial performance in terms of reliabilitpda this mode is optional and is not widely implemented in WLAN
power consumption while providing an IP-enabled uppelevices.
stack. 6TiISCH Operation Sublayer (6top) is used to man-9) IEEE 802.11e: As an extension of the basic DCF
age TSCH schedule by allocating and deallocating resoureeschanism of 802.11, the 802.11e enhances the DCF and the
within the schedule, monitor performance and collectstia8. PCF by using a new coordination function called the Hybrid
6top uses either centralized or distributed scheduling. @oordination Function (HCF) [122]. Similar to those de ned
centralized scheduling, an entity in the network colleofgol- in the legacy 802.11 MAC, there are two methods of chan-
ogy and traf c requirements of the nodes in the networlgel accesses, namely, Enhanced Distributed Channel Access
computes the schedule and then sends the schedule to (ERCA) and HCF Controlled Channel Access (HCCA) within
nodes in the network. In distributed scheduling, nodes corttre HCF. Both EDCA and HCCA de ne traf ¢ categories to
municate with each other to compute their own scheduepport various QoS requirements.
based on the local topology information. 6top labels the The IEEE 802.11e EDCA provides differentiated access to
scheduled cells as either hard or soft depending on theidividual traf c known as Access Categories (ACs) at the
dynamic reallocation capability. A hard cell is schedulgd bMAC layer. Each node with high priority traf ¢ basically wiai
the centralized entity and can be moved or deleted inside thdittle less before it sends its packet than a node with low
TSCH schedule only by that entity. 6top maintains stasstigriority traf c. This is accomplished through the variatio
about the network performance in the scheduled cells. Thi CSMA/CA using a shorter AIFS and contention window
information is then used by the centralized schedulingetdi range for higher priority packets. Considering the remleti
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requirements of NCSs, the periodic NCS traf c should be Contention-based Access Protoc@pntention-based ran-
de ned as an AC with a high priorityl [123] and saturatiordom access protocols used in WNCS mostly adopt the
must be avoided for high priority AC$ [124]. CSMA/CA mechanism of IEEE 802.15.4. The values of
HCCA extends PCF by supporting parametric traf c anthe parameters that determine the probability distrilbutio
comes close to actual transmission scheduling. Both PGF delay, message loss probability, and energy consump-
and HCCA enable contention-free access to support callisidion include the minimum and maximum value of backoff
free and time-bounded transmissions. In contrast to P@F, #xponent, denoted bynacMinBE and macMaxBE , re-
HCCA allows for CFPs being initiated at almost anytime tspectively, and maximum number of backoff stages, called
support QoS differentiation. The coordinator drives théeadamacMaxCSMABackoffs . Similarly to IEEE 802.15.4, the
exchanges at runtime according to specic rules, dependiogrresponding parameters for IEEE 802.11 MAC include the
on the QoS of the traf c demands. Although HCCA is quitéFS time, contention window size, number of tries to sense
appealing, like PCF, HCCA is also not widely implementethe clean channel, and retransmission limits due to missing
in network equipment. Hence, some researches adapt A@Ks.
DCF and EDCA mechanisms for practical real-time control The energy consumption of CSMA/CA has been shown

applications([125],[[126], [127]/ [128]. to be mostly dominated by the constant listening to the
channel [[85], [[84]. Therefore, various energy conservatio
B. Wireless Network Parameters mechanisms adopting low duty-cycle operation have latenbe

To ful ll the control system requirements, the bandwidth oproposed([131]+[134]. In low duty-cycle operation, the esd
the wireless networks needs to be allocated to high priorigriodically cycle between a sleep and listening stateh wit
data for sensing and actuating with speci ¢ deadline reguirthe corresponding durations of sleep time and listen time,
ments. However, existing QoS-enabled wireless standavdsréspectively. Low duty-cycle protocols may be synchronous
not explicitly consider the deadline requirements and th@ asynchronous. In synchronous duty-cycle protocols, the
lead to unpredictable performance of WNCS [129], [125]isten and sleep time of neighboring nodes are aligned in
The wireless network parameters determine the probabilfigne [131], [132]. However, this requires an extra overhfead
distribution of the critical interactive system variabl@me synchronization and exchange of schedules. In asynchsonou
design parameters of different layers are the transmissi@nty-Cycle protocols, on the other hand, the transmittinden
power and rate of the nodes, the decoding capability of tRends a long preamble [133] or multiple short preambles][134
receiver at the physical layer, the protocol for channekasc to guarantee the wakeup of the receiver node. The duty-cycle
and energy saving mechanism at the MAC layer, and tR@rameters, i.e., sleep time and listen time, signi caaffgct
protocol for packet forwarding at the routing layer. the delay, message loss probability, and energy consumptio

1) Physical Layer: The physical layer parameters thaof the network. Using a larger sleep time reduces the energy
determine the values of the critical interactive systeniades consumption in idle listening at the receiver, while in@ieg
are the transmit power and rate of the network nodes. TH& energy consumption at the transmitter due to the trans-
decoding capability of the receiver depends on the sigmal-tmission of longer preamble. Moreover, the increase in sleep
interference-plus-noise ratio (SINR) at the receiver aldRS time signi cantly degrades the performance of messageydela
criteria. SINR is obviously the ratio of the signal power i@t and reliability due to the high contention in the medium with
total power of noise and interference, while SINR critesa iincreasing traf c.
determined by the transmission rate and decoding capabilit Schedule-based Access Protoc®thedule-based protocols
of the receiver. The increase in the transmit power of thastra are based on assigning time slots, of possibly variabletheng
mitter increases SINR at the receiver. However, the inergms and frequency bands to a subset of nodes for concurrent
the transmit power at the neighboring nodes causes a decrdegnsmission. Since the nodes know when to transmit or
at the SINR, due to the increase in interference. Optimizirigceive a packet, they can put their radio in sleep mode
the transmit power of neighboring nodes is, thereforeicafit when they are not scheduled for any activity. The scheduling
in achieving SINR requirements at the receivers. algorithms can be classi ed into two categories: xed piigr

The transmit rate determines the SINR threshold at tiséheduling and dynamic priority scheduling [135]. In xed
receivers. As the transmit rate increases, the requiredRSIriority scheduling, each ow is assigned a xed priority
threshold increases. Moreover, depending on the decodiféline as a function of its periodicity parameters, indilug
capability of the receiver, there may be multiple SINR c¢ite sampling period and delay constraint. For instance, in rate
For instance, in successive interference cancellatioftjptes monotonic and deadline monotonic scheduling, the ows are
packets can be received simultaneously based on the éatracassigned priorities as a function of their sampling periandd
of multiple signals from the received composite signalptiyh  deadlines, respectively: The shorter the sampling periwti a
successive decoding [93], [130]. deadline, the higher the priority. Fixed priority scheddgli

IEEE 802.15.4 allows the adjustment of both transmit powetgorithms are preferred due to their simplicity and lower
and rate. However, WirelessHART and ISA-100.11a use xegstheduling overhead but are typically non-optimal sin@y th
power and rate, operating at the suboptimal region. do not take the urgency of transmissions into account. On

2) Medium Access ControIMAC protocols fall into one the other hand, in dynamic priority scheduling algorithihg,
of three categoriescontention-based accesschedule-based priority of the ow changes over time depending on the exe-
accessandhybrid access protocols cution of the schedule. For instance, in Earliest Deadliingt F
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(EDF) Scheduling, the transmission closest to the deadli %68 ()& S+, -(/$0'1* -2-$1'3$4.-25'
will be given highest priority, so, scheduled next; whereg | |

in least laxity rst algorithm, the priority is assigned teas | | <=>=(?-8@?3-11'3&(70849"] | ;<=5=(A" @?3-11'3&(70849-"]
on the slack time, vvhu:_h is de ned as the lamount of tim 6038(70849"1('35E | A @73 113805359
left after the transmission if the transmission started .no TR RS
Although dynamic priority scheduling algorithms have hégh [*+01'(23$4%%, | (79B@7?3-11'3&()$",3%f)
scheduling overhead, they perform much better due to t 53V &EOS %, |
. . AN : 1++01'(23$4$%,

dynamic adjustment of priorities over time.

Hybrid Access ProtocolHybrid protocols aim to com- [ 7$B.,(70849-"1(3-$& |

|
| :<=)=()$8403-*$"(5',C™"(?-8'@(0"&(A.", @?3-11'3'&(70849-"1 |

bine the advantages of contention-based random access
schedule-based protocols: Random access eliminates éne o
head of scheduling and synchronization, whereas scheduled Fig. 9: Subsection structure of Sectibn]VI
access provides message delay and reliability guarantees b

eliminating collisions. |EEE 802.15.4 already providesfsu yamely, simple combination and lexical combination, fomeo
a hybrid architecture for exible usage depending on thgining two routing metrics among the hop count, expected
application requirements [112]. _ transmission count, remaining energy, and received signal
3) Network Routing:On the network layer, the routing syrength indicator. In simple combination, the rank of the
protocol plays an extremely important role in achievinghhignoge is determined by using a composition function as the
reliability and real-time forwarding together with energ§t \yeighted sum of the ranks of two selected metrics. In lexical
ciency for large scale WNCS, such as large-scale aircrafympination, the node selects the neighbor with the lower
avionics and |ndustr!al automation. yarlous routlr_lg poals \5iue of the rst selected metric, and if they are equal in
are proposed to achieve energy ef ciency for traditional WS e st metric, the node selects the one with the lower value
applications([136],[137]. However, to deal with much hamsh ¢ the second composition metric. Finally, [150] combines a
and noisier environments, the routing protocol must adiiti gat of these metrics in order to provide a con gurable ragitin

ally provide reliable real-time transmissioris [28]. Mplith gecision depending on the application requirements based o
routing has been extensively studied in wireless networls, fuzzy parameters.

for overcoming wireless errors and improving routing relia
bility [L38], [139]. Most of previous works focus on iden-
tifying multiple link/node-disjoint paths to guaranteeeegy
ef ciency and robustness against node failufes [138], [140 This section provides a brief overview of the analysis

ISA 100.11a and WirelessHART employ a simple andnd design of control systems to deal with the non-ideal
reliable routing mechanism called graph routing to enhancstical interactive system variables resulting from thiealess
network reliability through multiple routing paths. Whesing network. The presence of an imperfect wireless network
graph routing, the network manager builds multiple grapliegrades the performance of the control loop and can even
of each ow. Each graph includes some device numbers alehd to instability. Therefore, it is important to understa
forwarding list with unique graph identi cation. Based orhow these interactive system variables in uence the closed
these graphs, the manager generates the corresponding kdp performance in a quantitative mann€ig. [9 illustrates
routes for each node and transmits to every node. Hentge section structure and relations.
all nodes on the path to the destination are pre-con guredControl system analysis has two main usages here: require-
with graph information that speci es the neighbors to whiciment de nition for the network design and the actual control
the packets may be forwarded. For example, if the link @flgorithm design. First, since the control cost dependshen t
the sub-routes is broken, then the node forwards the packetwork performance such as message loss and delay, the
to another neighbor of other sub-routes correspondingdo téxplicit set of requirements for the wireless network desig
same ow. There has been an increasing interest in devejopi@re determined to meet a certain control performance. This
new approaches for graph routing with different routingtsosallows the optimization of the network design to meet the
dependent on reliability, delay, and energy consumptid3[1 given constraints imposed by the control system insteadsif |
[147], [142]. improving the reliability, delay, or energy ef ciency. Smud,

RPL employs the objective function to specify the selectidmased on the control system analysis, the controller igydesl
of the routes in meeting the QoS requirements of the appie- guarantee the control performance under imperfect rm&two
cations. Various routing metrics have been proposed in thperation.
objective function to compute the rank value of the nodes in Despite the interdependence between the three critical in-
the network. The rank represents the virtual coordinatdef tteractive variables of sampling period, message delay, and
node, i.e., its distance to the DODAG root with respect to message dropout, as we have discussed in Section 1V, much
given metric. Some approaches propose the usage of a sirgfl¢he available literature on NCS considers only a subset of
metric, including link expected transmission couht [143these variables due to the high complexity of the problem.
[144], node remaining energy, link delay [145], MAC base&ince any practical wireless network incurs imperfect oekw
metrics considering packet losses due to contention [1d8] aperformance, the WNCS designers must carefully consider th
queue utilization[[147],[[148].[1149] proposes two methodperformance feasibility and tradeoffs. Previous studmeshe

VI. CONTROL SYSTEM ANALYSIS AND DESIGN
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literature analyze the stability of control systems by ideis Unbounded Consecutive Message DropMhen the con-
ing either only wireless sensor—controller channel, ¢&l], troller is collocated with the actuators, a Markov jump fne
[152], [153] or both sensor—controller and controlleruator, system can be used to analyze the effect of the message
e.g., [104], [58], [154],[[155],[[156], [157]/ [158][ [159] dropout [151], [158],[[64],[[163]. In[[151]/[153], the mesze
Hybrid system and Markov jump linear system have beeahopout is modelled as a Bernoulli random process with
applied for the modeling and control of NCS under messageopout probabilityp 2 [0;1). Under the Bernoulli dropout
dropout and message delay. The hybrid or switched systemodel, the system model of the augmented state is a special
approach refers to continuous-time dynamics with (isdlatecase of a discrete-time Markov jump linear system. The matri
discrete switching event§ [160]. Mathematically, thesenco theory is used to show exponential stability of the NCS with
ponents are usually described by a collection of indexed didropout probabilityp. The stability condition interpreted as a
ferential or difference equations. For NCS, a continuduet linear matrix inequality is a useful tool to design the outpu
control system can be modelled as the continuous dynamiesdback controller as well as requirement derivation ef th
and network effects such as message dropouts and messagrimum allowable probability of message dropouts for the
delays are modelled as the discrete dynamiics|[1%4].][158gtwork design. However, the main results[of [150], [15& ar
[1586], [157], [161]. Compared to switched systems, in Markohard to apply for wireless network design since they ignbee t
jump linear system the mode switches are governed bymeessage delay for a xed sampling period. Furthermore, the
stochastic process that is statistically independent fthen link reliability of wireless networks does not follow a Bewli
state values[[162]. Markov systems may provide less commndom process since wireless links are highly correlated o
servative requirements than switched systems. However, thme and space in practice [164], [165].
network performance must support the independent transiti  While the sensor—controller communication is considered
between states. In other words, this technique is effeifttie  without any delays in[[151]/T153], the sensor—controllada
network performance is statistically independent or miedel controller—actuator channels are modelled as two switches
as a simple Markov model. indicating whether the corresponding message is dropped or
The above theoretical approaches can be used to derusd in [157]. A discrete-time switched system is used to
network requirements as a function of the sampling pe&odel the closed-loop NCS with message dropouts when
riod, message dropout, and message delay. Some netwibkk message delay and sampling period are xed. By using
requirements are explicitly related to the message dropswitched system theory, suf cient conditions for exporiaint
and message delay, such as maximum allowable messagility are presented in terms of nonlinear matrix inditjea.
dropout probability, number of consecutive message drispouThe proposed methods provide an explicit relation between
and message delay. Furthermore, since various analyticisl t the message dropout rate and the stability of the NCS. Such
only provide sufcient conditions for closed-loop stahjli a quantitative relation enables the design of a state fedba
their requirements might be too conservative. In fact, mampntroller guaranteeing the stability of the closed-loofS\
existing results are shown to be conservative in simulatiemder a certain message dropout rate. The network may assign
studies and nding tighter bounds on the network is an area xed time slot for a single packet associated to the message
of great interest [53],[152]/[54]. to guarantee the constant message delay. However, since
To highlight the importance of the sampling mechanism, wibis does not allow any retransmissions, it will signi chnt
classify NCS analysis and design methods imoe-triggered degrade the message dropout rate. Another way to achieve
samplingand event-triggered sampling constant message delay may be to buffer the received packet
at the sink. However, this will again degrade the control
, . , performance with higher average delay.
A. Time-Triggered Sampling In order to apply the results of [151]. [153],_[157], the
Time-triggered NCSs can be classi ed into two categoriegireless network needs to monitor the message dropout prob-
based on the relationship between sampling period and mability and adapt its operation in order to meet the maximum
sage delayhard sampling periodand soft sampling period allowable probability of message dropouts. These resalts ¢
The message delay of hard sampling period is smaller thiamther be used to save network resources while preserimg t
the sampling period. The network discards the message ifstability of the NCS by dropping messages at a certain rate.
not successfully transmitted within its sampling periodian In fact, most NCS research focuses on the stability analysis
tries to transmit the latest sampled message for the hamed design of the control algorithm rather than expliciticier
sampling period. On the other hand, the node of the saibn of network requirements useful for the wireless nekwor
sampling period continues to transmit the outdated messadesign. Since the joint design of controller and wireless
even after its sampling period. The wireless network desigretworks necessitates the derivation of the required mgessa
must take into account which time-triggered sampling metha@ropout probability and message delay to achieve the dksire
is implemented. control cost, [[166] provides the formulation of the control
1) Hard Sampling Period:The message dropouts of NCS<gost function as a function of the sampling period, message
are generally modelled as stochastic variables with angbwit dropout probability, and message delay. Most NCS resesarche
limited number of consecutive message dropouts. Hence, uge the linear quadratic cost function as the control objct
classify hard sampling period intanbounded consecutiveThe model combines the stochastic models of the message
message dropowtnd bounded consecutive message dropoutiropout [22] and the message delay [100]. Furthermore, the



17

estimator and controller are obtained by extending theltsesusuccessful transmission of all messages with various tgpes

of the optimal stochastic estimator and controller of] [22Heterministic or stochastic message delays|[104], [53]c&i
[10Q]. Given a control cost, numerical methods are used tine packet retransmission corresponding to the message is
derive a set of the network requirements imposed on thAdowed beyond its sampling period, one can consider the
sampling period, message dropout, and message delay. Paeket loss as a message delay. While the actuating signal
of the major drawbacks is the high computation complexiig updated after the message delay of each sampling period if
to quantify the control cost in order to nd the feasible gi the delay is smaller than its sampling period [104],] [54k th

of the network requirements. delays longer than one sampling period may result in more

Bounded Consecutive Message Dropo8bme NCS lit- than one (or none) arriving during a single sampling period.
eratures[[155],[[161] assume limited number of consecutiveakes the derivation of recursive formulas of the augmented
message dropouts, such hard requirements are unreasonaalgix of closed-loop system harder, compared to the hard
for wireless networks where the packet loss probability sampling period case.
greater than zero at any point in time. Hence, some otherTo avoid high computation complexity, an alternative ap-
approaches [15][[167].[168] set stochastic constraintthe proach de nes slightly different augmented state to use the
maximum allowable number of consecutive message dropouwmbility results of switched systems [n [53]. Even thoulgé t

Control theory provides deterministic bounds on thstability criterion de nes the MATI and MAD requirements,
maximum allowable number of consecutive messadieere are fundamental limits of this approach to apply faewi
dropouts [[155], [[16[1]. In[[161], a switched linear systentess networks. The stability results hold if there is no ragss
is used to model NCSs with constant message delay ahpout for the xed sampling period and constant message
arbitrary but nite message dropout over the sensor—cdletro delay, since the augmented matrix consiered is a function of
channel. The message dropout is said to be arbitrary if thhee xed sampling period with the constant message delay.
sampling sequence of the successfully applied actuatiBlence, the MATI and MAD requirements are only used to
is an arbitrary variable within the maximum number ofet the xed sampling period and message delay deadline.
consecutive message dropouts. Based on the stabilityiorite On the other hand, the NCS df [155] uses the time-varying
of the switched system, a linear matrix inequality is used &ampling and varying message delay to take into account the
analyze suf cient conditions for stability. Then, the mamim message dropout and stochastic message delay. Hence, the
allowable bound of consecutive message dropouts and MATI and MAD requirements of [[155] are more practical
feedback controllers are derived via the feasible solutiba control constraints than the ones bf [53] to apply to wirgles
linear matrix inequality. network design.

A Lyapunov-based characterization of stability is prodde In [I59], a stochastic optimal controller is proposed to
and explicit bounds on the Maximum Allowable Transfecompensate long message delays of the sensor—controller
Interval (MATI) and the Maximally Allowable Delay (MAD) channel for xed sampling period. The stochastic delay is
are derived to guarantee the control stability of NCSs, assumed to be bounded with a known probability density
considering time-varying sampling period and time-vagyinfunction. Hence, the network manager needs to provide the
message delays, i [155]. If there are message dropouts $tochastic delay model by analyzing delay measurements. In
the time-triggered sampling, its effect is modelled as eetimboth [53] and[[1509], the NCSs assume the eventual successful
varying sampling period from receiver point-of-view. MAIBl  transmission of all messages. This approach is only rea$ona
the upper bound on the transmission interval for which stabif MATI is large enough compared to the sampling period to
ity can be guaranteed. If the network performance exceeds uarantee the eventual successful transmission of message
given MATI or MAD, then the stability of the overall systemwith high probability. However, it is not applicable for fas
could not be guaranteed. The developed results lead tooffadelynamical system (i.e., small MATI requirement).
curves between MATI and MAD. These tradeoff curves pro- While [53], [159] do not explicitly consider message
vide effective quantitative information to the network igr dropouts, [[I52] jointly considers the message dropout and
when selecting the requirements to guarantee stabilityaananessage delay longer than the xed sampling period over the
desirable level of control performance. sensor—controller channel. From the derived stabilityeda,

Many control applications, such as wireless industrial athe controller is designed and the MAD requirement is deter-
tomation [1%], air transportation systems [167], and auwmined under a xed message dropout rate by solving a set
tonomous vehicular system5 [168], set a stochastic MA®F matrix inequalities. Even though the message dropout and
constraint in the form of keeping the time interval betweemessage delay are considered, the tradeoff between perfor-
subsequent state vector reports above the MATI value withance measures is not explicitly derived. However, it i§ sti
a prede ned probability to guarantee the stability of cohtr possible to obtain tradeoff curves by using numerical mgsho
systems. Stochastic MATI constraint is an ef cient abdicac The network is allowed to transmit the packet associated to
of the performance of the control systems since it is diyectthe message within the MAD. The network also monitors
related to the deadline of the real-time scheduling of tithe message dropout rate. Stability is guaranteed if the mes
network design[[101]. sage dropout rate is lower than its maximum allowable rate.

2) Soft Sampling Period:Sometimes it is reasonable toFurthermore, the network may discard outdated messages to
relax the strict assumption on the message delay beingemadif ciently utilize the network resource as long as the megssa
than the sampling period. Some works assume the eventdadpout rate requirement is satis ed.
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B. Event-Triggered Sampling the network utilization[[81],[[169]. However, recent wors
Event-triggered control is reactive since it generatesmenthe event-based control using the random access show tontro

measurements and control commands when the plant saggformance limitations in the case when there are a large
deviates more than a certain threshold from a desired v@e. Number of control loops [88]. [170]. [169] considers a cohtr
the other hand, self-triggered control is proactive sin@ain- System where a number of time-triggered or event-triggered
putes the next sampling or actuation instance ahead ofrgurrgontrol loops are closed over a shared communication n&twor
time. Event- and self-triggered control have been dematestr This research is one of the inspiring works of WNCS co-
to signi cantly reduce the network trafc load [75], [80]. design problem, where both the control policy and network
Motivated by those advantages, a systematic design of eveifheduling policy have been taken into account. The overall
based implementations of stabilizing feedback controlslaf@rget of the framework is to minimize the sum of the
was performed in[77]. stationary state variance of the control loops. A Dirac euls
Event-triggered and self-triggered control systems i is applied to achieve the minimum plant state variance as
two elements, namely, a feedback controller that comphtes the control law. The sampling can be either time-triggered o
control command, and a triggering mechanism that detesmirfvent-triggered, depending on the MAC schemes such as the
when the control input has to be updated again. The triggerifiaditional TDMA, FDMA, and CSMA schemes. Intuitively,
mechanism directly affects the trafc load [80]. There ard DMA is used for the time-triggered sampling, while the
many proposals for the triggering rule in the event-triggier €vent-triggered sampling is applied for CSMA. Based on the
literature. Suppose that the statét) of the physical plant is Previous work [171], the event-triggered approach is also

available. One of the traditional objectives of eventgeged Used for FDMA since the event-triggered sampling with a
control is to maintain the condition minimum event intervall performs better than the one using

the time-triggered sampling with the same time intefival’ he
kx(t)  x(t)k (3)  authors of [169] assume that once the MAC protocol gains
wherety denotes the time instant when the last control task ee network resource, the network is busy for specic delay
executed (the last event time) an¢ 0 is a threshold[[79]. from sensor to actuator, after which the control command is
The next event time instant is de ned as applied to the plant. The simulation results show that event
triggered control using CSMA gives the best performance.
Even though the main tradeoffs and conclusions of the paper
The sensor of the event-triggered control loop continupushre interesting, some assumptions are not realistic. Ictipea
monitors the current plant state and evaluates the triggerithe Dirac pulse controls are unrealistic due to the cagmgbili
condition. Network trafc is generated if the plant statdimit of actuators. For simplicity, the authors assume tinat
deviates by the threshold. The network design problem dentention resolution time of CSMA is negligible compared
particularly challenging because the wireless network tmus the transmission time. This assumption is not realistic
support the randomly generated traf c. Furthermore, everfbr general wireless channel access schemes such as IEEE
triggered control does not provide high energy ef cienayce& 802.15.4 and IEEE 802.11. Furthermore, the total bandwidth
the node must continuously activate the sensing part of ttesource of FDMA is assumed to scale in proportion to
hardware platform. the number of plants, such that the transmission delay from
Self-triggered control determines its next execution timgensor to actuator is inversely proportional to the numlifer o
based on the previously received data and the triggeriptnts. These assumptions are not practical since thedrayu
rule [82]. Self-triggered control is basically an emulatio spectrum is a limited resource for general wireless netsjork
of an event-triggered rule, where one considers the models further studies are needed.
of the plant and controller to compute the next triggering While most previous works on event-based control consider
time. Hence, it is predictive sampling based on the plaatsingle control loop or small number of control loogs,][88]
models and controller rules. This approach is generallyemasompares time-triggered control and event-based cordrai f
conservative than the event-triggered approach sincééssd NCS consisting of a large number of plants. The pure ALOHA
on approximate models and predicted events. The expliptiotocol is used for the event-based control of NCSs. The
allocation of network resources based on these predicticghors show that packet losses due to collisions dralstical
improves the real-time performance and energy efcienagduce the performance of event-based control if packets ar
of the wireless network. However, since event- and selransmitted whenever the event-based control generates an
triggered control generate fewer messages, the message é@nt. Remark that the instability of the ALOHA network
and message delay might seem to be more critical than fggelf is a well known problem in communicatioris [172]. It
time-triggered control [75]. turns out that in this setup time-triggered control is sigrer
to event-based control. The same authors also analyze the
C. Comparison Between Time- and Event-Triggered Sampliggdeoff between delay and loss for event-based contrdi wit
One of the fundamental issues is to compare the perfatotted ALOHA [170]. They show that the slotted ALOHA
mance of time-triggered sampling and event-triggered sasigni cantly improve the control cost of the state variance
pling approaches by using various channel access mechrespect to the one of the pure ALOHA. However, the time-
nisms [169], [88],[[170]. In fact, many event-based contesl triggered control still performs better. Therefore, it iarth
searches show performance improvement since it often esduto generalize the performance comparison between time-

teer =inf fE>tjkx(t) x(tk) k> g: (4)
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triggered sampling and event-triggered sampling appregcl: "#$9.2, )1, (<$=2>)*&*$

since it really depends on the network protocol and topolog ¥ >2?2%0("&12% i
H$4%@"65%5,0",28 | X !#$#°/é>;77§;>§(’800(5% Iﬂ—
VII. WIRELESSNETWORK DESIGN TECHNIQUES FOR i . . 3 i !"#E#%A-(&'?>),00()(5%P_
CONTROL SYSTEMS ; #E#%P,)(Q(//%:(;2)<%G*)*7(()/| H ©+719.80 —

This section presents various design and optimization-tec | I
niques of wireless networks for WNCS. We distinguish |!----#s#%--&-o*+-,-(%.(/,o&%sn)z*{@- | !""#E#%FZ,&'%.(/,0&%$11)2r+30
teractive design approachnd joint design approachin the R R T ST 000G TS e
interactive design approach, the wireless network pammet 528 2T T ’482&’,(&, 2&?B*/(5%&;3++(4/
are tuned to satisfy given constraints on the critical inte - . : =
active system variables, possibly enforced by the requir "L ©@+3(569(B (%S +(f L @+3(569(B(5%S8++(/

\

control system performance. In the joint design approdeh, t
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classi es previous design approaches of WNCS based H{ A&)OHLM2@7%;)(%=26' RO
control and communication aspects. Furthermore, Table L . . _
categorizes previous works based on the wireless standdrt#s 10: Subsection structure of Section VIl related to previous

described in Section VAA. SectiondV and VI

A. Interactive Design Approach called schedule-based accesslies on the contention free

In the interactive design approach, wireless network parafifheduling of a smgle-hop_ netowrk.
eters are tuned to satisfy the given requirements of ther(momContenUon-based Acces€ontention-based random access

system. Most of the interactive design approaches assuPﬁQtOCOls for WNC_:S aim to tune the parameters of the
time-triggered control systems, in which sensor samples aGSMA/CA mechanism of IEEE 802.15.4 and IEEE 802.11,

generated periodically at predetermined rates. They géper and duty-cycling to improve delay, packet loss probabiéityd

assume that the requirements of the control systems SRETOY consumption performance. The adaptive tuning algo-
given in the form of upper bounds on the message delay rbtpms are either measurement-based or model-based adapta
message dropout with a xed sampling peridthe adoption tion
of wireless communication technologies for supportingtodin ~ The measurement-based adaptation techniques do not re-
applications heavily depends on the ability to guarantee tAUire any network model but rather depend on the local
bounded service times for messages, at least from a propasurements of packet delivery characteristics. Earlgksvo
bilistic point of view. This aspect is particularly impontain  Of IEEE 802.15.4 propose adaptive algorithms to dynanyicall
control systems, where the real-time requirement is censitl change the value of only a single parameter. [212].[213pada
much more signi cant than other performance metrics, sudiyely determine minimum contention window size, denotgd b
as throughput, that are usually important in other appbeat MacMinBE , to decrease the delay and packet loss probability
areas. Note that the real-time performance of wireless néf-nodes and increase overall throughput. The referendés,[1
works heavily depends on the message delay and messigd] extend these studies to autonomously adjust all the
dropout. Hence, we mainly discuss the deadline-constlaifeSMA/CA parameters. The ADAPT protocdl [175] adapts
MAC protocols of IEEE 802.15.4 and IEEE 802.11. Differenthe parameter values with the goal of minimizing energy
analytical techniques can provide the explicit requiretnerfonsumption while meeting packet delivery probability dxhs
of control systems for wireless networks, as we discussed their local estimates. However, ADAPT tends to oscillate
in Section[V]. The focus of previous research is mainlpetween two or more parameters sets. This results in high
on the design and optimization of MAC, network resourc@nergy consumptionl_[174] solves this oscillation probleyn
scheduling, and routing layer, with limited efforts adalitally triggering the adaptation mechanism only upon the detec-
considering physical layer parameters. tion of a change in operating conditions. Furthermdre, [214
1) Medium Access ControResearch on real-time 802.15.ims to optimize duty-cycle parameters based on a linear
and 802.11 networks can be classi ed into two groups. THacrease/linear decrease of the duty-cycle depending en th
rst group of solutions callectontention-based accesludes comparison of the successfully received packet rate and its
adaptive MAC protocols for QoS differentiations. They atlaparget value while minimizing the energy consumption.
the parameters of backoff mechanism, retransmissions, and/lodel-based parameter optimization mainly use theotetica
duty-cycling dependent on the constraints. The secondpgroar experimental-based derivations of the probability ribst
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L
TABLE II: Comparison of related works. The circle with plus denotes that the paper explicitly considers the indicatibthe column.
The dot denotes that the paper does not include the indication andeheannot control it, but simulation or experiment resintdude
it. The terms “the”, “sim”, “exp” of evaluation column meahat the proposed solution is evaluated through theoregicalysis, simulation,

or realistic experiment, respectively.

Requirements System Parameters
Communication Parameters Control Parameters Scenariog| Evaluation
:_oss E)ela SPa ::iglcling nggto' Energy|| Power| Rate| Schedule| Corlnention Routing Spaerzglcling A(I;%r:ittrr?rln
[125] ) ) ) ) 1-hop the/sim
[173] | 1-hop the/exp
[129] | ) 1-hop the/exp
[174 1 | | | 1-hop the/sim
[175] L ) multihop [ the/sim
126 | | 1-hop the/sim/exy
[127] ) 1-hop the/sim/ex
176 | 1-hop the
[177] ) 1-hop sim
78] ) 1-hop exp
86 L | multihop || the/sim
179] L ) multihop || the/sim
[180], [181] ) ) multihop the/sim
[182] multihop || the/sim/exy
[183] | | ; multihop || thelexp
[184] | | ) 1-hop the/sim
| | | multihop the/exp
[186] | | | | | | 1-hop the/sim/exp
) ; 1-hop the/sim
18 ) | multihop || the/sim/exg
) multihop the/sim
141]], [142] | ) multihop the/sim
[138] ; ) ) ) ) ) multihop || the/sim
) | ; 1-hop the/sim
| | | | | | multihop the/sim
L . . multihop || the/exp
[189] | | | ) multihop || the/sim/ex
[4] L ) ) ; 1-hop the/sim
; ; ) L ) . ) 1-hop the/sim
[66] ) ) | ) | | multihop the/sim
[191] | | | multihop the/sim
[192], [193] 1-hop the/sim/exg
C C C C C
]’ | | | 1-hop the/sim
[63] | ) multihop || sim/exp
19 | ) | | multihop sim
) | 1-hop the/sim/ex|
19 ) | multihop the/sim
) | multihop || the/sim/ex
11 | | | ) multihop sim
| | | | multihop the/exp
12 ) ) multihop sim
| | | multihop sim
811 | 1-hop the/exp
| | | | | 1-hop sim
20! ) ) | | | ) | multihop the/sim
| ) ) | 1-hop the/sim
20 | | | ) ) 1-hop the
| | ) | 1-hop the/sim
| ) | 1-hop the/sim
1-hop the/sim/ex|
| 12080, 1207, [ L L L L
[208], [209], 1-hop the/sim
[210] L L 1 L L 1
211 1-hop the/sim

tion of delay, packet error probability, and energy consump The paper[[215] provides analytical models of delay, reli-
tion. A Markov model per node of IEEE 802.15.4 is used [84bility, and energy consumption as a function of duty-cycle
to capture the state of each node at each moment in time. Thpaeameters by considering their effects on random bacKoff o
individual Markov chains are then coupled by the memomEE 802.15.4 before successful transmissions. These lmode
introduced by xed duration two slot clear channel assesgmeare then used to minimize energy consumption given con-
The proposed Markov model is used to derive an analyticgtraints on delay and reliability. On the other harld, [173]
formulation of both throughput and energy consumption iderives experimental based models by using curve tting
such networks. The extension of this work [n_[107] leads techniques and validation through extensive experimets.
the derivation of the reliability, delay, and energy congtion adaptive algorithm was also proposed to adjust the coeftsie
as a function of all the CSMA/CA protocol parameters foof these models by introducing a learning phase without any
IEEE 802.15.4. explicit information about data traf c, network topologgnd
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TABLE llI: Classi cation of WNCS design techniques

Joint Design Approach

Interactive Design

Time-Triggered Sampling Event-Triggered Sampling
[212], [213], [L75], 74T, B ) X -
Contention-based Access || [214], [129], [82], [107], [215], [16f%’lgzloﬂb—ellg‘%l!l]gf’]* pogﬁﬂ&?ﬁ%ﬁo"]*
Medium Access Control _ [173], [128] | T ‘_ ! =
Schedule-based Access 1129, [led], TL76], L1771, 4], [90], [204], [202], 1192], | o1y o1ay, (20w, (621, 183
v [193]
Physical Layer Extension 161, 187, [1?232]’1}219]’ (220],
) ) 186, 1199], [179], [180], [182], —
Network Resource Schedule Scheduling Algorithm [187], [181] [121), foq], [189)
Robusiness Enhancement (1997, T184], T185], T186]
Disjoint Path [138], [140] -
) Graph (L4107, [142], [113], [200] 163]
Network Routing Controlled Flooding s8] 12220 -
Energy/QoS-aware [28], T128], 11977, [201]

Traf ¢ Generation Control [102], [107]

TABLE IV: Classi cation of WNCS design techniques based on the wssekandards

Interactive Design Joint Design Approach

Time-Triggered Sampling Event-Triggered Sampling
Physical Layer 1183], [219], [220] - -
802.15.4 - 12127, [213], [L75], [1747, 84T,
Contention [07], [18€] [166] -
Hybrid B 1811, 12187, 183
[198], [179], [187], [199], —
WirelessHART Schedule [180], [182], [181] [, [64], [189]
) {447, T142], [113], [200T,
Routing (s8], [222] [63]
Contention [L25], [128] [195], [196]
802.11 _bedl besl
Schedule [126], ﬁ%% ﬁ;ﬂ LLoT], [192], [193]
802.11 e/g/n [129], [227]
MAC parameters. straint. To support soft real-time industrial applicaip{iL26]

By considering IEEE 802.11, a deadline-constrained MAEoMbines a number of various mechanisms of IEEE 802.11
protocol with QoS differentiation is presented for soft lreaSuch as transmission and retransmission scheduling, esaml
time NCSs [125]. It handles periodic traf ¢ by using twochannel redundancy, and basic bandwidth management to
speci ¢ mechanisms, namely, a contention-sensitive bfickémprove the deterministic network performance. The prepos
mechanism and a deadline-sensitive retry limit assignmdHgtocol relies on centralized transmission schedulingaof
mechanism. The backoff algorithm offers bounded backdiPordinator according to the EDF strategy. Furthermore, th
delays, whereas the deadline-sensitive retry limit assgnt coordinator takes care of the number of retransmissions to
mechanism differentiates the retry limits for periodicfra achieve both delay and reliability over lossy links. In diufi
in terms of their respective deadline requirements. A Markd® scheduling, the seamless channel redundancy condyrrent
chain model is established to describe the proposed MA@nsmits the copies of each frame on multiple distinctoadi
protocol and evaluate its performance in terms of througfbannels. This mechanism is appealing for real-time system

put, de'ay’ and re||ab|||ty under the critical real-timaftc since it imprOVeS the rel|ab|l|ty without affecting timedéss.
condition. Moreover, the bandwidth manager reallocates the unused

[129] provides experimental measures and the analysisﬁndwmth of failed data transmission to additional attesnp

802.11g/e network to better understand the statistical d
tribution of delay for real-time industrial application§he  [127] presents the design and implementation of a real-time
statistical distribution of network delay is rst evaludt@x- wireless communication protocol called RT-WiFi to support
perimentally when the traf ¢ patterns they support reseambhigh-speed control systems which typically require 1KHz or
the realistic industrial scenarios under the varying basigd higher sampling rate. RT-WiFi is a TDMA data link layer
traf c. Then, experimental results have been validated kyotocol based on IEEE 802.11 physical layer. It provides
means of a theoretical analysis for unsaturated traf c cogeterministic timing performance on packet delivery. §inc
dition, which is a quite common condition in well-designedifferent control applications have different communicatre-
industrial communication systems. The performance evaluglirements on data delivery, RT-WiFi provides a con gueabl
tion shows that delays are generally bounded if the traf ¢ oplatform to adjust the design tradeoffs including sampiiaig,

the industrial WLAN is light (below 20%). If the traf ¢ grows delay variance, and reliability.

higher (up to 40%), the QoS mechanism provided by EDCA is The middleware proposed in [176] uses a TDMA-based
used to achieve quasi-predictable behavior and boundegisielmethod on top of 802.11 CSMA to assign speci ¢ time slots
for selected high priority messages. to each real-time node to send its traf c. In [177], a polling
Schedule-based Accedshe explicit scheduling of transmis-based scheduling using the EDF policy on top of 802.11
sions allows to meet the strict delay and reliability coaistts MAC is incorporated with a feedback mechanism to adjust the
of the nodes, by giving priority to the nodes with tighter eonmaximum number of transmission attempts. Moreover, |[178]

other data transmissions within their deadlines.
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implements a real-time communication architecture based |@ >+, >« D T
the 802.11 standard and on the real-time networking fra

work RTnet [2238]. Wireless Ralink RT2500 chipset of RTnet iS Tms T Tms
used to support the strict network scheduling requiremehts (2) Robust schedule
real-time systems. The performance indicators such asepadmﬁ
loss ratio and delay are experimentally evaluated by varyi

protocol parameters for a star topology. Experimentalltesu’ tme b) ED,—:rschedule tme

show that a proper tuning of system parameters can support Fig. 11: lllustrative example of two schedulers
robust real-time network performance.

Physical Layer Extension{€], [87] propose a priority 6
assignment and scheduling algorithm as a function of sagpli [ —e— optimal ] *
periods and transmission deadlines to provide maximuni leve sf [ToTS A
of adaptivity, to accommodate the packet losses of time- —v— . Least Laxity First e
triggered nodes and the transmissions of event-triggesdds 5
The adaptivity metric is illustrated using the following-ex
ample. Let us assume that the network consistd sEnsor
nodes, denoted by sensor nodéor i 2 [1;4]. The packet
generation period and transmission time of senkare 1
ms andt; = 0:15 ms, respectively. The packet generation I
period of sensor node® 3 and 4 is 2 ms, whereas packet o
transmission times are given by = 0:20 ms, t3 = 0:25 I *
ms andt; = 0:30 ms, respectively. Figd._11(a) andl11(b) -7 -
show a robust schedule where the time slots are uniformly '
distributed over time and the EDF schedule, respectivéie T % 2 20 0 20 100
schedule given in Fid._11(a), is more robust to packet losses Number of nodes
than the EDF schedule given in Fig.]11(b). Indeed, suppds@. 12: Comparison of the maximum delay experienced by event-
that the data packet of sensarin the rst 1 ms is not triggered components for SSF, EDF, least laxity rst, andiropl
successfully transmitted. In Fig.111(a), the robust scl&edL?Chedu"ng algorithms.
includes enough unallocated intervals for the retransomiss
of sensorl, whereas the EDF schedule does not. Furthermo@aithors present both theoretical analysis and its vatidati
the robust scheduler can accommodate event-triggered trafhrough a set of experiments. The experimental analysizsho
with smaller delay than the EDF schedule, as shown inFig. 1tie possibility to select the IEEE 802.11n parameters tarens
To witness, suppose that an additional packetodf ms the deterministic behavior for the real-time applicatiohs
transmission time is generated by an event-triggered senBarticular, it is shown that a good MIMO con guration of
node at the beginning of the scheduling frame. Then the evetfte standard enhances the communication reliability while
triggered packet transmission can be allocated with a delggcri cing the network throughput.
of 0:60 ms in the robust schedule aridl5 ms in the EDF  2) Network Resource Schedul&everal scheduling algo-
schedule. rithms are proposed to ef ciently assign the time slot angl th

This uniform distribution paradigm is quanti ed as min-channel of the multihop networks in order to meet the strict
imizing the maximum total active length of all subframegjelay and reliability requirements.
where the subframe length is the minimum packet generationScheduling Algorithm:Some scheduling algorithms focus
period among the components and the total active length oba meeting a common deadline for all the packets generated
subframe is the sum of the transmission time of the compeithin a sampling period [86],[[198]/ [179]L [86] formulate
nents allocated to that subframe. The proposed SmallesiPethe delay minimization of the packet transmissions from the
into the Shortest Subframe First (SSF) algorithm has besensor nodes to the common access point. The optimization
demonstrated to signi cantly decrease the maximum delgyoblem has been shown to be NP-hard. The proposed schedul-
experienced by the packet of an event-triggered componérg algorithms provide upper bounds on the packet delivery
compared to the EDF schedule, as shown in[Eijy. 12. Moreoviéme, by considering many-to-one transmission charasttesi
when time diversity, in the form of the retransmission ofhe formulation and scheduling algorithms, however, do not
the lost packets, is included in this framework, the progoséake packet losses into accounmt. [198], [179] introduceehov
adaptive framework decreases the average number of mispeatedures to provide reliability in case of packet faiture
deadlines per unit time, which is de ned as the average numijg79] proposes an optimal schedule increment strategydbase
of packets that cannot be successfully transmitted withéirt on the repetition of the most suitable slot until the com-
delay constraint, signi cantly compared to the EDF schedulmon deadline. The objective of the optimization problem

Since IEEE 802.11n encompasses several enhancements @ maximize end-to-end reliability while providing end-
both PHY and MAC layers of WLAN,[[221] analyzes theto-end transmission delay guarantees. The physical nktwor
performance indicators such as service time and religbilihodes have been reorganized into logical nodes for improved
of IEEE 802.11n for industrial communication systems. Thecheduling exibility. Two scheduling algorithms have lee

Maximum delay
w B
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N
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evaluated: dedicated scheduling and shared scheduling.idas retransmission mechanisms in case of packet losses at
dedicated scheduling, the packets are only transmittetien random time instants. Although explicit scheduling is used
scheduled time slots, whereas in shared scheduling, the{sacprevent various types of con ict and contention, still teams-
share scheduled time slots for better reliability. [198)gwses sion failures may occur due to multipath fading and external
a faster scheduling algorithm for the same problem intreducinterference in harsh and unstable environments. Someeof th
in [179]. The algorithm is based on gradually increasingetransmission mechanisms have been introduced at the link
a network model from one to multiple transmitted packetayer [183], [219], [[220]. Since schedule is known aprioyi b
as a function of given link qualities to guarantee end-tdhe nodes in the network, the retransmissions can be miaamiz
end reliability. These scheduling algorithms can be comdinby exploiting the determinism in the packet headers to recov
with multiple path routing algorithms. The authors assuntbe unknown bytes of the headér [183]. Moreover, various
Bernoulli distribution for the arrival success of the paskaver ef cient retransmission procedures can be used to minimize
each link. Moreover, they do not consider the transmissidine number of bits in the retransmissiohs [219], [220]. 219
power, rate and packet length as a variable, assigninglgxacises symbol decoding con dence, wheréas[220] uses reteive
one time slot to each transmission. signal strength variations to determine the parts of th&etac
The scheduling algorithms that consider the variation oéceived in error, so, should be retransmitted.
sampling periods and deadlines of the nodes over the networkhe retransmission mechanisms at the network layer aim
fall into one of two categories: xed priority and dynamicipr to determine the best timing and quantity of shared and/or
ority. The end-to-end delay analysis of periodic real-times separate time slots given the link quality statistics [1§B84],
from sensors to actuators in a WirelessHART network undi85], [186]. [184] combines the retransmissions with real
xed priority scheduling policy has been performed in [180]time worst-case scheduling analysis. The number of possi-
The upper bound on the end-to-end delay of the periodite retransmissions of a packet is limited considering the
ows is obtained by mapping their scheduling to real-timeorresponding deadline and already guaranteed delay bound
multi-processor scheduling and then exploiting the responof other packets[[185] proposes a scheduling algorithrh tha
time analysis of the scheduling. Both the channel contantiprovides delay guarantees for the periodic real-time ows-c
and transmission con ict delay due to higher priority owssidering both link bursts and interference. A new metridechl
have been considered. Channel contention happens whemakimum burst length is de ned as the maximum length of
channels are assigned to higher priority ows in a transiorss error burst, estimated by using empirical data. The allgorit
slot, whereas transmission con ict occurs when there sxighen provides reliability guarantee by allocating eack tme
a common node with a transmission of higher priority owplus its corresponding maximum burst length time slots. A
This study has later been extended for reliable graph roulvel least-burst-route algorithm is used in conjunctiathw
ing to handle transmission failures through retransmissiothis scheduling algorithm to minimize the sum of worst case
and route diversity in[[182]. Similarly, both worst-casedanburst lengths over all links in the route. Similarly, [186]
probabilisitic delay bounds have been derived by consideriincreases the spacing between the actual transmission and
channel contention and transmission con icts. These a®aly the rst retransmission for maximum reliability instead of
consider multihop multichannel networks with xed time o allocating all the time slots in betweeh. [199] improves ttee
without incorporating any transmit power or rate adjustmetransmission ef ciency by using limited number of shareats!
mechanism. ef ciently through fast slot competition and segmentedt slo
The real-time dynamic priority scheduling of periodi@assignment. Shared resources are allocated for retragiemis
deadline-constrained ows in a WirelessHART network hague to its unpredictability. Fast slot competition is imtueed
been shown to be NP-hard in [187]. Upon determining neby embedding more than one clear channel assessment at the
essary condition for schedulability, an optimal branch-anbeginning of the shared slots to reduce the rate of collision
bound scheduling is proposed, effectively discardingdailele On the other hand, segmented slot assignment provides the
branches in the search space. Moreover, a faster heuristitansmission chances for a routing hop before its folgwi
conict-aware least laxity rst algorithm is developed byhop arrives.
assigning priorities to the nodes based on the criticafitheir 3) Network Routing:There has been increasing interest in
transmission. The con ict-aware laxity is de ned as theitgx developing ef cient multipath routing to improve the netko
after discarding time slots that can be wasted while waitingliability and energy ef ciency of wireless networks. Rie
to avoid transmission con icts. The lower the con ict-avear ous works of the multipath routings are classi ed into four
laxity, the higher the transmission criticality. The aligom categories based on the underlying key ideas of the routing
does not provide any guarantee on the timely packet delivenyetric and the operationtisjoint path routing graph routing
[187] provides the end-to-end delay analysis of perioda-re controlled ooding andenergy/QoS-aware routing
time ows from sensors to actuators under EDF policy. The Disjoint Path Routing:Most of previous works focus on
delay is bounded by considering the channel contention aidéntifying multiple disjoint paths from source to destina
transmission conict delays. The EDF has been shown to guarantee the routing reliability against node or linkufas
outperform xed priority scheduling in terms of real-timesince multiple paths may fail independenfly [138], [140heT
performance. disjoint paths have two types: node-disjoint and link-afisj.
Robustness Enhancemerithe predetermined nature ofWhile node-disjoint paths do not have any relay node in
schedule-based transmissions allows the incorporatiasamf common, link-disjoint paths do not have any common link but
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may have common node5. [138] provides the node-disjoint améchanism, REALFLOW can be tolerant to network topology
braided multipath schemes to provide the resilience agaitctanges. Furthermore, since related node lists are distrty
node failures. Ad-hoc On-demand Multipath Distance Vectgenerated, the workloads of the gateway are greatly reduced
(AOMDV) is a multipath extension of a well-studied singleThe ooding schedule is also extended by using the received
path routing protocol of Ad-hoc On-demand Distance Vectaignal strength in[[222].
(AODV) [L4Q]. Energy/QoS-aware Routinggven though some multipath
Graph Routing:Graph routing of ISA 100.11a and Wire-routings such as disjoint path, graph routing, and corgdll
lessHART leads to signicant improvement over a singleooding lead to signi cant reliability improvement, theylso
path in terms of worst-case reliability due to the usage @fcrease the cost of the energy consumption. Energy/QoS-
multiple paths. Since the standards do not explicitly de naware routing jointly considers the application requiretse
the mechanism to build these multiple paths, it is possibéad energy consumption of the network][21]. Several energy-
to use the existing algorithms of the disjoint path. Mukiplbalanced routing strategies are proposed to maximize the
routing paths from each node to the destination are formed bgtwork lifetime while meeting the strict requirements for
generating the subgraphs containing all the shortest gaths industrial applications.
each source and destination pair [141]. Real-time linkigal Breath is proposed to ensure a desired packet delivery and
estimation is integrated into the generation of subgrapis fdelay probabilities while minimizing the energy consuropti
better reliability in [142]. [[118] proposes an algorithm twf the network [18]. The protocol is based on randomized
construct three types of reliable routing graphs, namedlipk  routing, MAC, and duty-cycling jointly optimized for energ
graph, downlink graph, and broadcast graph for differemio ef ciency. The design approach relies on a constrained-opti
munication purposes. While the uplink graph is a graph thatization problem, whereby the objective function is therggie
connects all nodes upward to the gateway, the downlink grappnsumption and the constraints are the packet reliatatity
of the gateway is a graph to send unicast messages to edelay. The optimal working point of the protocol is achieved
node of the network. The broadcast graph connects gatevimya simple algorithm, which adapts to traf c variations and
to all nodes of the network for the transmission of operationchannel conditions with negligible overhead.
control commands. Three algorithms are proposed to buildEARQ is another energy aware routing protocol for re-
these graphs based on the conceptoin)-reliability where liable and real-time communications for industrial apglic
k andm are the minimum required number of incoming antlons [128]. EARQ is a proactive routing protocol, which
outgoing edges of all nodes excluding the gateway, respégaintains an ongoing routing table updated through the ex-
tively. The communication schedule is constructed based ehange of beacon messages among neighboring nodes. A
the traf c load requirements and the hop sequence of tig@acon message contains expected values such as energy cost
routing paths. residual energy of a node, reliability and end-to-end nmgessa
Recently, the graph routing problem has been formulatdelay. Once a node gets a new path to the destination, it will
as an optimization problem where the objective functiorois roadcast a beacon message to its neighbors. When a node
maximize network lifetime, namely, the time interval beforwants to send a packet to the destination, next hop selsction
the rst node exhausts its battery, for a given connectivitgre based on the estimations of energy consumption, ritljabi
graph and battery capacity of nodés [200]. This optimizaticaind deadlines. If the packet chooses a path with low reiigbil
problem has been shown to be NP-hard. A suboptimal algbe source will forward a redundant packet via other paths.
rithm based on integer programming and a greedy heuristicl224] proposes the minimum transmission power coopera-
algorithm have been proposed for the optimization problefive routing algorithm, reducing the energy consumptioraof
The proposed algorithm shows signi cant improvement in theingle route while guaranteeing certain throughput. Harev
network lifetime while guaranteeing the high reliabilityf o the algorithm ignores the residual energy and communieatio
graph routing. load of neighboring nodes, which result in unbalanced gnerg
Controlled Flooding:Previous approaches of disjoint routconsumption among nodes. In addition, n_[225], a load-
ing and graph routing focus on how to build the routing patfalanced routing algorithm is proposed where each node
and distribute the traf c load over the network. Some cohtr@lways chooses the next-hop based on the communication
applications may de ne more stringent requirements on thead of neighboring nodes. However, the algorithm has heavy
routing reliability in the harsher and noisier environmentcomputation complexity and the communication load is high.
To address the major reliability issue, a reliable Reaktin]197], [201] propose a two-hop information-based routing
Flooding-based Routing protocol (REALFLOW) is proposefirotocol, aiming at enhancing real-time performance with
for industrial applications[[188]. REALFLOW controls theenergy efciency. The routing decision i [197] is based
ooding mechanism to further improve the multipath diveron the integration of the velocity information of two-hop
sity while reducing the overhead. Each node transmits theighbors with energy balancing mechanism, whereas the
received packet to the corresponding multiple routing pathouting decision in[[201] is based on the number of hops from
instead of all feasible outgoing links. Furthermore, itcdisls source to destination and two-hop information of the vejoci
the duplicated packets and outdated packets to reduce the
overhead. For both uplink and downlink transmissions, ttfe Joint Design Approach
same packets are forwarded according to the related nodén the joint design approach, the wireless network and
lists in all relay nodes. Due to redundant paths and oodingpntrol system parameters are jointly optimized considgri
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B ‘ ‘ ‘ ‘ i sampling periods. In the gureJi and J! refer to the
16} oo /10 65 control cost bound using an ideal network (no packet loss
ol _--“" ] \\ o and no delay) and a realistic lossy network of IEEE 802.15.4,
‘ » ' respectively. Due to the absence of packet delays and losses
g 12r 10955 the control performance using an ideal network increases
gm, los ® monotonically as the sampling period increases. However,
5 2 when using a realistic network, a shorter sampling period
° A 1oer does not minimize the control cost, because of the higher
6\ \ 104 packet loss probability and delay when the trafc load is
Jrea % loas high. In addition, the two curves of the control cod}
\\\_// andJ] coincide for longer sampling periods, meaning that
Zi{/_s ‘‘‘‘‘‘‘ - 17 when the sampling period is larger, the sampling periodés th
o L oo YT - o 5025 dominant fa_c_tor in the control cost compared to the packet
Sampling period (s) loss probability and delay.

Fig. 13: Quadratic control cost of control systems and throughput of In Fig.[13, if we consider a desired maximum control cost
wireless networks over different sampling periods. andJ; refer Jiq greater than the minimum value of the control cost, then

to the control cost bound by using the ideal network and taéstec \ve have the feasible range of the sampling periods between
802.15.4 network, respectively. S andL. However, the performance of the wireless network
is still heavily affected by the operating point of the saimgl
the tradeoff between their performances. These paramefgssiod. Let us consider two feasible sampling peri&dand
include the sampling period for time-triggered control and. By choosingL , the throughput of the network is stabilized
level crossings for event-triggered control in the conBys- (cf., [172]), the control cost is also stabilized with respe
tem, and transmission power and rate at the physical laygy,small perturbations of the network operation. Furtheeno
the access parameters and algorithm of the MAC protocge longer sampling period leads to lower network energy
duty-cycle parameters, and routing paths in the communitat consumption than the one of the shorter sampling pefiod
system. The high complexity of the problem led to differerBased on these observations, an adaptation of the WNCS is
abstractions of control and communication systems, many gfoposed by considering a constrained optimization prable
which considering only a subset of these parameters. The objective is to minimize the total energy consumption of
1) Time-Triggered SamplingThe joint design approachesthe network subject to a desired control cost. The variables
of the time-triggered control are classi ed into three gatées of the problem include both sampling period and MAC pa-
based on the communication layecgntention-based accgss rameters of IEEE 802.15.4. The network manager predicts the
schedule-based accesand routing and traf c generation energy consumption corresponding to each feasible network
control. requirement. The optimal network requirements are obthine
Contention-based Acces3he usage of contention-basedo minimize the energy consumption of the network out of the
protocols in the joint optimization of control and commumic feasible set of network requirements.
tion systems requires modeling the probabilistic distidiuof [195] proposes an interesting approach to the design of
delay and packet loss probability in the wireless networtt aWwNCS by decomposing the overall concerns into two design
its effect on the control system [166]. [202]. [194]. A gealer spaces. In the control layer, a passive control structuf2d]
framework for the optimization of the sampling period tdgat is used to guarantee the stability of NCSs. The overall NCS
with link layer parameters has been rst proposed[in_[202performance is then optimized by adjusting the retransoriss
The objective of the optimization problem is to maximizdimits of the IEEE 802.11 standard. At the control layer, the
control system performance given the delay distributiod amauthors leverage their passivity-based architecture tallea
the packet error probability constraints. The linear qafidr the message delay and message loss. The authors consider
cost function is used as the control performance measusepassive controller which produces a trajectory of the tplan
Simplied models of packet loss and delay are assumad track and de ne the control performance as its absolute
for the contention-based random access mechanism withtratking error. Through extensive simulation results, avex
considering spatial reuse. The solution strategy is basegho relationship between the retransmission limit of IEEE 802.
iterative numerical method due to the complexity of the oa@int and the control performance is shown. Based on this observa-
cost used as an objective function of the optimization probl tion, a MAC parameter controller is introduced to dynaniical
[194] aims to minimize the mean-square error of the staggljust the retransmission limit to track the optimal traftibe-
estimation subject to delay and packet loss probabilityaed! tween packet losses and delays and thus to optimize thellbvera
by the contention-based random access. The mean-square ewntrol system performance. Simulation results show that t
of the estimator is derived as a function of sampling periadd AC adaptation can converge to a proper retransmissior limi
and delay distribution under the Bernoulli random process which optimizes the performance of the control system. Even
the packet losses. though the proposed approach is interesting, the fundahent
[166] discusses several fundamental tradeoffs of WNG&deoff relationships between communication parameteds
over |IEEE 802.15.4 networks. Fig. 113 shows the quadrationtrol performance are not trivial to derive in practice.
control cost and communication throughput over different [196] presents a MPC-based NCS and its implementation
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over wireless relay networks of IEEE 802.11 and cooperatii@ an edge between two vertices if their corresponding links
MAC protocol [217]. The proposed approach deals with thaterfere with each other. The sampling period is used as the
problem from the control perspective. It basically emplays multihop end-to-end delay bound. The solution methodolegy
MPC, an actuator state, and an adaptive IEEE 802.11 MA®@sed on embedded-loop approach. In the inner loop, a telaxe
to reduce unbounded packet delay and improve the tolerapceblem with xed delay bound, independent of sampling
against the packet loss. Furthermore, the cooperative MAEriod, is solved via dual decomposition. The outer loomthe
protocol [217] is used to improve the control performancagetermines optimal delay bounds based on the samplingdoerio
by enabling reliable and timely data transmission undestharas an output of the inner loop.
wireless channel conditions. [191] proposes a mathematical framework for modeling and
Schedule-based AccessA novel framework for the analyzing multihop NCSs. The authors present the formal
communication—control joint optimization is proposed@me syntax and semantics for the dynamics of the composed
passing ef cient abstraction of control system in the formsystem, providing an explicit translation of multihop caht
of stochastic MATI and MAD constraints [[4][_[100]._[B7]. networks to switched systems. The proposed method jointly
We should remember that MATI and MAD are de ned agonsiders control system, network topology, routing, vese
the maximum allowed time interval between subsequent staheduling, and communication error. The formal models are
vector reports and the maximum allowed packet delay for tlagplied to analyze the robustness of NCSs, where data packet
transmission, respectively, as we have discussed in ®¢flo is exchanged through a multihop communication network
Since such hard real-time guarantees cannot be satis ed dybject to disruptions. The authors consider two communi-
a wireless network with non-zero packet loss probabilitgation models, namely, permanent error model and transient
stochastic MATI is introduced with the goal of keeping therror model, dependent on the length of the communication
time interval between subsequent state vector reportseabaolsruptions. The authors address the robustness of théhoylt
the MATI value with a prede ned probability to guarantee thé&\CS in the non-deterministic case by worst case analysis of
stability of control systemsFurther, a novel schedulability scheduling, routing, and packet losses, and in the stdchast
constraint in the form of forcing an adaptive upper bounchse by the stability analysis of node fault probability and
on the sum of the utilization of the nodes, de ned as thpacket loss probability.
ratio of their delay to their sampling periods, is included t The joint optimization of the sampling period of sen-
guarantee the schedulability of transmission under vbriatsors, packet forwarding policy and control law for comput-
transmission rate and sampling period values. The obgofiv ing actuator command is addressed [in] [66] for a multihop
the optimization is to minimize the total energy consumptioWirelessHART network. The objective of the optimization
of the network while guaranteeing MATI and MAD requireproblem is to minimize the closed-loop control cost subject
ments of the control system and maximum transmit powgr the energy and delay constraints of the nodes. The linear
and schedulability constraints of the wireless commuiocat quadratic cost function is used as the control cost similar
system. The solution for the speci ¢ case of M-ary quadmtuto the one in[[202]. The solution methodology is based on
amplitude modulation and EDF scheduling is based on thiee separation of joint design problem for the xed sampling
reduction of the resulting mixed-integer programming peab rate: transmission scheduling for maximizing the deadline
into an integer programming problem based on the analysisnstrained reliability subject to a total energy budged an
of the optimality conditions, and relaxation of this reddceoptimal control under packet loss. The optimal solution for
problem [4]. The formulation is also extended for any nortransmission scheduling is based on dynamic programming,
decreasing function of the power consumption of the nodesich allows nodes to nd their optimal forwarding policy
as the objective, any modulation scheme, and any schedulbased on the statistics of their outgoing links in a distelu
algorithm in [190], [87]. First, an exact solution methodashion. The bounds on the continuous-time control loss
based on the analysis of the optimality conditions and sméunction are derived for optimal time-varying Kalman lter
enumeration techniques is introduced. Then, two polynbmi&stimator and static linear feedback control law. The joint
time heuristic algorithms adopting intelligent search cgpaoptimal solution is then found by a one-dimensional search
reduction and smart searching techniques are proposed. dhier the sampling period.
energy saving has been demonstrated to increase Up%®  Some recent researches of WNCS investigate fault detection
for a network containing up td0 nodes. and fault tolerant issues [192], [193]. [192] develops agles
[203] studies utility maximization problem subject to wire framework of fault-tolerant NCSs for industrial automatio
less network capacity and delay requirement of controkesygst applications. The framework relies on an integrated deargh
The utility function is de ned as the ratio of root-mean-sge parametrization of the TDMA MAC protocols, the controller,
of the discrete-time system to that of the continuous-tirend the fault diagnosis algorithms in a multilayer system.
counterpart. This utility function has been demonstraddatta The main objective is to determine the data transmission of
strictly concave function of the sampling period and inegrs wireless networks and reduce the traf ¢ load while meetimg t
proportional to tracking error induced by discretizatibased requirements of the control and the fault detection and-iden
on the assumption that the plants follow the referencedtaje ti cation performance. By considering the distributed tah
ries provided by the controllers. The wireless network céga groups, the hierarchical WNCS con guration is considered.
is derived by adopting slotted time transmission over a @in While the lower layer tightly integrates with sensors, attus
graph, where each vertex represents a wireless link and thand microprocessors of (local) feedback control loops #d i
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TDMA resource, the higher layer implements a fault-toléran [102] addresses the sampling period optimization with the
control in the context of resource management. The TDMgoal of minimizing overall control cost while ensuring etud-
MAC protocol is modeled as a scheduler, whose design aadd delay constraints for a multihop WirelessHART network.
parameterization are achieved with the development of tfibe linear quadratic cost function is used as the control
control and the fault detection and identi cation algonth performance measure, which is a function of the sampling
at the different functional layers. period. The optimization problem relies on the multihop
In a similar way, [[193] investigates the fault estimatioproblem formulation of the end-to-end delay bound[in [180].
problem based on the deterministic model of the TDMMue to the dif culty of the resulting optimization problem,
mechanism. The discrete periodic model of control systamstihe solution methodologies based on a subgradient method,
integrated with periodic information scheduling modelhweitit simulated annealing-based penalty method, greedy hieurist
packet collisions. By adopting the linearity of state etqprat, method and approximated convex optimization method are
the fault estimator is proposed for the periodic system rhod@oposed. The tradeoff between execution time and achieved
with arbitrary sensor inputs. The fault estimation is ol¢ai control cost is analyzed for these methods.
after solving a deterministic quadratic minimization peoh 2) Event-Triggered SamplingThe communication system
of control systems by means of recursive calculation. Harevdesign for event-triggered sampling has mostly focuseden t
the scheduler of the wireless network does not consider aWAC layer. In particular, most researches focus on conbenti
realistic message delays and losses. based random access since it is suitable for these control
Routing and Traf ¢ Generation Controlin [189], the systems due to the unpredictability of the message geoarati
cross-layer optimized control (CLOC) protocol is proposetime.
for minimizing the worst-case performance loss of multiple Contention-based Acces3he tradeoff between the level
control systems. CLOC is designed for a general wireledweshold crossings in the control system and the packseos
sensor and actuator network where both sensor—controilerthe communication system have been analyzed inl[204],
and controller—actuator connections are over a multihophmd211], [206], [207], [208],[209],[[210]..[204] studies tlewent-
network. The design approach relies on a constrained mariggered control under lossy communication. The infoiorat
min optimization problem, where the objective is to maxienizis generated and sent at the level crossings of the plantibutp
the minimum resource redundancy of the network and tfidne packet losses are assumed to have a Bernoulli distibuti
constraints are the stability of the closed-loop contretegs independent over each link. The dependence between the
and the schedulability of the communication resources. Techastic control criterion on the level crossings and the
stability condition of the control system has been fornedat message loss probability is derived for a class of integrato
in the form of stochastic MATI constrairit [155]. The optimaplants. This allows the generation of a design guidelinehen t
operation point of the protocol is automatically set in termassignment of the levels for the optimal usage of communica-
of the sampling period, slot scheduling, and routing, and i®n resources.
achieved by solving a linear programming problem, which [211] provides an extension td_[204] by considering a
adapts to system requirements and link conditions. The pemulti-dimensional Markov chain model of the attempted and
formance analysis shows that CLOC ensures control stabilguccessful transmissions over lossy channel. In particala
and ful lls communication constraints while maximizingeh threshold-based event-triggering algorithm is used tostmzt
worst-case system performance. the control command from the controller to the actuator. By
[63] presents a case study on a wireless process contrombining the communication model of the retransmissions
system that integrates the control design and the wirelesgh an analytical model of the closed-loop performance,
routing of the WirelessHART standard. The network supporéstheoretical framework is proposed to analyze the tradeoff
two routing strategies, namely, single-path source rgutitetween the communication cost and the control performance
and multi-path graph routing. Remind that the graph routirand it is used to adapt an event threshold. However, the
of the WirelessHART standard reduces packet loss througtoposed Markov chain only considers the packet loss as
path diversity at the cost of additional overhead and energyBernoulli process and it does not capture the contention
consumption. To mitigate the effect of packet loss in thigetween multiple nodes. On the other hand, schedule-based
WNCS, the control design integrates an observer based amtess, in which the nodes are assigned xed time slots inde-
an extended Kalman lter with a MPC and an actuator buffggendent of their message generation times, is considerad as
of recent control inputs. The experimental results show thalternative to random access for event-triggered congt. [
sensing and actuation can have different levels of robastnélowever, this introduces extra delay between the triggeoin
to packet loss under this design approach. Speci cally,levhian event and a transmission in its assigned slot.
the plant state observer is highly effective in mitigatitggt  [206] analyzes the event-based NCS consisting of multi-
effects of packet loss from the sensors to the controller, thle linear time-invariant control systems over a multiaiein
control performance is more sensitive to packet loss froen tklotted ALOHA protocol. The multichannel slotted ALOHA
controller to the actuators despite the buffered contrpliia. system is considered as the random access model of the
Based on this observation, the paper proposes an asymmetdng Term Evolution[[226]. The authors separate the resourc
routing con guration for sensing and actuation (sourcetiray allocation problem of the multichannel slotted ALOHA syste
for sensing and graph routing for actuation) to improve mant into two problems, namely, the transmission attempt proble
performance. and the channel selection problem. Given a time slot, each
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control loop decides locally whether to attempt a transmisters that are to be estimated during execution. Techniques
sion based on some error thresholds. A local thresholdeba$em distributed optimization and adaptive MDPs are used
algorithm is used to adapt the error thresholds based on thedevelop distributed self-regulating event-triggerst thdapt
knowledge of the network resource. When the control lodhpeir request rate to accommodate a global resource coristra
decides to transmit, then it selects one of the availablaméla In particular, the dual price mechanism forces each system t
in uniform random fashion. adjust their event-triggering thresholds according to ttital
Given plant and controller dynamics| _[207] proposesansmission rate.
control-aware random access policies to address the eaupli Self-triggered Control and Mixed ApproacBelf-triggered
between control loops over the shared wireless channel. dampling allows to save energy consumption and reduce the
particular, the authors derive a suf cient mathematicaldio contention delay by predicting the level crossings in thart,
tion for the random access policy of each sensor so thatsi, explicitly scheduling the corresponding transmissi@&i],
does not violate the stability criterion of other controbps. [218], [205], [62]. The sensor nodes are set to sleep mode unt
The authors only assume the packet loss due to the intecerethe predicted level crossing. [218] proposes a new apprimach
between simultaneous transmissions of the network. They pensure the stability of the controlled processes over aeshar
pose a mathematical condition decoupling the control lood&EE 802.15.4 network by self-triggered control. The self-
Based on this condition, a control-aware random accessypoliriggered sampler selects the next sampling time as a fumcti
is proposed by adapting to the physical plant states medisuoé current and previous measurements, measurement time
by the sensors online. However, it is still computationallgielay, and estimated disturbance. The superframe duratidn
challenging to verify the condition. transmission scheduling in the contention free period &HE
Some event-triggered sampling appproaches|[208].[208D2.15.4 are adapted to minimize the energy consumption
[210Q] use the CSMA protocol to share the network resourcehile meeting the deadlines. The joint selection of the sam-
[208] analyzes the performance of the event-based NCSs witling time of processes, protocol parameters and schegulin
the CSMA protocol to access the shared network. The authaitows to address the tradeoff between closed-loop system
present a Markov model that captures the joint interactiopsrformance and network energy consumption. However, the
of the event-triggering policy and a contention resolutiodrawback of this sampling methodology is the lack of its
mechanism of CSMA. The proposed Markov model basicallpbustness to uncertainties and disturbances due to the pre
extends Bianchi's analysis of IEEE 802.11 [227] by decouwetermined control and communication models. The explicit
pling interactions between multiple event-based systefttseo  scheduling for self-triggered sampling is, therefore ergly
network. extended to include additional time slots in the commuincat
[209] investigates the event-triggered data scheduling s¢hedule not assigned apriori to any nodes [81]. In the case
multiple loop control systems communicating over a shared the presence of disturbance, these extra slots are used
lossy network. The proposed error-dependent schedulimgan event-triggered fashion. The contention-based nando
scheme combines deterministic and probabilistic app@gchaccess is used in these slots due to the unpredictabilitiyeof t
This scheduling policy deterministically blocks transsid®m transmissions.
requests with lower errors not exceeding prede ned thrielsho  In [205], a joint optimization framework is presented,
Subsequently, the medium access is granted to the remainwvttere the objective is a function of process state, cost of
transmission requests in a probabilistic manner. The rgessshe actuations, and energy consumption to transmit control
error is modeled as a homogeneous Markov chain. The a®mmands, subject to communication constraints, limited c
alytical uniform performance bounds for the error variangeabilities of the actuators, and control requirements. [gVhi
is derived under the proposed scheduling policy. Numerictle self-triggered control is adopted, with the controliigr
results show a performance improvement in terms of errnamically determining the next task execution time of the
level with respect to the one with periodic and randomactuator, including command broadcasting and changing of
scheduling policies. action, the sensors are assumed to perform sampling peri-
[210] proposes a distributed adaptation algorithm for awdically. A simulated annealing based algorithm is used for
event-triggered control system, where each system adjustdine optimization, which optimizes the sampling intdsva
its communication parameter and control gain to meet the addition, the authors propose a mechanism for estimating
global control cost. Each discrete-time stochastic lisyatem and predicting the system states, which may not be known
is coupled by the CSMA model that allows to close onlgxactly due to packet losses and measurement noise.
a limited number of feedback loops in every time instant. [62] proposes a joint design approach of control and adap-
The backoff intervals of CSMA are assumed to be exptive sampling for multiple control loops. The proposed nogth
nentially distributed with homogeneous backoff exponentsomputes the optimal control signal to be applied as well
Furthermore, the data packets are discarded after theetimibs the optimal time to wait before taking the next sample.
number of retransmission trials. The individual cost fimtt The basic idea is to combine the concept of the self-trigtjere
is de ned as the linear quadratic cost function. The desiggampling with MPC, where the cost function penalizes the
objective is to nd the optimal control laws and optimal eten plant state and control effort as well as the time intervdllun
triggering threshold that minimize the control cost. Theige the next sample is taken. The latter is considered to gemerat
problem is formulated as an average cost Markov Decisiam adaptive sampling scheme for the overall system such that
Process (MDP) problem with unknown global system pararthe sampling time increases as the system state error goes
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to zero. In the multiple loop case, the authors also present
transmission scheduling algorithm to avoid the con icts. oletoe r '_LI: :

[83] proposes a mixed self-triggered sampling and event o337 % o o L]
triggered sampling scheme to ensure the control stabifity of e | e ﬂ e ’l

. . . . [ X o le

NCSs, while improving the energy ef ciency of the IEEE |
802.15.4 wireless networks. The basic idea of the mixec
approach is to combine the self-triggered sampling and thi
event-triggered sampling schemes. The self-triggereghbam
scheme rst predicts the next activation time of the event-
triggered sampler when the controller receives the sensing— - i .
information. The event-triggered sampler then begins ta-md'9: 14: WSN testbed in Bryan Hall and Jolley Hall of Washington
. . . . University in St. Louis.
itor the prede ned triggering condition and computes thgtne
sampl!ng instance. Compared to th_e typical event—tnggergre then fed again into TOSSIM, which delays or drops the
sampling, the sensor does not continuously check the event-

riggered condition, since the self-triggered samplingneo packets and sends the outputs to the actuators. Furthermore

: . it is also possible to use the experimental wireless trates o
ponent of the proposed mixed scheme estimates the n, . .
. T . N testbed as inputs to the TOSSIM simulator.

sampling a priori. Furthermore, compared with the alone . . . .

L . ) . The Cyber-Physical Laboratory of Washington University in
utilization of self-triggered sampling, the conservatiges ; .
. . . : St, Louis has developed an experimental WSN testbed to study
is reduced, since the event-triggered sampling Compon%rﬁtd evaluate WSN protocols [237]. The system comprises a
extends the sampling interval. By coupling the self-triggke P N ) Y P

and event-triagered samoling in a unied framework th(getwork manager on a server and a network protocol stack
roposed schgegme extendg thge inactive period of the V\;irelé@) lementation on TinyOS and TelosB nodes [238]. Each
brop P node is equipped with a TI MSP430 microcontroller and a Tl

network and reduces the conservativeness induced by the s 2420 radio compatible with the IEEE 802.15.4 standard.

agred saping o gutarice he hoh ene <ty 13 hows ihe deplomen: of e nodes it canpus
' building. The testbed consists of 79 nodes placed throughou
several of ce areas. The testbed architecture is hieraathi
in nature, consisting of three different levels of deploytne
In contrast to previous surveys of WSN testbeds [228ensor nodes, microservers, and a desktop class host/serve
[229], [230], we introduce some of our representative WNC@achine. At the lowest tier, sensor nodes are placed thamigh
testbeds. Existing WNCS research often relies on smaléscéhe physical environment in order to take sensor readings
experiments. However, they usually suffers from limitezesi and/or perform actuation. They are connected to microserve
and cannot capture delays and losses of realistic largées#e at the second tier through a USB infrastructure consisting
networks. Several simulation tool5s [231], [232], [233] aref USB 2.0 compliant hubs. Messages can be exchanged
developed to investigate the NCS research. Unfortunatiely, between sensor nodes and microservers over this intenfiace i
ulation tools for control systems often lack realistic misd# both directions. In the testbed, two nodes are connected to
wireless networks that exhibit complex and stochastic beha each microserver, typically with one microserver per room.
in real-world environments. In this section, we describ@éh The nal tier includes a dedicated server that connects ko al
WNCS testbeds, namely, cyber-physical simulator and WS the microservers over an Ethernet backbone. The server
testbed, building automation testbed, and industrial ggs8c machine is used to host, among other things, a database
testbed. containing information about the different sensor noded an
the microservers they are connected to.

7

of [ofo

VIIl. EXPERIMENTAL TESTBEDS

A. Cyber-Physical Simulator and WSN Testbed

Wireless cyber-physical simulator (WCPS) [234] is deB- Building Automation Testbed
signed to provide a realistic simulation of WNCS. WCPS Heating, Ventilation and Air Conditioning (HVAC) systems
employs a federated architecture that integrates Simuditink guarantee indoor air quality and thermal comfort levels in
simulating the physical system dynamics and controlland, abuildings, at the price of high energy consumption] [39]. To
TOSSIM [235] for simulating wireless networks. Simulinkreduce the energy required by HVAC systems, researchers
is commonly used by control engineers to design and stulgve been trying to ef ciently use thermal storage capesiti
control systems, while TOSSIM has been widely used wf buildings by proposing advanced estimation and control
the sensor network community to simulate WSNs based sohemes by using wireless sensor nodes. An example HVAC
realistic wireless link models [236]. WCPS provides an apetestbed is currently comprised of the second oor of the
source middleware to orchestrate simulations in Simulimit aelectrical engineering building of the KTH campus and is
in TOSSIM. Following the software architecture in WCPS, thdepicted in Fig[I5. This oor houses four laboratories, an
sensor data generated by Simulink is fed into the WSN simafce room, a lecture hall, one storage room and a boiler
lated using TOSSIM. TOSSIM then returns the packet delaygsom. Each room of the testbed is considered to be a thermal
and losses according to the behavior of the network, whieh aone and has a set of wireless sensors and actuators that can
then fed to the controller of Simulink. Controller commandbe individually controlled. The WSN testbed is implemented
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Fig. 17: Coupled tank system setup and its diagram.

Fig. 15:HVAC testbed at the second oor of the Q-building at KTH.Code is integrated in the application through a MathScript
Each of the ve rooms considered contain sensors and actuaged zone.
for HVAC control. Additional sensors are located in the abor and

outside of the building.
C. Industrial Process Testbed

HVAC Testbed S o .
cebec Berver The control of liquid levels in tanks and ows between

tanks are basic problems in process industry [241]. Liquids
need to be processed by chemicals or mixed treatment in
tanks, while the levels of the tanks must be controlled and
t Web browser the ows between tanks must be regulated. Eig. 17 depicts the
@ experimental apparatus and a diagram of the physical system
used in [81]. The coupled tank system consists of a pump,
i a water basin and two tanks of uniform cross sections|[242].
The system is simple, yet representative testbed of dyrsamfiic
water tanks used in practice. The water in the lower tank ows
} } to the water basin. A pump is responsible for pumping water
from the basin to the upper tank, which then ows to the lower
Fig. 16: HVAC system architecture. Users are able to design expewﬁnk' The holes in each of the tanks have th_e same diameter.
ments through a LabVIEW application and remotely connegheo 1he controller regulates the level of water in the upper or
HVAC testbed. Additionally, through a web browser any usan c lower tank. The sensing of the water levels is performed by
download experimental data from the testbed database. pressure sensors placed under each tank. The processlcontro
testbed is built on multiple control systems of Quanser &edip
on TinyOS and TelosB nodes [238]. The testbed consists tahks [243] with a wireless network consisting of TelosB
12 wireless sensors measuring indoor and outdoor tempatades. The control loops are regulating two coupled tank
ture, humidity, CO2 concentrations, light intensity, ogancy processes, where the tanks are collocated with the sensors
levels, and events like door/windows openings/closings #nd actuators and communicate wirelessly with a controller
several rooms. Note that the nodes are equipped with ordboaode. A wireless node interfaces the sensors with an analog-
humidity, temperature, and light sensors, and externamsn to-digital converter, in order to sample the sensors fohbot
such as CO2 sensors by using an analog-to-digital convett@mks. The actuation is implemented through the digital-to
channel on the 16-pin Telosb expansion area. Furtherma#@alog converter of the wireless actuator node, conneoted t
laboratory A225 includes a people counter to measure the ampli cation circuit that will convert the output voltagpf
occupancy of the laboratory. The collection tree protosol the pump motor.
used to collect the sensor measurements through the multiho
networks|[239]. The actuators are the ow valve of the heatin
radiator, the ow valve for the air conditioning system, taie IX. OPENCHALLENGES AND
vent for fresh air ow at constant temperature, and the aitve FUTURE RESEARCHDIRECTIONS

for air exhaust to the corridor. , _ Although a large number of results on WSN and NCSs
An overview of the testbed architecture is shown in Eig. 16,6 reported in the literature, there are still a number of
The HVAC testbed is developed in LabVIEW and is Comp”seéjnallenging problems to be solved out, some of them are

of two separate components; the experimental applicatiBFbsented as follows.

and a database/web server systeém [240]. The database is

responsible for logging the data from all HVAC components ) )

in real-time. On the other hand, the experimental appticais A Tradeoff of Joint Design

developed by each user and interacts with the data-loggidg a The joint design of communication and control layers
supervisory control module in the testbed server, which- cois essential to guarantee the robustness, fault-toleyaarud
nects to the programmable logic controller. This componergsilience of the overall WNCS. Several different appresch
allows for real-time sensing, computation, and actuatitven of WNCS design are categorized dependent on the degree
though the application is developed in LabVIEW, MATLABof the interaction. Increasing the interaction may improve

Data-logging and
H Supervisory
Control module
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the control performance but at the risk of high complexitinstance, the usage of stochastic MATI and MAD constraints
of the design problem and thus eventually leading to tHer the control system in [4], [190] enables the generatibn o
fundamental scalability and tractability issues. Hengeisi ef cient solution methodologies for the joint optimizaticof
critical to quantify the bene t of the control performanceda these systems.
cost of the complexity depending on the design approaches.
The benet of the adaptation of the design parametets Communication System Abstraction
signi cantly depends on the dynamics of control systems. . . L
S Ef cient abstractions of communication systems need to

Most researches of control and communication focus M . - ) .

: . be included to achieve the benet of joint design while
the design of the controller or the network protocol with

. L . . _reducing complexity for WNCS. Both interactive and joint
certain optimization problems for the xed sampling pemodOI .
esign approaches mostly focus on the usage of constant

Some NCS researches propose possible alternatives togﬁeéransmit power and rate at the physical layer to simplify

sampling periods based on the stability analysis [104]],[5 : .
[105]. However, they do not consider the fundamental trﬁdeohe problem. However, variable transmit power and rate have

. . . Iready been supported by network devices. The integration
between QoS and sampling period of wireless networks, Wh@? the variability of time slots with variable transmit powe

the ada_\ptlve samphng perlod_ might provide cor_1t_ro| perfo[,md rate has been demonstrated to improve the communication
mance improvement, it results in the complex stability peab . - .
: . energy consumption signi cantly [6], [87]. This work shalul
of the control systems and requires the real-time adaptatio . S
: . : v be extended to integrate power and rate variability into the
wireless networks. Real-time adaptation of the samplingpde WNCS desian approaches
might be needed for the fast dynamical system. On the other, gn app !

hand. it mav iust increase the complexity and imolemenati Bernouilli distribution has been commonly used as a packet
’ Y] piexity P foss model to analyze the control stability for simplicitiow-

overhgad for slow: control systems_. _Hence_, it is critical t8ver, most wireless links are highly correlated over timd an
quantify the bene t and cost of the joint design approach for . . .
control and communication Svstems Space in practice [164], [165]. The time dependence of gacke
y ' loss distribution can signi cantly affect the control sgst
performance due to the effect of consecutive packet losses o
B. Control System Requirement the control system performance. The packet loss deperesenci

Various technical approaches such as hybrid SySteﬁ}hOUId be ef ciently integrated into the interactive andnjo

Markov jump linear system, and time-delay system are usegSlgn approaches.
to analyze the stability of NCSs for different network as-
sumptions. The wireless network designers must carefulyy Network Lifetime
consider the detailed assumptions of NCS before using theitSafety-critical control systems must continuously operat
results in wireless network design. Similarly, controlteys the process without any interruptions such as oil re ning,
designers need to consider wireless network imperfectiocisemicals, power plants, and avionics. The continuousasper
encompassing both message dropout and message delagioimrequires infrequent maintenance shut-downs suchras se
their framework. While some assumptions of control systeamnual or annual since its effects of the downtime losses may
design affect the protocol operation, other assumptiong menge from production inef ciency and equipment destriati
be infeasible to meet for overall network. For instance, the irreparable nancial and environmental damages. On the
protocol operation should consider the hard/soft samplimgher hand, energy constraints are widely regarded as a fun-
period to check whether it is allowed to retransmit the ot#da damental limitation of wireless devices. The limited life¢
messages over the sampling period. On the other hand, if thee to the battery constraint is particularly challengiog f
NCS design requires a strict bound on the maximum allowabBNCS, because the sensors/actuators are attached to the mai
number of consecutive packet losses, this cannot be achiepéysical process or equipment. In fact, the battery rephece:
by the wireless system, in which the packet error probabilimay require the maintenance shut-downs since it may be not
is non-zero at all times. possible to replace while the control process is operating.
Numerical methods are mostly used to derive feasible setsRecently, two major technologies of energy harvesting and
of wireless network requirements in terms of message losfreless power transfer have emerged as a promising tech-
probability and delay to achieve a certain control systenology to address lifetime bottlenecks of wireless network
performance. Even though all these feasible requiremeeét mSome of these solutions are also commercially available and
the control cost, it may give signi cantly different networ deployed such as ABB WISA [17] based on the wireless power
costs such as energy consumption and robustness and thaissfer for the industrial automation and EnOcean [244]
eventually affect the overall control systems. There are twased on the energy harvesting for the building automation.
ways to solve these problems. The rst one is to providd/NCS using these energy ef cient technologies encounters
ef cient tools quantifying feasible sets and correspomdinnew challenges at all layers of the network design as well
network costs. Previous researches of WNCS still lack of tlas the overall joint design approach. In particular, thetjoi
comparison of different network requirements and theieaff design approach must balance the control cost and the retwor
on the network design and cost. The second one is to plifetime while considering the additional constraint oreth
vide ef cient abstractions of both control and communioati arrival of energy harvesting. The timing and amount of eperg
systems enabling the usage of non-numerical methods. Rarvesting may be random for the generation of energy from
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natural sources such as solar, vibration, or controllectHer such as LoRa [23], NB-loT [24], Sigfox [253], and LTE-
RF, inductive and magnetic resonant coupling. M [254] are proposed to provide the low data rate communi-
cations of battery operated devices. LTE-M and NB-IoT use
a licensed spectrum supported by 3rd Generation Partpershi
Project standardization. On the other hand, LoRa and Sigfox
Recently, machine-type communication with ultra-rel@blrely on an unlicensed spectrum.
and ultra-low latency requirements has attracted much-inte The wireless channel behavior of LPWANS is signi cantly
est in the research community due to many control relateifferent from the behavior of the short-range wirelessneie
applications in industrial automation, autonomous ddyin commonly used in WNCS standards, such as WirelessHART,
healthcare, and virtual and augmented reality [245], [24@luetooth, and Z-wave, due to different multi-path fading
[247]. In particular, the Tactile Internet requires thereriely characteristics and spectrum usage. Thus, the design of the
low latency in combination with high availability, relidlty —physical and link layers is completely different. Moreqwée
and security of the network to deliver the real-time contrgirotocol design needs to consider the effect of the inteepe
and physical sensing information remotely [3]. tion of different protocols of LPWANSs on the overall message
Diversity techniques, which have been previously proposeeélay. Hence, the control system engineers must validate th
to maximize total data rate of the users, are now being adapfeasibility of the traditional assumptions of wirelessweiks
to achieve reliability corresponding to packet error ptulily for WNCS based on LPWANs. Furthermore, the network
on the order ofL0 ° within latency down to a millisecond or architecture of LPWAN must carefully adapt its operation
less. The ultra-low latency requirement may prohibit thke soin order to support the real-time requirements and control
usage of time diversity in the form of automatic-repeatuesy message priority of large scale control systems.
(ARQ), where the transmitter resends the packet in the case
of packet losses, or hybrid ARQ, where the transmitter sends X. CONCLUSIONS

incremental redundancy rather than the whole packet asgumi Wireless networked control systems are the fundamental

the processing of all the information available at the nezei technology of the safetv-critical control svstems in m
Therefore, [248], [249], [250], [251] have investigatece th. logy arety . 0! 5y N Mareas,
. oL ) including automotive electronics, avionics, building @ut-
usage of space diversity in the form of multiple antennas at . . . . . . .
; . o - fion, and industrial automation. This article provided totial
the transmitter and receiver, and transmission from mieltip ) . .
. and reviewed recent advances of wireless network design
base stations to the user over one-hop cellular networlesé&'h

- . _and optimization for wireless networked control systems. W
schemes, however, mostly focus on the reliability of a ®ngl;. e . . iy
. ) . ; discussed the critical interactive variables of commuinca
user [248], [251], multiple users in a multi-cell interface

. ) . .and control systems, including sampling period, message
scenario [249], or multiple users to meet a single deadllr(wjeela message dropout. and enerav consumption. We then
for all nodes [250]. [252] extended these works to consid Y, 9 pout, gy pron.

r :
the separate packet generation times and individual pacéés[cussed the effect of wireless network parameters arail p

. . . . . . ocol layers on the probability distribution of these itetive
transmission deadlines of multiple users in the high rdligib : ; . )
communication variables. Moreover, we reviewed the analysis and design of

The previous work on WNCS only investigated the timecoerI systems that consider the effect of various subsfets

. . . . LS interactive variables on the control system performange. B
and path diversity to achieve very high reliability and ver L . :
L ; . tonsidering the degree of interactions between control and
low latency communication requirements of correspondi

n C Y . :
applications, as explained in detailed above. The timerslitye Eommunication systems, we discussed two design approaches

. . . . ._interactive design and joint design. We also describe some
mechanisms either adopt ef cient retransmission mecmagis . . o .
A S o ractical testbeds of WNCS. Finally, we highlighted major
to minimize the number of bits in the retransmissions at the . . . . . .
existing research issues and identi ed possible futureassh

Girections in the analysis of the tradeoff between the beot
diversity is based on the identi cation of multiple disjoin the _control performance E.md cost of the complexity in thatj(.)'
design, efcient abstractions of control and communicatio

paths from source to destination to guarantee the rou“ggstems for their usage in the joint design, inclusion ofigpe

reliability against node and link failures. The extensidn cﬁarvesting and diversity techniques in the joint design and

these techniques to mcIuQe other diversity mechan.|s e S%xtension of the joint design to wide-area wireless netedrk
as space and frequency in the context of ultra-reliablea ultr

L2 . ) control systems.
low latency communication, requires reformulation of the

joint design balancing control cost and network lifetimedan
addressing new challenges at all layers of the network desig

E. Ultra-Reliable Ultra-Low Latency Communication

slots given the link quality statistics. On the other harathp
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