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We consider a cryptographically motivated framework for quantum metrology in the presence
of a malicious adversary. We begin by devising an estimation strategy for a (potentially) altered
resource (due to a malicious adversary) and quantify the amount of bias and the loss in precision as a function of the introduced uncertainty in the resource. By incorporating an appropriate
cryptographic protocol, the uncertainty in the resource can be bounded with respect to the soundness of the cryptographic protocol. Thus the effectiveness of the quantum metrology problem can
be directly related to the effectiveness of the cryptography protocol. As an example, we consider
a quantum metrology problem in which resources are exchanged through an unsecured quantum
channel. We then construct two protocols for this task which offer a trade-off between difficulty of
implementation and efficiency.

By using quantum systems as probes to measure unknown parameters, quantum metrology offers precision
and sensitivity not possible classically [1, 2]. On the
other hand, quantum cryptography uses quantum systems to detect, and hence avoid the effects of, malicious
behaviour [3]. It is natural to want to combine these
two features, in particular with the advance of a quantum internet [4] where we expect entangled states to act
as resources for a variety of tasks, including networks of
sensors, and to be shared around over potentially unsecured channels. There have been exciting steps in this
direction (e.g. [5–10]); however, to date there is a lack of
clear framework and definitions of security, which, as we
will see, poses the danger that protocols are left open to
unforeseen attacks.

and malicious.

In a (potentially) malicious setting, the quantum system used as a probe is vulnerable to attacks which alter
said probe in an undesirable and unknown fashion. This
added uncertainty directly affects the precision related to
the estimation portion of the quantum metrology problem. However, quantifying the effects of said uncertainty
is far from trivial. In theory, the quantum Fisher information (QFI) is an ultimate bound on the attainable precision when estimating the unknown parameter [11, 12].
In practice however, the precision is related to the estimation strategy (the methodology of treating the measurement results). The bound set by the QFI can only be
obtained when the estimation strategy is unbiased, that
is, the expected estimate is the true value of the unknown
parameter. It is not immediately evident how to process
the measurement results if the quantum system had been
tampered with in an unknown fashion. More so, how
does one ensure their estimator is unbiased? This task is
more difficult than a noisy quantum metrology problem
[13, 14], where noise alters the quantum state according
to a specified model. We are proposing a setting where
the altercation by an adversary is completely unknown

To gauge the utility of the presented framework,
we present two cryptographic protocols for a quantum
metrology problem in which resources are shared over
unsecured quantum channels. We imagine this setting
arising in quantum networks where different nodes have
asymmetric capabilities, for example one node may be
optimized for initializing quantum states, where another
node is designed for quantum measurements. From a
functional standpoint, the two protocols are nearly identical; however, the encryption and decryption methods
vary drastically from a complexity standpoint and ease of
implementation. We show that both protocols are completely private and derive a bound on the soundness of
the protocols. Combining everything, we derive a bound
on the required number of additional resources to (approximately) recover the same precision one would obtain in a setting sans adversary. We show that the more
complex protocol requires an additional log-linear number of total qubits to maintain the same level of precision, whereas the simpler protocol requires an additional
quadratic number of total qubits to achieve the same feat.
Furthermore, this setting and the protocols naturally ex-

In this article we formalize cryptographically secure
quantum metrology. We incorporate core concepts frequently used in quantum cryptography within this framework, including (i) privacy: the notion that an adversary cannot gain information, (ii) soundness: a measure
of detecting any malicious activity, and (iii) integrity:
the ability to retain the quantum state and functionality in the presence of malicious adversaries. Specifically,
we propose an estimation strategy when the added uncertainty is small, which can be certified incorporating
an appropriate cryptographic protocol. From a quantum metrology perspective, we show that the integrity of
the estimation strategy can be related to the notion of
soundness.
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with probability Tr Πi ρθ , and hence E(mj ) = f (θ) ∀j.
With sufficient measurement results, ν  1, fˆ will fluctuate close to f (θ), and the error propagation formula
states that the mean squared error with respect to the
estimation of θ is

∆2 θ̂ = E (θ̂ − θ)2 =

∆2 fˆ
∆2 Oρθ
=
,
|∂ hOiρθ |2
ν|∂ hOiρθ |2

(2)
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FIG. 1. An unknown parameter θ is encoded into a quantum
state ρ via a CPTP map Λθ , after which a measurement is
performed. This is repeated ν times and the measurement
results m1 , m2 , . . . , mν are used to construct an estimate θ̂.

tend to more involved settings over a multipartite quantum network, a popular topic in the quantum metrology
and sensing community [5, 15–17].
We begin by reviewing a standard estimation strategy
of inferring the value of an unknown parameter using
an observable. This will be the foundation of the proposed estimation strategy in the presence of an adversary. This strategy is commonly referenced in phase estimation problems as the precision limited by the QFI can
be saturated with a simple measurement scheme [1, 18].
For all intents and purposes, we will remain completely
general, i.e., an unknown parameter is encoded into an
n qubit quantum state ρ via a completely positive tracepreserving (CPTP) map Λθ : ρ → ρθ . Next, ρθ is measured with respect to the eigenbasis of an observable O.
Assuming that the measurement is appropriately chosen,
the distribution of the measurement results will be dependent on θ. By repeating the prepare and measure
portion of the quantum metrology problem sufficiently
many times, one can construct a high precision estimate
θ̂. The process is illustrated in Figure 1. We use the
ˆ to indicate an estimate and to differentiate it
notation 
from the true value.
Specifically, one uses the measurement results to estimate the quantity f (θ) = hOiρθ = Tr(Oρθ ), after which
the inverse function f −1 is applied to obtain an estimate of θ [18]. We denote the initial estimate by fˆ,
thus θ̂ = f −1 (fˆ). Suppose that O has eigenvalues {oi }
with associated projectors of its eigenbasis {Πi }. If the
jth measurement outcome is Πi one sets mj = oi , from
which one constructs the estimate
ν
1X
fˆ =
mj .
ν j=1

(1)

The above estimate is unbiased because mj = oi occurs

where ∆2 Oρθ = hO2 iρθ − hOiρθ is the variance of the
observable O with respect to ρθ .
Next, consider an analogous setting where a malicious
adversary may have tampered with the resources, such
that the measurement results are obtained from the nν
qubit quantum state ρ0 (as opposed to ρ⊗ν
in the ideal
θ
setting). Notice that we do not assign a subscript of θ to
this resource, or assume many copies of identical copies
using the superscript ⊗ν. This is because no assumptions
are made about the actions of the adversary, e.g., they
may replace ρθ with a completely unknown state, nor
do they necessarily act uniformly, and finally, they may
replace the overall resource by a giant entangled quantum
state. Of course, for the estimate to be meaningful in the
presence of an adversary, we impose that the quantum
state is close to the ideal resource,
ν
1X
D(ρ0(j) , ρθ ) ≤ ε,
ν j=1

(3)

where ρ0(j) is a reduced state with all but the jth block
of n qubits of ρ0 traced out, and D is the trace distance.
We will later show that this can be certified using an
appropriate cryptographic protocol. We use the notation
0 to indicate a quantity in the malicious setting.
As eluded to earlier, devising an unbiased estimation
strategy in the presence of an adversary is far from trivial.
Instead, we propose the same strategy one would use
in the ideal setting, i.e., constructing an estimate fˆ0 of
f (θ) and setting θˆ0 = f −1 (fˆ0 ). Here, fˆ0 is constructed
in the same way of fˆ: the jth block of n qubits of ρ0 is
measured with respect to the eigenbasis of O and if Πi
is the outcome of the measurement, then m0j = oi and
Pν
fˆ0 = ν1 j=1 m0j .
Such an estimate
 is (potentially) biased because
E(m0j ) = Tr Oρ0(j) is not guaranteed to be equal to f (θ)
for all j. Eq. (3) imposes that ρ0 is close to ρ⊗ν
θ , and although there may be a better estimation strategy for a
specific resource which satisfies Eq. (3), due to the lack of
additional information, the best strategy is to construct
the estimate as if it was the ideal resource. Nonetheless,
the amount of bias can be bounded using the fact that
for any POVM {Fi } and two quantum states ρ1 and ρ2
[19]

1X
| Tr Fi (ρ1 − ρ2 ) | ≤ D(ρ1 , ρ2 ),
2 i

(4)
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and thus
|E(fˆ0 − fˆ)| =

≤

1
ν
2o
ν

ν
X
j=1
ν
X


Tr O(ρ0(j) − ρθ )
D(ρ0(j) , ρθ )

(5)

j=1

≤ 2oε,
where o is the maximum magnitude of the eigenvalues of
O.
Assuming that ε2  1 is sufficiently small, fˆ0 will still
fluctuate close enough to f (θ) such that the linear expansion of f −1 (fˆ0 ) is a valid approximation. This has two
implications: the first is that the bias introduced to the
estimation of θ is linear,
|E(θ̂0 − θ̂)| =

|E(fˆ0 − fˆ)|
,
|∂ hOiρθ |

(6)

and the second is that the precision is similarly obtained
from the error propagation formula,
∆2 θ̂0 =

∆2 fˆ0
.
|∂ hOiρθ |2

(7)

The difference in precision can be computed using a similar technique as per the bound on the bias. Note that

∆2 fˆ0 = E (fˆ0 − f (θ))2

= E (fˆ0 − E(fˆ0 ) + E(fˆ0 ) − E(fˆ))2
= E(fˆ02 ) − E(fˆ0 )2 + E(fˆ0 − fˆ)2
ν

1 X
= 2
Tr Õρ0(j) ⊗ ρ0(j) + E(fˆ0 − fˆ)2 ,
ν j=1

(8)
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where Õ = O ⊗I−O⊗O is an observable whose eigenvalues have a magnitude bounded by 2o2 . Using the same
reasoning as found in Eq. (5), it follows that
|∆2 fˆ0 − ∆2 fˆ ≤

ν
4o2 X
D(ρ0(j) ⊗ ρ0(j) , ρθ ⊗ ρθ ) + 4o2 ε2
ν 2 j=1

≤8o2 εν −1 + 4o2 ε2 ,
(9)
where the triangle inequality D(ρ1 ⊗ ρ1 , ρ2 ⊗ ρ2 ) ≤
2D(ρ1 , ρ2 ) is used in the final inequality.
Theorem 1: Bounds on the bias and difference in precision. If a resource satisfies Eq. (3), the estimate bias is
bounded via
E(θ̂0 ) − E(θ̂) ≤

2oε
|∂ hOiρθ |

(10)

and the difference in precision is bounded via
∆2 θ̂0 − ∆2 θ̂ ≤

4o2 (2εν −1 + ε2 )
.
|∂ hOiρθ |2

(11)

We immediately observe that the added biases do not
vanish as ν increases. This is due to the fact that ε is not
explicitly dependent on ν, and thus uncertainty can be
introduced to each measurement outcome. Additionally,
the biases scale inversely with |∂ hOiρθ |; this is because
any uncertainty in the estimate of f (θ) translates to significantly more uncertainty after inverting the estimate
when hOiρθ is close to a local extrema. The final ob√
servation we make is that if ε ≤ ν −1 , then a similar
level of precision is achieved in an adversarial setting.
This result is not surprising because ∆2 θ̂ → 0 as ν → ∞.
Therefore, to maintain the desired precision, one requires
that the uncertainty in the overall resource be infinitely
small: ε → 0. Note that Theorem 1 is not only of interest for malicious sources, but it holds for any source
which satisfies Eq. (3). For example, this may be simpler
to utilize than devising an unbiased estimator for a noisy
system with a complex noise model.
In the remainder of this article, we motivate the introduced framework for a parameter estimation strategy
in the presence of a malicious adversary. We consider
a quantum metrology problem where the resources are
exchanged over an unsecured quantum channel, the necessity for which may be because of asymmetric hardware capabilities. To circumvent a malicious eavesdropper from biasing the quantum state passing through the
quantum channel, we propose two protocols which prevent the eavesdropper from obtaining information about
the parameter (privacy) and allows the trusted parties
to detect any alterations done by the eavesdropper with
high probability (soundness). As a result, we will show
that we can certify that the effective resource used is close
to the ideal resource, as per Eq. (3) (integrity).
The construction of the two protocols makes use of
quantum authentication schemes [20–22]. The two protocols we outline are (i) a modified version of the trap
code [23], and (ii) a modified version of the Clifford code
[24]. Both protocols have a simplistic algebraic representation, while having substantially different requirements
for implementation. The Clifford code uses an arbitrary
operator from the Clifford group, Cm , to encode an m
qubit quantum state. In contrast, our version of the trap
code uses an arbitrary operator from the group of single qubit Cliffords, C1⊗m . As expected, the Clifford code
leads to much stronger soundness and integrity statements due to the additional entanglement gained from
the encryption, which conversely makes implementation
much more difficult.
For both protocols, Alice prepares an input state ρin ,
which is a combination of the quantum state designated
for quantum metrology, as well as t ancillary flag qubits.
An example of an input state is depicted in Figure 2(a).
The flag qubits are set to the |0i state and are intended to
act as traps. Their deterministic measurement results are
used to determine with high probability whether or not

4
~l = (l1 , . . . , lt ) of length t; this tuple contains the
index locations of the ancillary flag qubits.
(a) For the trap code, Ek ∈ C1⊗m .
(b) For the Clifford code, Ek ∈ Cm .
2. Alice creates the m = n + t qubit state ρin by inserting t ancillary flag qubits |0i at the positions
indexed by ~l, and the remaining n qubit state ρ is
the quantum state designated for quantum metrology.

FIG. 2. (a) The quantum state that Alice initializes, ρin , is a
combination of t ancillary flag qubits (randomly positioned)
as well as the quantum state ρ intended for quantum metrology. The flag qubits are indexed at positions l1 , l2 , . . . , lt and
give a means of detecting malicious interference. (b) Alice and
Bob share a classical key k which corresponds to the encryption (Ek ) and decryption (Dk ) operations. These operations
prevent a malicious eavesdropper, Eve, from accessing any
information about the quantum state being passed through
the quantum channel, despite Eve being able to perform any
CPTP map Γ. After performing the decryption operation,
Bob encodes Γθ onto the appropriate qubits and performs
the relevant measurements. If the measurement result of any
of the flag qubits is an unexpected output, then a malicious
adversary must have tampered with the quantum channel.

a malicious eavesdropper tampered with the quantum
channel.
After creating the input state, Alice encrypts it with a
Clifford operation. The set from which the Clifford operation is chosen is dependent on the protocol. By encrypting the quantum state before using the quantum channel,
it prevents any malicious eavesdroppers from extracting
information with regard to the quantum state. Bob can
recover the original quantum state upon receipt by performing the decryption operation, which in this case is
the inverse of the Clifford that Alice applied. Finally,
Bob measures the ancillary flag qubits in the computation basis. Bob will utilize the remaining quantum state
for quantum metrology (parameter encoding, measuring
an observable and constructing an estimate) if all of the
ancillary flag qubits measure as |0i; otherwise they discard the quantum state as someone must have tampered
with the quantum channel. This process is illustrated in
Figure 2(b).
Summary of the Protocols:
1. Prior to implementing the protocol, Alice and Bob
randomly select a key k ∈ K, which is linked to an
encryption operator Ek . Additionally, for the trap
code, the key contains information about a tuple

(a) When implementing the trap code, it is important that ~l is randomly chosen because the
encryption operation does not generate entanglement.
(b) When implementing the Clifford code, one can
set ~l to be fixed. This is because the encryption will generate entanglement between the
ancillary qubits and the rest of the quantum
state.
3. Alice encrypts the input state by applying the Clifford operator Ek . Bob decrypts the quantum state
by applying the inverse operator Ek† upon receipt.
4. Bob measures the ancillary flag qubits in the com⊗t
putational basis. The result is accepted if |0ih0|
is measured. The quantum state is discarded otherwise.
5. If the result is accepted, Bob encodes the unknown
parameter in the remaining qubits, which are measured in an appropriate basis to ultimately construct an estimate of said unknown parameter after
sufficiently many copies have been measured.
Theorem 2: Privacy. Let ρE be the m qubit quantum
state accessible to Eve; then, at any point Eve cannot
extract any information because

I
E ρE = m .
2

(12)

The proof of the result is given in the Appendix A. Note
that Figure 2(b) indicates that Bob performs Λθ after
Alice sends ρ through the quantum channel. However,
we can equally consider Alice sending ρθ through the
quantum channel. There the same protocol(s) could be
used, and having complete privacy is integral to prevent
Eve from learning any information about θ.
The other desired characteristic of the protocols is
soundness: the ability to detect any alterations by a malicious eavesdropper with high probability. We say the
protocol has soundness δ if, for any malicious attack Γ,

1 X
Tr Πk ρout (k, Γ) ≤ δ,
|K|
k∈K

(13)
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where K is the set of all possible classical keys k,
ρout (k, Γ) is the outputted quantum state after undergoing attack Γ and encryption described by key k, and Πk
is the projector onto the accepted output of the ancillary
flag qubits and the orthogonal complement of the ideal
output. In Appendix B we show that the trap code has
soundness δtrap = 3n
2t , and the Clifford code has soundness δcliff = 21t . These results are derived using twirling
lemmas [25] and a general Kraus decomposition of Γ.
It is important to understand that soundness is not
equivalent to the infidelity between the output and the
ideal output. Without loss of generality if the ideal output is a pure state, we can re-write Eq. (13) as


E pacc · 1 − F (ρid , ρ0 ) ≤ δ,

(14)

where ρ is the ideal output, pacc is the probability of accepting, and ρ0 is the output quantum state conditional
on the ancillary flag qubits measurement resulting in accept, where the latter two quantities are dependent on
the key k, but the subscripts are dropped for clarity. One
may desire a stricter bound on the fidelity F (ρid , ρ0 ) that
is conditional on measuring the ancillary flag qubits in an
accepted state. However, this is impossible with no restrictions on Γ [26]. Nevertheless, we make the following
claim:
pacc > α ∀k ⇒ 1 − F (ρid , ρ0 ) ≤ δ/α,

(15)

where we have relabeled ρ0 to be the expected output
state if the ancillary measurement results in accept. This
necessary step is frequently used by the verification community [27], and α is sometimes referred to as the statistical significance.
Recall that the quantum metrology protocol requires
ν copies of ρθ = Λθ (ρid ). Because the trace distance is
contractive under CPTP maps, by utilizing inequalities
between fidelity and trace distance [28], we can re-write
Eq. (15) as
ν
1X
D(ρ0(j) , ρθ ) ≤
ν j=1

r

δ
,
α

(16)

where the superscript (j) denotes the expected quantum
state after the jth output of the protocol is encoded by
Bob. By combining the above with Theorem 1, we obtain
the following:
Theorem 3: Integrity of the quantum metrology problem using the described cryptography protocols. After implementing the cryptographic protocols described earlier,
the quantum metrology scheme will have a bias bounded
by
2o
E(θ̂ ) − E(θ̂) ≤
|∂ hOiρθ |
0

r

δ
,
α

(17)

FIG. 3. Generalization to a multipartite setting, where a central node N0 distributes a portion of a quantum state among
external nodes N1 , . . . , Nk (in this depiction, k = 4). This
distribution is done through quantum channels and thus may
be vulnerable to a malicious eavesdropper, whose (potential)
interaction is depicted with a red ring. To ensure a sense of
security, the trusted nodes can adopt the trap code since the
decryption operations are all performed locally.

and the difference in precision (compared to the ideal
setting) is bounded via
r
δ −1 δ 
4o2
2 0
2
2
ν +
,
(18)
∆ θ̂ − ∆ θ̂ ≤
|∂ hOiρθ |2
α
α
1
with δtrap = 3n
2t when using the trap code and δcliff = 2t
when using the Clifford code. Thus, the number of ancillary qubits to retain the same level of precision is
ν
ttrap ≥ 3nν
2α using the trap code, and tcliff ≥ log2 α .
As the protocol is repeated ν times, this translates to
a quadratic increase in qubits for the trap code and a
log-linear increase for the Clifford code.
The work in [6] also addresses the distribution of entangled resources over quantum channels for quantum
metrology; however, with a more restricted Bob, so that
the measurement is also left to Alice, requiring the state
be sent back to Alice once Bob has done the encoding.
This could be desirable if we require that Bob does get
the information about the parameter. Though shown to
be secure against particular attacks considered, the protocol in [6] is unfortunately insecure in general. In particular, in Appendix D, we show that there exists an attack
which is undetectable and prevents the trusted parties
from learning any information about the unknown parameter, while the eavesdropper can learn some information about the unknown parameter. This highlights the
need for the approach in this work. Our protocol is easily
extended to cover this scenario and we show in Appendix
C that the soundness of the protocols in this situation is
1
δtrap = 9n
4t for the trap code and δcliff = 2t for the Clifford
code.
One could also consider generalizing the protocol to a
multipartite scenario, illustrated in Figure 3. This would
be a practical tool for any spatially distributed quantum
metrology scheme [5, 15–17]. Here, a central node is connected to external nodes via quantum channels, which

6
may be simultaneously intercepted by a malicious adversary. The central node sends a portion of an entangled
quantum state to each of the external nodes, after which
the external nodes encode a local parameter on their portion of the quantum state for a spatially distributed quantum metrology scheme. The trap code can be adopted in
this spatially distributed and multipartite setting since
the decryption operations are local, and thus recover the
same notions of privacy and soundness.
In this article we devised an estimation strategy for a
general quantum metrology problem in the presence of
the a malicious adversary. We quantify how the uncertainty in the resource biases the estimate of the unknown
parameter and decreases the overall precision. These results are similar in flavour to those of noisy quantum
metrology [13, 14]; however, crucially, here we make no
assumption on the type of ‘noise’ or that it acts honestly.
Of course, for the estimation results to be practical, we
must certify that the overall resource is at least similar to
the resource in the ideal setting sans malicious adversary,
given by Eq. (3). We demonstrate that such a statement
can be made by incorporating a cryptographic protocol
with a necessary notion of soundness.
The cryptographic scenario that we consider is when
the underlying quantum metrology problem utilizes an
unsecured quantum channel, similar to that of the work
in [6]. We present two completely private protocols,
which differ in practicability and efficiency. Although
the Clifford code is more efficient, the required entanglement is highly impractical. In contrast, the trap code is
only slightly more demanding than nonsecure versions,
requiring only local Clifford operations for encryption.
Although the results are derived with single parameter
quantum metrology in mind, the methodology used can
be easily extended to multiparameter estimation strategies [29, 30]. Similarly, we assumed a specific (common) estimation strategy; nonetheless, the mathematical
methodology can be adapted to other estimation strategies.
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Appendix A: Privacy of the Protocols

Recall that a protocol is completely private if an eavesdropper interacting with the quantum channel cannot distinguish the quantum state from the maximally mixed state. Without loss of generality, we can write that the quantum
state being encrypted by Alice or Bob is some m qubit quantum state
X
ρ = 2−m
Tr(ρP )P,
(A.1)
P ∈Pm

where Pm = {I, X, Y, Z}⊗m is the m dimensional Pauli group. When using the Clifford code, the effective state
viewed by an eavesdropper is
X X
ρeff = 2−m |Cm |−1
Tr(ρP )CP C † .
(A.2)
C∈Cm P ∈Pm

For every P 6= I, the sum over the Clifford group can be broken into pairs (C, C 0 ) of operators such that CP C † =
−C 0 P C 0† . Thus the only non vanishing term is P = I and
ρeff = 2−m Tr(ρI)I = I/2m .

(A.3)

Using similar logic, the same result can be shown when using the trap code encryption. By decomposing P =
P1 ⊗ . . . ⊗ Pm , where each Pi ∈ P1 , one can write that the effective state viewed by an eavesdropper is
ρeff = 2−m |C1⊗m |−1

X
P ∈Pm

Tr(ρP )

m X
O

CPi C † .

(A.4)

i=1 C∈C1

By the same intuition, the only non-vanishing term is when P1 = . . . = Pm = I, showing that the effective state seen
by an eavesdropper is the maximally mixed state.
Appendix B: Soundness of the Protocols

Prior to finding a bound for the soundness of the protocols, we first prove an analogue of the Pauli twirl lemma
[25], which states that for any m dimensional quantum state ρ, and Pauli operators Q 6= Q0 ∈ Pm
X
P † QP ρP † Q0 P = 0.
(B.1)
P ∈Pm

There is a similar result known as the Clifford twirl lemma [25] which states that given Q 6= Q0
X
C † QCρC † Q0 C = 0.
C∈Cm

(B.2)
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The encryption scheme for the trap code uses operators from the group C1⊗m . Thus, we wish to show that
X

C † QCρC † Q0 C = 0

(B.3)

C∈C1⊗m

if Q 6= Q0 . To see that the same result is obtained, one can decompose the quantum state into a sum of Pauli operators
P = P1 ⊗ . . . ⊗ Pm and further decomposing each single qubit Pauli Pi in a diagonal form Pi = λPi ,1 |λPi ,1 ihλPi ,1 | +
λPi ,2 |λPi ,2 ihλPi ,2 |. The analogous sum then can be written as
X

X

C † Q1 CρC † Q2 C = 2−m

Tr(ρP )

P ∈Pm

C∈C1⊗m

m X
2 X
O

λPi ,j C † Qi C |λPi ,j ihλPi ,j | C † Q0i C.

(B.4)

i=1 j=1 C∈C1

Since Q 6= Q0 there exists some 1 ≤ i ≤ m where Qi 6= Q0i , and from the Eq. (B.2) we know that
X
C † Qi C |λPi ,j ihλPi ,j | C † Q0i C = 0

(B.5)

C∈C1

for any |λPi ,j ihλPi ,j |. Resulting in the whole expression being equal to zero.
The Trap Code

We wish to find a bound the quantity

1 X
Tr Πk ρout (k, Γ) ,
K

(B.6)

k∈K

where the key k encodes the choice of encoding Clifford operation C ∈ C1⊗n and the location of the flag qubits ~l. For
all intents and purposes we can model the insertion of the flag qubits with a permutation operator π, which there are
⊗t
m
t choices, acting on an initial state ρ0 = ρ ⊗ |0ih0| . Therefore, for a specific k the output state is
ρout (k, Γ) = C † Γ(Cπρ0 π † C † )C,

(B.7)

with corresponding projector Πk = πΠπ † with
⊗t

Π = (I − ρ) ⊗ |0ih0|

.

(B.8)

Having a fixed value for Π greatly simplifies our computation due to the linearity of the trace
 1 X


1 X
Tr Πk ρout (k, Γ) = Tr Π
π † ρout π .
K
K
k∈K

(B.9)

k∈K

To begin making simplifications we use the Kraus decomposition of a CPTP
Pmap, that is Γ can be decomposed
into a sum of Kraus operators {Aα } that satisfy the completeness relationship α Aα A†α = I,
Γ(ρ) =

X

Aα ρA†α .

(B.10)

α

Furthermore, each Kraus operator can be expressed as a sum of Pauli operators
X
Aα = 2−m
Tr(Aα P )P,

(B.11)

P ∈Pm

and the completeness relation equates to
X X
α P ∈Pm

|2−m Tr(Aα P )|2 = 1.

(B.12)
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We substitute aα,P = 2−m Tr(Aα P ) for clarity. Using this substitution, we obtain
1 X †
1 X XX
π ρout (k, Γ)π =
|K|
|K|
⊗m π
α
k∈K

C∈C1

X

aα,P a∗α,Q π † C † P Cπρ0 π † C † QCπ,

(B.13)

P,Q∈Pm

where an asterisk indicates the complex conjugate. At first glance this formulation is much more complicated than the
original, however using the single Clifford twirl lemma, Eq. (B.3), the only non-vanishing terms occur when P = Q
1 X †
1 X XX X
|aα,P |2 π † C † P Cπρ0 π † C † P Cπ.
π ρout (k, Γ)π =
|K|
|K|
⊗m π
α
k∈K

(B.14)

P ∈Pm

C∈C1

(r)

Next we partition Pm into disjoint sets Pm , with 0 ≤ r ≤ m, where r signifies the number of non-identity terms in a
(1)
Pauli, for example I ⊗ X ∈ P2 , hence
m
1 X XXX X
1 X †
|aα,P |2 π † C † P Cπρ0 π † C † P Cπ.
π ρout (k, Γ)π =
|K|
|K|
⊗m π
(r)
α r=0
k∈K

C∈C1

(B.15)

P ∈Pm


(r)
† †
There are m−r
t−s choices of π such that s ≤ r of the non-identity terms of π C P Cπ ∈ Pm interact with s of the flag
qubits of Π (and thus r − s non-identity terms interact with the metrology qubits of Π). Recall that the Clifford group
C1 will map any P ∈ {X, Y, Z} to an equal distribution over {±X, ±Y, ±Z}. The only-non vanishing terms occur
when C † maps these s terms exclusively onto ±Z, which occurs for 3−s |C1 |m of the local Cliffords. Finally, when
r ≤ t and s = r the trace similarly vanishes as the metrology qubits are completely unaffected. Define smax = r − 1
if r ≤ t and smax = t otherwise. Using these simplifications, we obtain


m−r
m−r
m sX
m
max
max
X
X sX
 XX
1 X
−s t−s
−s
2 t−s
3
≤
,
(B.16)
Tr Πk ρout (k, Γ) =
3 |aα,P |
m
m
|K|
t
t
(r) s=0
α r=1
r=1 s=0
kK

P ∈Pm

where the inequality follows from the completeness relationship, Eq. (B.12). Re-arranging the above sum
t
m

1 X
1 X −s X

3
Tr Πk ρout (k, Γ) ≤ m
|K|
t s=0
r=s+1
kK

m−s
t
X
−s t−s+1

3
=
m

=

m−t
t+1



t

s=0

=

m−r
t−s

m
t

t
X

3−s

s=0

(t + 1)!(m − s)!
(t − s + 1)!m!

t
m−tX

m−t
+
t+1
t+1

s=1

3−s

(B.17)

s−1
Y

t+1−j
m−j
j=0

t

m − t m − t X  t + 1 s
≤
+
t+1
t + 1 s=1 3m
≤

3m−t
2 t

The Clifford Code

For the Clifford code, we fix the location of the trap qubits, ~l, to the final t qubits. Hence Πk = Π is constant for
all k and after simplification due to the twirling lemma
1 X
1 X X X
ρout (k, Γ) =
|aα,P |2 C † P Cρ0 C † P C.
|K|
|K|
α
k∈K

C∈Cm

P ∈Pm

(B.18)
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Because we are summing over Cm , we can greatly simplify the above, as for any P 6= I
1
1 X †
C P CρC † P C =
|Cm |
|Pm | − 1
C∈Cm

Denoting a =

P

α

X

P 0 ρP 0 =

P 0 6=I∈Pm

4m
1
(I/2m − ρ/4m ) = m
(2m I − ρ).
4m − 1
4 −1

(B.19)

|aα,I |2 we simplify the effective state to be
1 X
1−a m
ρout (k, Γ) = aρ0 + m
(2 I − ρ0 )
|K|
4 −1

(B.20)

 


1 X
1−a 
1−a
Tr Πρ0 + 2m m
Tr Πρout (k, Γ) = a − m
Tr Π .
|K|
4 −1
4 −1

(B.21)

k∈K

From which we compute

k∈K

The first trace is null, since the ideal outcome is of course orthogonal to its own orthogonal compliment. The second
⊗t
trace computes as Tr(Π) = Tr(I − ρ)Tr(|0ih0| ) = 2n − 1. The completeness relationship of the Kraus operators
guarantees that 1 − a ≤ 1, thus
 2m (2m−t − 1)
2m · 2m−t
1 X
Tr Πρout (k, Γ) ≤
≤
≤ 2−t .
|K|
4m − 1
4m

(B.22)

k∈K

Appendix C: Extension of the Protocols to Two Uses of the Quantum Channel

FIG. 4. In the extended version of the protocol, in which the quantum channel is used twice, Alice sends the quantum state ρin
to Bob to encode the parameter θ. Here, ρin a combination of the flag qubits and the quantum state which is intended to be
encoded. Because the quantum channel is used twice, the classical key shared by Alice and Bob describes the encryption and
decryption operation for the first use of the quantum channel (Ek1 , Dk1 ) and the second use of the quantum channel (Ek2 , Dk2 ).
We again assume that Eve can perform any CPTP map Γ when interacting with the channel.

Both of the protocols can easily be adapted to a scenario where Alice solely delegates the task of parameter encoding
to Bob. The extended protocol is illustrated in Figure 4. The primary difference is that the input state ρin has not
yet been encoded. Instead, the encoding is done by Bob upon receipt. In this extended scenario, it is paramount for
Bob to be able to perform encryption and decryption operations, otherwise Eve could tamper with the quantum state
in a completely undetectable fashion. We assume that the encoded quantum state ρθ = Λθ (ρ) is a pure state.
We use similar mathematical tools as in the single use of the channel to determine bounds on the soundness.

The Trap Code

In the double use of the quantum channel, the final quantum state can be expressed as



  †
†
†
† †
ρout (k, Γ) = C2 Γb C2 Λ̃θ C1 Γa C1 πρ0 π C1 C1 C2 C2 .

(C.1)
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Where we have divided Γ into two CPTP maps Γa and Γb , representing a malicious eavesdropper’s first and second
interaction with the quantum channel respectively. The CPTP map Λ̃θ represents the parameter encoding performed
⊗t
by Bob on all but the t flag qubits. The projector can be similarly expressed as Πk = πΠπ † , with Π = (I−ρθ )⊗|0ih0| .
To compute a bound on the soundness, we again decompose the CPTP maps Γa and Γb as sums of Kraus operators
{Aα } and {Bβ }, which are further decomposed into a sum of Pauli operations P and Q. After, applying the twirling
lemma, the final state can be written as
1
1 X †
π ρout (k, Γ)π =
|K|
|K|
k∈K

X

XX

C1 ,C2 ∈C1⊗m π


|aα,P |2 |bβ,Q |2 C2† QC2 Λ̃θ C1† P C1 πρ0 π † C1† P C1 C2† QC2 . (C.2)

X

α,β P,Q∈Pm

Next, we again use the fact that the Clifford group C1 will map P ∈ {X, Y, Z} to an equal distribution over
{±X, ±Y, ±Z}. In this proof, we define r to be the number of non-identity indices spanned by P or Q. For example the total number
for any
 of non-identity indices spanned by P = I ⊗ X ⊗ Z and Q = I ⊗ X ⊗ I is r = 2. Again,
†
†
or
C
permutations
π
of
the
flag
qubits
where
the
non-identity
indices
spanned
by
C
P
C
s ≤ r, there are m−r
2 QC2
1
1
t−s
interact with s flag qubits. Note that Λ̃θ does not interact with the flag qubits. The number of C1 , C2 which results in
an accepted outcome is less than ( 59 )s |C1 |2m . To understand why, suppose that s = 1, then there are two possibilities.
The first is that either P or Q has a single non-identity term, which after being mapped by the respective Pauli,
the only accepted possibility is when said term is mapped to ±Z, which occurs with a frequency of 1/3 < 5/9. The
second possibility is that P and Q have a non-identity term at the same index, now the only accepted terms (up-to
a phase) is when said terms are mapped to one of the tuples (X, X), (Y, Y ), (Z, Z), (X, Y ), (Y, X), which occurs with
frequency 5/9. The frequency of acceptance is multiplicative for each of the s non-identity indices and thus the total
number of Clifford operations which map P, Q to an accepted output state is bounded by ( 95 )s |C1 |2m . Once again we
define smax = r − 1 for r ≤ t. Here we define cr to be the sum of all |aα,P |2 |bβ,Q |2 with r total non-identity indices
spanned by P and Q. Combining everything we obtain
m−r
t−s

m
t

sX
m
max  
 X
1 X
5 s
cr
Tr Πk ρout (k, Γ) ≤
|K|
9
r=0
s=0
k∈K

≤

s=0

=

m−r
t−s

m
t

m
t  s X
X
5

9

r=s+1

t  s
X
5
s=0

9





m−s
t−s+1

m
t



t

=

m − t X  5 s (t + 1)!(m − s)!
t + 1 s=0 9
(t − s + 1)!m!

=

m − t m − t X  5 s Y t + 1 − j
+
t+1
t + 1 s=1 9 j=0 m − j

≤

m − t m − t X  5  s t + 1 s
+
t+1
t + 1 s=1 9
m

≤

9m−t
.
4 t+1

t

(C.3)

s−1

t

The Clifford Code

Similar to trap code, we use the same formulation as we did for the original version of the protocol. After simplification, the expected state can be written as
1
1 X
ρout (k, Γ) =
|K|
|K|
k∈K

X

XX

C1 ,C2 ∈Cm α,β P,Q


|aα,P |2 |bβ,Q |2 C2† QC2 Λ̃θ C1† P C1 ρ0 C1† P C1 C2† QC2 .

(C.4)
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Because we are summing over the complete Clifford group Cm , we can simplify the above to
1 X
ρout (k, Γ)
|K|
k∈K

 (1 − a)(1 − b)

 a(1 − b)  m
 (1 − a)b
2 I − Λ̃θ ρ0 +
Λ̃θ ρ0
Λ̃θ 2m I − ρ0 + m
=abΛ̃θ ρ0 + m
4 −1
4 −1
(4m − 1)2

 (1 − a)b + a(1 − b) m
a(1 − b) + b(1 − a) (1 − a)(1 − b) 
= ab −
Λ̃θ ρ0 +
+
2 I,
4m − 1
(4m − 1)2
4m − 1
where a =

P

α

|aα,I |2 ≤ 1 and b =

P

β

(C.5)

|bβ,I |2 ≤ 1. From which we compute



(1 − a)b + a(1 − b) m−t
1 X
Tr Πρout (k, Γ) = 2m
(2
− 1) ≤ (1 − a)b + a(1 − b) 2−t ≤ 2−t .
|K|
4m − 1

(C.6)

k∈K

Appendix D: Undetectable Attack on the Protocol Described by Huang et al.

The protocol described in [6] is supposed to function on the basis that the actions of Alice and Charlie and
probabilistic. Every round, Alice sends one of four possible n qubit quantum states through the channel
Input State
⊗n
⊗n √
|ψ+1 i = (|0i + |1i )/ 2
⊗n
⊗n √
|ψ−1 i = (|0i − |1i )/ 2

Probability
PA /2
PA /2

⊗n

(1 − PA )/2

⊗n

(1 − PA )/2

|d0 i = |0i
|d1 i = |1i

⊗n
⊗n
whereas Charlie applies either the unitary Uθ+mπ/n
or Umπ/n
with probabilities PC and 1 − PC respectively, where
x
−i 2 Z
Ux = e
and 0 ≤ m ≤ n − 1 is a random integer.
If Alice sends one of the decoy states d0/1 , then regardless of the unitary Charlie applies, the final state (up to a
global phase) will be equal to the input state. This can be verified deterministically by measuring in the computational
basis. If instead Alice sends a phase sensitive states, |ψ±1 i, Alice must communicate with Charlie to ask whether or
not the unknown parameter θ was encoded. If no phase was encoded, then the final state (up to a global phase) is
expected to be ψ±(−1)m , which can be verified by measuring the state in the X basis, as the resulting measurement
will always be one of the ±(−1)m eigenvalues of X ⊗n .
This protocol argues security due to the large number of deterministic measurements in two non-commuting basis’.
Therefore, if a malicious eavesdropper, Eve, tampers with the quantum channel, there is a high probability of detecting
Eve after just a few rounds. In [6], the authors describe an attack from Eve to minimize the probability of them
being detected while gathering as much information about the unknown parameter as possible, and the authors claim
this is done by Eve performing state discrimination. Using the attack described, if Eve tampers with k states, the
probability of remaining undetected is (1 − 1−P4A PC )k .
However, consider the following attack. Eve intercepts the input state and sets in aside. Eve then sends their own
quantum state |ψ+1 iE to Charlie. Charlie will then probabilistically apply a unitary to Eve’s state and sends it back
through the quantum channel. Eve then measures their possibly encoded quantum state in the X basis. If a +1
eigenvalue is observed, Eve returns the intercepted state back to Alice, unmodified. If a −1 eigenvalue is observe, Eve
first applies Z on a qubit of the intercepted state to flip the relative phase, and then sends it back to Alice.
The above attack is completely undetectable by Alice. Whenever Alice sends a decoy state d0/1 , then the final
state will still be the initial state up to a global phase. The remaining deterministic outcomes are when Alice sends a
⊗n
phase sensitive state |ψ±1 i, and Charlie applies the unitary Umπ/n
. In this instance Eve will deterministically observe
m
a measurement outcome with a (−1) eigenvalue, therefore we can write that the quantum state Eve sends to Alice
is Z m |ψ±1 i = ψ±(−1)m ; which is identical to the state Alice expects to receive.
In addition to being undetectable, Eve can obtain an estimate of the unknown parameter for themselves; the
precision of which is ultimately determined by how much information they have about the values of PC and m.
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Because of the probabilistic action taken by Charlie, the state Eve has prior to measurement is
†⊗n
†⊗n
⊗n
⊗n
ρE = PC Uθ+mπ/n
|ψ+1 ihψ+1 | Uθ+mπ/n
+ (1 − PC )Umπ/n
|ψ+1 ihψ+1 | Umπ/n

= PC Uθ⊗n ψ(−1)m ψ(−1)m Uθ†⊗n + (1 − PC ) ψ(−1)m ψ(−1)m ,

(D.1)

and the expected value of the observable O = X ⊗n is


hOiρE = PC Tr X ⊗n Uθ⊗n ψ(−1)m ψ(−1)m Uθ†⊗n + (1 − PC ) Tr X ⊗n ψ(−1)m ψ(−1)m
= (−1)m PC cos(nθ) + (1 − PC )(−1)m
nθ
= −2(−1)m PC sin2
+ (−1)m .
2

(D.2)

To re-iterate, a precise estimate can only be made if Eve has some information about the value of PC and m. In the
scenario which Eve knows the exact values chosen by Charlie and Alice, then Eve can achieve an estimate with a
precision of
∆2 θ E =

1 + (PC−1 − 1) sec2
∆2 OρE
=
2
νA |∂ hOiρE |
νA n2

nθ
2

,

(D.3)

where νA is the number of states Alice sends to Charlie through the quantum channel. Notice that the Heisenberg
limit is recovered when PC = 1, or in the scenario when Charlie encodes the phase every round.

