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Abstract—The distributed cooperative controllers for inverterbased systems rely on communication networks that make them
vulnerable to cyber anomalies. In addition, the distortion effects
of such anomalies may also propagate throughout inverter-based
cyber-physical systems due to the cooperative cyber layer. In
this paper, an intelligent anomaly mitigation technique for such
systems is presented utilizing data driven artificial intelligence
tools that employ artificial neural networks. The proposed technique is implemented in secondary voltage control of distributed
cooperative control-based microgrid, and results are validated
by comparison with existing distributed secondary control and
real-time simulations on real-time simulator OPAL-RT.
Index Terms—Artificial neural networks, cyber anomaly mitigation, distributed cooperative control, false data injection,
microgrids.

I.

I NTRODUCTION

Power electronics-based distributed generation (DG) systems are found in many applications, such as renewable energy
and smart grids. Such DG systems are being adopted due
to their cost-effectiveness and clean energy provision. Also,
DGs improve the systems resilience and reliable operation by
accommodating several energy resources with distributed control architectures. [1]–[4]. DGs-based microgrids extensively
use inverters to produce AC power and communication-based
distributed control schemes. With the inclusion of communication networks and power electronics devices, microgrids
have evolved into cyber-physical systems [5], [6]. This paper
considers DG systems with cooperative control that rely on
communication networks, making them vulnerable to cyber
anomalies. Such anomalies can compromise the control system
by manipulating the sensor reading and injecting false data
into measurements. The distortion effects of such anomalies
in a single DG may propagate to other DGs, endangering the
stability of the system by causing loss of synchronization in
operation [7]–[9].
An unanticipated response in the microgrid’s operation is
termed as an anomaly, and the cyber anomalies are initiated
when an adversary targets the communication network by
injecting false data or compromising the information sharing
in the network [10], [11]. One of the most common types
of cyber anomaly is caused by false data injection (FDI) into
actual measurements that may destabilize the normal operation
and disrupt the communication among various agents in the

network [12]. Therefore, an effective mitigation framework is
needed to sustain the normal operation of the microgrids.
Several learning-based intelligent control techniques for cyber anomaly identification and mitigation in microgrids exploit
artificial neural networks (ANNs). An adaptive linear neuron
network-based controller is used for wind turbine speed regulation and power regulation of battery energy storage system
that generates the reference for electro-mechanical torque and
pulse width modulation signal for the buck-boost converter of
the battery system, respectively [13]. Learning and adaptation
ability of ANN is utilized to design an adaptive control for a
hybrid microgrid where a single neuron radial basis function
neural network (RBFNN) is applied for maximum power
point tracking of solar photovoltaic panels in [14]. Traditional
load flow analysis algorithms such as Newton Raphson and
fast decoupled pose a significant computational burden for
larger power systems due to their inherent iterative nature. To
overcome this, a multi-layer feed-forward neural network is
used for online load flow analysis in [15]. Active and reactive
powers are used as input, whereas voltage magnitude and
angles at various load buses are used as output for the proposed
ANN training and the case studies are performed on a practical
transmission network to validate the results. RBFNN based
control layer is proposed in [16] to address the instability
issue such as large signal disturbances and undesired power
sharing in hierarchical control schemes of microgrids. The
proposed algorithm exploits the learning capability of ANNs
using the Gaussian activation function to solve a set of power
flow equations to find the optimal power sharing reference.
In the presence of non-linear and unbalanced loads, secondary control maintains the voltage and frequency regulation [17]. Therefore, to improve the power-sharing and
microgrid stability, a radial basis neural network is designed
to calculate the reactive power reference in [18]. In [19],
the stability of the interconnected dc distribution system is
improved with a decentralized adaptive non-linear controller
design that employs neural networks to mitigate voltage and
power oscillations following any disturbances in the system.
This neural network-based controller overcomes the unknown
dynamics and stabilizes the entire grid with the help of local
measurements at each converter. To overcome the difficulty in
proportional-integral (PI) gains tuning and low voltage insta-
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Figure 2: Communication graph for the four DGs.

Figure 1: Four DGs based microgrid system.

bility issues, ANN-based vector control is proposed for grid
connected converters in [20]. The proposed ANN controller
is trained using back-propagation after introducing integral
error in the input and grid voltage under disturbances in the
output training data set. In [21], ANN-based resilient control
design is proposed along with Luenberger observer. Extended
Kalman filter is used for online updation of ANN learning
weights such that input to the ANN is the difference between
actual system output and observed output from Luenberger
observer. This way, ANN detects an anomaly in the system,
and that information is used in a linear quadratic controller
to compensate for the anomalies in real-time. In [22], ANNbased reference tracking algorithm is introduced to mitigate
the effect of FDI attacks in distributed consensus control-based
DC microgrids. ANN is trained offline after running multiple
non-attack cases in the proposed method, and the fine tuned
ANN is used online to remove false data being injected into the
communication network. The estimated value of output voltage
by ANN is used as a reference for secondary level control.
The complexity of mathematical modeling, unavailability of
a complete model of complex systems, artificial intelligence
(AI) method’s learning ability, adaptation to uncertain environments, and computational efficiency motivate further exploration of the AI techniques for designing resilient control.
From previously mentioned research works, it is evident that
AI-based techniques are being extensively used for anomaly
mitigation in microgrids. Compared to the usage of ANN as
an observer in [21] and in reference tracking applications for
DC microgrids in [22], this work proposes the use of ANN as
a resilient secondary voltage control layer. This ANN-based
secondary voltage control is distributed in mechanism and
implemented for AC microgrids. Distributed secondary voltage
control of microgrids employs extensive communication layers
for information sharing among microgrids agents. Therefore,
this work focuses on the secondary layer of distributed cooperative control-based microgrids. The effectiveness of the ANNbased intelligent secondary voltage control layer is shown by
various real-time case studies on real-time digital simulator
OPAL-RT performed on an AC microgrid containing multiple
DGs.
The rest of the paper is organized as follows. Section II has

the description of the AC microgrid used in this work, along
with the types of cyber anomalies. The design of ANN-based
secondary voltage control is discussed in section III. In section
IV, the results obtained from real-time simulations performed
on the test microgrid are given. Finally, this work is concluded
in section V with future directions.
II.

S YSTEM D ESCRIPTION

The microgrid system under study is composed of four
DGs with distributed cooperative control as shown in Fig. 1.
The distributed cooperative control is implemented at the secondary level to mitigate the voltage and frequency deviations
from their nominal values which are caused by the primary
control. The relevant control protocols are implemented over
a distributed communication network as shown in Fig. 2. The
secondary control selects reference for primary control such
that the voltage and frequency of each DG synchronizes with
their reference values, (v ∗ and w∗ ):
(
limt→∞ kvo − v ∗ k = 0,
(1)
limt→∞ kwi − w∗ k = 0.
As shown in Fig. 2, based on digraph G, the nth DG, where
n ∈ [1, 2, 3, 4], may need to share their voltage information
over the communication network [23].
II-A

Cyber Anomalies

The cyber anomalies target the communication layer of
the microgrid by either injecting false data or compromising
the information sharing in the network. In this work, false
data injection (FDI) is initiated by adding false data to the
voltage information of neighbouring DGs that is being fed to
secondary voltage control. The feedback signal of a controller
can be modeled as:
h(ui (t)) = ui (t) + φi (t),

(2)

where h(ui (t)) is the feedback signal after false data φi (t) is
injected by attacker in the ith normal feedback signal of the
controller ui (t) [21], [22]. Two different cases of FDI attacks
by considering various φi (t) are as follows:
1) Non-periodic attack: A non-periodic attack is initiated
by adding a constant multiple α of the desired signal

Figure 3: The structure of the distributed secondary voltage and frequency control is shown.

Figure 4: The structure of proposed resilient ANN-based distributed secondary control is shown.

ui (t) in h(ui (t)) at certain time τ during the operation
of the system, given as:

ui (t),
if t < τ,
h(ui (t)) =
(3)
ui (t) + α ∗ ui (t),
if t > τ.
2) Periodic attack: Periodic FDI attack is time varying in
nature where a sinusoidal signal having time period (ωt)
and amplitude β is injected to normal signal ui , given
by:

0,
if t < τ,
φi (t) =
(4)
βsin(ωt) ∗ ui (t),
if t > τ.
The details of resilient secondary voltage control design
using ANN to withstand the malicious FDI anomalies are
provided in the following section.
III.

ANN FOR R ESILIENT D ISTRIBUTED S ECONDARY
VOLTAGE C ONTROL D ESIGN

For training data generation, the secondary voltage control
is selected. This is because the secondary control layer is comprised of a distributed cooperative control architecture with an
extensive communication layer, making it vulnerable to cyber

anomalies. The distributed secondary voltage and frequency
control for each DG requires its own information and that of
the neighboring DGs on the communication network, as shown
in Fig. 3. Each DG in the microgrid shares its voltage and
frequency information with the neighboring DGs as defined by
the graph communication network to cooperatively implement
the control objectives as shown in Fig. 3 [23]. The secondary
distributed cooperative control generates the reference for the
primary control level implemented locally at each inverter.
Therefore, ANN-based resilient secondary voltage control is
designed for each DG to generate the reference for primary
control at each inverter to maintain the output voltage and
current within desired permissible limits as shown in Fig. 4.
First, the FDI attacks are initiated at the communication links
of DG1. Both time-varying and time-invariant cases are considered as given in section II-A. While generating the training
data set, the step load change is also included. The sampling
time for data collection is set at 1ms. For the complete learning
of ANNs, the data is generated for normal operating conditions
and under cyber attack conditions. As shown in Fig. 2, DG1 is
sharing voltage and frequency information with DG2 and DG4
to implement the distributed cooperative control objectives.
The cyber attack then target the information channels of DG1
by either jamming the communication links injecting false
data into its own measurements and/or those shared by the
neighboring DGs.
The two sets of training features under normal (x) and attack
scenarios (x̂) with varying load conditions are collected where,
x ∈ [v11 , v12 , v14 , v ∗ , v1∗ ], and x̂ ∈ [v̂11 , v̂12 , v̂14 , v̂ ∗ , v̂1∗ ]. Here
vij represent the voltage sharing from DGj to DGi , ij ∈
[1, 2, 3, 4] and v ∗ is the reference voltage. The compromised
information sharing may disturb the control objectives causing
loss of synchronization or deviation from desired reference
voltage value. Remark 1: The FDI attack is initiated at time
t, before the attack at (t − δt) the output voltage follows the
reference values but after the attack at (t + δt), the output
deviates from the desired reference. The difference between v̂i∗
and vi∗ is |v̂i − vi∗ | = εv , where, v̂i is the output voltage of the
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Figure 5: Non-periodic FDI: The performance comparison in terms of output voltage, current at load1, and active power at DG1 of test microgrid system is
shown.
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Figure 6: Periodic FDI: The performance comparison in terms of output voltage, current at load1, and active power at DG1 of test microgrid system is shown.

ith DG under attack, vi∗ is the reference output voltage for each
DG unit, and ANN-based secondary voltage control tries to
minimize this error as limt→∞ εv = 0. Remark 2: For offline
training of ANN, the complete mathematical model of the
system is not required. The ANN learns the dynamics of the
system using offline training. For the online implementation,
the trained ANN model works for the system operating with
the exact control mechanism used in the training phase [22].
This enables the trained ANN to perform as a distributed
secondary control layer for the microgrid under study.
The data obtained from the time series simulations of the
microgrid system under various operating conditions is used
as training feature vector for the resilient secondary control
design as shown in Figure 4. In case of secondary voltage
control of DG1, the input feature vector is Xi = [v1j ; v̂1j ; v ∗ ],
where Xi ∈ R1×7 and j ∈ [1, 2, 4] , the target vector for
training is Yi = [v1∗ ]. The architecture of ANN contains 1
input layer, 1 output layer with purelin activation function, a
single hidden layer with 10 neurons having tansig activation
function. After training the ANN, the performance of the
proposed secondary voltage control is validated by running
real time scenarios on real time digital simulator OPAL-RT
under FDI cyber anomalies and the results are discussed in

the next section.
IV.

S IMULATION R ESULTS

The test microgrid system, as shown in Fig. 1 is used to
evaluate the performance of the proposed ANN-based secondary voltage control. The four DGs voltage source inverters
are interconnected through RL lines to supply AC power to
2 three phase RL loads, represented as load 1 and load 2 in
Fig. 1.
The secondary voltage control of DG1 is selected, and a
non-periodic FDI attack is initiated at the communication link
sharing the voltage measurements of DG1. This cyber anomaly
is based on (3), where the attacker starts injecting the false
data into the voltage measurements of DG1 with α = 0.5,
starting at t = 2 s. The microgrid operates in normal mode for
t < 2 s, and after that, false data is injected to compromise the
performance of secondary voltage control. The performance
of the ANN-based distributed secondary voltage control is
compared to proportional integral (PI) control, in terms of
output voltage and current at load 1 , and active power
output of DG1 as shown in Figure 5. After initiating the
periodic FDI anomaly, the proposed ANN-based secondary
voltage control maintained the system within desired operating
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Figure 7: Non-periodic FDI: The performance comparison in terms of reference tracking and reactive power at DG1 of test microgrid system is given.
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Figure 8: Periodic FDI: The performance comparison in terms of reference tracking and reactive power at DG1 of test microgrid system is given.

limits. In contrast, PI-based secondary voltage control did not
withstand the malicious FDI and could not bring back the
system to expected operating conditions. Also, the reference
tracking capability and reactive power at the output of DG1
with ANN and PI-based secondary voltage control following
a non-periodic FDI attack are shown in Figure 7. Again, it
can be seen that ANN-based control maintained the normal
operation compared to PI-based control.
After that, the periodic FDI anomaly based on (4) is introduced on the voltage communication link of DG1. A periodic
sinusoidal signal having amplitude β = 0.5 and frequency
ω = 60 Hz is added to the voltage signal coming from DG1
at t = 2 s. The performance of ANN and PI-based control
under normal and attack scenario is shown in Fig. 6 and Fig.
8. As shown in Fig. 6, after initiating periodic attack at t = 2 s,
the output voltage and current at load 1, and the active power
output of DG1 deviates from their normal operating limits
with the PI-based secondary control whereas ANN-based
secondary voltage control sustained the normal operation of
the microgrid. Similarly the reference tracking capability and
reactive power output at DG1 following a periodic FDI at
voltage signal of DG1 with ANN and PI-based secondary
voltage control are shown in Fig. 8. From these results it is
evident that ANN-based distributed secondary voltage control

learned the dynamics of the system efficiently and showed the
resilience performance by maintaining the desired operation
of test microgrid under various FDI anomalies targeting the
voltage communication network.
V.

C ONCLUSION

A new intelligent technique for anomaly mitigation in
distributed cooperative control-based microgrid is presented.
This technique utilizes the ANNs to implement the distributed
secondary voltage control layer of microgrids. The ANNs are
trained using time series simulations of the microgrid. The
offline training is applied to cover the normal and attack operation of the microgrid, that may not be applied on a real system
due to safety limits. The proposed controller depicted the
improved performance by maintaining the normal operation
under attack scenario compared to PI-based secondary voltage
control. The proposed ANN-based secondary voltage control
performance under FDI attack is validated with real-time
scenarios on real-time digital simulator OPAL-RT to show
the effectiveness of the proposed control. The future work
will focus on expanding the ANN-based secondary control
to include the frequency control to enhance the resilience of
the distributed secondary control of microgrids.
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