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The optical phase shifter that constantly rotates the local oscillator phase is a necessity in
continuous-variable quantum key distribution systems with heterodyne detection. In previous experimental implementations, the optical phase shifter is generally regarded as an ideal passive optical
device that perfectly rotates the phase of the electromagnetic wave of 90◦ . However, the optical
phase shifter in practice introduces imperfections, mainly the measurement angular error, which
inevitably deteriorates the security of the practical systems. Here, we will give a concrete interpretation of measurement angular error in practical systems and the corresponding entanglement-based
description. Subsequently, from the parameter estimation, we deduce the overestimated excess noise
and the underestimated transmittance, which lead to a reduction in the final secret key rate. Simultaneously, we propose an estimation method of the measurement angular error. Next, the practical
security analysis is provided in detail, and the effect of the measurement angular error and its
corresponding compensation scheme are demonstrated. We conclude that measurement angular
error severely degrades the security, but the proposed calibration and compensation method can
significantly help improve the performance of the practical CV-QKD systems.

I.

INTRODUCTION

Continuous-variable quantum key distribution (CVQKD) provides a way for two remote participants called
Alice and Bob to establish symmetric keys through an
unsafe channel [5, 28]. In CV-QKD, the information is
encoded in the quadratures of the optical field and decoded by coherent detection. The physical implementation of CV-QKD using Gaussian modulated coherent
state (GMCS) is based on mature optical communication techniques with high reliability and low cost. Thus,
CV-QKD has attracted much attention in recent years.
Theoretical research of GMCS CV-QKD has made great
progress [3, 15, 16], and such significant progress accelerates experimental progress [7, 9, 14, 27, 30, 31]. As well,
an overview of practical CV-QKD systems using telecom
components is proposed [6].
The security analysis of CV-QKD contains theoretical security analysis, practical security analysis and
composable security analysis under the universal framework. Although the theoretical security and composable security of CV-QKD protocol based on GMCS
have been proved based on many assumptions [15–
17], the practical security problems caused by imperfections of experimental devices remain unsolved absolutely. Nevertheless, the non-ideal elements of the system
are so numerous that they are often ignored. What is
worse, the attacks controlled by Eve against the system
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never end. Thus, researchers put forward continuousvariable measurement-device-independent (CV-MDI) or
continuous-variable one-sided-device-independent (CV1sDI) protocol to resist those attacks involving the imperfections of devices [4, 22, 24]. However, the experimental implementation of CV-MDI or CV-1sDI protocol
is somewhat tricky. As a result, using proven CV-QKD
protocols and dealing with the imperfections of experimental devices within these protocols is the most efficient
method [11, 13, 20, 32]. These imperfections may not be
eradicated absolutely, but there are corresponding methods to mitigate the impacts of these non-ideal factors.
For instance, imperfect Gaussian modulation due to the
jitter of the half-wave voltage of the intensity modulator
and the phase modulator can be solved by a unique calibration method [19]. One-time calibration model solves
imperfect monitoring at light source [1]. Attacks from the
poor linearity of the homodyne detector and imperfect
beam splitter are defended by adding additional monitoring devices [12, 23].
In the GMCS CV-QKD protocol, the receiver usually
adopts homodyne or heterodyne detection. As for the
homodyne detection scheme, only one quadrature component X or P needs to be measured, so basis choice
is an indispensable step, and imperfect basis choice will
cause security problems [18]. In the heterodyne detection
scheme, both quadrature components X and P need to
be measured, which is similar to phase diversity reception in classical optical communication [21, 29]. In the
CV-QKD scheme using heterodyne detection, we usually
choose the optical phase shifter to help measure the P
quadrature. The optical phase is demanded to rotate the
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phase by 90◦ constantly. Here we restricted ourselves
to optical fibre systems for simplicity. That is to say,
the optical phase shifter in this paper is an optical fibre phase shifter, short for phase shifter. However, under the action of external force, the fibre is stretched or
compressed within the elastic deformation range, and parameters such as the fibre change’s geometrical size and
refractive index change, thus causing the phase change of
the transmitted signal in the fibre. Therefore, the phase
shifter is somewhat susceptible to environmental changes
and can hardly shift the phase by 90◦ exactly, resulting
in a deviation of the true value from 90◦ , which is defined
as the measurement angular error in this paper.
We start with expressions of the canonical quadratures
of the received state and give the corresponding theoretical model of CV-QKD using heterodyne detection. The
security analysis and simulation show that the secret key
rates would be decreased in the presence of measurement
angular error. Furthermore, we propose a method that
can calibrate the measurement angular error. Thus it
can close the potential security loopholes.
The paper is organized as follows. In Sec. II,
we provide a practical implementation analysis and
entanglement-based (EB) description of measurement
angular error, and then a compensation method is provided. In Sec. III, we discuss the practical security of
measurement angular error through two aspects; one is
the estimation of quantum channel parameters, the rest
is the detailed calculation of secret key rates. Then in
Sec. IV, numerical simulation results and analysis are
provided. In Sec. V, we give a conclusion and discuss
the importance of compensation on measurement angular error.
II.

MEASUREMENT ANGULAR ERROR IN
PRACTICAL CV-QKD
A.

Practical implementation analysis of
measurement angular error

In the GMCS CV-QKD protocol, Alice randomly generates two groups of Gaussian random numbers which
corresponds to X and P quadratures. They have the
same modulation variance VA in shot-noise units (SNUs).
Gaussian modulation consists of intensity modulation
and phase modulation. Intensity obeys a Rayleigh distribution, while phase obeys a uniform distribution.
X = Asig cos φsig ,
P = Asig sin φsig ,

(1)

where Asig and φsig are the modulation information
loaded on the intensity modulator and the phase modulator respectively.
The practical implementation scheme of GMCS protocol with heterodyne detection can be seen in Fig. 1. To
prepare the quantum state, Alice generates continuous

FIG. 1. Schematics layout of the heterodyne detection GMCS
protocol. AM: amplitude modulator; PM: phase modulator;
BS: beam splitter; PBS: polarization beam splitter; VA: variable attenuator; DPC: dynamic polarization controller; PS:
phase shifter.

light using a laser source. The first AM is just for pulse
generation, and then the pulse is divided into two splits
with a beam splitter (BS); one travels through the signal
path, the other travels through the local oscillator (LO)
path. After Gaussian modulation and proper attenuation, the quantum signal is polarized multiplexed with
the LO using a polarization beam splitter (PBS). The
prepared signal are then transmitted to Bob through a
noisy quantum channel. At the receiver side, the signal
is demultiplexed with a PBS and a dynamic polarization controller (DPC). The heterodyne detection scheme
comprises the optical phase shifter and two balanced homodyne detectors (BHDs); one measures X quadrature
while the other measures P quadrature. In the CV-QKD
scheme using heterodyne detection , the optical phase
shifter needs to be set to 90◦ to measure the quadrature component P . But the actual shifting phase is
ϕP S = π2 − θ (θ is a small deviation value) due to the
non-ideal external factors. Other irrelevant devices and
operations are assumed to be ideal for simplicity. The
electric field expression of signal and LO before detection can be expressed by [2]
Esig1 = Esig2 = Asig cos (2πfs t + φsig + ϕ0 + ϕchannel sig ) ,
ELO1 = ALO cos (2πfL t + ϕ0 + ϕchannel LO ) ,
(2)
ELO2 = ALO cos (2πfL t + ϕ0 + ϕchannel LO + ϕP S ) ,
where E represents the electric field intensity, fs and fL
are the center frequency of the quantum signal and the
LO, ϕ0 is the initial phase of the laser and ϕchannel represents the phase during quantum channel. Thus, the generated photocurrents of the first and second homodyne
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detectors can be expressed as I1 and I2 [25], respectively


I1 = R1 η1 |Esig1 + ELO1 |2 − |Esig1 − ELO1 |2
= R1 η1 Asig ALO cos (2π∆f t + φsig + ∆ϕchannel ) ,

(3)


2

I2 = R2 η2 |Esig2 + ELO2 | − |Esig2 − ELO2 |

2



= R2 η2 Asig ALO cos (2π∆f t + φsig + ∆ϕchannel + ϕP S ) ,
where Ri and ηi denote the responsiveness and quantum
efficiency of two balanced homodyne detectors (i = 1, 2).
Because the quantum signal and the LO are from the
same laser and their optical path is almost the same, so
we consider ∆f = 0. Meantime, we assume the shifting
phase in a quantum channel of the quantum signal is the
same as that of the LO, so ∆ϕchannel = ϕchannel sig −
ϕchannel LO = 0. By taking Eq. (1) into Eq. (3), the
photocurrents can be further be written as
I1 = R1 η1 ALO X1 ,
I2 = R2 η2 ALO (sin θ · X2 − cos θ · P2 ),

(4)

where Xi and Pi are measurement results on the upper
branch (i = 1) or lower branch (i = 2). Since the phase
shifter can only change the phase and does not influence
the intensity of the SNUs, so the coefficient Ri ηi ALO of
I1 and I2 would be normalized by SNUs directly. Thus,
the normalized measurement results I1′ and I2′ can be
expressed as
I1 ′ = X1 ,
I2 ′ = sin θ · X2 − cos θ · P2 .

(5)

In doing so, the influence of the imperfect phase shifter
on the final heterodyne detection can be seen more intuitively in the form of photocurrent.
B.

Entanglement-Based description of
measurement angular error

In this subsection, we mainly discuss the EB description of the measurement angular error in the CV-QKD
scheme using heterodyne detection. In Sec. II A, we have
shown that the phase of LO is rotated by ϕP S = π2 − θ
in practical heterodyne detection scheme caused by imperfect phase shifter. In the new model, it can be interpreted that the phase of LO is rotated 90◦ ideally while
the quantum signal following a phase shifts θ, as shown
in Fig. 2(a). Equivalently, this means we can first rotate
the state to be measured by θ and then perform the ideal
measurement to obtain the P quadrature in phase space,
as illustrated in Fig. 2(b). The quadrature transformation of the phase shift operator is given in term of the
symplectic matrix SP S , which reads


cos θ sin θ
.
(6)
SP S =
− sin θ cos θ

FIG. 2. Model of real heterodyne detector with measurement
angular error in CV-QKD. PS: phase shift. (a) Model of nonideal P quadrature measurement. (b) Non-ideal measurement
in phase space.

Now we present the complete EB model of measurement angular error in the CV-QKD scheme using heterodyne detection. The coherent state preparation by Alice
is modelled by a heterodyne measurement of one half of
a two-mode squeezed vacuum (EPR) state of variance V .
The other half of the EPR state is sent to Bob through
the quantum channel controlled by Eve. At the receiver,
Bob performs the heterodyne detection on the mode B
and uses a 50:50 BS to split mode B into two different
modes, namely, B1 and B2 , and each of them is measured
using homodyne detection. Among them, a phase shift
operation is performed while measuring P quadrature, as
shown in Fig. 3. The heterodyne detection results can
be expressed as
1
1
xB1 = √ xB + √ xv ,
2
2
pB3 = − sin θ · xB2 + cos θ · pB2 ,

(7)
(8)

where xB2 = − √12 xB + √12 xv , pB2 = − √12 pB + √12 pv ,
which could be calculated from quadrature transformation SBS in Sec. III.
It can then be observed from Eq. (5) and Eq. (8) that
the EB description above is equivalent to the practical
implementation of measurement angular error in the CVQKD scheme using heterodyne detection.

FIG. 3. The EB description of measurement angular error in
CV-QKD scheme using heterodyne detection.
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C.

Estimation of measurement angular error

In this subsection, we propose a method to estimate
the measurement angular error in the GMCS CV-QKD
scheme using heterodyne detection. From Sec. II B, we
have illustrated that the EB description is equivalent to
the PM description in this scheme. Therefore, the results in the PM model can be substituted into the corresponding EB model. In the meanwhile, according to the
EB model, there are relationships between the various
modes, from which the derivation of the measurement
angular error can be found. Hence, according to Eq. (7)
and Eq. (8), we can acquire the concrete formulation
about covariance and variance, which can be measured
directly from the practical experiment
VB
1
hpB3 , xB1 i = − sin θ · (−
+ ),
2
2
1
VB1 = (VB + 1) ,
2

(9)
(10)

where hpB3 , xB1 i is the covariance between xB1 and pB3 ,
and VB1 is the variance of xB1 . The values above are all
normalized by SNUs. Then, the mean value of the error
angle can be simplified as


hpB3 , xB1 i
.
(11)
θ = arcsin
VB1 − 1
In order to figure out pB2 , the ideal measurement result of P quardrature, and the precise calibration of θ is
essential as well as xB2 . Since the BS will introduce a
vacuum state, there exists an uncertainty from the vacuum fluctuation. However, the deviation is not dominant in the measurement result; thus, it allows us to
assume xB1 ≈ xB2 , then pB2 can be calculated, and the
measurement angular error can be compensated through
post-processing as in Eq. (8).
III.

PRACTICAL SECURITY ANALYSIS OF
MEASUREMENT ANGULAR ERROR

Collective attack is regarded as an optimal attack
among Gaussian-modulation coherent detection schemes
[15, 16]. Hence, the analysis about practical security under collective attack is worthy of discussing. Thus, the
security analysis against the collective attack of the CVQKD protocol with heterdyne detection is provided.
In the system with imperfect phase shifter, the parameters required for security analysis are needed to be obtained through parameter estimation in the PM model.
Therefore, we briefly describe the process of parameter
estimation at first. For a general linear channel, the correlation of data between Alice and Bob is given by
y = tx + z,

(12)

where x is the Gaussian modulation quantum signal with
the modulation variance VA , y is the received quantum

signal through a Gaussian channel and balanced homodyne detectors (BHDs) with total transmittance t. z contains excess noise from quantum channel and electrical
noise from BHDs.
Thus, in ideal-measurement scenario, measurement results after the heterodyne detection can be written as

xB = tx xA + zx ,
(13)
p B = tp p A + z p ,
p
√
√
η1 Tx where tx = η1 Tx , tp = η2 Tp . The quantum
channel parameters of transmittance T and excess noise
ε are relevant to those values through following equations
p
p
hxA , xB i = η1 Tx · VA , hpA , pB i = η2 Tp · VA , (14)
xB 2 = η1 Tx · VA + η1 Tx · ε1 + 1 + vel 1 ,
pB

2

= η2 Tp · VA + η2 Tp · ε2 + 1 + vel 2 ,

(15)

(16)

where VA = xA 2 = pA 2 , ηi and veli are performance
parameters of the the BHDs, we assume BHDs in our
model are ideal, so the detection efficiency η1 = η2 =
1, electronic noise vel 1 = vel 2 = 0. Noted that all the
parameters above have been normalized by SNUs. The
secret key rate under collective attack is derived from the
covariance matrix [28]


VA CAB1 CAB3
T
VB1 CB1 B3  .
γAB1 B3 =  CAB
(17)
1
T
T
CAB3 CB
V
B
3
B
1 3
V and C in this matrix represent the variance of and
correlation of the mode. The transmittance T and excess
noise ε in the covariance matrix can then be derived with
the data of Alice and the heterodyne detection results of
Bob

hx(p)A ,x(p)B i2


,
Tx(p) =
2 2
hx(p)A D
i
(18)
E
2

 εx(p) = hx(p)B i−1 − x(p) 2 .
A
Tx(p)

In the case of measurement angular error, one should
replace pB with pB ′ in Eq. (8), Tp and εp in Eq. (18)
should subsequently be rewritten as

Tp ′ = cos2 θ · Tp ,
(19)
ε
′
εp = cosp2 θ + tan2 θ · xA 2 .
It is obvious that the estimated Tp ′ < Tp and εp ′ > εp
if the measurement angular error is above zero. Thus,
covariance matrix becomes


VA
CAB1 CAB3 ′
′
T
VB1 CB1 B3  .
γAB1 B3 =  CAB
(20)
1
′
′
′
T
T
CAB3 CB
V
B
3
1 B3
By comparing the above two covariance matrices Eq.(17) and Eq.(20), the different elements is
CAB3 , CB1 B3 and VB3 which contains transmittance Tp ′
and excess noise εp ′ which are the decisive parameters for
the secret key rate of CV-QKD. The detailed calculation
of secret key rate is shown in the Appendix A.

5
SIMULATION AND RESULTS

100

In this section, we illustrate the simulation results
about the effects of measurement angular error given the
security analysis in Sec. III. First of all, what needs to be
simulated is the influence of measurement angular error
on the system, among which the most important one is
its influence on the secret key rate. Thus, the secret key
rate as a function of transmittance distance with different measurement angular errors is calculated, as depicted
in Fig. 4. Three colors of lines, red, blue, and black correspond to different angles θ = 0◦ (after compensation),
θ = 5◦ and θ = 10◦ , in this simulation, channel excess
noise is set to be ε = 0.01, and the reconciliation efficiency β = 0.95 [26]. From the Fig. 4, it can be seen
that the secret key rate with measurement angular error
is lower than that in the ideal scenario. Furthermore,
the secret key rate decreases sharply with the increase of
measurement angular error.
In Fig. 4, we simulate three curves with three measurement angular errors. Not satisfied with the only effect on
the secret key rate, the maximum transmittance distance
is also computed within a broader range of measurement
angular errors. Thus, we compute the maximum transmittance distance as a function of measurement angular
error, and the simulation results are displayed in Fig.
5. Different curves represent the results under the influence of different excess noise. For each curve, the maximum transmittance distance decreases significantly. We
show the measurement angular error of 30◦ for a complete display of measurement angular errors. However,
in practical implementations, we only need to consider
measurement angular error as a real small value that is
easily ignored. Although the angular error is relatively

Transmission Distance(km)

IV.

90

ε=0.01

80

ε=0.05

70

ε=0.1

60
50
40
30
20
10
0
0

5

10

15

20

θ(°)

25

FIG. 5. The maximum transmittance distance versus measurement angular error. From left to right, the curves correspond to ε = 0.1, ε = 0.05 and ε = 0.01. The other parameters of systems: modulation variance is V = 20, reconciliation
efficiency is β = 0.95.

small, the slope of the curve changes rapidly, indicating
that even a tiny measurement angular error would cause
a significant loss in transmittance distance in the practical experiment.
The existence of measurement angular error can also
cause the changes of optimal modulation variance; thus,
the curves of the secret key rate versus optimal modulation variance with measurement angular error θ = 0◦ ,
θ = 5◦ and θ = 10◦ is simulated, and the simulation result is depicted in Figure 6. The main figure describes
the modulation variance limited within 100, while the
inset describes the modulation variance limited within
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FIG. 4. The secret key rate versus the transmission distance
with different measurement angular error. From left to right,
the curves correspond to secret key rate for θ = 0◦ , θ = 5◦
and θ = 10◦ . The other parameters of systems: modulation
variance is V = 20, excess noise is ε = 0.01, reconciliation
efficiency is β = 0.95.

FIG. 6. The optimal modulation variance for the systems
with different measurement angular error. The red and black
curves correspond to cases with different distances. Three
types of lines, solid, dashed and dotted lines correspond to
different measurement angular error.The other parameters of
systems: modulation variance is V = 20, reconciliation efficiency is β = 0.95.

6
20 to show the details clearly. It can be intuitively observed that optimal modulation variance decrease with
the increase of measurement angular error in different
distances.
To sum up, the existence of measurement angular error
dramatically affects the performance of the practical CVQKD system using heterodyne detection. The existence
of measurement angular error will not only reduce the secret key rate of the system but also reduce the transmittance distance; what is worse, the existence of measurement angular error will change the optimal modulation
variance of the system, and also reduce the performance
of the system, which further reveals the importance of
compensation of measurement angular error.

V.

CONCLUSION

This paper analyses the effect of measurement angular error caused by the imperfect phase shifter in CVQKD using heterodyne detection. The imperfection of
the phase shifter is recognized from the detection results
of the practical experimental implementation, and the
corresponding EB model is proposed based on the PM
model. In order to avoid the potential attack caused by
the imperfect phase shifter, we propose a method to estimate the measurement angular error, which can then be
compensated through data processing. Practical security
analysis shows channel parameters will be misestimated
due to such an error, which further causes a drastic decrease in the achievable secret key rate. Numerous simulation is provided including the measurement angular
error as well as the case after the compensation. Simulation results suggest that the performance of the practical systems can be significantly improved when properly
dealing with the measurement angular error. It should
be noted that our analysis can be directly extended to
support other CV-QKD systems that rely on the heterodyne detection schemes, for instance, in LLO-CV-QKD
[8, 10]. Undoubtedly, it is worth observing that our work
is to strengthen practical security resulted from devices’
imperfection.

Appendix A: Calculation of the secret key rate

The secret key rate is conducted under the collective
attack for simplicity, we only show the secret key rate for
reverse reconciliation [5].
K = βIAB − χBE ,

(A1)

where β is the reconciliation efficiency, IAB is the mutual
information between Alice and Bob, χBE is the maximum information available to Eve on Bob’s key which is
bounded by Holevo quantity. The covariance matrix of
Alice and the mode that just comes out of the channel
γAB is
p


V ·I
T (V 2 − 1) · σz
p
γAB =
T (V 2 − 1) · σz (T V + (1 − T ) ω) · I


a · I c · σz
.
(A2)
:=
c · σz b · I
where I = diag(1, 1), σz = diag(1, −1), and Eve’s variance ω can be described by ω = T ε/(1 −p
T ) + 1. And we
define a = V , b = T V + (1 − T ) ω, c = T (V 2 − 1) for
simplicity.
Then mode B is divided with mode B1 and B2 by BS.
Such a transformation can be expressed as
γAB1 B2 = YBS · (γAB ⊕ I) · YBS T ,

(A3)

where the matrix YBS describes the BS transformation
that acts on only the mode B. It is written as
YBS = I ⊕ SBS ,
(A4)
!
√1 I
√1 I
2
2
. In the same way, the cowhere SBS =
1
− √2 I √12 I
variance matrix γAB1 B3 after the phase shifter operation
becomes
γAB1 B3 = YP S · γAB1 B2 · Y TP S ,

(A5)

where YP S = I4 ⊕ SP S .
In heterodyne-detection scenario, both data X and P
are used to extract keys, thus the mutual information
p
x
between Alice and Bob should be IAB = IAB
+ IAB
,
where

h x i
V
x

= 21 log2 V xA ,
 IAB
 A|B 
(A6)
Vp
p

 IAB
= 21 log2 V pA ,
A|B
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x(p)

where VA

x(p)

= 12 (a+1), and VA|B can be calculated from
x(p)

VA|B = Ax(p) 2 −

Ax(p) Bx(p)
Bx(p) 2

2

.

(A7)

In the following part, we provide the calculation for
χBE
χBE = S (E) − S (E|B) .

(A8)
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Here we assume that Eve can purify the whole system, so we can get S (E) = S (AB), which is exactly the
same as the standard CV-QKD GG02 protocol [5]. The
symplectic eigenvalues are given by
λ1,2

r 

p
1
=
A ± A2 − 4B 2 ,
2

where CAB1 B3 and γAB1 are the submatrices of the covariance matrix γAB1 B3 , Xp = diag(0, 1), M P denotes
the Moore–Penrose inverse of a matrix.
Then the X-measurement is performed on mode B1 ,
with the post-measurement covariance matrix γA|B3p B1x ,
which reads

(A9)
γA|B3p B1x = γAB1 |B3p − CAB1 (Xx γB1 Xx )

where A = a2 + b2 − 2c2 , B = ab − c2 .
We also assume that after Bob performs projective measurements on his modes, the remaining system AE is pure, so we get S (E|B1 B3 ) = S (A|B1 B3 ).
S (E|B1 B3 ) is calculated in two steps by first performing P-measurement on mode B3 and then performing Xmeasurement on mode B1 . The conditional covariance
matrix after measuring mode B3 is written as

MP

T
, (A11)
CAB
1

where CAB1 and γB1 can be acquired by Eq. (A10), and
Xx = diag(1, 0). And the symplectic eigenvalue can be
calculated by Eq. (A11), the expressions for the entropies
χBE can be further simplified as follows
χBE =

2
X
i=1

G



λi − 1
2



−G



λ3 − 1
2



,

(A12)

T
,
CAB
1 B3
(A10)

where G (x) = (x + 1) log2 (x + 1) − xlog2 x, λ1,2 and λ3
are the symplectic eigenvalues of γAB and γA|B3p B1x respectively.
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