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Abstract

In this paper we study test time decoding; an ubiquitous step in almost all sequential
text generation task spanning across a wide array of natural lamguage processing (NLP)
problems. Our main contribution is to develop a continuous relaxation framework for the
combinatorial NP-hard decoding problem and propose DI1SCO - an efficient algorithm based
on standard first order gradient methods. We provide tight analysis and show that our
proposed algorithm linearly converges to within € neighborhood of the optima. Finally, we
perform preliminary experiments on the task of adversarial text generation and show superior
performance of DISCO over several popular decoding approaches.

1 Introduction

Consider the following setup: We are given a ground set E and a black box oracle set function
f: 28 — R and some constraints Z C 2% assumed to be down monotone. Then constrained set
function mazimization [Sch03| refers to the following optimization problem:

max f(S) st.SeZ (1)

We claim that the decoding problems arising in several common NLP applications can be directly
mapped to the .

To see this, first consider a simple combinatorial text generation approach - a classic use
case for sequential decoding [LWC™18] : The input is a piece of text S = {e1,e2,...,e,} € X"
composed of n discrete features where feature space X denotes the vocabulary. For example,
Suppose, for each feature e; € X we have k; possible replacement candidates (ex. synonyms)
denoted by e!, Vj € [k;] with ¢ = ¢;, Ve; € X. Let, T denote a valid transformation of S
defined as a combined replacement of each individual feature e;; i € [n]. Let, T' denote a valid
transformation of S defined as a combined replacement of each individual feature e;; ¢ € [n].
Note that, we can index T' by a vector I € []""_,{0,1, ..., k;} list of all possible such combinations
of valid replacements.

Further, it is assumed that we are given a black box oracle f that returns a score for each
input transformation. Now, we want to solve the following maximization problem:

arg max f(T4(S)) (2)
[Tljo<m

As a concrete application, consider the adversarial text generation problem where S is a piece
of text (ex. sentence) composed of atoms (ex. words) and each atom has k — 1 replacement
candidates (ex. synonyms). f is the model (ex. sentence classifier) i.e. f(S) denote the score (ex.
loss) and the goal is to perturb at most m atoms to obtain a transformed sentence 73(S) such
that the loss is maximized i.e. would flip the confidence (ex. make the classifier predict wrong
label) of the model and as a result 71(S) would be an adversarial example of S.

*equal contribution



2 Preliminaries

In this section we introduce some notations and recall some concepts that will be used throughout
the manuscript.

Definition 1. Discrete Derivative. For a set function f : 2% - R S CE ,e € E\S the
discreet derivative or the marginal gain of f at S with respect to e is defined as:

Af(elS) = f(Su{e}) = F(S) (3)

Definition 2. Submodularity. A set function f : 28 - R is submodular if VA CB CE e €
E\ B the following holds:

As(ela) = Ag(e[B) (4)
It can be shown that it is equivalent to the following condition:
fA)+ fB) = f(ANB) + f(AUB) (5)

Fact 1. submodularity is preserved under taking non-negative linear combinations i.e. If
f1, fa, ..., fn are submodular then linear combination f =31 | a;fi is also submodular Yo, > 0

Definition 3. Embedding Layer. Learning dense vector representation of atoms is the key
i the recent success of Natural Language processing. The idea is quiet simple, given an input
i.e. one hot encoding over vocabulary, embedding is a mapping to a dense continuous vector
space V : X" — R, Early work include using ideas like SVD to learn compact representation of
highly sparse one-hot input space (See [BDV.J03| and references therein). However, post Deep
Learning era, Neural Networks trained with context to learn word embedding has proven to be
a breakthrough in NLP research and now one usually can just use pre-trained word embedding
maps to map discrete input space to embedding space using Word2Vec style embedding models
[MCCD13, MSCT15].

Set Function Maximization Consider the following setup: We are given a ground set E
and a black box oracle set function f : 2 — R. Also suppose we are given constraints Z C 2F
assumed to be down monotone. Then in set function maximization one wish to solve the following
problem:
ax f(S) st. SeZ
max f (S) s € (6)
For instance, the simplest constraint can be the uniform matroid constraint i.e. the cardinality
constraint [S| < k where k < [E|.

Submodular Maximization In submodular maximization one wishes to solve (6) when f is
a submodular set function admitting to definition [2| For many class of submodular functions
even this simplest problem has been shown to be NP hard [KG14 [KG12 [Fei98]. Thus, often the
goal of research in the area is to find efficient approximate algorithms to solve @

Algorithm 1 Greedy Set Function Maximization
input: E, Z C 2F, f:2F 5 R
A0, S+ 0
A+~ {e:SUueeT}
while A # () do
| S=SuU{argmax, A(e|S)}
end




The popular Greedy algorithm to solve @ approximately (Algorithm , starts with an
empty set S = () and at iteration ¢ add the element that maximizes A(e|S;—1) i.e. given by the
following update equation:

St = S¢—1 U {argmax A(e|S¢—1)} (7)

The celebrated result [NWT8] established the approximation guarantee of greedy for submod-
ular maximization.

Theorem 1. [NW78] Given a nonnegative monotone submodular function f : 2% — Ry and
{Si}iz0 be greedily selected sets defined by the iterations (7)):

1
F(80) 2 (1= ) ma. f(9) ®)

|KG1j] extends this result for any iteration t

f(8) 2 (1= €7F) max f(S) 9)

Proof. For the proof we refer the reader to [KG14]. [ |

Going beyond uniform matroid constraint, suppose (E,71), (E,Zs, ..., (E,Z,) are p matroids
with Z = N;Z;. Even though now (F,Z is no longer a matroid in general, it can be shown that
greedy guarantees a solution within Iﬁ factor of the optima. ie. f(Sg) > zﬁ maxsez f(S).
This result also holds when (FE,Z is a p-extensible system [CCPVQ7].

3 Submodular Formulation
We first note that problem can equivalently be formulated as:

argmax f(X) (10)

|X|<m

where we can define the set function f : 2" — R, f(X) = maxXg,ppmcx f(T1(S)). The set
function represents the model output for the input set of transformations X. Thus, we reduced
the problem to searching over all possible sets of transformations of up to m replacement to
maximize the loss.

Note that for NLP models the first layer is usually the embedding layer that converts the input
into word embedding space thus for most neural networks is equivalent to:

f(X) = max f(V(Ti(S) (1)

Theorem 2. [LWCT 18] For a general model f , the problem can be polynomially reduced
from subset sum and thus NP-hard.

Proof. We take a very simple function f and show that it could be reduced from the subset sum
problem when k£ > 2. As an example let us take the simplest setup where given (a sentence) S
the model generates an (sentence) embedding vector as the average of individual token (word)
embedding and the goal is to maximize the /5 distance from a target embedding [[IMBGDI15]:

n 2

Ej_
v —V

=1

f(X) = argmax
supp(I)CS

(12)




Suppose, there is an algorithm that solves this problem in polynomial time. Let the n indexes
in the transformation be s1, so,...,s, and the target be W. We can let V? = [5;,0,...,0] and
V{ =10,...,0]; j=1,...,k—1 and target v=[W,0,...,0]. Now it is immediate that the best
approximation of v is exactly v will suffice the subset sum problem. Thus it contradicts with the
fact that subset sum is NP complete. |

Theorem 3. If f in is submodular monotone then greedy would achieve a (1 — %) approxi-
mation in polynomial time.

Proof. The proof is straightforward the moment we re-formulated the problem ([2)) to the problem
(10). This is maximizing a set function over a uniform matroid constraint. Thus, if f is
monotone submodular then by using Theorem |1} we conclude that greedy achieves at least (1 — %)
approximation of the optimal in polynomial time. |

3.1 Submodular Neural Networks

Recently, there has been several efforts to study submodular properties of Deep Networks. [BB17,
DB16] establish a class of feed forward networks that can be approximated as submodular
functions. Specifically [LWC™18| show submodular properties of two neural networks that are of
particular interest in practical applications.

Fact 2. |[LWCT18| Consider the following simple version of W-CNN |[Kim14|: let the stride be
s, window size h and the word embedding of i—th word be v;. Then output of convolution layer
is given as C = [cijlign/s], jejm] from n words and m filters.

Cij = qb(wjrvs(i—l)—i-l:s(i—l)—&-h + b])a 1=1,2,... ,TL/S

w; € RP! is the j-th filter, bj is bias term and ¢ is non-linear activation. v;; denotes the
concatenation of word vectors in the window of words i through j. Each filter w; is applied to
individual windows of words to produce feature map ¢/ = [c1j, €25, - - - ,c(n/s)j]T. This feature map
1s applied to a mazx pooling layer to obtain:

éj = maxcC;j;
(2
Thus the W-CNN without dropout and softmax is given as:
f(vin) =wl-e+bl

Now, suppose there’s no overlapping between each window and we only look at transformations
that will increase the output then: f(S) = maxXyy,pmcs fWENN(V(TY(S))) is submodular.

Proof. The proof idea is that every coordinate in ¢ is a combination of max pooling over modular
functions and hence submodular. Next, the output is sum of submodular functions then using

Definition [1] it is also a submodular function. For a complete proof we refer the reader to Section
A4, of [LWCT18. |

Fact 3. [LWCT™18] Consider a RNN with T time steps and hidden layer of single node. Then
for alt < T, given the previous hidden state hi—1 and input embedding vi_1 RNN updates the
hidden state as:

he = p(whi—1 +m v,y +b)

Then the output of RNN is characterized as
f(vir) = yhr

if w,y are positive and the activation is a non-decreasing concave function then
f(S) = maxgypymcs FENN(V(TY(S))) is submodular.
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Proof. The proof proceeds as follows: First, it can be shown that the same amount of change
induced on an intermediate layer has a diminishing return property when the network is perturbed
at other features. Then together with the concavity and non-decreasing property of the network
one can finish the proof. For a complete proof we refer the reader to Section A.5. of LWCT18]. W

4 DISCO: Convex Relaxation

As discussed in Section the apparent computationally intractable problem ([2)) can be efficiently
solved using Greedy Algorithm (1| with (1 — %) approximation to the optimal whenever f is
submodular. It was also shown that for some class of simplified Neural Networks one can show
some submodular properties. That being said, so far the known submodular approximations of
real work networks is limited and there is no clear theory to indicate if all the neural networks
can be reasonably approximated by submodular functions. With this observation we propose to
relax this discrete combinatorial optimization problem into a approximately continuous problem
and claim that it can be solved using a stochastic first order continuous optimization method.

4.1 Formulation using Extension Framework

First recall how we can use the concept of extensions on set functions f(S) : 2 — R. By identifying

sets S with binary vectors eg in which i—th component is 1 if 7 € S and 0 otherwise, now we

can equivalently represent f as a function defined over corners of the unit cube f {0,1}" = R

where n = |V| and f(es) = f(S). Now, this can be extended to the entire unit cube [0, 1]".
Leveraging this idea, we re-formulate follows:

max f(Zagj)ng),...,Zag)wg)) (13)
ovij 4 j=1
s.t. agj) ={0,1} Vi€ n], j€ [ki] (14)
oV =1Vien (15)
j=1

Note that this relaxation is same in spirit of Lovasz extension [Lov83|, multilinear extension
[VonOg].

Now, we can relax the binary valued agj) to &Z(j) Vi€ [n], j € [ki] parameterized as:

NN
@@;W,ZFZ(BP)ZP (16)

In , p € N is a hyper-parameter of our choice. Observe that the &E‘j ) obey . Then, the

relaxed objective function is as follows:

k1 ) ) kn ' ' n k; ]
arg max f(z&gj)ng),..., ag)wg))—F)\ZZ‘@(])’ (17)
Bf]) v ’i,j Jfl j:l =1 jil
. (7)) ki
where &EJ) = (ﬁZZA) AR (ﬁi(j))Qp'
i =1



Also note that we can instead define C(z) = —f(x) and instead solve the following problem:

argmin | C Za w . Za])wj) +)\ZZ|6 (18)

B9 v i, j=1 i=1 j=1

() _ (ﬂf) Z BN,

where o;”’ = A

4.2 Discrete Output Space

The solution of (|18)) is not guaranteed to be one-hot like we want. In other words, relatmg to the

previously stated discrete version of the problem, we want oz(j € {0,1} but ( ) / Z; is not
going to be either 0 or 1 almost surely. To handle this, we greedlly do the followmg.

]l—argmaxm | and a( 2 =0(j—ji) Vié€n]. (19)
Je€lki]

4.3 Theoretical Guarantees

We shall introduce some definitions before we present our main result.

k1 k
£B) =0 aPw?,.. 3 aDw) (20)
Jj=1 j=1
(1)) 2P ki,
where a(J) = (ﬁlZi) V7 = ; (Bl@) P and B € REi=1 ki

is the vector formed by stacking the 61.(j)’s Y j € [ki],i € [n].

n ki )
h(B) =233 18] = MBIk (21)

i=1 j=1

¢(B) = f(B) + h(B) (22)

In (18), we are looking to minimize ¢(3) without any constraints on 8. Notice that ¢(c3) <
¢(B) V 0 < ¢ < 1. This is because with ¢ € (0,1), f(¢8) = f(B) and h(cB) < h(B). Due to this
reason, we must impose some restrictions on 3 to have a minimizer for ¢(3), at least for theory.
However in practice, one may not impose any restrictions on 3 as we only care about the value
of f(B). The constraints that we impose on B to derive theoretical results are as follows:

k;
Z=3 (8" =1vien) (23)
j=1

Notice that the constraints defined in above are convex. Let us now define the set of all
feasible 3 obeying the constraints in as:

ki )
e {pz=3 (3" =1vicm) (24)
j=1
So finally, we wish to solve:
min ¢(3) (25)



We can solve by using Algorithm [2| inspired by projected proximal gradient descent .

Algorithm 2 DISCO - Proposed Projected Proximal Approach
Input: number of iterations T, learning rate schedule ng for £k = 1,... T, initial value of
B = Bi.
for k=1:T do
Compute V f(Br).
Update By11 = Ps{prox,, (B — mVf(Bk))},

where prox, ,(8) = argming h(8) + |8 — 8],
Ps(x) = x/||z||2p (i.e. the projection of x onto S).

end for

Essentially, it follows the proximal gradient method followed by a projection step onto S
(which is a very cheap operation) so that Bx11 € S. Also, since h(3) = A||3||1, the prox operator
has a closed form expression which is as follows:

{,8}3 — T])\ if {,3}] > T]/\
{prox, ,(B)}; = ¢ {B}; +nx if {B}; < —nA (26)

0 otherwise.

In 1' {prox, ,(B)}; and {B}; are the 4 elements of prox, ,(8) and B, respectively. We are
now ready to present our main result which is as follows:

Theorem 4. Suppose f(B) is convex and L-smooth (with respect to 3) over §. Let 3* =
T

argminges ¢(B). Then Algorithm |3 with 81 = [kl}gplkl, kl%lk27 cel ﬁlkn where 1, is
1 2 n

the m-dimensional vector of all ones and constant step-size value n < 1/L has the following
convergence guarantee after (T + 1) iterations:

n 2
1 1
¢(Bry1) — d(B%) < T Zkz (1 + W)

i=1 i

Therefore, in O 7, ki/€) iterations, we have ¢(Br) — #(B*) < €.

This theorem illustrates that Algorithm 4 requires O(3 1, ki/€) iterations to reach e-close to
the optimal solution for the set function mazximization formulation without any assumption on
submodularity.

Proof. The proof is similar to that of convergence of proximal gradient descent. Since f is
L-smooth over S, we have for 8541 and B (both € S):

F(Brsn) < 5B+ (VFBe), Bur — Bi) + 1B — Bl (21)

Now since f is also convex, we have for all z € S:

f(Br) < f(2) = (Vf(Br),z — Brk) (28)
Substituting this in (27), we get:

F(Brin) < () + (VFB). B — 2) + = 1Br - Bull® (29)

Let us define I/B\k_t'_l as follows (recall that we are using constant step-size 7):

Br+1 2 prox, , (B — 1V f(Bx)) (30)
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Then, we have: R N N
Bi+1 = Ps(Brt1) = But1/l1Br+1ll2p (31)

Using the convexity of (8) = A||B|; in RE=1%i we have for g € Oh(Br41) and z as used in
(28): R N N N
h(Br+1) < h(l|Brs1ll2p2) + (9, Brr1 — 1Brv1ll2p2) (32)

Now dividing on both sides by ||Bk+1”2p and using the fact that h(c3) = ch(B) V¢ > 0
along with , we get:
h(Br+1) < h(2z) + (g, Brt1 — 2) (33)

Now adding and , we get:
¢(Br+1) < d(2) +(Vf(Bk) + g, Br+1 — 2)+
L
§||,3k+1 — Bell® (34)

Recall that:

Bri1 = prox, ,(Br — 1V f(Bk))
— argming h(8) + ;nnwk — v IB) - B

Imposing optimality conditions, we get:

0 € Oh(Ber1) + VF(Br) + 717(3k+1 — Br)
— V(B + 1 (B~ Buir) € Oh(Bes) (3)
Using the above value as g in (34)), we get:
P(Br+1) < ¢(2) + <717(:8k — Bir1), B — 2)+
Beir — el (36)
Expressing Br — Bt as (B — Brs1) + (Brs1 — Bry1), We can rewrite (36) as:

o(Brsr) < {0(=) + ;<ﬂk Bt Bt — 2+

L ~
§H,3k+1 — Bill’} + 717 (Brt+1 — Brt1, Bry1 — 2)  (37)
(D

Now since Bgi1 = PS(BkH), by the optimality condition of projection, we must have (with
zeS): R
Br+1 — Bry1,2 — Br+1) = (1) <0 (38)

So finally, for all z € S, we must have:

P(Brt1) < d(z) + 117<5k: — Brt1, Brs1 — 2)+

LN e



Firstly, substituting z = 3 in , we get with n < 1/L:
1 L
?(Br+1) < ¢(Br) — EH'BHI — Bell® + §Hﬂk+1 - Bill?
1
< o(Bk) — %Hﬁk+1 — Brll? (40)

Thus, we have ¢(Br+1) < ¢(B) with n < 1/L.
Next, we substitute z = 3* in . From this, we get with n < 1/L:

0(Brs1) < 0(8°) + ~ {8k = Bron, B — B')+
1
%HBI@-H — Bil?
Manipulating the above equation, we get:
o(Br+1) — #(B7) <

Summing from k = 1,...,T and using the fact that ¢(Bxr1) < ¢(Bx) with n < 1/L (see
@), we et

(IIBk = BI” ~ 1Bk+1 — B*1%) (41)

M‘H

1

T(6(8r4) = 9(87) < 5o (181 = B~ 1Bres —87)7)
< 5ol = BIP (12)
Thus, we get:
$(Bri1) = 6(8") < THB =B (43)
Recall that B; = [ju jh{ e /2p1kn} Since 8* € S, we have:

18 — B H2<ZZ< I/QP)Q

=1 j=1 z

2
1
- Z ki (1 i /2p> (44)
=1 7

Substituting in , we get:

2
$(Bri1) — (B < -~ M Z ki ( ; /2p> (45)
1 — 2 «—
0 k22 = N g 46
= 2nT pt nT ; ( )

proves the first result of the theorem. We use to show the second result of the theorem.

2
nT;kz =€ = @(Bri1) —¢(B") <¢
But:
2 i k = T 2 ik
7 7 — € = — i
T]T i=1 ne i=1
Thus we need T'= O(Y_" , k;/e) iterations to achieve ¢(Bri1) — ¢(8*) <e. |



5 Preliminary Empirical Validation

During implementation, the adversarial text generation would proceed in two steps:

(A) Candidate Set Generation: This subroutine would generate potential substitution can-
didates for each token i.e. in the context of our formulation in Section [ for a given set
S = {e1,e2,...,e,} € A" this subroutine would generate for each feature e; € X, k; — 1 possible
replacements denoted by e, Vj € [k; — 1] with €? = ¢;, Ve; € X. (B)Combinatorial Search: Now
we solve Equation by some combinatorial approach. For example in this paper we discussed
Algorithm [T] and [] for the second sub-routine.

5.1 Candidate Set Generation

The first step in adversarial text generation is to find suitable replacement candidates for each
token in the text. This problem can be viewed in several ways. One approach would be to think
of this as a synonym finding problem where given a token the objective is to find semantically
equivalent tokens. The first natural approach would be to project the token into the continuous
embedding space like Glove [PSM14] and then use similarity measure like cosine similarity or
euclidean distance to find nearest neighbors in the embedding space. However, this doesn’t quite
work as well as one would hope for. Pre-trained embeddings like Glove are learned using the co-
occurance information of tokens using CBOW or skip-gram based approaches [MCCD13, [(GL14].
Co-occurance information can be misleading when we are looking for a particular semantic
relationship like synonym or antonym. To motivate: let’s assume good and bad which are
antonyms i.e. have exactly the opposite meaning. However, in the Glove embedding space they
will be extremely close to each other , which makes sense since they appear in a similar contexts.
Another popular approach would have been to use a pre-trained language model like BERT
IDCLT18], then given a text mask the token we need replacement for and let the model predict
the token. However, this kind of approach also suffers from a similar shortcomings as Word2Vec
training approach.

Motivated by success of [MSTT16, WBGLI5| on word semantic equivalence tasks like [HRKTH,
FGM™02| we take a similar approach to generate our candidate set.

Similar to the approach by [MST™16| we start from Glove embeddings and then re-align the
word vectors under three constraints: synonyms are placed close to each other(S), antonyms are
pushed further away from each other(A) while making sure that the topology of the vector space
is preserved (VS). More specifically we start from embedding vector space V' = {vi,va,..., vy}
and inject semantic relationship to learn a new representation V = {v’y,v/a,...,v/x}. Now we
inject the following constraints for semantic equivalence:

A= Z (6 —d (v, vy)) (47)

(u,w)eA
S = Z T (d (v;,vfw) - 'y) (48)
(u,w)eS
VS = Z 7 (d (vg,vg) —d(v4,vj)) (49)
i=1 jEN(3)

The problem of finding the semantically modified vector space reduces to the following optimization

problem:
C(V.V') = k1A (V') + koS (V') + k3VS (V, V') (50)

Our candidate selection subroutine takes in a token , projects the token into this modified
vector space and then runs a k nearest neighbor style neighbor search based on similarity score
(euclidean distance) with a pre-defined k. We further constraint that any selected candidate
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should be within an euclidean ball of radius € of the input token. Formally for two tokens to
co-exist in our candidate set needs to hold for a pre-specified threshold 1 where R is the
euclidean distance of the furthest token in the vocabulary.:

Vi =Vjlla<e
Se=nxR (51)

5.2 Data Sets

We show the effectiveness of the proposed Continuous Relaxation approach on three different
tasks as described below:

Sentiment Classification The task is to look at a piece of text and assign a positive or
negative label to the task. For this task we chose the popular IMDB MR data-set [MDP™11]. It
is a binary classification data-set with 25k positive and negative reviews.

News Classification Given a piece of news snippet the task is to classify it into one of the
categories. Here, we will use AG News corpus [ZZL15] which is a relatively large dataset with
30,000 training and 1,900 testing examples for each of the fours classes.

Question Classification To see the effectiveness of our algorithm in context of relatively
short text we chose the TREC-QC dataset [LR02] where the task is to classify the question
(usually a single sentence) into one of the 6 categories. This dataset has about 5500 training and
about 500 test examples.

5.3 Greedy Baseline

We compared with the greedy approach used extensively in the existing literature for a similar
setting [LWC™ 18, IASET18, [KTLE1S] essentially using the Algorithm |I| with the uniform matroid
constraint. The approach is quite simple - you start from the first token the the input text,
greedily choose the optimal candidate that maximizes the adversarial loss, fix that token and
continue to the next token until end of the text is reached. This baseline is more aggressive and
is unconstrained in semantic coherent space, as argued in [LWC™18, IASE™18| constraining the
search space to semantically coherent space i.e. using a language model perplexity constraint
would improve the semantic coherence but obviously lead to worse performance in terms of
adversarial accuracy. However, we use this as a baseline for comparison in terms of attack success
(in terms ) since this loosely speaking is an upper bound on the performance of all the methods
that use greedy approach for the candidate selection problem. It will be interesting to see a
comparison of the perplexity scores of different algorithms to compare semantic equivalence for
a fairer comparison. And intuitively, our algorithm is currently under-stated as it is in theory
always going to produce semantically more coherent text while achieving high accuracy.

5.4 Experimental Setup

For the experiments have used the extremely popular and successful recurrent model LSTM
[HS97] with hidden size 200 with network dropout |[SHK™14| rate of 0.3. Our networks are
also trained with batch normalization [IS15] to reduce internal co-variance and ensure faster
convergence. The models were trained using Adam [KB14|. While running Algorithm [2[- in all
experiments, we started with 61(1) =10 and Bi(j) = 0.05 for j > 1, Vi € [n]. We used the following
values of A, v and k:

A = 3C(s)/(10n + 0.05 zn:(ki —1))
i=1
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Task: Sentiment Analysis. Classifier: LSTM. Ground Truth Label: Positive. Original: Positive. ADV Label: Negative

Sweeping and still impressive early Talkie Western of pioneering days; other contemporary films in the same vein include THE
COVERED WAGON (1923), THE IRON HORSE (1924) and CIMARRON (1931) [ none of which I've watched, though I do
have the latter on VHS. It was simultaneously filmed in the "Standard" fullscreen ratio and in an experimental Widescreen process
called "Grandeur", but only the former has been released on the bare-bones Fox DVD); one can only surmise how it would look in
a wider ratio, but the careful framing not to mention the splendid cinematography is evident enough even in the "Standard"
version.<br /><br />Young John Wayne is surprisingly commanding in the lead (a role which, however, didn't lead to the expected
stardom as he'd languish in 'B' Westerns for the best part of the next decade, before John Ford came to his rescue with
STAGECOACH [1939]!); anyway, he and Marguerite Churchill (from DRACULA'S DAUGHTER [1936]) make a nice couple
despite her somewhat tedious character. Supporting characters include a variety of stock types: veteran westerner, comic-relief
sidekick (with a penchant for making noises with his mouth!), burly and uncouth villain (played by Tyrone Power Sr.!), his two
slimy cohorts (a Mexican and a Southerner, the latter also filling in as Wayne's rival for Churchill's hand), etc. Also among the
members of the wagon party is a timid Swede (full of optimism for the promised land, but who's continually put down by his
irascible mother-in-law) and later Wayne regular Ward Bond.<br /><br />The episodic narrative resolves itself into a number of
alternately cornball, lyrical and action-packed vignettes as we see the prospective seitlers combating the elements, the Indians and
themselves; the film, however, has a completely authentic feel to it which smooths over its essentially dated and static quality.
Also, the editing is somewhat choppy (particularly during the second half) little wonder, since the DVD edition of the film is only
108 minutes long against the complete 158-minute srandeur brilliance version!

Task: News Classification. Classifier: LSTM. Ground Truth Label: World news. Original: World News. ADV Label: Business ‘

Quito, Ecuador -- Ecuadorian peliee cops barred Supreme Court judges from returning to their offices yesterday after the judges
tried to defy a decision by Congress to fire them for bias against President Lucio Gutierrez.

Task: Question Classification. Classifier: DAN. Ground Truth Label: ENTY. Original: ENTY. ADV Label: NUM ‘

what kind sort of gas is in a fluorescent bulb? ‘

Figure 1: Examples of generated adversarial examples. We show three examples here from
three tasks, and two models The color red denote the original word. The color blue denote the
adversarially perturbed word. A more detailed result can be found in

Continuous Relaxation Approach (Algorithm
Dataset  Original Acc.(%) Adversarial Acc.(%) Perturbation (%)

IMDB 87 18 4.6
AG News 88.75 26.5 16.5

Greedy Approach (Algorithm

IMDB 87 62 10
AG News 88.75 32.5 20

Table 1: Comparison of Greedy [LWCT 18| (Algorithm [1)) with the proposed relaxed Algorithm
on different tasks. 50 samples were chosen randomly from the test set to attack and evaluate the
attack models. We present the accuracy of the model before attack on this randomly chosen
subset (original acc). The ADV acc column shows the accuracy of the model when those same
examples were adversarially perturbed using Algorithm [2l The last column reports the amount
of adversarial perturbation (% of tokens modified) in the entire set.

v=6C(s)/vn
k=0.2

To solve our objective function, we used Adam with initial learning rate of 1 and a maximum
epoch budget of 100.
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5.5 Results

Table [Ikhows our results on the different datasets to adversarially attack LSTM model. We also
present some sample adversarial text produced by Algorithm [2|in Fig . To compare Greedy
Baseline and Continuous Approximation, we randomly sample n = 50 samples from each class
and call this our attack set. On this attack set the attack algorithms are evaluated using the
following metrics:

Initial Accuracy Initial Accuracy of the model before the attack. A higher number indicate
a well trained model.

Adversarial Accuracy Simple accuracy after the attack i.e. number of correct predictions
to the total number of adversarially perturbed test samples. A lower number implies a more
successful attack.

Perturbation While accuracy is a good way to measure the success of an adversarial attack
algorithm, it is also essential to ensure amount of perturbation used to fool the model. In theory,
one can arbitrarily change the input sentence for example paraphrase based methods [TWGZ18|
can arbitrarily change the syntactic structure of the text. However, by definition adversarial
examples are to be impermeable to human judge and arbitrarily changing the syntactic structure
of the text would violate this. To capture this, we compute Perturbation which is defined as the
Average value of Mo of tokens changed 1, ). o\ ple. Note that, a lower number is better indicating

Total no. of tokens
the adversarial model is able to perform well with lesser syntactic perturbation.

In summary, we observed that: Algorithm [2] seems to outperform the greedy approach in all
tasks in terms of accuracy which is not so surprising. In principle since our baseline is supposed to
be an upper bound in terms of performance among all the variants of greedy algorithm implying
our algorithm might be producing state-of-the-art results. While, achieving higher success rate ,
it seems to be able to do so with much less perturbation as can be seen in Table [T} Additionally,
as can be seen subjectively in Fig [1] our approach is also able to produce high quality adversarial
text.
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