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Abstract

During the COVID19 pandemic, social media platforms wemedl for
communicating due to social isolation and quarantine. Also, it was the primary
source of misinformation dissemination on a large scale, referred to as the
infodemic. Therefore, automatic debunking misinformation is a crucial problem.
To tackle ths problem, we present two COWI® related misinformation
datasets on Twitter and propose a misinformation detection system comprising
networkbased and contefiased processes based on machine learning
algorithms and NLP techniques. In the netwbdsed pcess, we focus on social
properties, network characteristics, and uséns.the other hand, we classify
misinformation using the content of the tweets directly in the cokesed
process, which contains text classification models (paragesghand sntence

level) and similarity models. The evaluation results on the nethaslked process
show the best results for the artificial neural network model with an F1 score of
88.68%. In the conterliased process, our novel similarity models, which
obtained arF1 score of 90.26%, show an improvement in the misinformation
classification results compared to the netwbalsed models. In addition, in the
text classification models, the best result was achieved using the stacking
ensembldearning model by obtainingn F1 score of 95.18%. Furthermore, we
test our contenbased models on the Constraint@AAAI2021 dataset, and by
getting an F1 score of 94.38%, we improve the baseline results. Finally, we
develop a faethecking website called Checkovid that uses eaatepsio detect
misinformative and informative claims in the domain of COMI® from
different perspectives.

Keywords:Misinformation,COVID-19, Natural language processifgachine
learning, Deep learnin@ witter

1. Introduction

As the COVID19 pandemic broke out, the concerns around misinformation, which can also pose serious problems
for public health and societies, have increased. As a primary news source, social media can propagate false and low
quality information and distottustworthy news about different topics. In the context of the CGlpandemic,

incorrect contents disseminate faster and easier than th€Minasch Security Conference, 202®&o, the pressing

need to curb the spread of COVI® misinformation has led to increasing active -@wécking organizations
worldwide during the pandemic. Due to unprecedented increases in misinformation and public thirst for verified
information, factchecking organization, where the domain experts and journalists analyze data to debunk false and
misleading information, fall behind to respond to COMID information immediately. Therefore, to enhance the

* Corresponding author: Mehdi Ghatee, Associate Professor of Computer Science, Department of Mathematics and Computer
Science Amirkabir University of Technology, Tehran, Iran.
Email addresss.dadgar@aut.ac(8. Dadgar)ghatee @aut.ac.(M. Ghatee)


mailto:s.dadgar@aut.ac.ir
mailto:ghatee@aut.ac.ir

impact of these organizations, most existing resehas proposed various machine learning models to automatically
detect false information that generally refers to misinformation, disinformation, and fake news.

Generally, we avoid using the AFake Nemaian,rdagadless and f c
of whether it disseminates intentionally or not. We start our work by constructing two datasets that contain
misinformative and informative tweets of COMID® collected from faethecking websites and reliable
organizations. Then, we miduce a misinformation detection system by netwiaked and contesed processes
which aredevelomd toclassify the veracity of the tweets from disparate aspktisach process, avuse Natural
Language Processing (NLP) techniques and superviseimedearning algorithms divided into traditional machine
learning, ensemble learning, and deep learning algorithms. In the ndiagell mods] we detect misinformation
based on tweets and users features extracted from the Twitter APl and linguisticfea s hi dden in the t
Inthe contenbaseprocess we devel op two types of models that detec
text classification models and similarity models. We train different text classification modelsagrapHevel and
sentencdevel. Also, we introduce novel similarity models to detect misinformation based on the similarity between
tweets. In the last step, we propose a CO¥Dfactchecking website called Checkovid that includes proposed
processesnd can automatically detect misinformation.

The rest of the paper is organized as follolmssection 2, we discugwior works related to COVIB19 and
Coronavirus.In section3, we describe our methodology and discuss the structure of our proposed Jystam.
Section4 discusses the experiments, case study, hyperparameter tuning process, presents thedegillistes the
performance of models. Finally, we conclude the paper by summarizing our contributions and discuss future work in
sectionb.

2. Related works

In this section, we review the previous works in the context of CGMDand Coronavirus. Due to the
proliferation of large volumes of false content during the pandemic, the study around dOM@ated
misinformation became a popular area afea@rch. Thus, many studies have discussed the impact and the various
characteristic of misinformation. Also, many researchers have proposed various automated misinformation and fake
news detection models on different datasets.

2.1 Datasets

In order to avoidthe spread of COVIELY related false contentseveral datasethave been released that are
specifically concerned with the misinformation and fake news in this domain that could help researchers develop
different machine learninbased models. See, e.g.,

1 ReCOVeryZhou, Mulay, Ferrara, & Zafarani, 20R@ontains the news content and related multimodal
information;

1 CoAID (Cui & Lee, 2020, A healthcare misinfonationdataset contains fake news on websites and social
medig

1 CMU-MisCOV19(Memon& Carley, 2020, A English annotated tweetkatasethat include misinformed,
informed, and irrelevant users

1 A misinformation dataset on Twitter contains fabecked claims collected from factecking websites
(Shahi, Dirkson, & Majchrzak, 2021

In terms of multilingual datasetsxamples include,

1 FakeCovid(Kishore Shahi & Nandini, 2030a fact-checked dataset in 40 languages colleftech fact-
checking websites

1 MM-COVID (Y. Li, Jiang, Shu, & Liu, 202)) a multilingual and multidimensional datagsetludng fake
news content, social engagement, and spegimporal information



1 An Arabicand English Twitter misleadingformation dataset about COVAIDO proposed b¥lhadad, Li,
and Gebal(2021);

Also, from datasets with language other than English,

1 ArCOV19 (Haouari, Hasanain, Suwaileh, & Biged, 202}) contains Arabic misinformation tweets;
1 A Chinese fake news dataset containing multimedia informéfioiyang, Zhou, & Zafarani, 203.1

2.2. detection models

Machinelearning algorithms consist of applying mathematical and statistical methods that enable models to learn on
datasets. Therefore, researchers step forward and employ different natural language processing and feature extraction
techniques to develop machilearningbased models for identifying misinformatidfihadad, Li, and Geba[2020
assessed ten supervised machine learning algorithms with seven feature extraction techniques to dete@ COVID
misleading textual information. Logistic Regression, Decision Tree, and Neural Network provide the bes@fesults.
Rakhami and AlAmri (2020 proposed a stackirigased ensemble learning model by integrating six madgarning
algorithms to handle Twitter misinformation detection using tieetl and usetevel features. The proposed
ensemble learning model performs better than other single mdehmingbased modeldlossin (2020 released

a dataset containing COVHD9 misconceptions and their misinformative and informative expressions on Twitter and
assessed the performance of misinformation detection systems on other misinformation relating te1@OVID
Additionally, a text similaity modelhasbeen proposed thean detect whether or not a post is relevant to the COVID

19 related misconception.

As a result of limited labeled datasets, most studies developedsspervised machine learning models for
misinformation classificationFor instancePaka, Bansal, Kaushik, Sengupta, and Chakral{gfi®l) proposed
CrossSEAN, semisupervised neural attention to detect fake news and showed that this model outperformed seven
stateof-the-art models. Also, many researchers suggestadsformerbased models that are composed of
unsupervised prFaining and supervised fitening. Studies have demonstrated transforbaesed models achieved
better performance than supervised machine learning models in text classification. For exampsha,
Farokhenajdb, Shekhara, and VarGatarc proposed CMTA, a multilingual BERT model, trained on multiple
languagesto classify multilingual tweets intothree classesSerrano, Pakyriakopoulos, and Hegelic(2020
proposed a muHiabel classifier using transfer learning to detect CO\tfmisinformation videos on YouTube based
on user comments and showed that misinfoiveatideos contain a highexmountof conspiratorial comments.
Kumari, Ashok, Ghosal, and Ekb§2021) proposed a multitask learning misinformation detection frameviiir&
resultrevealedthe improvement in the fake news detection task with dwxiliary tasks: novelty detection and
emotion detectionrAyoub, YangandzZhou(2021) proposed a prediction model with DistiiBERT and SHResults
indicate the high performance of the DistiiBERT model to detect misinformation about CT®Hamid et al.
(2020 proposed two independent approaches: coftas¢d and structutiased for fake news detection. The content
based task relied on Bag of Words and BERT embedding, and the sthaseckrelied on Graph Neural Network
and revealed that the best results are obtainedaighof WordsKar, Bhardwaj, Samanta, and Az@®20 proposed

a multilingual BERT embedding model to detect fake news about CQ9IfPom Twitter, trained on multiple Indic
Languages fake news datas@sice itis helpfulto detect false content as soon as possdadystage detection
models have been proposed, suctEADEMIC (Bansal, Paka, Nidhi, Sengupta, & Chakraborty, 20alsemi
supervised cattention network for early detection of CO\UI® fake news on a developed dataset called ECTF, and
theresults indicated the outperforming of the ENDEMIC compared to ninedftéte-art models in earkgtage fake
news detectionPropagation2Ve(Silva, Han, Luo, Karunasekera, & Leckie, 2Di&la networkbased framework for
the ealy detection of fake news.a&3ed orthe obtained resultPropagation2VVeperforns better than statef-the-art
fake news detection models while rayaccess to the eartyage propagation networks

2.3. Constraint@AAAI202%hared task

In addition, several of thesesupervised machine learning atrdnsformetbased modsl contributedto the
ConstraintAAAI@2021 shared taskingthe dataset mentioned ([Ratwa et al., 209dor fighting an infodemicFor



example Felber(2021) presented their contribution to the task by applying supervised traditional machine learning
algorithmsusingseveral linguistic features on the dataset and achieved the best performance 8itMthedel

Wani, Joshi, Khandve, Wagh, and Jdq&#i21) andGundapwandMamid (2021) compared the performance of various
supervised machine learning, deep learning, and transfdoasedd modelsising several evaluation metrics. The
results revealed that transforrrtgased models are better than other modelsthermore Das, Basak, and Dutta
(2027 proposed an ensemble model consisting of @rpieed model, and the results improwgdisinganensemble
mechanism with Softoting and achieved better results with a heuristic-pastessing technique. Fity, Glazkova,
Glazkov, & Trifonov (2020 proposed a fake news detection basadCT-BERT (COVID-Twitter-BERT) and
ensemble learning and achieved the best result among other méd#lsplace in therankng) in the
Constraint@AAAI2021 shared task.
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Figure 1. Structure of the proposed misinformatibetection system

3. Methodology

This paper aims to focus on different methods and technigues to build a misinformation detectiorFgygtem.
1 illustrates the structure of our proposed misinformation detection system. Studies showed that determining the
veracity of a claim without further fachecking is challenging, and humans have achieved an average of 54%
accuracy in the task of distinguigli between a lie and tru{Bond & DePaulo, 2006 In a crisis (e.g., COVIEL9
pandemic), determining false content can be more challenging because of extensive interaction between users and the
fast disseminatioof related content in social media. Therefore, identifying misinformation has shifted to automated
methods in the last few years. This paper introduces a CQ9IBisinformation system that contains two automated
processedo address this issue: netwdsksed and contebfised, which includes text classification models and
similarity models The networkbased modelslassify a tweet based on the social characteristics of the twetteand
user who written itClassifiers othe contenbased procesdistinguishmisinformation byextracing features from
texts and recognize the similarity of the tweet to other labeled tweets. Below we will discugseasknd explain
the models in detail. The data used in this papettaminplementation of all models is available through GifiHu

1 https://github.com/sajaddadgar@OVID-19-misinformationrdetectionsystemon-Twitter-usingnetworkcontentmining
perspective.git
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Tablel. Dataset example

Tweet: AShanghai Government Official-L90Recommends Vitamin C for Ci
Verdict: Misinformative
ABl LL GATES EXPLAI NS VACEINE WITLHUSE EXBERIMENTAL TECHNOLOGY AND PERMANENTLY

Tweet:  ALTER YOUR DNAOD

Verdict: Misinformative

Tweet: AThe coronavirus was engineered by scientists in a fliabgeaispn
Verdict: Misinformative

Tweet: ACDC recommends men shave their beards to protect against «
Verdict: Misinformative

Tweet: ACOV-L® virus can be transmitted in areas with hot and humi ¢
Verdict: Informative

Tweet: ATaking a mot praéhenmobetshe new coronavirus disease. 0

Verdict: Informative

Tweet: ADrinking alcohol DOES NO®P pndtean peudaggien®usCOVI D

Verdict: Informative

Tweet: AThe coronavirdY)diiseasa sedOWlyDa virus. NOT by bacteria.o
Verdict: Informative

3.1 DataCollection

In this paper, weconstructtwo datasetsThe first dataset consists iofformative and misinformativetweets
collected from facthecking websites and reliable organizagitmt publish trustworthy informatiorThe second
dataset consists offormativeandmisinformativesentencgederived from the first dataset.
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Figure 2. Distribution of Topl0 Factchecking website Figure 3. Distribution of Reliablerganizations

3.1.1 Dataset |

As shown inFigure 1, we first need to collect COVH19 related tweets with reliable labels that indicate their
veracity. Therefore, for our study, we gather data from two primary sources. First, we collecatiaim€OVID
19 from factchecking websites that have taken on the mission etfeatking rumors, particularly health claims and
political claims. Second, reliable organizations that consist of healthcare/pahltb organizations with expertise
relating to the SARSCOV-2 virus and reliable media that inform people with facts and reliable information during
the pandemig¢Figure3). To getall factchecking websites, we use thatdasemaintained bythe Reporters' lab at
Duke University that contains the list aflobal factchecking sitesWe were able to colledt53 fact-checking sites
that covered COVIEL9 and Coronavirus newgV/e plotthe 10 facichecking websitethat coveredthe most covid
19 related claims in 2020 Figure2. We take the same automated approach mention@dsinore Shahi & Nandini,
2020 Shahi et al., 209%o retriewe tweets from these websitéd/e use Beautifulsoupyhich isa python library to
crawl and parsing HTML documeni&/e crawl HTML content referred taveetsandlook for allanchorelementsdr
<a>) thatarecreated a hyperlink to tweBtURL in ther HREF attribute. In other wordghe anchor elements that

2 hitps://reporterslab.org/fachecking/
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their HREF attributés in the form ofhttps://twitter.com/username/status/tweet Vit fetch tweet IDs and save them

with the rating of the faethecking website that verified them. We do not consider IDs mentioned as sources in these
websites because they verify the claim, and their verdict is unclear. Also, because each of itlesekingtwebsites

uses different ratings for the veracity of claims, we divide them based on their rating into informative and
mi sinformative <c¢lasses and exclude al/l of the tweet s
ambiguous. Moreover,rste the ratio of the data with misinformative labels is more than informative labels and our
dataset will be imbalanced, we also crawl the public health websites and other reliable organizations and collect tweet
IDs to add more informative data. Studiegdicated that the Twitter account of these organizations had the lowest rate

of unverifiable information among other accouKit®uzy et al., 202p Finally, we extract tweet information and user
engagement via Twitter API from the obtainedewids After removing tweets with languages other than English,

we end up with 901kisinformativeand 9133nformative COVID-19 related tweets written by 15060 unique users

Some examples of misinformative and informative tweets are illustrafieablel1. This dataseis collected from 01

09-2020 to 2812-2020and contaistweetsfrom December 2019 until December 20Z@e timeline of theollected

tweetsis shown in Figure4 and indicate the fastpropagationof the misinformative tweets thanformativetweets
duringthefirst few montrs of thepandemic.

Humbar of Twsats

December 2013
January 2020
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March 2020

april 2020
May 2020
2020

Juy 2020
August 2020
October 2020
November 2020
December 2020

September 2020

Date

Figure 4. Timelineof misinformative and informativeveets createffom December 2018 December 2020h Dataset |

3.1.2 Dataset Il

To detect misinformation at the sentence level, we use the content of theitvi2ataset land segment them
into sentences. Sentence segmentation is the process of identifying sentences among groups of words. To perform
sentence segmentation with high accuracy, we use Spacy, a python library designed for advanced NLP. We use this
Il i brary instead of splitting sentences wusing the peri
purposes, such as abbreviations and numbers, so segmenting sentences by the period mark is not practical. After
segmenting the sentences, vesign each sentence to the verdict®atasetl. Since there are many meaningless
sentences, we exclude them and develop 15635 sentences with informative and misinformative labels.

Figure5. Informative Figure 6. Misinformative  Figure 7. All tweets in
tweets in Dataset | tweets in Dataset | Dataset |

3.2 NetworkBased

Social media platformsot onlyallow people to engage with each other and exchange information in extensive and
beneficial waydut alsgprovide immense opportunities for misinformed users to disseminate misinformation actively.


https://twitter.com/username/status/tweet_id

Studies showed that these user engagements and otherknptaperties, such as post and user information, could
serve as features that have the potential for distinguishing misinformation with high accuracy in the limited domain
(Conroy, Rubin, & Chen, 20)5n this processwe utilize differentnetwork and linguistiéeatures related toveets,

users and the contentof tweetsand fed them intosupervised machine learning modéts train andpredict
misinformation from anetwork perspectiveDataset Icontain15 tweet features and 14 features about the user who
written it. Todevelop more robushodels anéchievebetterperformancewe create additional features in the domain

of COVID-19 andeverage some features mentionedSnLi; PérezRosas, Kleinberg, Lefevre, & Mihalcea, 2017
andcategorize theskeaturednto tweet features and user features. The description of each category of features are as
follow:

T TweetFeatures

Social media users express their opinions and emotions toward misinformation and respond to them in
distinctive ways. Thus, extracting tweet features can provide some patterns and clues that help to distinguish
misinformation.These features focus on identifying beneficial social characteristics and linguistic features of
tweets, which are latent in the content of the tweets. These features include tweets engagement that the Twitter
API provided, such as the count of retweetd hikes. On the other hand, linguistic features extracted from the
content of tweets consist of readability scores, sentiment, syntactic features suchaisspadsh (POS) tagging
and punctuations, and lexical features in both chartetet and wordevel as the number of capital characters,
frequency of stopwords.

1 UserFeatures

Tweets can be created and spreaddnyoususer accounts, such as people, organizations, bots, and other
non-human accounts. Thus, capturing user engagement and their dadtbentprofile informationcan provide
helpful information to identify misinformatie from informative tweets These features include differemser
characteristis such as account creationelatumber of followings and followers, number of tweets that the user
hasbeenpublished.

30
Label
B Misinformative

25 M Informative

20

15

Pc2

10

000 002 004 006 008 oio 012 Pcl

Figure 8. Feature importance Figure 9. Data visualization (PCA with two dimensions)

3.2.1 Feature Selection

The features used to train on machine learning models significantly influence the performance. Therefore, firstly, we
prepare them for model training. Machine learning algorithms require that input variables be numerical. Consequently,
we use orinot encoihg to convert the categorical features into numbers. Also, since the range of the features is
varied, we use standardization so that each feature contributes approximately proportional to the model training.
Second, because some of these features devant and redundant attributes that do not effectively contribute to the
model training, it is desirable to eliminate these features to reduce the computational cost and improve the accuracy



of our models.Therefore we perform Recursive Feature Elimimat (RFE), a wrappeype feature selection

algorithm that works by recursively eliminating features, constructing a model on the remaining features, and ranking
theimportance of théeatures according ttié evaluation results of the model. Overall, we extract 43 features from

both tweet and user features. We use a random forest classifier as the core model and select the top 20 features shown
in Figure8. In Table2, we provide a list of all the extracted features and their descriptions. The bold feadigas

that the features are chosen and used in the final models FAgsioe 9 represents the data in two dimensions using
Principal Component Analysis (PCA). In the next step, we classify misinformation by training different machine
learning algorithms based on thesatiges.

Table2. Description of extracted features

Feature name

Description Comment

Tweet features

Tweet_date

tweet_type

Like count
Retweet count

Possibly sensitive

The date that the tweet was created in milliseconds
The type of tweet (tweetetweet, quote, reply)
Number of likes

Number of retweets

Whether the URL in the tweet contains content identified as
sensitive content

Extracted from Twitter ARI

sentiment

To determine the tweet's sentiment, we use
TextBlob,a python library to processxtual
data.

The sentimenscoreof the tweet contenn a range of-1, 1]

mention_reliable_accounts

Reliable accounts obtained from a list creatt
by Jonathan Oppenheim consist of Twitter
accounts of scientists, journalists, and
Sorganizations with expertise relating to the
SARSCoV-2 pandemic

Whether the tweet mentions a reliable Twitter account

has_url
num_of_mentions
num_of_hashtags
emoji_count
text_uppercase_percent
text_punctuation_percent
text_stop_words_percent

Whether the tweet contains a URL
Number of mentions

Number of hashtags

Number of emojis

The percentage of capital letters

The percentage of punctuation marks
The percentage of stop words

Extracted fronthecontent of the tweet

verb_count
proper_noun_count
noun_count
pronoun_count
adjective_count

Number of verbs
Number of proper nouns
Numberof nouns
Number of pronouns
Number of adjectives

We usedhePartof-speech taggePOS
tagger)using NLTK andkeptacountof each
tagds appeatrance in

text_power_words_percent
text_casual_words_percent

text_tentative_words_percent
text_emotion_words_percent

text_swear_words_percent

The percentage of power words
The percentage afasual words

The percentage of tentative words
The percentage of emotional words
The percentage of swear words

Extracted features witthe sameapproach(S.
Li) and with the same words

text_type_token_ratio

We usedexicalrichness, a python library to

The Type Token Ratio (TTR) compute textual lexical richness measures

flesch_reading_ease
smog_index
flesch_kincaid_grade
automated_readability_index
dale_chall_readability_score
linsear_write_formula

The Flesch Reading Ease score
The SMOG grade
The FlesckKincaid Grade Level

The Automated Readability Index (ARI)
The DaleChall readability score
The Linsear Writd=ormula

We used Textstat, a python library to
calculate statistics from text, such as
readability, complexity, and grade level.

The FOG index
Determines the estimated school gradsed on readability tests
Number of difficult words

gunning_fog
text_standard
difficult words
User features
user_created_at
user_follower_count
user_following_count
user_favourites_count
user_verified
user_tweet_count

The date that the user account was created in milliseconds
Number of the user's followers

Number of the user's followings

Number of the tweets that the user has liked

Whether the user has verified Twitercount

Number of the tweets that the user has published

Extracted from Twitter API

has_user_url Whether the user has a URL on its profile
user_geo Whether the user has a location
user_profile Whether the user has a profile image

3 hitps://www.ucl.ac.uk/oppenheim/Covid® tweeps.shtml
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3.2.2 Model Construction

After preprocessing data and selecting the best discriminating features, we perform seven classification models
to detect misinformation using supervised machine learning algorithms, divided into traditional machine learning,
ensemble learning, and deep learningdels.We implement Logistic Regression, Naive Bayes, Support Vector
Machine (SVM), Decision Tree as traditional machine learning mottelensemble learning models, multiple
learning models are combined to make more robust modefsensembldearning, we use Random Forest and
Stacking (Stacked Generalization) algorithifise Random Forest model comprises 100 independent decision tree
classifiers trained on different sigmples of the training set. On the other hand, the stacking model £afi$ret
stacking output of the individual bakEarners on the training set and makes the final prediction with aleasteer.

We use Naive Bayes, SVM, and Decision three aslbaseers and Logistic Regression as riesaner.As a deep
learning model,we develop an Artificial Neural Network (ANN). To achieve the best result, we tune the
hyperparameters for each model that will be discuss&ddtion 4.3.1.

3.3 ContentBased

In addition to thenetworkbasedprocess which usesfeatures derived fronuser engagements and tweets
information, we can use machine learning moe@eld NLP techniquet detect misinformation from the tweets'
content directlyln this processwe use two types of modelext classification models and similarity models.

Q Paragraph’s verdict: 75%

[

Sentence 1 verdict: 61%

Paragraph .
Sentence 2 verdict: 82%

Sentence 3 verdict: 39%

Sentence 4 verdict: 54%

Figure 10. Paragraphlevel vs. Sentendevel

3.3.1 Text classification models

Misinformative texts express distinctive patterns that machine learning models can identify. In essence, text
classification models can capture discriminative patte
researchers have begtmaddress the issue of combat misinformation and have develapedsmachine learning

based models and NLP techniques duo to identify these distinctive patterns in the news contents and claims about
different topics (e.g., healthcare, politics). Howewaost misinformative users use various strategies to avoid getting
caught(Conroy et al., 2016 One way tadeceivepeople into believing false content is to hide the misinformation
among several facend informative claimsThe chance of distinguishing misinformation decreases witembines

with someinformativesentences a paragraphTherefore, hesemodelsaimto identifytweets withmisinformation

in two levels: paragraplevel, sentencéevel. Figure 10 illustrates the structure of each level for classifying
misinformationForboth paragraph and sentence levelsdathe same steps to develop the text classification models,
except that we perform these models on the different dafasetsch level. Athe paragrapthevel, we use the content

of the tweets irDataset | andat the sentencdevel, we useDataset |l First, kefore getting the machine learning

models to learn from our corpus, dethepreprocessg stepusing NLP techniques and convert the tektdatanto

a more digestible form to improve the performance of the models.



3.3.1.1 Preprocessing

The Pllowing steps of preprocessiage usedn thetext classification models

1 Remove hyperlinks: There are many hyperlinks in tweets, but they do not add any value taltdata.
Therefore, we ¢ rid of these hyperlinks.

1 Handling special characters:Special characters are neither nursivear alphabed, but users use them in their
text. Therefore, & handle them depending on theiilization in the textFor example,  r emove #A$0 and
symbols, but we lep their word and number because useesy use them in their sentences and write a word
with hashtagsMoreoverwec on v er t fi &émoiei @avhich & nsdddfgr mentioning other users, and
ARTO, whusardiseirstioemtgees, andindicatewhether a tweet is a repostathers content.

1 Lowercase conversionWe convert the entire text in our corpus into lowercase due to eliminating sensitivity to
uppercase and lowercase letters in our models.

1 Stemming: For grammatical reasons, people use different derivative forms of a singtaringword in their
text. Therefore, we use the Porter stemming algorithm to reduce words to their root word.

1 Remove punctuations and stopwordsiWe alsoremove punctuations and stopwofiasn the textsPunctuations
contain marks that help the structure oflateece. On the other hand, stopwords are frequent words used in texts
that do not adanuch value to the meaning of a sentenkeaddition we customize the stopwords and keep
negation words (e.g., no, not) in our corpus and remove other stopwords. Moreovd e cause fiwhoo i s
and also it is a common word in the domain of COMI®pandemic duo to many discussions around the World
Health Organization (WHO)before lowercasing the textje convert some forms of this word (e.g., WHO,
A WHOMWhoiwhool) into Aworl dAhsea) tWweooglyi cansiodé&r this ¢
is in the middle of the text or if it is at the beginning of the text, it does not end with a questionAftark.
customization of the stopwords, we improved the aoyuohthe following models by 0.86 on average.

WHO welcomes preliminary results about dexa- _ R

methasone use in treating critically ill #COVID_19 world health organ welcom preliminari result

patients https://t.co/87gs17IuOf - dexamethason use treat critic ill covid_19 patient
Figure 11 Rawtext Figure 12 Preprocessed téex

3.3.1.2 Model Construction

In this section, we train machine learning modedgéegorized into traditional machine learning, ensemble
learning, and deep learning modetsthe content of tweet$o predict the veracity of the tweetSince these models
require tikingvectors as inpufpr each modelwe use feature extraction techues to convert the preprocessed text
data into vecta. Moreover,we tune each model and train them with the optimum values of hyperparameters to
develop the models with the highest accurdig. will discuss the hyperparameter tuning process and thésreul
models in Section 4.3.1.

9 Traditional Machine Learning M odels

For extracting features from text datarious techniquédsavebeenused such as Bag of Words (BOW) and
Term Frequencynverse Document Frequency (TBF). Although Bag of Words works fine in different NLP
tasks, it is less practicalnceit suffers from some shortcomings, such as ignoring word order, considering each
word with equal importance, and sparsitherefore, we use FBF which consists of multiplying two metrics
to extract features from textual data:

1 Term Frequency (TF) measures the importance of a word in a document.
1 Inverse Document Frequency (IDF) measures hmwngon or rare a word is in all documents.

Thus, we vectorize all of the tweets and convert them into a matrix-tibfF featuresThe extracted features are
fed intoLogistic Regression, Naive Bayes, Support Vector Machine (SVM), and Decisiomddet



1 Ensemble Learning Models

To improve the results dhetraditional machine learning modelge developRandom Forest and Stacking
as ensemble learning moddlased orthe traditional machine learning models with the same structure in the
network-basedprocess

1 Deep Learning Models

With the abilityof deep learning modets learn highlevel features, existing computational capabilibes
a large amount of dataie implement four supervised deep learning models, including Long Séort Memory
(LSTM), Bidirectional LSTM (BiLSTM), Convolutional Neural Network (CNN), and CNN+LSTM models.
Before implementing these models, we prepare the preprocessed data by encoding each word in the corpus into a
unique integer numbeFEurthermore, since deep learnimgdels take inputs of the same length and dimension,
input texts are padded to the maximum length.

3.3.2 Similarity Model

Due to the large numbers of active users in social media that exchange information in an interconnected way, a massive
flood of information along with misinformation, is disseminated in a fraction of a second. To amplify misinformation

and make a false claim viral, potentially coordinated groups of accounts may work together to post similar false content
(K.-C. Yang, Torred.ugo, & Menczer, 2020 As a result, there aneumerous similar contents on social media
platforms with the same veracifyigure13 shows an example of similar misinformative claims that are diss¢eu

on Twitter. This section introduces the similarity models that classify the veracity of an unlabeled tweet based on its
similarity to labeled tweets in the dataset. We use Cosine simi(&dtyl)and Euclidean distand&q. 2)as two
metricsformasuring the similarity between tweets6 content

wr . @83 o = ; - -
i Q& Qa G QaEd +— ——— (Eq. 1) Q W O W O W (Eq. 2)
ACYEAGYE

Cosine similarity is aimilarity metric thatdetermines whether or not two vectors are similar by meastiming
cosine of the angle between two vect@s.the other hand, Euclidean distance measurehtriest étancebetween

two poirts. To work with these metrics and calculate the similarity between texts in our corpus, we need to convert

each t we entosabrectormfirdalenuntberfhus, we use word embedding to assign each unique word in the

texts into a corresponding vector so that the samaaning words and words that share common contexts are
positioned close to each other in the space. The vector ofweaetis derived by suming up the embeddings of all
words inits content Different types of word embedding models can be used to obtain the vectorized representation
of text. We apply the following word embedding models:

1 Word2vec:is apredictive modethat uses a twtayer naral networkto learn wordsThere are two model
architecturegor Word2vec to generate word embeddingsntinuous Bag of Words (CBOW) and Continuous
Skip-Gram (SkipGram) methods. The objective of the CBOW model is to predict the center word given some
context words. However, the Skipram model does reverse the CBOW model@edict the word surrounding
givenaninput word(Mikolov, Sutskever, Chen, Corrado, & Dean, 2D13

1 Global Vectors (Glove)is an unsupervised learning model for word representation learned by constructing a co
occurrence matrix of each word amedudng the matrixd s d i musimgsmatoixh factorization methods
(Pennington, Socher, & Manning, 2014

1 FastText: A library, a modified version of Word2vec and based on the-§am model. It enables the model to
support ouof-vocabulary (OOV) words. Also, word embedding vectors can be averaged to make vector
representations of senten¢@sjanowski, Grave, Joulin, & Mikolov, 20).7

1 COVID-19 ConceptEmbeddings:A pre-trained COVID19 related word embeddin@lewmanGriffis, Lai, &
FoslerLussier, 201Btrained onthe COVID-19 Open Research Datageti Wang et al., 2020

To determine whether an unlabeled tweet is misinformadivieformative we convert its content to a vector
using a word embedding model and calculate the similarity between the unlabeled tweet and all labeled tweets.



Afterward we selecK texts with the highest cosine similarity scardowest Euclidean distande the unlabeled
tweetand assign a weight for each similar t&. that a more similar tweet has more weight value and, as a result,
has a more effect on classifying the lakdehe target tweet. Finally, we determine the veracity of the target tweet by
computing the weighted averagédloé Ksimilar textsIn the following, we will discuss how to evaluatesiemodek,

how to select the best number for K, dhd result obtairgtfor eachmetrics andvord embedding model.

‘.

Breaking news: WHO has completely taken a U-turn
and now says that Corona patient neither needs to be
isolated, nor quarantined, nor needs social Distancing,
and it cannot even transmit from one patient to
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Breaking news: WHO has completely taken a U-turn
and now says that Corona patient neither needs to be
isolated, nor quarantined, nor needs social Distancing,
and it cannot even transmit from one patient to

Breaking news: WHO has completely taken a U-turn
and now says that Corona patient neither needs to be
isolated, nor quarantined, nor needs social Distancing,
and it cannot even transmit from one patient to
another

Figure 13. An example of similar misinformation on Twitter

4. Experimentsand Results

In this section, we explain our proposed website for detecting CQ9lzlated misinformation as a case study.
Also, this section discussdise experimental evaluatiand the hyperparameter tuning procgssach modelAlso,
we describe the architecture of the machine learning and deep learning models and coroptaimdueresults

4.1 CaseSudy

We propose @ English COVID-19 factchecking website called Checkotid'o develop Checkovid, evuse
Django, a python framework fobackend developmentalong with HTML, CSS, and JavaScript to desigme
we b s i t e aAlsofhe alfedtee datharestored in a MySQL databadeurthermore, since the modelsetrained

on English corpus, we use Google translate ARtd¢ntify the language of the | a i ms

a cotentthatis et s 6

written in languages other than English and convert them into En@sickovid containspretrained machine

learning and deep leany models anémploysall proposedrocesses this papethat enable users:to

1
2)

3)
4)

5)
6)

Checkthe veracity otheir claimautomaticallyin paragrapHevel usingtenmodels
Checkthe veracity btheir claim in sentenekevel that works by segmentirige claiminto sentences and
predicting the veracity of each sentemising the selected model.

Check the veracity of a tweetlimthcontentbased and netwotkasedoy ext r act i
URL using Twitter API.
Check the similarityof their claim with other claims in our database

Like or dislike the model decisian the sentenckevel section for future work.

Access the collected datasets used in this paper that the research community can use.

4.2, ExperimentalSetting

ng

featur es

We implement all codes in python 3.7.2 and conduct our experimetite Google Colaba cloud platfornihat
allows developergo create and train machine learning and deep learning models on CPUs, GPU, ant:TiRd
Tensorflow 2.4.1 and scikiearn0.22.2.postdersion for implementingeep learning and machine learning models
respectivelyAlso, we use TfidfVectorizer in sciklearnfor vectorizing texandone_hot in TensorFlow to convert
text into the numerical formatVe use 60% of the data ftretraining set, 20% for the validation set, and 20% for
the testing set to train and evaluate the modisdshdeep learningnodelis trained on the training set for 10 epochs
andthelosson thevalidation setis usedto pick the best epoch, and we evalutite models with theest setThe
models are optimizefbr the binary crossentropyloss function usind\dam optimizerwith a batch size of 64-or

4 http://checkovid19.com



http://checkovid19.com/

text preprocessing, we use NLT#&nd for tuning hyperparameters in thegitional machine learnimgodel using the
grid search method, we perform GridSearchCV provided by dexih

4.3. Metrics

There are various metrics for evaluating the performance of a classification model. In the paper, we used
Accuracy, Precision, Recall, angd$€ore.
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Figure 14. The performance of the hyperparameters of the traditional machine learning models on the validation set

4.3.1 Hyperparameter Tuning

To tunethe hyperparameters of tiraditionalmachine learning algorithms, we use the grid search mettich
searches through a subset of hyperparameters of a model with the bestmequibissible and the optimum values of
the hyperparameters for each ttamial machine learning model are showiTable3.

In both Logistic Regression and SVM models, we apply the L2 penalty to reduce overfitting, so the uaiee
of the regularization parameter (C). Also, we perform the SVM model with linear kernel and RBF kernel. For the
Naive Bayes models, we tune the smoothing parameter (alpha) that handles the problem of zero probability. In the
decision tree modelsye analyze different parameters: functions to measures the quality of split (criterion), the



maximum depth of the tree (max_depth), the maximum number of the features to consider for the best split

(max_features), the minimum number of samples for sgiitin internal node (min_samples_split), and the minimum

number of the samples to be at a leaf node (min_samples_leaf). The performance of each parameter in the models on
the validation set also has been illustrateBigure14.

Table3. Hyperparameter tuning performance using the Grid search method for traditional machine learning models

Models Tuning Parameter

Optimal Parameter

Content-Based

Content-Based

Network-Based

Paragraph-level Sentencelevel
Logistic Regression  ¢=[0.1,0.5,1,5,10,50,100,200,500,1000] C=0.5 c=1 C=500
Naive Bayes alpha=[0,0.1,0.2,0.3,0.4,0.5,0.6,0.7,0.8,0.9,1] alpha=0.3 alpha=0.2 No parameter
C=[0.01, 0.1, 1, 10,100] C=100 C=100 C=10
SVM kernel=[linear', 'rbf'] kernel="rbf' kernel="rbf' kernel='"rbf'

gamma=["'scale', O6aut

0 gamma='scale’

gamma='scale’

gamma='auto’

criterion=['gini', 'entropy’]
max_depth=[None, 1,5,10,20,50,90,100,150]
max_features=[None, 'sqrt', ‘auto’, 10g2']
min_samples_split=[1, 2, 5, 10, 20, 40]
min_samples_leaf'=[1, 2, 5, 10, 20]

Decision Tree

criterion="entropy’
max_depth=150
max_features=None
min_samples_split=2
min_samples_leaf=1

Criterion="entropy’
max_depth=90
max_features=None
min_samples_split=2
min_samples_leaf=1

Criterion="entropy'
max_depth=10
max_features=None
min_samples_split=2
min_samples_leaf=20

Moreover, we tune different hyperparameters of

the number of units, dropout raM/eevaluate h e
the bestrchitecturdor each type of deep learning algorithm. The results of each ramiown inFigure15.
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Figure 15. The performance of different hyperparameters in deep learning models on the validation set

1 Artificial Neural Network ( Network-Baseg:
In the input layer, there a8 units in a dense layer with a ReLU activation function followed by a dropout

layer with a rate of 0.2 and a dense layer with 64 units and a ReLU activation function. Finalkyrét oleese
layeris added to the architecture with sigmoid activaiiothe last layer.

val



1 LSTM (Content-Based)

As the model's input, we pass the sdaregth encoded text into an embedding layer in the first layer. The
following layers had a single LSTM layer with 128 units, one dropout layer with a 0.3 dropout rategresmd a
unit dense layer with a sigmoid activation function.

1 Bi-LSTM (Content-Based)

This model hathe same embedding layer as the previous model, followed by a bidirectional LSTM layer
with 128 units, a dropout layer with a 0.2 dropout rate, and one dayesewith a single unit and a sigmoid
activation function.

1 CNN (Content-Based)

We develop a CNN model with an embedding layer as the first layer, followed by one 1D Conv layer with a
ReLU activation function. The number of filters and the kernel size umsdkis model equals 96 and 5,
respectively. The following layers ta 1D maxpooling layer and a dropout layer with a dropout rate of 0.2.
Finally, in the last two layers, two dense layers are added to the architecture, one dense layer with B0aunits an
ReLU activation function and a onmit dense layer with sigmoid activation.

T CNN+LSTM (Content-Based)

This model is a combination of the LSTM and CNN mlodkfter the embedding layer, just like other
previous models, it has a 1D Conv layer withfi@érs followed by a maspooling layer and a dropout layer with

a 0.2 dropout rate. The output of this layer passed into the LSTM layer with 128 units and one dense layer with a
sigmoid activation function.
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Figure 16. Parameter tuning for similarity models

In the similarity models, we evaluate models with different values of K to determine the best number of similar
tweets to contribute to the classification. The misclassificatimrsof similarity models with the value of K from 1
to 10 are shown iRigure16. Based on the results, the value of 1, which means assigning the label of the most similar
tweet to the unlabeled tweet, has the worst result. The best result is obtained by the contfifiuti@inalar texts
for judging the veracity of a tweet (K=5).

4.3.2 Performance of NetworBasedmodels

The results of thaetwork-based models on the test aet reported iTable4. We compare our model based on
the mentioned metria@nd the best performanaeong thenetworkbased modelebtained withthe Artificial Neural
Network (ANN)modelby achievingan88.68%f; score.



Table4. Result of Networkased classificationon the test set

Models Accuracy Precision Recall F1
. Logistic Regression 0.7648 0.7612 0.7832 0.7720
T,(Aafc'tr']?::' Naive Bayes 0.7342 0.7049 0.8208 0.7584
Learning SVM 0.83%1 0.7993 0.9020 0.8476
Decision Tree 0.8253 0.859 0.8317 0.8287
Ensemble Random Forest 0.8724 0.8500 0.9095 0.8788
Learning Stacking 0.8484 0.8258 0.8894 0.8564
Deep Learning | Artificial Neural Network 0.8820 0.8652 0.9095 0.8868

4.3.3 Performance o€ontentBasedmodels

4.3.3.1 Text classification models

We developedifferent text classificatioomodels on two sets of dataseBataset Ifor paragrapHevel and
Dataset llIfor sentencdevel. The best result in paragralgvel with a difference of 0.42% for, Bcore compared to
the LSTM model achieved by the Stacking ensemble learning models with 95.18%star&Also, we obtained
the best result for sentent@vel with the Stacking ensemble learning models with 90.25%, fecdfe (0.53% better
than the ISTM model). The results @fontentbased models have shownTiable5 and indicate better performance
than thenetworkbasedprocessand better results of the ensembésed model compared to deep learning models.

Table5. Result of text classification models in the Contmsedprocessn the test set

Paragraph-Level Sentencelevel
Models Accuracy  Precision Recall F1 Accuracy Precision Recall F1
- Logistic Regression  0.9361 0.9295  0.9449 0.9371] 0.8942  0.8997 0.8870 0.8933
Trrr?:grl]?r?sl Naive Bayes 0.9183 0.8808 09691 0.9228] 0.8897 0.8872 0.8928 0.8899
learning SVM 0.9327 0.9357 09305 0.9331] 0.8905 0.8927 0.8875 0.8901

Decision Tree 0.9144 0.9202 0.9090 0.9146] 0.8377 0.8603  0.8060 0.8323
Ensemble Random forest 0.9311 0.8943 0.9790 0.9347] 0.8884 0.8994 0.8744 0.8867

learning Stacking 0.9511 0.9482 0.9554  0.9518] 0.9031 0.9071  0.8980 0.9025
LSTM 0.9469 0.9427 0.9526  0.9476] 0.8979 0.9018 0.8928 0.8972

Deep Bi-LSTM 0.9361 0.9352 0.9382 0.9367] 0.8958 0.8958 0.8875 0.8916
learning CNN 0.9402 0.9259 0.9581 0.9417] 0.8947 0.8887  0.8940 0.8914
CNN + LSTM 0.9344 0.9462 0.9223 0.9341] 0.8769 0.8688  0.8777 0.8732

4.3.3.2 Similarity models

We evaluate the performance of each word embedding model by splitting the data into a training and test set and
classifying each tweet in the test set based on their similarity to tweets in the training set. The results are shown in
Table6 and indicate the improvement in the classification results of our novel models compared to the models in the
networkbasedprocess We obtain the best performancedf.26% using the cosine similarity and fastText word
embedding. Since two similar texts can be far apart in space but could still have a small angle between them, models
with the cosine similarity have better results than models with Euclidean distanaoviel the fastText model,
which uses fgrams, has significant improvement than Word2vec.

Table6. Result of Similarity models in Contdrasedprocesson the test set

Cosine Similarity Euclidean Distance
Word Embeddings Accuracy Precision  Recall F1 Accuracy Precision Recall F1
Word2vec (CBOW) 0.7726 0.7622 0.8002 0.7807 0.7566 0.7513 0.7792 0.7650
Word2vec (SkipGram) 0.7951 0.7723 0.8434 0.8063 0.7733 0.7641 0.8015 0.7824
Glove 0.7870 0.7468 0.8757  0.8061 0.7200 0.6909 0.8129 0.7469
FastText 0.8971 0.8695 0.9383 0.9026 0.8918 0.8866 0.9025 0.8945
COVID-19 Concept 0.8404 0.8455 0.8395 0.8425 0.8310 0.7959 0.8955 0.8428




Also, the COVID19 Concept Embedding, which trained on the dataset containing scholarly articles and claims
about COVID19 and related coronaviruses, achieved aebatlassification result than Glove and Word2vec
embeddings.

4.3.3.3 Constraint@AAAI2021 shared task

Besides testing the models with our datasetappy our contentbasednodelson theConstraint@AAAI2021
COVID-19 fake news detection datageatwa et al., 20)0This dataset was provided for the shared task containing
10700REAL and FAKEEnNglish posts and articles that have been manually annotated and collected from various
social media and faathecking websiteBased on the results shownTiable7, we achieved a maximum Bcore of
94.38% using the LSTM model over the baselinedére of 93.46% among text classification modéls. obtained
a 90.75% IFscore among similarity modebs the fastText word embedding with the cosisimilarity metric

Table7. Result otextclassificationmodelsand similarity modelsnthe Constraint@AAAI2021 Dataset

Models accuracy Precision Recall F1
" Logistic Regression 0.9303 0.9442 0.9194 0.9316
T;f‘:(':té?::' Naive Bayes 0.9186 0.9338 0.9067 0.9201
learning SVM 0.9214 0.9317 0.9149 0.9232
Decision Tree 0.8546 0.8642 0.8524 0.8583
Text Ensemble Random forest 0.9214 0.9302 0.9167 0.9234
classification learning Stacking 0.9406 0.9527 0.9312 0.9418
models LSTM 0.9420 0.9438 0.9438 0.9438
Deep Bi-LSTM 0.9308 0.9353 0.9303 0.9328
learning CNN 0.9416 0.9406 0.9438 0.9422
CNN + LSTM 0.9299 0.9290 0.9357 0.9323
Word2vec (CBOW) 0.7581 0.7871 0.7560 0.7712
Word2vec(Skip-Gram) 0.8078 0.8174 0.8288 0.8231
Similarity models Glove 0.8041 0.7720 0.9036 0.8326
FastText 0.9001 0.9072 0.9078 0.9075
COVID-19 Concept 0.8523 0.8168 0.9362 0.8724

4.3.4 Discussion

Based on the results obtained in the previous section, shofigure 18, the contenbased models perform
better than networkased models to classify misinformation. The best results were obtained from thegstackin
ensemble model in terms of models with a slight difference from the LSTM model in parégyalplext
classification modelsAlso, the result of the similarity models indicates a large number of similar tweets written in
the context of the COVIE19 dis@se.The smilarity model using the cosine similarity and the fastText embedding
outperformed the networklased modeld-urthermore, since predicting a false and misinformative claim as a valid
claim poses a greater danger than expecting a true claifalas alaim, text classification models compared to other
models better distinguish falsegative Figurel?).



Figure 17. Number of False Negative and False Positive in the bes
model of eaclprocessn the test set
Figure 18 The results of models on the test set

5. Conclusion

With the emergence of a crisis such as the COWpandemic, a range of new challenges come to light. During
the COVID-19 pandemic, one of these challenges was the misinformative claims that proliferated all over the social
media platforms in a short amdLof time. Therefore, it is exacerbated by the global scale of the emergency. The main
contribution of this work is as follows. This paper gathered a COMDelated misinformation dataset on Twitter
and constructed a dataset containing sentences divitteéhformative and misinformative. Also, we proposed a
misinformation detection system that includes fwocessesalled networkbased and conteilased applied to the
collected datasets. Each procesgailsNLP techniques and machine learning modeld addresses the issue of
distinguishing the veracity of tweets in the domain of COMMDfrom various aspects. We discovered that detecting
whether a tweet is informative or misinformative, based solely on the network and user characteristics, feght not
the best idea.

Moreover, we showed that our novel similarity models that can detect misinformation based on the similarity of
texts outperform the netwoittased models due to many similar tweets. Furthermore, we developed the text
classification models paragrapHevel and sentendevel that are trained on the content of the tweets. The results
revealed that the text classification models had a better performance than the other models and showed that the
ensemble learning models outperform the deamieg models with a slight difference. Overall, we obtained the best
performance of 95.18%;core with the stacking ensemitdarning text classification model in the contbased
process Finally, we developed a fachecking website called Checkovitlat utilizes eachprocessto detect
misinformation about COVIEL9.

This work can help detect misinformation about any future global health crisis and other notdiatdth
domains by changing the dataset and the source of information. Also, it eathlee é&xtended by utilizing all of the
processes n a hybrid system, and we can use the dataset t ha
on the website to improve our work. Furthermore, based on the results of the shibilagtymods in classification,
which are performed on the content of the tweets, we can use ndtase# features to classify misinformation based
on the similarity of these features.
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