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Abstract—To enhance the reliability of LoRa sensor networks,
we propose two opportunistic forwarding protocols in which
relays overhear sensor-to-gateway messages and periodically forward them to a gateway. To reduce the number of transmissions,
the relays forward XOR sums of the overheard messages. One
protocol employs a single relay node, while two relays cooperate
in the other. With a single relay, our proposed protocol requires
fewer relay transmissions to achieve similar loss rates as conventional uncoded forwarding in which every received message
is immediately forwarded. We demonstrate up to 55% reduction
in relay transmission time relative to uncoded forwarding. The
cooperative protocol provides better loss and delay performance
than the single-relay protocol, and we demonstrate up to 16%
reduction in the message-loss rate along with 33% reduction in
relay transmission times compared to conventional forwarding.
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Fig. 1: A LoRa sensor network with relays.
computational requirements. We assume that the gateway does
not send any feedback either to the sensors or to the relays.
The sensors transmit each message only once and do not
listen to downlink frames (except infrequent control messages
carrying configuration data) so as to prevent battery drain.
No routing protocol is required; the sensors transmit to the
gateway without knowledge of the relay’s presence.
Through simulations and analysis, we demonstrate that the
duration for which a relay stays in the receive mode is a crucial
design parameter. With its appropriate selection, our proposed
methods outperform uncoded forwarding in terms of both loss
rate and the average number of transmissions by the relay.

I. I NTRODUCTION
The LoRa technology has established itself as a major
enabler of IoT connectivity due to its low-power operations,
robustness against propagation loss, and simplicity of implementation. However, interference-induced frame losses are a
major concern in LoRa [1]. Use of acknowledgements (ACKs)
and retransmissions to combat frame loss are often infeasible
since scanning for ACKs after every transmission drains sensor
battery and reduces network lifetime; duty-cycle regulations
prevent the gateway from sending frequent ACKs; and ACKs
and retransmissions may themselves cause frame loss [2].
Alternative reliability mechanisms are therefore of interest.
In this paper, we propose and evaluate one such mechanism
in which relay nodes are used to provide additional routes
between the sensors and gateway. Relays opportunistically
overhear the sensor messages and forward them to the gateway,
so that a message that did not reach the gateway directly may
reach via a relay. One of our primary motives is to examine
the efficacy of coded forwarding, in which a relay forwards
bitwise XORs of sensor messages, as opposed to uncoded
forwarding, in which each message is forwarded as it is.
Relaying in LoRa networks and its potential benefits are reported in [3]–[8]. Uncoded forwarding is employed in [3]–[7].
In the coded relaying scheme of [8], multiple relays employ
random linear network coding to combine received sensor
messages before sending. Relays use feedback from the gateway to decide when to code and transmit, and the coding is
performed in Galois Field of order 16 (GF(16)).
By contrast, we assume unsophisticated, low-cost relays
that receive periodically (as in [3]) and then transmit XOR
sums of received messages. Such GF(2) operations lead to low

II. R ELAYING P ROTOCOLS
We consider up to two relays placed in between a cluster
of sensors and the gateway (see Fig. 1). We assume slotted
ALOHA transmissions by the sensors, whereas the relays
transmit over predefined time slots. Time slotting is also
assumed in [4]–[7]. No frame-level synchronization is required
at the sensors, which only need to be aware of the slot
boundaries. Regardless, our protocols can be easily adapted
to pure ALOHA transmissions from sensors. We refer to the
two protocols as the single-relay protocol and the cooperative
protocol, depending on whether they use one relay or two
relays. In each, the sensors transmit messages to the gateway,
and the relays try to overhear the sensors’ frames.
A. The Single-Relay Protocol
In the single-relay protocol, the relay alternates between
two states – a receive window (RW) having nr slots and a
transmit window (TW) having a single slot. This is illustrated
in Fig. 2. In the receive window, the relay tries to overhear
the sensors’ transmissions and stores the received messages.
In the transmit window, the relay transmits a coded frame
containing the sum (bitewise XOR) of the stored messages.
The gateway can recover one message from a coded frame if
all other XORed messages have already been received. Coded
frames that fail to deliver a message are discarded.
B. The Cooperative Protocol
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The cooperative protocol employs two relays, each having
an nr -slot receive window and a single-slot transmit window.
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Fig. 2: Relay timing diagram (shown for nr = 3 and ns = 2).
In addition, the relays also have a sleep window of ns slots.
As in the single-relay protocol, each relay overhears sensor
frames in the receive window, and transmits the sum of the
overheard messages in the following transmit window. In the
sleep window, a relay stays idle to conserve energy. The relay
windows, shown in Fig. 2, are such that nr = ns +1, and one
relay’s receive window coincides with the other’s transmit and
sleep windows. This ensures that at any given instant, there is
one relay available to receive.
III. S YSTEM M ODEL
We denote the number of sensors by n and the slot length by
ls . A sensor frame contains bpl bytes of measurement data and
a header with a bid -byte sensor ID and a bseq -byte sequence
number. Since a coded message is the sum of multiple sensor
messages, each bpl bytes long, the coded messages are also of
length bpl bytes. In addition to the sum, the coded frame also
contains the identifiers (originating node IDs and sequence
numbers) of the summed messages as its payload.
We assume the interval between two consecutive transmissions from a sensor to be exponentially distributed with parameter λ. Thus λ−1 is the mean interval between two consecutive
frames, which is assumed to be much larger than the slot
length ls . Each transmission begins at the slot boundary, and
a slot is long enough to accommodate one full frame. Such
assumptions are consistent with typical LoRa applications in
which EDs send small amounts of data infrequently.
The distances from the sensors to the gateway are independent and identically distributed (i.i.d.) with probability density
function (pdf) fD (x). Similarly, the distances from the EDs
to the relays are i.i.d. with pdf fD0 (x). The power-fading
coefficient A on a link remains constant over the reception
of a frame but varies from frame to frame with pdf fA (x).
The cumulative distribution functions (cdfs) of D, D0 , and A
are denoted by FD (x), FD0 (x), and FA (x).
All frames are transmitted with the same power. The
received power at the gateway from an ED at distance D
is R = γAD−α , where the constant γ depends on antenna
characteristics and transmit power. The cdf of R is
Z
FR (x) = P (γAD−α < x) =
FA (γ −1 uα x)fD (u) du. (1)
u
0

Similarly, the received power R at the relay has the cdf
Z
FR0 (x) =
FA (γ −1 uα x)fD0 (u) du.
(2)
u

For simplicity, the distance between the gateway and the
relay(s) is assumed to be fixed at dr . Consequently, the
received power at the gateway from the relays has the cdf
FR00 (x) = FA (γ −1 dα
r x).

(3)

We denote the receiver sensitivity by ζ. An incoming frame
goes undetected if its power at the receiver is below ζ.
Frame duration and receiver sensitivity both depend on the
spreading factor (SF), which is an integer between 7 and 12.
Larger SFs result in longer frames and lower sensitivity. The
SFs are quasi-orthogonal, therefore the interference experienced by a frame from signals of different SFs is rather small.
We denote by L(s, b) the duration of a frame with b bytes
payload and SF s. The frame length computation is described
in [9]. We assume sensors and relays to use different SFs and
neglect interference between relay and sensor transmissions.
The LoRa modulation exhibits the capture effect. In order
for a frame to be correctly demodulated in the presence of
other same-SF frames, its power must exceed the strongest
interferer’s power by at least an amount equal to the capture
threshold, which we denote by ξ (in dB) [1].
IV. P ERFORMANCE A NALYSIS
Our performance metrics are the message loss rate (MLR)
and the relay duty cycle (RDC). The MLR is the probability
that a sensor message fails to reach the gateway, that is,
neither the sensor-to-gateway direct link nor a relay is able
to deliver the message. The RDC is the fraction of time the
relays spend transmitting frames. With all relay frames having
the same transmit power, the RDC metric captures the energy
spent by the relays in forwarding sensor messages. Since LoRa
networks operate in unlicensed frequency bands, the RDC may
also be interpreted as a measure of the interference contributed
by the relays to other devices occutpying the same band.
A. MLR for the Single-Relay Protocol
The MLR for the single-relay protocol is
MLRsingle-relay = 1 − Sdir − Srel ,

(4)

where Sdir is probability that the sensor delivers the message
directly to the gateway (the direct delivery probability), and
Srel is the probability that the direct transmission fails but the
relay is able to deliver the message to the gateway (the relay
delivery probability). We can express Srel as
Srel = Ss-r Sr-g Sc

(5)

where Ss-r is the probability that the sensor’s transmission
fails at the gateway but is received by the relay, Sr-g is the
probability that the relay’s coded frame is delivered to the
gateway, and Sc is the probability that of all XORed messages
in the frame, only one message is missing at the gateway.
Consider a message from an arbitrary sensor located at
distance D from the gateway. We call this message the desired
message. We will derive Sdir and Srel for the desired message
in the following subsections.

1) Direct Delivery Probability: Suppose that K other nodes
also transmitted their messages in the same slot as the desired
message. Denote the received power at the gateway in the
frame carrying the desired message by R0 = γAD−α . Conditioned on D = d0 , A = a0 , and K = k, we write the conditional
probability that this frame is received over the direct link as
Sdir (d0 , a0 , k). It is the probability that the frame survives
both fading and interference, and can be written as
Sdir (d0 , a0 , k) = θ(d0 , a0 )SI (a0 , d0 , k),

(6)

where θ specifies whether the desired frame survives fading. It is defined as θ(d0 , a0 ) = 1 if γa0 d−α
> ζ, and
0
θ(d0 , a0 ) = 0 otherwise, where ζ is the receiver sensitivity. The
term SI (a0 , d0 , k) is the conditional probability that the frame
survives interference, and is equal to the probability that the
received power r0 = γa0 d−α
exceeds the maximum of the
0
powers in the k interferers by at least ξ dB. Let R̂ be the
strongest interferer power. Then

k
˜ = FR (ξ˜−1 γa0 d−α ) , (7)
SI (a0 , d0 , k) = P (r0 /R̂ > ξ)
0
where ξ˜ = 100.1ξ . To find the probability that there are k
interferers, note that the probability that a sensor makes a
transmission in any given slot is approximately
ptx ≈ 1 − e−λls .

(8)

To see this, note that the exponential(λ) distribution of the
inter-arrival times result in a Poisson arrival process with rate
λ for each sensor. The probability that a sensor produces
no measurement within a slot is e−λls . Since the probability
that a sensor generates multiple measurements within a slot
is negligible, 1−e−λls is the approximate probability that it
transmits in a given slot. Thus the number of interferers K is
a binomial (n−1, ptx ) random variable, to which we employ
the Poisson approximation
ν k e−ν
, 0 ≤ k ≤ n−1,
(9)
k!
where ν = (n−1)ptx . Now using (7) in (6) and deconditioning
on K, we obtain
PK (k) ≈

Sdir (a0 , d0 ) =

n−1
X
k=0

The final expression for Sdir is given by
i
h
Sdir = E θ(A, D)e−ν(1−λR (A,D)) ,
where
Z Z
E [(g(A, D))] =

(A,D)

n−1
X
k=0

k

(νλR (a0 , d0 ))
,
k!

(10)

where
λR (a0 , d0 ) = FR (ξ˜−1 γa0 d−α
0 ).

(11)

= θ(a0 , d0 )e

−ν(1−λR (a0 ,d0 ))

cond
Srx
= (1 − Sdir (a0 , d0 , k))Sr (a1 , d1 , k),

(12)

(16)

where Sr is the probability of correct reception over the
sensor-to-relay link during a slot in which the relay is receiving. Its derivation is identical to that of Sdir , except that
the distance pdf is fD0 (·) instead of fD (·). Therefore,


cond
Srx
= 1 − θ(a0 , d0 )(λR (a0 , d0 ))k θ(a1 , d1 )(λR0 (a1 , d1 ))k .
(17)
Removing the conditioning, we obtain
Ss-r = prw

n−1
X
k=0

ν k e−ν
k!

E

cond
[Srx
],

(A,A0 ,D,D 0 )

(18)

where,
[g(A, A0 , D, D0 ]
Z Z Z Z
=
g(a, a0 , u, v)

E

(A,A0 ,D,D 0 )

a

a0

u

v

fA (a)fA (a0 )fD (u)fD0 (v). da da0 du dv.
The expression above simplifies greatly if the sensor locations
are such that the loss due to fading is small, and the sensors
are clustered such that each of them has approximately the
same distance d0 from the gateway and d1 from the relay.
In such cases, we may substitute θ(a0 , d0 ) ≈ θ(a1 , d1 ) ≈ 1
in (17) and remove the conditioning to obtain
Ss-r = prw ·

.

(14)

a

Now consider a frame transmitted during the relay’s receive
window. Let Srx be the probability that it is lost at the gateway
but is received by the relay. To find Srx , we condition on K = k
interferers in the slot, D = d0 and D0 = d1 being the sensorto-gateway and sensor-to-relay separations, respectively, and
A = a0 and A0 = a1 being the fading coefficients on the sensorto-gateway and sensor-to-relay links, respectively. We then
have the following conditional reception probability

Approximating the summation by the exponential function,
Sdir (a0 , d0 ) ≈ θ(a0 , d0 )e−ν eνλR (a0 ,d0 )

g(a, u)fA (a)fD (u) da du,
u

2) Probability of Relay Delivery: A necessary – but not
sufficient – condition for the delivery of a frame to the relay
is that the frame must be transmitted within the relay’s receive
window. This occurs with probability
nr
.
(15)
prw =
nr + 1


k
ν k e−ν
θ(a0 , d0 ) FR (ξ˜−1 γa0 d−α
0 )
k!

= θ(a0 , d0 )e−ν

(13)

(A,D)

+

E

h
i
−ν(1−λR (A1 ,d1 ))
E e

A1

!
h
i
−ν(1−λR (A0 ,d0 )λR (A1 ,d1 ))
e
,

(A0 ,A1 )

where A0 and A1 both have the pdf fA (x).

(19)

To find Sr-g , the success probability on the relay-to-gateway
link, only frame loss due to fading is of concern since the relay
uses a different spreading factor than the sensors. Hence,
Sr-g = 1 − FA (γ −1 ζ d˜α
r ),

(20)

where d˜ is the relay-to-gateway separation.
The only parameter left to find is Sc , the probability that the
gateway is able to recover the desired message from a coded
message. Since recovery is possible if and only if all XORed
messages other than the desired message have already been
delivered to the gateway, we wish to derive the probability
that in the preceding receive window, the relay received m
messages (other than the desired message), each of which was
also received by the gateway. Using the usual conditioning and
deconditioning, the probability that a frame transmitted within
the relay’s receive window is received by both the relay and
the gateway is
pgr =

n−1
X
k=0

ν k e−ν
k!

E

0

[Sdir (A0 , D, k)Sr (A1 , D , k)].

(A0 ,A1 ,D,D 0 )

(21)
We can now determine Sc as follows

nX
r −1 
nr − 1 m nr −m−1
pgr f
,
Sc =
m
m=0

(22)

where f is the probability that no message is successfully
received at the relay over a given slot. It is given by
h
i
0
f = 1 − nptx E
θ(A, D0 )e−ν(1−λR (A,D )) .
(23)
0
(A,D )

The product of ptx and the expectation in (23) is the probability that an arbitrary sensor transmits a message that is correctly
received by the relay. The multiplier n accounts for the fact
that there are n such sensors.
B. RDC of the Single-Relay Protocol
Suppose that the relay received m ≥ 1 messages in the
receive window preceding a certain transmit window. Then
it must send a coded frame of length bpl bytes along with
a header containing sender ids and sequence numbers of the
messages that are XORed. Assuming all these to be part of
the relay payload, the payload length in bytes is
bc (m) = bpl + m(bid + bseq ).
The average relay frame length is therefore
nr  
X
nr
lav =
(1 − f )m f nr −m L(sf r , bc (m)),
m
m=1

(24)

(25)

where sf r is the SF used by the relay. The average transmission
duration per transmit window is hence lav , and the fraction of
time the relay spends transmitting is
RDCsingle-relay =

lav
.
(nr + 1)ls

(26)

C. Analysis of the Cooperative Protocol
The MLR analysis for the cooperative protocol is the same
as that of single-relay case if we assume that the distance from
the gateway to both relays are approximately the same, and
so are the pdfs of the distances from the sensors to the two
relays. We may then visualize the two relays as a single fullduplex relay that is always receiving. The MLR for can then
be analyzed using an approach identical to the one for the
single-relay protocol, except that we must use prw = 1.
For the RDC too, the derivation is identical except that now
there are two relays and each sleeps for ns slots in addition
to transmitting and receiving. The resulting expression is
RDCcooperative =

2lav
.
(nr + ns + 1)ls

(27)

Since nr = ns +1, the above simplifies to
RDCcooperative =

lav
.
(nr + 0.5)ls

(28)

V. P ERFORMANCE R ESULTS
We first consider a network of 20 sensors, each having a 1byte ID, and transmitting 10-byte messages with a mean interframe arrival time of 17.5 s. Each frame has a 1-byte sequence
number. The sensors and relays use SF 8 and 7, respectively.
The links have block Rayleigh fading. Our performance graphs
show the analytical results, which we found to be in very close
agreement with simulations.
Fig. 3 compares the MLR for the single-relay protocol with
three baselines: (1) The no-relay protocol does not employ
relays. (2) The immediate-forwarding protocol uses a single
relay that forwards every received message immediately in the
following slot. This is essentially the protocol of [6]. (3) The
uncoded-forwarding protocol is same as our proposed singlerelay protocol except that the relay forwards the individual
messages received during the previous receive window instead
of transmitting their sum. If all messages do not fit within
the transmit window, some messages are discarded at random.
This approach is identical to that of [3] with one relay.
To distinguish our proposed single-relay protocol from the
benchmarks that also employ one relay, we occasionally refer
to it as the single-relay sum-and-forward protocol.
It is clear from Fig. 3 that any form of relaying provides
better MLR than the system without a relay, even though each
relay-based protocol compared here has only a single relay
against 20 sensors. The no-relay and immediate-forwarding
protocols do not have the concept of nr , so we plot their MLRs
as straight lines. The uncoded-forwarding protocol – although
better than no-relay – performs poorly relative to the other
relay protocols, especially for larger receive window sizes.
A long receive window results in more received messages
than the relay can send in the transmit window slot, resulting
in dropped massages. By contrast, our proposed single-relay
protocol performs significantly better, despite having the same
transmit window duration. This is the benefit of the sum-andforward approach, which only needs a transmit window long
enough to accommodate one XORed message (whose length is

(a) MLR.

Fig. 3: MLR comparison of various protocols.

(b) RDC.

Fig. 5: Comparison of the proposed protocols.
Fig. 4: RDC comparison of the proposed single-relay protocol
and immediate forwarding.
the same as any of the individual information messages) and
the necessary header information. Like uncoded forwarding,
the MLR of the proposed protocol is sensitive to the receive
window size. Having too small a receive window often leads
to the relay not being able to receive any frames during a
receive window, and consequently having to sit idle in the next
transmit window. Having too large a receive window means
that the relay’s transmitted frames are XORs of a large number
of messages, and the probability that the gateway is missing
only one of them is small. The optimal receive window for
this scenario is found to be of 11 slots.
One might conclude from Fig. 3 that the proposed sum-andforward approach hardly provides any benefit over immediate
forwarding. But Fig. 4 demonstrates the advantage of the
sum-and-forward approach by comparing the respective RDCs,
which are significantly higher for immediate forwarding. For
example, with nr = 11, immediate forwarding requires 42%
more relay transmission time than our proposed technique.
Thus, single-relay sum-and-forward would ensure significantly
longer operation of battery-powered relays and also contribute
less interference to the network.
Fig. 5a compares the MLR for the two proposed protocols.
The cooperative protocol is able to significantly reduce the
MLR relative to the single-relay approach, especially for short
receive windows. For nr = 1, the cooperative protocol provides

the lowest MLR, which is 27% lower than than that of the
single relay protocol. Since nr = 1 means that a relay has a
maximum of one message to send per transmit window, there
is no scope for coding in this case. By contrast, if only one
relay is available, it is beneficial to forward sums of messages
with an appropriately chosen receive window size.
In addition to the MLR, the receive window size also
determines the delay characteristic of the protocol, since it
specifies how long the gateway has to wait before possibly
recovering a lost message via a relay. With an optimal receive
window comprising a single slot, it is clear the cooperative
protocol provides better delay performance than single-relay
sum-and-forward at the cost of an extra relay.
Fig. 5b compares the RDCs of the proposed protocols. The
RDC for the cooperative protocol exceeds that of the singlerelay protocol for all receive window sizes. However, for the
cooperative protocol, the RDC includes transmissions by both
relays; the RDC per relay in this case is much smaller than
the RDC for the single-relay protocol.
Fig. 6a plots the MLR against the number of sensors. For
the proposed protocols, the minimum achievable MLR (with
respect to nr ) is plotted. For the no-relay and immediateforwarding protocols, no such minimization is needed since
the MLR is fixed for a given sensor count. For each protocol,
the MLR increases with the number of sensors due to increased
interference. The cooperative protocol provides the lowest

(a) MLR.

Fig. 7: Optimal receive window size vs. number of sensors.
loss performance compared to conventional uncoded forwarding, while requiring fewer transmissions by the relay(s).
VII. F UTURE W ORK

(b) RDC.

Fig. 6: Protocol performance vs. number of sensors.
MLR, while the immediate-forwarding and single-relay sumand-forward protocols provide comparable results. However,
as seen from Fig. 6b, immediate forwarding requires more
transmission time at the relay (i.e., higher RDC) compared
to single-relay sum-and-forward. For 40 sensors, single-relay
sum-and-forward requires about 55% less relay transmission
time compared to immediate forwarding. The RDC for the
cooperative protocol is also significantly lower (33% with 40
sensors) than immediate forwarding, despite using two relays.
The nr value that provides the lowest MLR for the proposed
protocols are shown in Fig. 7. We observe that nr = 1 is the
optimal choice for the cooperative protocol irrespective of the
number of sensors. By contrast, the optimal receive window
size for the former decreases with increasing sensor count.
With large number of nodes, loss rates are high on the links.
For coding to be beneficial, gateway must have exactly one
missing message out of all XORed messages in a coded frame.
With greater frame loss rates, coded frames containing fewer
messages are more likely to be successful. A shorter receive
window leads to more such coded frames.
VI. C ONCLUSION
We proposed and evaluated two low-complexity relaying
protocols for LoRa sensor networks. Using either one or two
relays, the protocols improve the message delivery performance of the network. The proposed transmission schemes
achieve similar (with a single relay) or better (with two relays)

In this paper, we restricted attention to a maximum of two
relays and 40 sensor nodes. As the sensor count increases, it
may be necessary to employ more relays. By partitioning the
sensors to multiple clusters, and assigning one or two relays
to each cluster, our proposed protocols can be scaled to large
networks. Devising such approaches is left as future work.
Adaptation of the protocols to pure ALOHA channel access
by sensors is also of practical importance. With pure ALOHA,
the receive window of a relay may end while the reception of a
sensor frame is still in progress. Analysis of relaying with pure
ALOHA transmissions by the sensors is provided in [3] under
the assumption of periodic sensor transmissions and uncoded
relaying. Analysis of coded relaying with possibly aperiodic
sensor frames is left as future work.
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