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Abstract–Autonomous systems (AS) often use
Deep Neural Network (DNN) classifiers to allow them to operate in complex, high dimensional, non-linear, and dynamically changing environments. Due to the complexity of these environments, DNN classifiers may output misclassifications as they experience tasks in their operational environments, that were not identified during development. Removing a system from operation and retraining it to include these new tasks
becomes economically infeasible as the number of
such ASs increases. Additionally, such misclassifications may cause financial loss and safety threats
to the AS or to other operators in the environment. In this paper, we propose to reduce such
threats by investigating how DNN classifiers can
adapt their knowledge to learn new information
in the AS’s operational environment, using only
a limited number of observations encountered sequentially during operation. This allows the AS to
adapt to newly encountered information, increasing the AS’s classification accuracy and hence its
overall reliability. However, retraining DNNs on
different observations than used in prior training is known to cause catastrophic forgetting or
significant model drift. We investigate how this
problem can be controlled by using Elastic Weight
Consolidation (EWC) whilst learning from limited new observations. We carry out experiments
using original and noisy versions of the MNIST
dataset to represent known and new information
to DNN classifiers. Results show that using EWC
is effective in controlling the process of adaptation to new information, and thus allows for reliable adaption of ASs to new information in their
operational environment.
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Introduction

Autonomous systems (AS) often are developed using deep
neural network (DNN) classifiers to interact and adapt in
dynamically changing real-world environments to achieve
their intended goals. The benefit of using DNNs in autonomous systems is their ability to learn complicated
patterns from complex environments, and thus produce
highly non-linear decision boundaries to cope with the
complexity of operational environments. However, it is a
challenge to verify the behaviour of DNNs. A popular example of such ASs, are self-driving cars. Current research
shows that for each self-driving car an economically impossible amount of testing is required to verify the system
for deployment [15]. Innovative methods of increasing the
efficiency of testing and validation are actively being developed to make the process more economically viable
e.g. [4, 7].
Generally trustworthiness in AS is a broad term that
tries to quantify trust in relationships, specifically for
human-AS interactions [16]. The definition of trustworthiness is still maturing and methods for quantifying trustworthiness are actively being researched. One of the projections of trustworthiness that researchers seem to be settling on is that it constitutes of several properties, examples of these properties are summarised by Wing [35], like
reliability, safety, security, accountability etc. Reliability,
which includes several factors such as accuracy, robustness, and fairness, is of particular interest to the work presented here. We are interested in increasing the reliability
of ASs by allowing them to perform controlled adaptation
to their operational environment tasks, termed pattern of
life (PoL) tasks.
PoL is a term used widely in the field of intelligence
generation, to refer to intelligence generated by observing and analysing behaviours of any system over a period
of time [5]. We use the term PoL tasks to refer to tasks
that an AS encounters during operation. Specifically, we
are interested in PoL tasks that originate from a slightly
different distribution than that used during initial training of the DNN classifiers and thus cause misclassification. The method of adapting to PoL tasks complements
the verification and validation work on ASs to achieve deployment.This follows a two-stage approach presented by
Koopman et.al. [20], which stipulates that, given an AS
passes some minimum safety validation case, the system
is deployed and is improved during operation to increase
its reliability over time. Thus, the system is allowed to
adapt to dynamically changing operational environments
which may often vary from the expected operational environment at deployment time.
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The process of continual learning or adaptation of an
autonomous system also involves the detection of incorrect behaviours and supply of correct labels for the new
observations encountered and used in retraining. This can
be achieved through the use of oracles [2, 39] to provide
a ground truth reference and we aim to investigate this
further in upcoming works, but in this paper we assume
that the correct labels are available for misclassified observations.
Upon a DNN classifier retraining to learn new information during operation, a reassessment of the safety validation case and testing for verification would be required,
which can be impractical during operation after every retrain. How to assess the safety compliance of an evolving
DNN during operation against a set of requirements or
regulations is beyond the scope of this paper, but can be
achieved through the use of runtime safety behavioural
checkers as presented by Harper et.al. [11]. Also, it can
be predicted that a system may exhibit undesirable or
unsafe behaviours by assessing how dissimilar the operational input data is to the data used at initial training
(before deployment) or at retraining (after deployment
during operation) of DNN classifiers as demonstrated by
Hond et.al. [12] and other similar works e.g. [30, 25, 37].
DNN classifiers use gradient based optimisation algorithms to learn, which introduces limitations to the adaptation process. The gradient optimiser modifies the decision boundary based on the choice of observations used
in initial training or retraining. Thus, as the observations used in retraining the classifier change between different operational environments, the decision boundary
will adapt accordingly, which may result in the reliability
of the DNN classifier changing as the system alternates
between operational environments. This can be tackled
through the usage of PoL adapted classifiers, motivated
by our work, tagged to each operational environment of
the system and decoupled from each other.
Additionally, when a DNN classifier encounters a situation that results in a misclassification, there may be
only a few observations or just a single observation to use
for retraining (adaptation). Retraining using the available new observations results in significant model drift or
in a phenomenon known as catastrophic forgetting [10].
Model drift or forgetting can be defined as some major
or minor decrease in the performance of a DNN on a set
of tasks. Catastrophic forgetting, on the other hand, is
a drastic decrease in the performance of all learnt tasks.
To generally avoid that, the new observations are added
to the original dataset used in initial training and the
classifier is fully retrained. Full retraining, however, can
be very cumbersome to perform during operation. Alternatively, the learning rate can be set to be very low in
order to avoid the model from drifting. The learning rate
hyper-parameter controls the rate at which the model’s
weights are modified during training. The lower the learning rate the smaller the drift. This unfortunately causes
the DNN model not to learn information sufficiently from
new observations because the learning rate is low, restricting the model from drifting to adapt to new information.
Trying to optimise the learning rate still results in sig-

nificant if not catastrophic forgetting, as shown later by
the results. This raises the need for a method to protect
features of the DNN classifier that are important for preserving performance on old information, whilst still providing flexibility for the model to drift and adapt to PoL
tasks. There are several methods in the literature that
have been demonstrated to protect previous information
in DNNs, e.g. elastic weight consolidation (EWC) [19] is
one of the very successful methods at doing so and is the
method we have adopted in this paper.
This paper addresses the following two research questions:
Research question 1 (RQ1): How can EWC be used
to control the forgetting of previous knowledge as DNN
classifiers learn from a limited number of new observations?
Research question 2 (RQ2): How does learning
from a limited number of new observations affect the overall performance of the DNN classifier?
A shortcoming of experiments reported in the literature is the assumption of having sufficient data for learning new information. This is not true for real-time systems that may have as little as one observation to retrain
on. In this paper, we develop a retraining pipeline that
utilises EWC to retrain DNN classifiers using encountered
instances of new tasks. The retraining pipeline controls
forgetting by learning in a fashion that balances between
original tasks and PoL tasks based on some chosen criteria. Evaluation of the retraining pipeline is done on a large
pool of data, independent to data used in retraining, to
study the effect of retraining on the overall performance
of a DNN classifier.
In the next section, we introduce some preliminaries
that will help in understanding the rationale behind the
way the retraining pipeline was created. Section 4 introduces the methodology, which includes the challenges, the
pipeline, and the rationale behind it. Experimentation is
presented in Section 5, along with the results and discussion. We conclude and discuss future works in Section 7.
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Related work

The problem of forgetting when retraining is a well-known
issue with DNNs, which prevents the application of continual learning in AS. Over the past decade, there has
been an increase in focus by researchers on the topic of
forgetting in DNNs. In continual learning, full retraining
is usually resorted to as it gives the most guarantee that
no previous information will be lost, where new observations are simply added to the original dataset and the
neural network is trained from scratch e.g. [33]. Whilst
this might be the easiest approach, it is limited to certain
types of systems and is not sustainable for dynamic AS,
where training on the original tasks takes hours or days
to complete. The increase in interest on the topic of forgetting has also been encouraged by published research
investigating the limitations of continual learning in gradient optimised DNNs, e.g. Goodfellow et.al. [10], where
they studied the effect of the relationship between differ-
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ent learnt tasks and catastrophic forgetting for different
optimisation algorithms in the literature.
In order to solve these limitations of continual learning,
researchers have explored numerous techniques that try
to conserve or protect previously learnt information when
learning incrementally instead of full retraining. Conserving learnt information can be achieved by freezing weights
e.g. [34, 21], or introducing penalisation terms that restrain weights of importance to old information in the
DNN from significantly changing. Thus optimising the
performance of a DNN between both the previous and
new learnt information e.g. [19, 38, 24].
Inspired from Dopaminergic neurons in mammalian
brains which allows for rapid and isolated adaptation in
the synapses of neurons, Allred et.al. [1] tried to solve
the problem of catastrophic interference in Spiking Neural
Networks (SNNs). They introduced an artificial dopaminergic neuron in each layer of the spiking neural networks.
The role of which is to control neurons that are allowed
to adapt during retraining. If a neuron output is above a
certain threshold for previously learnt information, then
it is deemed as important for old tasks and should not
be altered, thus the artificial dopaminergic neuron stops
it from changing during retraining on new information,
whilst allowing neurons of less or no importance to previous tasks to be altered. By measuring the firing threshold
in neurons they also detect when novel data is experienced.
Elastic weight consolidation (EWC), [19], is another
approach for continual learning developed for DNNs that
has shown very promising results in the literature. EWC
uses a Bayesian framework to learn continuously, whereby
the old information learnt is approximated in a term and
included in the loss function used in retraining. This results in weights that have more influence on the classification of old information to have less flexibility to deviate.
Therefore, as new information is learnt the EWC framework allows the previously trained model to drift in a
direction that allows it to optimise for both old and new
information simultaneously.
These approaches discussed above are examples that
fall under the category of regulatory techniques in continual learning, mainly focusing on modifying existing neural
network resources to learn new information whilst minimising forgetting. A comprehensive and thorough review
is provided by Parisi et.al. [28], they cover other continual learning categories such as architectural techniques,
whereby existing neurons trained on previous information
freeze and new neurons are added to learn new information. They also cover rehearsal and memory replay approaches which cover methods that try to mitigate the
problem of forgetting by retraining the system occasionally on subsets of previously learnt observation to avoid
the model from completely drifting from previously learnt
information.
Kemker et.al. [18] introduced their own metrics to
compare between different developed schemes that avoid
catastrophic forgetting. Based on their experimentation
they reach the conclusion that the achieved optimal performance for each of the developed schemes varies de-
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pending on the incremental training paradigm and type
of data used. They also conclude based on their results
that all the techniques investigated demonstrate that the
challenge of catastrophic forgetting is not yet solved. This
demonstrates that there is no one-size-fits-all solution
that can generalise to all dynamically changing environments of an AS. Therefore a solution ought to be developed specifically for each of the changing environments
of an autonomous system, which is similar to how the
human brain adapts to learn thoroughly tasks and rare
instances in its operational environments or pattern of
life.

3

Preliminaries

In this section we outline definitions for key terms that is
used in subsequent sections. To also gain an understanding of the requirements and limitations of 1) gradient optimisation algorithms, specifically the stochastic gradient
decent (SGD) algorithm and 2) EWC, we go through their
derivations in this section and note down any assumptions
that the SGD or EWC were based on, to ensure they are
satisfied in the developed methodology.

3.1
3.1.1

Definitions
Observation

An observation is a data point.

3.1.2

Instance

An instance refers to several observations of the same task
captured within a time window in a video feed of the AS.
A new instance is a misclassified instance.

3.1.3

Training and testing datasets

The set of observations used in training the DNN are referred to as the training dataset. These observations are
random samples from the distribution representing the
(expected) operational environment of the system. Equivalently, a test dataset refers to other random samples from
the same distribution used to verify how well the trained
network has generalised to the whole distribution. Training and testing datasets have labels associated with them,
which provides a reference to the correct classification
during constructing or verifying the DNN.

3.1.4

Classes

Represents the possible output classifications of a DNN,
which forms the output layer. A new class represents a
new classification. Therefore, if a new classification is to
be added to a DNN, an architectural change will be required to the output layer of the DNN.
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3.1.5

Task

The word task is used very subjectively in the continual
learning literature, depending on the context of the research. We try to capture the different definitions of a
task in the curly brackets below, by explaining what a
new task is considered to be, and highlight in bold the
definition we adopt in this paper.


novel class




novel pattern of all classes

A new task can be a novel pattern of a single class



novel noise applied to all classes



novel noise applied to a single

(
x,
ReLU (x) =
0,

if x ≥ 0
otherwise

(2)

Training a DNN refers to tweaking the values of the
weights and the biases for each neuron in a DNN so that it
achieves the desired outputs for the provided observations
(training dataset). This is achieved by minimising a loss
function, L, that compares between the DNNs predicted
output ŷ (for a neural network comprising of one neuron
ŷ = xout ) and the target output y i.e. the label. A method
for doing this comparison is by using the mean squared
error given by Equation 3, where N is the number of
observations used in training.
class
1
L=
N

For example, if a neural network’s task was to classify
numbers from 0 - 9 in English, then a new task (novel
class), would be digit 10. A new task (novel pattern of all
classes), can be the set of digits from 0 - 9 in a different
language. Thus, the same labels of zero to nine but the
pattern that represents the number has changed. Equivalently, novel pattern of a single class, is a task that represents only one digit following a new pattern instead of
all the digits. On the other hand, a new task (novel noise
applied to all classes), for example, can be Gaussian noise
applied to all of the digits from 0 - 9 in English; or a new
task (novel noise applied to a single class) can be Gaussian noise applied to only a single digit from 0 - 9. In
this paper we adopt the latter definition unless otherwise
stated.

N
X

(yi − ŷi )2

(3)

i=1

The aim during training is to minimise the difference
between the predicted outputs of the DNN and the target
output, which means to identify where a local minimum
is i.e. gradient is zero. This is achieved numerically using
gradient-based optimisation [9] methods.
Substituting the predicted output calculation in place
of ŷ and using the chain rule it can be shown that the
gradient-based optimisation used in training most DNN
classifiers is given by Equation 4 (Refer to [29] for the full
derivation). Where θ represents the set of weights and
biases in a DNN, η is a hyperparameter known as the
learning rate and t is the training step taken in optimising
the DNN.
∂L(θ)
3.2 Stochastic Gradient Descent (SGD)
(4)
θt+1 = θt − η
∂θ
Figure 1 shows the computation in a single artificial neuThe stochastic gradient descent (SGD) optimiser alron of a DNN. Where [x1 , ..., xK ] and [w1 , ..., wK ] are the gorithm implements Equation 4, but selects random
set of inputs and weights into the neuron respectively. (stochastic) mini batches from the observations and optiThe term b is the bias and xout is the output of the neu- mise using gradient descent. This is instead of optimising
ron as shown by Equation 1. ReLU is the popular recti- on all the available N observations, hence increasing the
fied linear unit activation function used in DNNs given computation efficiency of training. Practically when trainby Equation 2, refer to [13] for a more thorough formal ing a DNN, the samples provided to the SGD algorithm
representation of DNNs with several neurons and layers. have to be drawn randomly from the overall distribution.
This allows for the gradient to move in a direction that
optimises the DNN for the whole distribution rather than
x1
w1
for a subset of it.
Assumption 1: The number of observations N available
x2
w2
during any training session is sufficient to represent the
overall distribution of the expected operational environ!
K
X
w3
xout
ment, thus allowing for the SGD optimiser to optimise to
ReLU
(xk .wk ) + b
x3
a sufficient local minimum.
.
.
.

k=1

wK

3.3

xK

Elastic weight consolidation presented first by Kirkpatrick et.al. [19] is an algorithm that aims at protecting
weights important for correct classification of previously
learnt data distributions.

Fig. 1: Artificial neuron in a DNN

xout = ReLU

K
X
k=0

3.3.1

!

(xk .wk ) + b

Elastic Weight Consolidation (EWC)

(1)

Derivation

During training of a DNN the goal is to minimise the loss
function L(θ), represented as the Log-Likelihood function
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−log(P (θ|D)) [9]. This aims at estimating θ, which is the Considering the RHS of equation 7:
set of weights and biases in a DNN, given D, the dataset
– First term, is a constant and similar to earlier it will
representing the samples of the distribution of interest.
get lost in the SGD optimiser.
D can be split into two independent datasets such that
–
Second term, evaluates to gradient 0 as it is assumed
D = {DA , DB }, where DA and DB are datasets that are
∗
that θA
is at the mode of the distribution.
trained on sequentially and each of them may represent a
∗
–
Third
term;
H(θA
) is the Hessian of −log(P (θ|DA ))
different distribution. Using the chain rule in probability
∗
with
respect
to
θ evaluated at θA
, which is
it can be shown that:
2
∂ (−log(P (θ|DA )
(
|θA∗ ).
∂θ 2
log(P (θ|DA , DB )) = log(P (DB |θ, DA )) + log(P (θ|DA ))
− log(P (DB |DA ))
(5)
Considering the RHS of equation 5:

The Hessian can be computed by approximating it to
the empirical Fisher information matrix. Using Bayesian
rule:
∗
H(θA
)=−

∂ 2 (log(P (DA |θ)))
∂θ2

– First term, using conditional independence
∗
θA
log(P (DB |θ, DA )) = log(P (DB |θ)) and hence
∂ 2 (log(P (θ)))
can be seen as the loss function, LB (θ) that needs to
−
(8)
∂θ2
be minimised for the new distribution or dataset DB
∗
θA
alone.
∂ 2 (log(P (DA )))
– Second term, log(P (θ|DA )) is the loss function for
+
∂θ2
training the neural network on distribution DA only.
∗
θA
Thus can be denoted as LA (θ).
– Third term, is irrelevant as this term is constant with Considering the RHS of equation 8:
respect to θ and thus is lost when optimising using
– First term can be approximated as the negative of
the stochastic gradient descent (SGD) i.e. does not
the empirical Fisher information matrix, F , [17, 22,
need to be computed. We will neglect this term for
26]. The Fisher matrix can be defined as a way of
the rest of the derivation.
measuring the amount of information that a random
Therefore, the overall loss function in equation 5 can be
observation DA [n] carries about a set of unknown pawritten as:
rameters θ of a distribution that models log(P (DA |θ),
L(θ) = LB (θ) + LA (θ)
(6)
where n is an index falling within the size, N , of the
In continual learning, distribution A would have been
observable random samples DA . Formally, it is the
trained on initially, and later samples from distribution
negative of the expected value of the observed inforB arises and is required to be learnt by the DNN. In this
mation, hence it can be shown that it approximates
case, the term LA (θ) is considered to be intractable as it
to the first term of equation 8:
is assumed that access to training samples for distribution
 2

∂ (log(P (DA [n]|θ)))
A is not available after initial training.
F (θ) = −N E
The underlying idea of EWC is to take a Bayesian ap∂θ2
proach to adapt the DNN model parameters, therefore
N
X
learning additional distributions whilst avoiding catas1
∂ 2 (log(P (DA [n]|θ)))
≈
−N
trophic forgetting or minimising forgetting. However, due
N
∂θ2
to intractable terms, it is not possible to maintain the full
n=1
(9)
posterior P (θ|D)). An inference technique is required to
N
X
∂ 2 (log(P (DA [n]|θ)))
approximate these intractable terms.
=−
EWC can be seen as an on-line approximate infer∂θ2
n=1
ence algorithm [14]. An essential assumption for EWC
to approximate LA (θ) is that the DNN has been op∂ 2 (log(P (DA |θ)))
=
−
timised for DA such that θ has reached a local or a
∂θ2
∗
global minimum, θA , for distribution DA . This allows for
The approximation made to the expectation in equa−log(P (θ|DA )) to be approximated as a Gaussian distrition 9 becomes exact as the number of observations
bution function at its mode using Laplace’s method [23].
∗
or samples becomes infinite. Therefore, the data size
Expanding −log(P (θ|DA )) using Taylor series around θA :
N of the previous information is crucial to the applicability of using the EWC approximation.
∗
−log(P (θ|DA )) ≈ − log(P (θA
|DA ))
– Second term, is the prior probability.That is the prob∂(−log(P (θ|DA )
ability distribution the DNN represents before being
∗
|θA∗ )(θ − θA
)
+(
trained on any observations i.e. datasets. Given that
∂θ
(7)
1
often θ in DNNs are initialised using a random uni∗ T
∗
∗
+ (θ − θA ) H(θA )(θ − θA )
form distribution, then this term evaluates to zero,
2
and hence is ignored by the EWC algorithm.
+ ···
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– Third term, evaluates to zero as non-dependent on θ. the observations from all of the tasks are shuffled together
to form one dataset to represent the whole distribution.
Putting terms together from the previous steps makes So the gradient decreases in a direction that optimises the
equation 6 reach the EWC loss function presented by [19]: DNN parameters for all of the tasks to be learnt. Similarly for retraining, optimising for observations from a
Xλ
∗
L(θ) = LB (θ) +
FjA (θj − θA,j
)2
(10) new task during operation causes the learnt distribution
2
j
to deviate to fit the new observations only. This presents
the main challenge when adapting to the PoL tasks durwhere λ is a hyper-parameter presented by Kirkpatrick ing operation.
et.al. to allow for fine tuning to minimise forgetting. We
Whilst new tasks arise sequentially in the operational
summarise the list of assumptions for which equation 10 environment of an autonomous system, it is not resourceholds:
fully efficient to keep all of the observations used during
Assumption 2: The DNN was trained very well on offline training on board to shuffle with and do full rethe previous distribution represented by DA that θ training every time a new task is encountered. Especially
∗
has reached a local or a global minimum i.e. θA
= if training on original tasks may take several hours or
argminθ {−log(P (θ|DA ))}.
days to complete. In an autonomous system with limited
Assumption 3: “Enough” observations are available in on-board resources and a continuously changing operaDA to allow for the approximation from the Hessian to tional environment, forgetting is most likely required to
the empirical Fisher information matrix.
make available resources to learn new tasks. In which case
forgetting needs to be controlled based on some set of requirements.
3.3.2 Justification for the choice of EWC
Additionally, a deployed autonomous system would
Relevant and beneficial properties can be observed by
have a wide spectrum of observations used in offline initial
going through the derivation above, which adopts a
training, which aims at making the trained DNN genBayesian frame work that tries to approximate the previeralised and therefore ready to handle the majority of
ously learnt data and incorporate it into the loss function
scenarios the system may encounter when deployed in
to allow the optimiser to vary the DNN parameters θ in a
different environments. However, it is not necessary to
way that balances between previously learnt distributions
maintain the same level of performance for all the learnt
and updated distributions experienced by new observa(original) tasks in all operational environments. It is more
tions. This balance is controlled via the hyper-parameter
acceptable for the DNN classifier to sacrifice some perforλ.
mance on tasks not related to the operational environAdopting a Bayesian framework, which in essence gives
ment in order to enhance its performance on PoL tasks,
a model the ability to increase or decrease its confiwhich would increase the system’s reliability in its operdence on existing knowledge and update this knowlational environment.
edge based on new observations, makes EWC very suitWith these considerations in mind, we develop a reable for the application of PoL adaptation. It also ticks
training pipeline that aims at balancing between the origthe boxes of being memory and training efficient cominal tasks and the PoL tasks based on some defined cripared to other retraining schemes that were evaluated by
teria.
Kemker et.al. [18].

4

Methodology

4.2

Controlled forgetting retraining pipeline

In this section, we introduce our retraining pipeline and
The three assumptions outlined in the previous section discuss how it tackles the challenge discussed previously
forms the grounds for the rationale of the developed re- to allow for learning PoL tasks, whilst controlling the fortraining pipeline shown in this section.
getting of original tasks.
Figure 2 shows the overall retraining pipeline representing
two independent training cycles. The first is the
4.1 The challenge with continual learning for
initial
training,
where the system is trained on the origPoL adaptation
inal dataset S0 to produce the initial DNN model M0 ,
For a DNN to learn a new task, it optimises its weights and which a system is deployed with. The original dataset is
biases by minimising the loss function as was explained the set of observations that were gathered for training
earlier in section 3.2, to alter the learnt distribution. If on tasks that developers expected to be what the sysonly observations from the new task are included then tem will encounter, based on a set of requirements and
model drift is likely to occur. Retraining on observations specifications of the system. The second is the continual
from several new tasks fed in sequentially, means that the retraining cycle on the accumulated new instances for the
gradient descent will decrease in a direction that favours PoL tasks, this cycle is continuous and occurs whenever
the observations from the latest new task only. There- the system encounters a new instance. The new instance
fore making the DNN optimised only for the latest task. Si gets appended to the accumulated new instances storResulting in continuous model drift or forgetting of previ- age that represents the observations for the PoL tasks
ously learnt knowledge. For this reason, in initial training encountered during operation. Note the ith counter used
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Original dataset [S0 ]
[S0,train ]

New instance [Si ]

[S0,test ]
PoL tasks
Accumulated new
instances [S1 , ..., Si ]

Initial training

Shuffle

Initial model (M0 )
[SPoL, train ]
i=0

[SPoL, test ]

Retraining method
i>0
Latest model (Mi )

Fig. 2: Retraining Pipeline

[SPoL, train ] [SPoL, test ]

M0

L(θ) = LPoL (θ) +

[S0,test ]

X λi
∗
F0 (θj − θold,j
)2
2
j

θnew = θold − ηi

dL(θ)
dθ

Training

Change tuning
parameters (λi , ηi )

Mi

(if not satisfied)
Criteria assessment
(if satisfied)
Retraining method
Mi

Fig. 3: Retraining Method

for the accumulated instances is not an indication of how
many PoL tasks. They can all be instances of the same or
different PoL tasks. The observations for the PoL tasks
then gets shuffled to become partly the retraining dataset
SPoL, train and partly the test dataset SPoL, test for evaluating the retrained (latest) model, Mi , on the PoL tasks.
At first, it can be thought why not learn PoL tasks
sequentially and separately instead of sequentially and
accumulated as we present in this paper? In other words
why does the retraining dataset not contain observations
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only from the last new instance, and the previous new
tasks get represented as separate EWC approximations
using an additional Fisher matrix accompanied with an
additional hyper-parameter (λ) to tune? This has many
challenges and may violate several of the assumptions established previously. It cannot be guaranteed that the
latest DNN model will be at a local minimum for all
tasks represented by Fisher matrices, hence the validity
of using a Fisher matrix to represent each of the previous PoL tasks might not always hold during operation.
Attempting to ensure all tasks represented by a Fisher
are at a local minimum makes the tuning of the hyperparameters i.e. the λs extremely computationally expensive. Additionally, The use of an EWC approximation or
more specifically a Fisher matrix to represent a new task,
can be said to violate assumption 3, because the approximation would not be for the overall distribution of the
tasks in the operational environment. Given the discussed
limitations of learning PoL tasks sequentially and separately, we progressed with using sequentially and accumulated PoL tasks for retraining. Learning sequentially
from accumulated observations would also result in retaining better performance of PoL tasks, as SGD is designed to optimise using random samples from the overall
distribution as per assumption 1.
The training SPoL, train and testing SPoL, test datasets
for the PoL tasks, the test dataset from the original tasks
S0,test , and the initial trained DNN model, M0 , are fed
into the retraining method, which retrains to create the
latest updated model (Mi ). Figure 3 shows a more detailed diagram of the retraining method. The starting
model used in retraining at any ith retrain, is always the
initial model M0 . This makes sure that assumption 2 relating to the DNN used in retraining is at a local minimum
for the original tasks, hence ensuring the EWC approximation is valid to use. In training, the mean squared error (see equation 3) is used to represent the loss function
LPoL (θ) calculated over the observations from the PoL
tasks training dataset (see Figure 3), this can be replaced
by other loss functions. On the other hand the original
tasks are expressed using the EWC approximation. The
θold and θnew used in Figure 3 represent the previous and
updated weights during training, respectively, similar to
the explanation shown earlier in section 3.2.
As was described earlier in section 3, there are two tuning parameters that can control the forgetting. The λ represents the importance of the original tasks compared to
the PoL tasks during retraining, the lower λ is the less priority it is given during retraining, and if it is set to 0 then
the original task will not be conserved using EWC. The
other parameter is η, this constrains the rate at which the
model being trained is allowed to deviate from its initial
state. The lower η is the more constrained the model is,
if η is 0 then the model will not change at all i.e. the PoL
tasks will not be learnt.
Why are both of these tuning parameters needed? The
SGD hyperparameter η alone is not capable of optimising
the retrained model alone on new tasks without resulting
in significant forgetting. Conversely, relying only on tuning λ to meet the criteria assessment can result in the re-
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training entering a state of instability where catastrophic
forgetting will occur. This has been observed experimentally. However, the observation can be also explained by
interpreting the mathematical calculations done in retraining. For example, if λ is increased gradually whilst η
is fixed, at some point the value of λ will result in the retraining steps taken by the SGD optimiser to be too large
thus causing the model to diverge instead of converging
to a local minimum. This happens due to the multiplication between λ and η, shown in Equation 11 that occurs
when optimising the combined loss function L(θ). Equation 11 is just a substitution of the equations shown in the
training block in Figure 3. Implicitly, λ does have an effect on the learning rate due to this multiplication. Hence
an interplay of the two parameters is needed to allow for
continuous stable training.

5.2
5.2.1

Implementation of retraining pipeline
Introduction of new instances

To present a new instance that a DNN classifier may encounter during operation, an observation is selected randomly from the n-MNIST dataset. Since the n-MNIST
dataset is not a video feed dataset we use data augmentation techniques to create an instance from the randomly
selected n-MNIST observation; where the synthetic observations here are small image rotations and shifts made to
create the instance. This was achieved using the image
augmentation API provided by Keras.
The observations from each instance are split into 1000
training and 250 testing samples. The test samples get
evaluated on the latest retrained model (Mi ). If the test
samples get misclassified, i.e. the accuracy is below the
classification threshold, which is 50%, then the instance
P ηi λi
∗
2
counts as new and needs retraining. Otherwise, the proF
(θ
−
θ
)
0
j
old,j
j
LPoL (θ)
2
−
(11) cess is repeated for another random observation from the
θnew = θold − ηi
dθ
dθ
n-MNIST dataset until a new instance is found. The new
The criteria assessment block takes the retrained model instance gets added to the accumulated new instances
Mi and test it using the test datasets for the original storage whilst maintaining the 1000 to 250 split of traintasks (S0,test ) and for the PoL tasks (SPoL, test ). If the ing to testing samples. The training samples from the
output matches the criteria set by the developers then accumulated new instances are shuffled and then used to
the model Mi is progressed to be used during operation, retrain the DNN classifier. This process is repeated until
else the tuning parameters are tweaked to reach a re- the number of retraining episodes needed for the experitrained model that satisfies the criteria. The criteria it- ment is achieved.
self for learning during operation can be for example that
the system should maximise its performance on PoL tasks
5.2.2 DNN Classifier
whilst maintaining a performance of at least 90% on the
original tasks, to perhaps meet some regulatory condi- A convolutional neural network (CNN) with three layers
tions that a system was proved to have at deployment of convolutions and two fully connected layers was used
to build the DNN classifier for the experiments. These
time.
specifications of the DNN were chosen based on its good
performance i.e. accuracy of around 99% on all MNIST
5 Experimentation
tasks after brief training on the MNIST dataset, shown
by other researchers.An implementation of the EWC alThe full code for the experimentation and results are gorithm using Pytorch 1.8.1 with the DNN classifier used
available on: https://github.com/Abanoub-G/EWC PoL in the retraining pipeline was adopted and modified from
Adaptation. Experiments were run on a computer with the ContinualAI GitHub repository.
an i7-10750H with 16GB RAM and an NVIDIA GeForce
RTX 3060 graphics card, running Ubuntu 20.04.02 LTS.
5.2.3 Assessment Criterion
5.1

Datasets

We use the popular 0-9 hand-written digits MNIST
dataset [6], divided into 10 classes, as the dataset S0 in
initial training. This serves as the expected operational environment of an autonomous system, i.e. the one used at
design time. The retraining and evaluation of our method
is performed using the n-MNIST [3] dataset, representing the actual operational environment. The n-MNIST
dataset has a similar pattern to the MNIST dataset but
with three different types of noise applied to its tasks:
Gaussian noise, blur, and reduced contrast with Gaussian
noise. This makes it suitable to represent an operational
environment of an autonomous system, where patterns
of tasks encountered during operation are still similar to
the original tasks, but may have variations or noise that
cause misclassifications.

The assessment criterion used in evaluating the performance of the retraining is shown in Algorithm 1. The
assessment criterion algorithm aims at outputting a retraining score (RS), the smaller this score is the more
the criterion is satisfied. When RS becomes zero then
the criterion is fully satisfied. The RS is the sum of the
original tasks score (scoreoriginal ) and the PoL tasks score
(scorePoL ). The scoreoriginal approaches zero as the accuracy of the retrained model on each of the original
tasks becomes equal or more than the controlled forgetting
threshold (CFthreshold ). This is a threshold that is set to
Data augmentation are techniques used to enhance the size
and quality of observations used in training by creating synthetic observations inferred from existing observations [31].
https://www.tensorflow.org/api docs/python/tf/kera
s/preprocessing/\image/ImageDataGenerator
https://github.com/ContinualAI/colab
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Fig. 4: Spread of retrained model Mi accuracy change on original and PoL tasks during 10 retraining episodes. Shown
for EWC + SGD (i.e. tuning λ and η) and SGD only (i.e. λ = 0 and tuning η) for controlled forgetting thresholds
CFthreshold of 98%, 95% and 90%.
Algorithm 1 Assessment criterion
origacc = [ ]
for class in classes do
tasktest = S0,test .class
acc = Mi (tasktest )
diff = CFthreshold − acc
if diff > 0 then
origacc .append(diff)
end if
end for
scoreoriginal = sum(origacc )
scorePoL = 100 − Mi (SPoL, test )
RS = scoreoriginal + scorePoL

From our experiments, this method of scoring for PoL
tasks collectively was found to yield higher accuracies on
PoL tasks during optimisation than scoring the individual PoL tasks, as was done for the original tasks. This
is because the number of observations available for each
task of the PoL tasks is not the same as for the original
tasks.
We use Hyperopt, a hyperparameters tuning algorithm
based on Bayesian optimisation [27, 32, 8], to identify
appropriate values for the hyperparameters λi and ηi to
maximise the criterion satisfaction.
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control how much accuracy on the original tasks the system is allowed sacrifice during retraining. The scoreoriginal
is calculated as follows. An empty array (origacc ) to store
the accuracy on the original tasks is initialised. There are
ten original tasks, each original task relates to one of the
ten classes in the DNN. We loop over the ten original tasks
and extract the test samples for that task from the S0,test
dataset, these test samples are referred to as tasktest . The
model Mi accuracy (acc) is calculated on tasktest . If the
accuracy is below the CFthreshold , then it gets appended
to origacc . The scoreoriginal is then computed as the sum
of the members in origacc .
The PoL tasks score (scorePoL ) is calculated differently,
where all of the samples from the PoL tasks test dataset
SPoL,test are evaluated on the retrained model without
breaking it into several tasks. This is subtracted from 100
since we want to maximise performance on PoL tasks.

Results and discussion

Whilst using the SPoL, test dataset for evaluation during
operation is the correct approach for assessing the satisfaction of the retraining criterion, to study our research
questions we need a larger pool of data to assess the effect of operational retraining on the overall performance
of PoL tasks. Therefore, conversely to the assessment criterion which uses the test dataset SPoL, test obtained from
the accumulated instances storage, we use the overall test
dataset provided in the n-MNIST dataset to investigate
our research questions. We base all of the results presented here on ten consecutive retraining episodes for ten
new instances.
6.1

EWC+SGD vs SGD alone

Figure 4 aims at answering RQ1, to show how the presence of EWC reduces forgetting and still allows the classifier to adapt to PoL tasks. There are ten original tasks
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Fig. 5: Matrix plot showing accuracy change during retraining episodes, for controlled forgetting threshold of 90%,
on each of the original tasks and the possible PoL tasks from the n-MNIST dataset. The red dots show the instances
that were added and at which retraining episode they were added out of the ten retraining episodes.
for the ten digits 0-9 in the MNIST dataset. The test
samples for each of those tasks is assessed on the latest
retrained model Mi and the initial model M0 after every
retrain. The two outputs of this evaluation are subtracted
from each other giving the accuracy change, i.e. the gain
or loss in performance compared to the initial model. The
accuracy change is shown on the y-axis in the Figure 4
and the red dotted line indicates zero change in accuracy
from the first model’s M0 accuracy on any given task.
The spread of accuracy change on the ten original tasks
for all ten retraining episodes is grouped and shown by
the box for original tasks in Figure 4.

accuracy change. This way we collect the accuracy change
for the PoL tasks grouped in the box plot in Figure 4.

The six plots in Figure 4 show the accuracy change
on original and PoL tasks, for three controlled forgetting thresholds CFthreshold : 98%, 95% and 90%. The box
denotes the interquartile range of accuracy change, nonoutlier limits by the whiskers and a horizontal bar for
the median. For all three thresholds used in experimentation, the EWC+SGD shows a much more controlled forgetting paradigm on the original tasks compared to SGD
Similarly, for the PoL tasks, after every retrain the rel- only. This is evidenced by the very low spread of accuracy
evant test samples from the n-MNIST for the PoL tasks change close to the red dotted lines for the EWC+SGD
are assessed on the latest retrained model Mi and the ini- and the very sparse accuracy change below the red dottial model M0 to calculate the accuracy change. Note the ted line for the SGD only. This shows that the SGD
n-MNIST has 30 tasks (10 classes × 3 noise types). Not only approach results in significant model drift and even
all 30 tasks are PoL tasks. The relevant tasks from the n- catastrophic forgetting of some tasks, even at very high
MNIST for which we use test samples, after every retrain, controlled forgetting thresholds (see Figure 4d). For both
depend on the instances that were used in retraining. For EWC+SGD and SGD only the PoL tasks seem to generexample, if the model is retrained on four instances that ally improve in accuracy. The SGD only achieves slightly
are extracted from two tasks from the n-MNIST dataset, higher performance but more sparsed on PoL tasks comthen there would be only two PoL tasks, for which we need pared of EWC+SGD. This may have merits depending on
to test for accuracy change. Then, assuming the fifth in- applications but also indicates overfitting to PoL tasks
stance belongs to another third task from n-MNIST, there which is actually the case since the forgetting is much
would be three PoL tasks, for which we need to test for more significant when using SGD only.
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6.2

Generalisation on PoL tasks

Figure 5 gives an insight of the generalisation on the
PoL tasks of the system. This matrix diagram shows a
subplot for each of the ten original tasks (learnt from
MNIST) and the thirty potential PoL tasks (provided by
n-MNIST) that may become part of the system’s operational environment. To investigate RQ2, a matrix plot
displaying the accuracy of the initial model M0 and the
latest model Mi on all of the tasks in the MNIST (row labelled “Original” ) and n-MNIST (rows labelled “Noise
1”, “Noise 2”, and “Noise 3” ) datasets through out the
ten retraining episodes is shown in Figure 5. All of the
MNIST tasks are the original tasks and the n-MNIST
tasks with red dots are the PoL tasks. An n-MNIST task
only becomes of a PoL task after an instance of it appears
in the system’s operational environment. The appearance
of instances is denoted by red dots, showing at which retraining episode an instance from that task was used in
retraining.
Observing the solid black lines (accuracy of Mi ) and the
red dotted lines (accuracy of M0 ) in Figure 5, it is evident
that after the classifier is retrained on a new instance, the
accuracy of the latest model on the task the instance is
captured from improves beyond the initial model’s accuracy. This is achieved at the expense of some forgetting
of the original tasks, which is acceptable given that the
model is drifting to fit its pattern of life. Furthermore,
there is a drop in accuracy on non-PoL tasks from the
n-MNIST dataset. This is not of concern as these other
tasks fall out of the operational design domain of the system i.e. they are not part of the original tasks nor have
been identified as PoL tasks.
6.3

Retraining speed

A limitation of the current retraining pipeline is that as
more new instances appear the retraining process will become slower as there are more observations to optimise
the model for in the accumulated new instances storage.
This limitation might be mitigated by decreasing or more
generally adjusting the number of observations used in retraining from each new instance every time a new instance
is captured. Also, removal of instances completely for PoL
tasks that the system has not encountered in a long period of time, thus have stopped being part of the system’s
pattern of life. Achieving that can be by keeping track of
how often the system encounters similar instances (perhaps by using dissimilarity measures [12] to detect them),
and decide whether it is beneficial to remove or keep certain PoL tasks’ instances based on some criteria put by
developers or regulators.
Reducing the retraining speed can also achieved by using spatio-temporal retrained models, each having its own
storage of new instances. Therefore only retraining on instances that are relevant to the area the system is in and
time in day or year. If the system is encountering a large
number of new instances then that may invite for developers to investigate the observations used in initial training,
as the expected and actual operational environments are
very different.

6.4
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A Note on transfer learning

Learning from few observations is generally challenging and does not abide with current machine learning
paradigms, which rely on the availability of abundant observations to learn a task. Using data augmentation techniques, as done in this paper, certainly improves learning
of new tasks. However, a major contribution to the success of our method is caused by transfer learning obtained
from original tasks. This poses a limitation in the use of
the proposed approach from learning tasks following a
completely different pattern, e.g. Permuted-MNIST [10]
or Fashion-MNIST [36], which extends beyond the scope
of our work.

7

Conclusions and future work

In this paper we have demonstrated that using EWC allows for more controlled learning of new tasks from new
instances whilst controlling the limit allowed for forgetting of original tasks. This was followed by studying the
effect on accuracy and generalisation of retrained DNN
classifiers on new tasks using the MNIST and the nMNIST datasets to represent expected and actual operational environments, respectively. The results show that
there are clear signs of generalisation on PoL tasks from
retraining on instances. Future works to allow for the
adoption of this retraining pipeline in AS include:
– Developing runtime monitors to help an autonomous
system evaluate its performance on PoL tasks inferred
from accuracy improvement on encountered new instances or other correctly classified instances. This
feedback is necessary as having a large pool data of
PoL tasks to assess on generalisation, as we did in
our experimentation, is not available for a system in
operation.
– Investigating methods to maintain the retraining
speed of the DNN classifier as the new instances storage increases to still allow for efficient retraining.
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